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Criminal and Legal Counteraction to the Activities of Criminal
Authorities: The Ukrainian Model

Andrii A. Vozniuk®
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m Abstract. The problem of countering organised crime in Ukraine has always been in the centre of attention
of both law enforcement officers and researchers. It became particularly relevant in connection with the creation
of a new division of the National Police of Ukraine — the Department of Strategic Investigations and providing
it with new tools to improve the effectiveness of bringing criminal figures to justice. As a result of amendments
to the Criminal Code of Ukraine, the model of criminal and legal counteraction to the activities of criminal
authorities has changed significantly. In particular, such concepts as “criminal community”, “code-bound thief”,
“criminal influence”, “criminal activity”, “person who carries out criminal influence”, and “person who is in
the status of a subject of increased criminal influence” have been introduced into the legislative circulation, new
acts have been criminalised — establishing or spreading criminal influence, applying for the use of criminal
influence, and also organisation and assistance in holding or participating in a criminal meeting (sit-down) were
separated into an independent section. The purpose of the study is to investigate the essence and content of the
modern model of criminal law counteraction to the activities of criminal authorities, identify its conceptual
shortcomings, and formulate proposals for improvement. During the research, a complex of scientific methods
was applied - systemic, formal and dogmatic (legal and technical), comparative and legal, analysis, synthesis,
induction and deduction. Special literature, provisions of the Criminal Code of Ukraine and judicial practice
of their application were considered, and consultations with experts were held. Based on the findings, a
holistic view of the Ukrainian model of criminal law counteraction to the activities of criminal authorities
is presented, and its content is revealed. Recommendations have been developed on the interpretation and
further application of Articles 255, 255-1, 255-2, 255-3 of the Criminal Code of Ukraine. The conceptual
shortcomings of the model under study are identified and ways to improve it are outlined, including: 1) rejection
of the criminal community as an independent form of complicity; 2) clarification of the definition of criminal
influence by specifying its features and excluding unnecessary ones; 3) legislative consolidation of the term
“criminal activity”; 4) rejection of the term “code-bound thief” primarily due to the fact that it concerns
a person who is in the status of a subject of increased criminal influence; 5) changing the emphasis in the
definition of a criminal meeting from its subjects to the purpose of this meeting

m Keywords: organised crime; criminal organisation; criminal community; “code-bound thief”; criminal influence

m Introduction

Organised crime poses a serious threat to the rights
and freedoms of citizens around the world (Italy, China,
Germany, USA, Turkey, Japan, etc.). Ukraine is no ex-
ception, where organised crime is a common phenom-
enon. Ukrainian researchers have repeatedly proved
the public danger of creating and operating organised
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criminal associations, in particular, associated with
its deep penetration into the economic and political
spheres of the state [1-4]. It is no coincidence that
the concept of organised crime is considered to be
characterised by the idea of “serious danger” that it
causes (from the standpoint of reasonableness, the
restriction of fundamental human rights in criminal
proceedings is particularly noticeable) [5, pp. 2116-
2117].

Participants of modern organised criminal as-
sociations are mastering new technologies for com-
mitting criminal offences. For example, technologies
of raiding, cybercrime, financial pyramids, the use of

Vol. 27, No. 1. 2022. PP. 9-19
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electronic money and cryptocurrencies [6-10]. “The
modern criminal environment has a steady tendency
to improve criminal skills, internal organisation, pro-
fessionalism, technical equipment, etc.” [11, p. 400].
On the other hand, a significant part of the members
of organised criminal associations continue to adhere
to the established rules, customs, and traditions char-
acteristic of the criminal community of countries native
to the USSR.

One of the trends of modern transnational crime
is the desire of criminal structures to penetrate and
succeed in the economy, politics, and management of
large companies and enterprises. In the process of a
fierce struggle for the right to control the profitable
spheres of the economy and territory, the criminal en-
vironment is organised, the state is involved in its
activities, and it penetrates the structures of power
and management [11, p. 390]. In some regions of the
country, a whole system of illegal relationships and
relations has been formed that can compete with the
legal institutions of society [12, p. 175-176].

During 2015-2019, the positions of represen-
tatives of organised crime significantly deteriorated
due to miscalculations in the reform of criminal jus-
tice bodies and a significant level of corruption in the
state. This has been repeatedly noticed in the studies
by V.S. Batyrgareieva, A.M. Babenko [13], B.M. Ho-
lovkin [14], Yu.V. Lutsenko [15], A.A. Dudorov [16]
et al. [17; 18]. It is no coincidence that a particularly
dangerous form of corruption is the one that is carried
out by organised crime [19].

It is impossible to ignore the changes in the Crimi-
nal Code of Armenia [20] and Georgia [21] related to
the creation of special grounds for criminal liability
of “code-bound thieves” and other criminal figures,
which caused, among other things, the movement of
these subjects of criminal influence from these coun-
tries to the territory of Ukraine. In this regard, there
is a need to improve criminal legal tools for counter-
ing national forms of organised crime, and adequate
forms and methods of their activities.

The purpose of the study is to investigate the
modern Ukrainian model of criminal law counteraction
to the activities of criminal authorities, in particular,
disclosure of its essence, content, identification of short-
comings, and formulation of proposals for improvement
on this basis.

= Materials and Methods

To achieve these goals, a set of scientific methods was
used: systematic — in the process of a comprehensive
study of the system of elements of the current model of
criminal law counteraction to the activities of criminal
authorities in Ukraine; formal and dogmatic (legal and
technical) — during the analysis of legal constructions
of crimes provided for in Art. 255, 255-1, 255-2, 255-3,

Scientific Journal of the National Academy of Internal Affairs, 27(1)

256, 257 the Criminal Code of Ukraine, and the definition
of the content of legal terms used in the work; com-
parative and legal — within the framework of compar-
ing the signs of the criminal community as one of the
modern forms of organised crime in Ukraine with the
signs of various forms of organised crime in other states.

Consultations were held with experts (5 operatives
of the Department of Strategic Investigations and 4
investigators of the Main Investigation Department
of the National Police of Ukraine in Kyiv during Feb-
ruary-October 2021) to ascertain the current state in
the field of combating organised crime in Ukraine.

The application of methods of analysis, synthesis,
induction and deduction allowed building a logical
structure of the study, which includes the following
blocks: 1) a brief description of the criminal community
as one of the national forms of organised crime in Ukraine
and the place of criminal authorities in it; 2) the main
additions to the grounds for criminal liability of crim-
inal figures; 3) the need for new criminal law tools;
4) the basic elements of the Ukrainian model of crim-
inal law counteraction to the activities of criminal
authorities; 5) conceptual flaws of criminal law tools
in countering the activities of criminal authorities.
The study used publicly available special scientific
literature, materials of judicial practice from the Uni-
fied State Register of Court Decisions, and provisions
of the Criminal Code of Ukraine.

m Results and Discussion

Criminal community as a national form of organised crime
in Ukraine and the place of criminal figures in it

Modern organised crime operating in Ukraine has dif-
ferent forms of manifestation, among which a special
place is occupied by the criminal community, charac-
terized by certain features of organised, recidivist, and
professional criminal activity. Its participants have formed
certain rules, adhere to established traditions, created
an extensive infrastructure, and also carry out effective
cooperation with representatives of organised criminals
in other countries. A special danger of such a community
is that bringing individual members and their associ-
ations to criminal responsibility does not entail its
liquidation, since one criminal figure is replaced by
another, which continues to organise, coordinate or
facilitate criminal illegal activities in a certain territory. In
part, this can explain the fact that, despite the efforts
of the authorities to eliminate this form of organised
crime, it continues to operate successfully outside the
post-Soviet states.

The criminal community, as the most well-known
national form of organised crime in Ukraine (for com-
parison, in Japan it is the Yakuza, and in America and
Italy it is the mafia), has several special features that
allow identifying it among other forms of organised
crime. Firstly, at the top of the hierarchy of the criminal
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community are “code-bound thieves” (literally called
“thieves in law” or “thieves”, “criminals covered by the
code”). They are subject to “enforcers” (“polozhentsy”,
“smotryaschie”) and other criminal figures. A criminal
figure is a person who is trusted in the criminal en-
vironment, enjoys respect among criminals and has
a significant influence on them. This can be either a
“code-bound thief”, “enforcer” or a person who is not
in such informal statuses. Secondly, the main function of
the criminal community is to organise, control, and
coordinate criminal and illegal activities in a certain
territory and/or in a certain area. Control of ordinary
crime is a specific feature of the mafia, and not of
other forms of organised crime [23]. Representatives of
the criminal community try to control various types
and forms of crime in a certain territory. Thirdly, the
economic basis of this form of organised crime is the
presence of a “common fund”, which is formed by
appropriate contributions from both legal and illegal
activities and is used for the needs of the criminal
world (for example, support for convicts in detention
centres). Fourthly, the criminal world has established
certain customs and traditions that have undergone
a significant transformation over time, but are mostly
observed among representatives of the community
and other criminal offenders. Many “code-bound
thieves”, like chameleons, were able to adapt to the
new business situation, but for a significant part of
them, the traditional thieves’ code and concepts re-
main important [24]. Fifthly, the criminal community
has a collegial management body — the meeting, which
resolves the most important issues related to criminal
and illegal activities.

Substantiation of the need for new criminal legal instruments

Regarding the need to find new legal tools to counteract
criminal authorities, it should be noted that on the
one hand, the Criminal Code of Ukraine has grounds
for bringing them to criminal responsibility both for
creating a criminal association and participating in
it (for creating a gang, criminal organisation, leading
these criminal associations, participating in them), and
for participating in crimes committed in complicity
or alone. Therefore, in the conditions of high-quality
criminal and criminal procedure legislation, as well
as the absence of corruption in judicial and law en-
forcement agencies, it is possible to implement this.
At the same time, unfortunately, researchers have re-
peatedly focused on the shortcomings of certain pro-
visions of the criminal procedure legislation, which
allow delaying the investigation of criminal proceed-
ings, and ultimately closing them or passing acquit-
tals [25-29]. The provisions of the Criminal Code of
Ukraine also have certain shortcomings, but they are
not critical. The level of corruption in the state is also
significant, as already noted.

l

On the other hand, even in the absence of these
legislative shortcomings and corruption of state bodies,
there are certain gaps in the criminal law regulation
of countering organised crime. Since the entry into
force of the Criminal Code of Ukraine (September 1,
2001), it has always had grounds for criminal liability of
members of organised criminal associations that gener-
ally met international standards. However, they were
not sufficient for a complete and objective criminal
an dlegal assessment of the activities of “code-bound
thieves”, “enforcers” and other criminal figures, related
not to the commission of a certain crime, but to the
influence on criminal activity in a certain territory
or in a certain area. Until the criminalisation of the
establishment and dissemination of criminal influ-
ence (Article 255-1 of the Criminal Code of Ukraine),
there were no grounds “for bringing them to criminal
responsibility for coordinating, facilitating, or inducing
criminal activity. “For example, a “code-bound thief” or
another criminal figure could not be brought to crim-
inal responsibility for resolving disputes that arise
between persons from the standpoint of unwritten “laws”,
“concepts”, when he acted as a “justice of the peace”,
and determined the validity of claims, and made de-
cisions on punishing the perpetrators, etc. Admittedly,
if his actions did not contain elements of another
criminal offence (extortion, coercion to performance
or non-performance of civil obligations, etc.), there were
no grounds to bring to criminal responsibility persons
who contribute to criminally illegal activities by maintain-
ing and ensuring the filling of the “common fund”,
persons who coordinate the commission of criminal
offences in a certain territory (for example, grant per-
mission to individual subjects and criminal associations
to engage in illegal activities). The latter may not even
know who, when, where, in what way, and against
whom will commit a crime or criminal offence, which
actually makes it impossible to bring them to justice
as accomplices” [30, p. 268-269].

Therefore, the new criminal law bans have
significantly strengthened the arsenal of law enforce-
ment officers in countering organised crime. However,
they should not be idealised, because the “community
of code-bound thieves” can adapt to a changing en-
vironment. Even the harshest state repression is not
enough to eliminate the mafia. Mussolini failed to de-
stroy the Sicilian Mafia, just as Stalin failed to elim-
inate the “code-bound thieves”. An effective policy
against organised crime should go beyond repression
and address the elimination of social and economic
reasons for the existence of such organisations” [31].
“It is no coincidence that the emergence of criminal
organisations is conditioned by the inability of weak
states to ensure the safety of their citizens and provide
them with the necessary services” [32].

Scientific Journal of the National Academy of Internal Affairs, 27(1)
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Main additions to the grounds of criminal liability of
criminal authorities and basic elements of the Ukrainian
model of criminal law counteraction to the activities of
criminal authorities

In order to improve the grounds for criminal liability of
criminal authorities, amendments were made to the
Criminal Code of Ukraine [22]. Firstly, a new form
of complicity has been introduced - a criminal com-
munity (an association of two or more criminal or-
ganisations), its creation and management have been
criminalised. Secondly, the following persons are rec-
ognised as special subjects of crime: “1) a person who
carries out criminal influence; 2) a person who is in
the status of a subject of increased criminal influence;
3) a “code-bound thief”. Thirdly, the deliberate establish-
ment or dissemination of criminal influence in society
is criminalised (Article 255-1 of the Criminal Code of
Ukraine), in particular, in temporary detention cen-
tres, pre-trial detention centres, or penitentiary institu-
tions (qualifying feature). Fourthly, it criminalises the
appeal to a person who can deliberately exert criminal
influence for the guilty person, in particular, to a person
who is in the status of a subject of increased criminal
influence, including in the status of a “code-bound
thief”, for the purpose of applying such influence (Ar-
ticle 255-3 of the Criminal Code of Ukraine).” Fifthly,
illegal actions in relation to a criminal meeting (sit-
down) are singled out in a separate Article 255-2 of
the Criminal Code of Ukraine, and participation in it
is criminalised.

The Ukrainian model of criminal law counterac-
tion to the activities of criminal authorities includes
the following components:

1. Recognition of organised group, gang, criminal
organisation, and criminal community as independent
forms of complicity, and criminalisation in certain types
of crimes of creation of these criminal associations and
participation in them. The Criminal Code of Ukraine [22]
criminalises such actions related to organised criminal
associations as the creation and management of a gang,
criminal organisation, and criminal community, and
participation in a gang and a criminal organisation
(participation in a criminal community is not recognised
as a separate form of the objective side of the crime).
Such a step by the legislator provides an opportunity
to bring criminal authorities to responsibility not only
for committing criminal offences as part of a criminal as-
sociation (for example, robbery or extortion) but also
for actions in relation to such an association (creation,
leadership, participation). This is a very important tool
in cases where it is impossible to prove the partici-
pation of criminal figures in individual crimes com-
mitted by a gang, criminal organisation, or criminal
community. To bring a person to criminal responsibility
for participating in a criminal association, it is not
necessary to prove his participation in certain crimes
committed by this association. After all, a member of
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a gang, criminal organisation or criminal community
can provide other accomplices with tools and means,
remove obstacles, ensure the life of the association,
but not take part in specific crimes. In such circum-
stances, there are grounds to bring him to criminal
responsibility for participating in a criminal association.

2. Identification of qualified crimes in the relevant
structures special subjects — a person who carries out
criminal influence, a person who is in the status of a
subject of increased criminal influence, a “code-bound
thief”, an official. These also include “enforcers” and
criminal figures who do not have the above-mentioned
informal statuses. “A person who carries out criminal
influence is a person who, through authority, other
personal qualities or capabilities, promotes, encourages,
coordinates, or exercises other influence on criminal
activities, organises or directly distributes funds, property,
or other assets (proceeds from them) aimed at ensuring
such activities. Under a person who is in the status of
a subject of increased criminal influence, including
in the status of “code-bound thief”, “it is necessary
to understand a person who, due to authority, other
personal qualities or capabilities, carries out criminal
influence and coordinates the criminal activities of
other persons who carry out criminal influence (Note 2
to Article 255 of the Criminal Code of Ukraine)” [22].
To recognise a person as being in the status of a subject
of increased criminal influence, including in the status
of “code-bound thief”, it is necessary to prove: 1) the
implementation of criminal influence by this subject;
2) the coordination of criminal activities by this sub-
ject of other persons who carry out criminal influence.

3. Criminalisation of socially dangerous acts related
to criminal activity — “Establishing or spreading crimi-
nal influence” (Article 255-1 of the Criminal Code of
Ukraine) and “Applying for the use of criminal influence”
(Article 255-3 of the Criminal Code of Ukraine) [22].
“Criminal influence should be understood as any actions
of a person who, due to authority, other personal qual-
ities or capabilities, contributes, encourages, coordinates
or exerts other influence on criminal activities, organises
or directly distributes funds, property or other assets
(income from them) aimed at ensuring such activ-
ities (Note 1 to Article 255 of the Criminal Code
of Ukraine)” [22]. Criminal influence may consist in
the following actions: appointment of “enforcers”;
resolution of conflicts between convicted, previously
convicted, and other persons; distribution of funds
or other material goods between convicted persons;
organisation and holding of meetings in penitentiary
institutions; establishment of protection for persons
committing criminal offences, etc. Criminal influence
is combined with the commission of crimes against
property (theft, robbery, extortion), illegal deprivation
of liberty or abduction of a person, actions that dis-
organise the work of a penitentiary institution, illegal
actions with narcotic drugs, etc.
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It is important to pay attention to the fact that
the legislator criminalised both the deliberate estab-
lishment or spread of criminal influence in society
(Article 255-1 of the Criminal Code of Ukraine) [22],
and the appeal to a person who knowingly for the guilty
can carry out criminal influence, in particular to a per-
son who is in the status of a subject of increased crimi-
nal influence, including in the status of a “code-bound
thief”, in order to apply such influence (Article 255-3 of
the Criminal Code of Ukraine) [22]. In fact, the latest
criminal law ban is designed to prevent the facts of
turning to criminal authorities to solve personal prob-
lems. As commonly known, solving the problems of
citizens within the legal framework is the prerogative
of state bodies. Therefore, such appeals for help to
subjects of criminal influence contribute at least to
the popularisation of the criminal world, increase its
profits and level the purpose of the state, and discredit
itin the eyes of citizens. Researchers are right that the
criminal world competes with the state, and the state
should have absolute hegemony in the arena of law
and order [33]. Some researchers identify the weakness
of the national state as a key reason for the spread of
organised crime [34; 35].

4. Criminalisation of assistance to members of
criminal organisations and concealment of their criminal
activities (Art. 256 of the Criminal Code of Ukraine).
This assistance must necessarily not be promised in
advance. By its nature, it is involvement in a crime
under Article 255 of the Criminal Code of Ukraine.
Assistance to members of criminal organisations and
concealment of their criminal activities can only be
committed in a certain way: by providing premises,
storage facilities, vehicles, Information, documents,
technical devices, money, securities (for example, pro-
viding a storage facility for storing firearms and am-
munition or money received from the sale of narcotic
drugs, providing information about the presence or
absence of law enforcement officers on the territory
to avoid exposing persons engaged in illegal amber
mining).

The implementation of other actions that are not
promised in advance to create conditions that contrib-
ute to their criminal activities is to provide assistance
to members of criminal organisations in carrying out
their criminal activities in any other way. This act in
practice was manifested in the storage of documents
of the organiser of a criminal organisation, providing
assistance in the creation and operation of a fictitious
legal entity. Art. 256 of the Criminal Code of Ukraine [22]
most often qualify the actions of persons who pro-
vide assistance to representatives of the “DPR” and
“LPR” (for example, provide information about the
movement, location, fortifications and weapons of
the armed forces, personal data of military personnel,
information about the dead and wounded among mil-
itary personnel; provide construction equipment for
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the construction of fortifications; serve at roadblocks;
provide illegally detained people with work and food;
hold certain positions in the authorities of the “DPR” and
“LPR”; transport armed members of these formations).

5. Criminalisation of organisation, assistance in hold-
ing or participating in a criminal meeting (sit-down) (Ar-
ticle 255-2 of the Criminal Code of Ukraine) [22]. The
specified meeting with the participation of representa-
tives of criminal organisations, organised groups, and
persons engaged in criminal influence is held for the
purpose of planning crimes, material support or co-
ordination of criminal activities, including the distri-
bution of proceeds from crime, or spheres of criminal
influence. A criminal meeting (sit-down) is a kind of
collegial management body of criminal associations
and individual criminals, whose participants periodi-
cally meet to make a decision on punishing violators
of “thieves’ codes”, considering disputes, appointing
“enforcers”, distributing spheres of criminal influence,
proceeds from crime, “coronation” of criminal author-
ities, deprivation of rank of “code-bound thieves”,
etc. This meeting can be held under the cover of an
anniversary, wedding, funeral, etc.

6. Installation of a special type of exemption from
criminal liability for participation in criminal organisa-
tions in case of voluntary notification of the creation
of a criminal organisation or participation in it and
active assistance in its disclosure (Part 6 of Article 255
of the Criminal Code of Ukraine) [22]. This rule pro-
vides an opportunity to involve in cooperation with
law enforcement agencies participants of a criminal
organisation who provide assistance in uncovering and
investigating the creation of a criminal organisation,
leading it, participating in it, including participation
in certain criminal offences of its participants in ex-
change for exemption from criminal liability.

7. Recognition of a circumstance aggravating the
punishment of committing a criminal offence by a group
of persons by prior agreement (Part 2 or 3 of Article 28 of
the Criminal Code of Ukraine) [22]. Its consolidation in
the law on criminal liability is probably conditioned
by the fact that the commission of a crime in these
forms of complicity usually indicates a greater degree
of public danger of the committed crime. A similar
circumstance exists in foreign criminal legislation, in
particular in the CIS countries, Vietnam, Lithuania,
Norway, the Czech Republic, Sweden, Finland, etc. This
is quite natural, because Part 2 of Article 3 of the
EU Council Framework Decision on combating or-
ganised crime of October 24, 2008, states that each
member state takes the necessary measures to ensure
that the commission of crimes provided for in Article 2
within a criminal organisation can be recognised as an
aggravating circumstance [36]. Interpretation of Part 2
of Article 67 of the Criminal Code of Ukraine [22]
indicates that the court must always take this cir-
cumstance into account when assigning a sentence
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as aggravating the punishment. This circumstance is
applied to each participant of a criminal association,
considering the nature and degree of public danger
of the crime committed.

Therefore, the modern criminal law model of
countering the activities of criminal authorities pro-
vides an opportunity to carry out a fairly complete and
comprehensive criminal law assessment of the acts
committed by them, including the actions of persons
who apply to these subjects to solve certain problems.
There is also the possibility of using individual partic-
ipants of criminal organisations to expose the organi-
sation as a whole and bring to criminal responsibility
its organisers and ordinary participants. As of Janu-
ary 1, 2022, the Unified State Register of Court Deci-
sions for the period 2020-2021 contains: 8 sentences
under Article 255 of the Criminal Code of Ukraine, 1
sentence under Article 255-1 of the Criminal Code of
Ukraine, 1 sentence under Article 255-3 of the Crimi-
nal Code of Ukraine, and not a single sentence under
Article 255-2 of the Criminal Code of Ukraine [22].
Given the above, it is worth paying attention to some
problems that to a certain extent affect the effective-
ness of the application of this model, related to the
unsatisfactory quality of new criminal law norms. It
is necessary to agree that “the lack of the rule of law
and legal gaps encourage organised criminal groups
to thrive” [37].

Conceptual shortcomings of criminal law instruments in
countering the activities of criminal authorities

The analysis of the literature indicates that there are
serious flaws in the relevant grounds for criminal
liability:

1. Certain components of new criminal legal in-
struments are impractical and too difficult to use. This
refers to the criminal community given the difficulties
of documenting it, the excessive burden on the work
of law enforcement agencies, and the possibility of
involving its participants for creating a criminal or-
ganisation, leading it, or participating in it. In addition,
A. Kvasha draws attention to the potential difficulties
in qualifying the actions of members of the criminal
community [38]. The design of a subject of increased
criminal influence is too complex to use. In order to bring
to criminal responsibility a person who is in the status
of a subject of increased criminal influence, including
in the status of “code-bound thief”, it is necessary to
document and bring to criminal responsibility two or
more persons who carry out criminal influence, and
then prove the fact of coordinating their criminal ac-
tivities [39, p. 185].

Participants of the meeting are recognised as repre-
sentatives of criminal organisations or organised groups
and persons engaged in criminal influence. The use of the
term “representative of a criminal organisation or
organised group” means that in order to prove the
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existence of representation, first of all, it will be nec-
essary to prove the existence of a criminal organisation
or organised group. But the existence of such associa-
tions can be confirmed if their members are convicted.

2. Separate terms are clearly vague and inaccurate.
This will lead to different interpretations of them and
complicate the application of relevant criminal pro-
hibitions. At the very least, this refers to the concept
of criminal influence, based on which the person who
carries out criminal influence is also determined. It
contains not only evaluative, but also indefinite
terms — “due to authority, other personal qualities or
capabilities”, “other influence on criminal activity”. Ad-
mittedly, researchers are right that such an approach,
despite the unsatisfactory state of law enforcement
and judicial activity, leads to arbitrariness and un-
limited judicial discretion [38, p. 398].

3. There is no definition of such terms as “criminal
activity” and “code-bound thief”. There is no unity in
the views of researchers on their content and in the
theory of criminal law. If the criminal law category
“code-bound thief” is actively discussed in scientific
circles [40-43], then the concept of “criminal activity”
is less developed in the theory of criminal law. In ad-
dition, the terms “code-bound thief” and “criminal ac-
tivity” before the amendments to the Criminal Code
of Ukraine had a more criminological meaning than
criminal law.

4. The possibilities of a special type of exemption
from criminal liability under Part 6 of Article 255 of the
Criminal Code of Ukraine are limited by participation
in a criminal organisation. The prerequisite for this
criminal legal incentive can only be such a form of
the objective side of the crime as participation in a
criminal organisation. However, in practice, such par-
ticipation is almost always combined with the com-
mission of other criminal offences, and therefore, full
exemption from criminal liability based on Part 6 of
Article 255 of the Criminal Code of Ukraine is out of
the question. Although, the question arises whether it is
advisable to talk in such situations about the complete
exemption from criminal liability of participants in
criminal organisations.

m Conclusions

Based on the study results, an idea of the essence of
the Ukrainian model of criminal law counteraction
to the activities of criminal authorities is formulated,
its potential opportunities and vulnerabilities are re-
vealed.
1. This model includes the following elements:
1) recognition of such organised criminal associa-
tions as an organised group, gang, criminal organisa-
tion, and criminal community as independent forms
of complicity;
2) establishment of criminal liability for such acts:
a) creating an organised criminal association (criminal
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organisation, gang), leading it, participating in it;
b) establishing or spreading criminal influence;
¢) applying for the use of criminal influence; d) organis-
ing, assisting in holding or participating in a criminal
meeting (sit-down); e) assisting members of criminal
organisations and concealing their criminal activities;

3) recognition as special subjects of crimes of an
official and representatives of the criminal world — a
person who carries out criminal influence, a person
who is in the status of a subject of increased criminal
influence, a “code-bound thief”;

4) establishment of a special type of exemption
from criminal liability of participants of a criminal
organisation for participation in it in the event of
positive post-criminal behaviour (voluntary notifica-
tion of the creation of a criminal organisation or par-
ticipation in it and active assistance in its disclosure);

5) provision of the possibility of imposing a more
severe punishment in the event of committing a crimi-
nal offence by an organised group due to the recognition
of this circumstance as aggravating the punishment.

This model covers the maximum possible range
of subjects who carry out organised criminal activity,
contribute to its development or are otherwise involved
in it; includes a detailed differentiation of criminal li-
ability for their committed acts; contains grounds for
criminal law incentives to cooperate with law enforce-
ment agencies in solving a criminal organisation.

2. In addition to its absolute advantages, the
model of criminal law counteraction to the activities
of criminal authorities has serious drawbacks, which,
although, allow it to be applied in practice, do not
allow it to be done effectively enough. Among them:

1) inappropriate and too complex for use of provi-
sions on the criminal community, a person who is in
the status of a subject of increased criminal influence
and participants in the meeting (representatives of
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KpuMiHanbHO-NpaBoBa NpoTUAia AiaNbHOCTI
KPpUMiHaNbHMUX aBTOPUTETIB: YKpaiHCbKa MoAaesb

AHApin AHApinoBuY Bo3HIOK

HarrioHasibHa akajieMisi BHyTPIIlIHiX CIIpaB
03035, n1. CosmoM'siHchKa, 1, M. KuiB, Ykpaina

m Anoramnis. [Ipo6sieMa MpoTUAil opraHi3oBaHill 3JIOUMHHOCTI B YKpaiHi 3aBxau mepebyBajia B IIeHTPi yBaru
SIK IPAaBOOXOPOHIIiB, Tak i BueHnX. OcoOJIMBOI aKTyaJbHOCTiI BOHA HabyJia y 3B’A3Ky 3i CTBOPEHHAM HOBOTO
nigpo3aisy HarioHansHO1 nostifil YKkpaiHy — JlemapTaMeHTy CTpaTeridyHuX po3cylilyBaHb Ta HAAAHHAM HOMY HOBUX
KpUMiHaJIbHO-IIPABOBUX iHCTPYMEHTIB [JIA NifBUINIeHHA e(EeKTHUBHOCTI MPUTATHEHHA OO0 BiANIOBiAAJIBHOCTI
KpUMiHaJIbHUX aBTOPUTETIB. YHAC/IAOK BHECeHH: 3MiH 10 KprMiHaIbHOro KoJieKCcy YKpaiH! CyTTEBO 3MiHIJIACA
Mo/eJib KPUMiHaJIbHO-IPaBOBOI POTHAil AisAJIBHOCTI KPUMiHAJIbHUX aBTOPUTETIB. 30KpeMa, Y 3aKOHOAaBUNH
00ir BBeJIEHO TaKi MOHATTS, K «3JIOYMHHA CILIBHOTaY, «BOP ¥ 3aKOHIY, «3JIOUMHHUH BILIUBY, «3JIOYMHHA JisTbHICTHY,
«ocoba, siKa 3[iMCHIOE 3JIOYMHHUI BIUIMBY, «0c00a, AKa nepebyBac y cTaTyci cy0’eKTa MiABUILEHOTO 3JI0YNMHHOTO
BILIMBY», KpPUMiHaJIi30BaHO HOBi [IiIHHA — BCTAHOBJIEHH: a00 MOMIMpPeHH: 3JI0YMHHOTO BIUJINBY, 3BepHEHHA 3a
3aCTOCYBAHHAM 3JIOYMHHOTO BILIMBY, a TAKOX BHOKPEMJIEHO B CaMOCTiliHy CTaTTIO OpraHisallifo, CIIpUsAHHA B
npoBefieHHi ab0 y4yacTh y 3JI0YMHHOMY 3i6paHHi (cxoamni). MeTor cTaTTi € JOCITiIPKEHHS CYTHOCTI Ta 3MicTy
CydacHOl MofeJsli KpUMiHaJIbHO-IPABOBOI NMPOTULil AisJIbHOCTI KpUMiHaJIbHUX aBTOPUTETIB, BUABJIEHHA 11
KOHIIENTyaJIbHUX BaJ i GOpMYJTIOBaHHA IPOMO3ULIiH OO BAOCKOHaeHHA. [1if yac JocIiikeHHA 3aCTOCOBAHO
KOMILJIEKC HAYKOBUX METO/IiB — CUCTEMHUH, HGOpMaIbHO-JOTMATUYHNUI (F0PHUANKO-TeXHIYHUI), MOPiBHABHO-
MpaBOBUH, aHaJTi3, CUHTE3, IHAYKI[iA Ta AedyKlid. BruBueHO clielliajibHy JiiTepaTypy, NoJjioxkeHHA KpuMiHaapHOTO
KoJieKCcy YKpalHU Ta CyAO0BY IPAaKTHKY 1X 3aCTOCYBaHHs, IPOBELEHO KOHCYJIbTALlil 3 eKcIiepTaMi. 3a pe3yJIbTaTaMH1
JOCJIiKeHHA IpefCTaBJIeHO IIiJliCHe yABJIEHHA NP0 yKPAalHChKy MOJeJib KpUMiHaJIbHO-IPABOBOI NMPOTUAIl
JAiAJBHOCTI KpMMiHAJIBHUX aBTOPUTETIB, PO3KPUTO 11 3MicT. HanmpaiiboBaHO pekoMeHAalil o0 TJIyMayeHHs
Ta MOAAJIBIIOTO 3aCTOCyBaHHA cT. 255, 255-1, 255-2, 255-3 KpuminaiabHOro Kogekcy YkpaiHu. BusasieHo
KOHIleNTyaJsIbHI HeJOJIiKM AOCJiJXyBaHOI MOJeJi Ta OKpecJeHO HUIAXHU 11 BIOCKOHaJeHH:A, cepel AKUX:
1) BigMoBa BiJl 3JI0YMHHOI CITIJIBHOTH fIK CAMOCTIMHOI (JOpMH CHiBydacTi; 2) yTOYHEeHHs BU3HAYeHHs 3JI0YMHHOTO
BILUIMBY ILJIIXOM KOHKpeTH3allil Ioro O3HaK i BUKJIIOUEHHs 3aliBUX; 3) 3aKOHOJaBYe 3aKpillJIeHHA TepMiHa
«3JI0UMHHA [TisJIbHICTHY; 4) BiAMOBA BiJ] TEpMiHa «BOP Y 3aKOHi», IepeayciM 3 OrJIAAY Ha Te, 110 BiH CTOCYEThCS
ocobu, sika mepebyBa€ B cTaTyci cy0’eKTa MiABUIIIEHOT0 3JIOYMHHOTO BIUIMBY; 5) 3MiHa aKIeHTiB Y BU3HAYEHHI
3JIOUMHHOI CXOAKM 3 11 cy0’eKTiB Ha MeTy LIbOro 3i0paHH:A

m KiTiouoBi cJtoBa: opraHizoBaHa 3JI0YMHHICTh; 3JI0YMHHA OpraHi3allis; 3JI0OYMHHA CITiJIBHOTA; «BOP Y 3aKOHI;
3JIOUMHHUI BILJIB
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m Abstract. One of the adverse consequences of globalisation is the spread of illegal conduct in the world
and an increase in crime rates. This circumstance determines the relevance of the subject under study. It
is argued that the causes of illegal conduct are determined by the contradictions of social development,
ideological confrontation, economic, political, social inequality of the world’s countries and the deformation
of legal consciousness. The globalisation of the shadow economy, the emergence of new tax evasion schemes,
including through offshore companies, laundering of proceeds from crime, piracy, raider seizures of other
people’s property, arms trafficking, aggressive globalism in the foreign policy of a number of states, regional
wars, domestic conflicts, information wars, arbitrary interpretation of certain religions, distortion of their
principles by extremist organisations — all this causes the crisis state of the economy, politics, socio-cultural
and spiritual spheres of society and crime in many countries of the globalised world. The purpose of this study
is to highlight the understanding of illegal conduct through the lens of the adverse impact of globalisation
processes on it. The methodological framework of this study comprises a system of philosophical and
ideological, general scientific and special scientific principles and methods, namely principles of objectivity,
concreteness, complexity; Aristotelian, systemic, structural-functional, formal legal, and comparison methods.
The study found that illegal conduct in a globalised world is promoted by social contradictions generated by
globalisation or stimulated by this process. It is noted that globalisation is contradictory. It has both positive
and negative, anti-criminogenic and criminogenic properties, and criminogenics dominate - it is a peculiar
consequence of both political, economic, and cultural expansion, and a significant stratification among the
extraordinarily rich and poor not only at the national level, but also at the international level. Deformation
of legal consciousness, extreme individualism, illegal conduct, crime, corruption affects the standard of living
of society, contributes to the violation of human rights and forces us to independently search for numerous
ways to realise legitimate interests, including illegal ones. The limitation of certain managerial capabilities of
the state, which is necessarily the case in a globalised society, also has a negative impact on solving problems
of human rights protection and crime prevention. It is proved that in general, globalisation contributes to
inequality, injustice, the destruction of traditional values of society, people’s uncertainty about the future,
the growing threat of illegitimate use of armed forces and aggression in the face of growing competition and
imperial aspirations of individual governments. The scientific novelty of the article is an attempt to find all
the globalisation factors that affect the deformation of legal conduct and stimulate the growth of crime rates.
The results of the study contribute to finding ways to influence persons prone to illegal conduct, improving
the means and methods of combating criminal organisations and individual criminals. This is the practical
significance of the article
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= Introduction

At present, the world is living in an era of globalisation.
This term refers to an objective process and a natural stage
in the development of the economy that initiates in-
tegration and unification in the political, social, ideo-
logical, humanitarian spheres, and manifests itself both
at the level of the international community as a whole
and at the level of each individual community. A char-
acteristic feature of globalisation is the uneven develop-
ment of individual countries, a combination of trends,
rapprochement, and distance. Unevenness leads to in-
stability. Accordingly, the entry of humanity into the
era of globalisation leads to a situation where there is
a threat of transition of the transforming system to a
chaotic state, a threat to international security. Internal
changes in a transforming country are usually actively
stimulated from the outside to determine the main
direction and ensure the manageability of the trans-
formation itself. On the one hand, globalisation facilitates
interaction between states, creates conditions for all
countries to access the advanced achievements of Hu-
manity, Saves resources, stimulates world progress;
on the other - there is a consolidation of the periph-
eral model of the economy, unjustified loss of their
resources by countries that do not belong to the most
developed countries of the world, turning them into
raw materials appendages of such countries, impover-
ishment of the population, its discontent and growing
tension in the world.

Globalisation can lead to very contradictory
consequences for national and international security,
create new, unprecedented opportunities for the de-
velopment and prosperity of various countries, as well
as new, extremely dangerous challenges and threats.
One of these challenges is the decline of morals and
the deformation of legal awareness, which affects le-
gal conduct. As you know, legal conduct covers both
lawful and illegal conduct. Lawful behaviour is the
activity of individual and collective entities that fol-
lows the norms of law, is carried out in the forms of
compliance with legal prohibitions, performance of legal
obligations, use of subjective rights, law enforcement,
which is guaranteed and protected by the state. Legit-
imate behaviour is normative, and its consequences
are usually favourable for the subject.

Illegal conduct is anti-normative, it violates a
prohibitive or binding rule of law, is socially harm-
ful, and is dangerous for personal and public interests
protected by law. Illegal conduct (offence) is the opposite
of lawful behaviour, a type of antisocial behaviour.

An offence can be considered as an illegal, guilty,
socially harmful act (action or inaction) of a tort-capable
person, which entails legal liability. This behaviour has
become widespread in the world at the same time as
the success of globalisation. Globalisation creates new,
extremely dangerous challenges and threats both for
society and for an individual, often creating conditions
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for violating their rights [1]. This leads to the spread
of illegal conduct and an increase in crime rates. This
circumstance determines the relevance of the subject
under study.

The problems of a globalised society, including
the causes of illegal conduct, were studied by well-
known foreign and domestic scientists who analysed
the goals, means, concepts, mechanisms and conse-
quences of globalisation in the legal, economic, polit-
ical, cultural and other spheres, identified the essen-
tial characteristics of illegal conduct, studied the signs
of crime, its causes, dynamics, structure and nature of
crimes [2]. In particular, Ya. Hylynskyi proved that
globalisation is fraught with threats to all mankind,
one of them is the globalisation of deviant manifes-
tations, which is especially noticeable in the example
of organised crime and terrorism [3]. V. Luneev stud-
ied the features of globalisation that contribute to the
commission of crimes, as well as its positive aspects
that will contribute to the prevention or prevention
of criminal deviations. In the structure of these fea-
tures, a significant place is occupied by the problems
of employment, financial speculation markets, loss of
sovereignty by national States, and others [4].

1. Matskevych justified the opinion that global-
isation not only does not solve the problem of crime,
but also creates conditions for its transformation into
new types and forms. Globalisation processes provide
a qualitatively different state of crimes in the field
of communications, cyberspace, crime related to mi-
gration, and most importantly — crime of a terrorist
and extremist profile [5]. L. Shelley draws attention
to the fact that modern achievements of science and
technology correlate with the emergence of similar
novelty and audacity phenomena of the criminal
world and terrorism, and the latter are increasingly
inclined to combine, creating a certain terrible “con-
glomerate”. If earlier criminals had their own niche
in all social systems without exception, this turned
them into a natural opponent of terrorism, now crime
and terrorism gravitate towards each other, since
“they have a common ecosystem”. This ecosystem is
a new, understudied phenomenon, a product of glo-
balisation [6].

These authors usually considered a certain prob-
lem and did not focus on the study of all the globali-
sation factors affecting the deformation of legal con-
duct that stimulate the growth of crime rates [7].
However, such a study would be useful, it would help
to understand how it is necessary to influence people
who are prone to illegal conduct, how to improve the
means and methods of combating criminal organisations
and individual criminals to be able to act ahead of time,
and not eliminate the consequences. Admittedly, such a
study cannot be limited to one article. However, cer-
tain aspects of this complex issue require immediate
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resolution, at least within the framework of this article.

Purpose of this study is an analysis of the adverse
impact of globalisation on legal conduct and determin-
ing the possibilities of its neutralisation.

= Materials and Methods

The choice of research methods is determined by the
tasks that the authors set for themselves. The method-
ological basis of the article is a system of philosoph-
ical and ideological, general scientific and special
scientific principles and methods, in particular: prin-
ciples of objectivity, concreteness, complexity; methods
of formal-logical, systematic, structural-functional,
formal-legal, comparison.

Guided by the principle of objectivity, the authors
proceeded from the fact that factors of legal conduct
often exist independently of the subject of knowledge,
that they should be considered not only at the moment,
but also take into account possible transformations in
the future. The principle of concreteness stimulated
authors to realise that there is no abstract truth, the
truth is always concrete. For example, illegal conduct
is not any behaviour, but one that violates a prohibi-
tive or binding rule of law. The principle of complexity
provided an opportunity to study various aspects of
the problem of globalisation factors of legal conduct,
namely: the essence of lawful and illegal conduct, its
causes and consequences, the causes of corruption,
crime, etc.

The formal-logical method was used to define
the concepts of “globalisation”, “globalisation factors”,
“corruption”, and “legal conduct”. The system method is
applied in considering the criminogenic consequences
of globalisation as a system of elements that manifests
itself in various spheres: economic, political, legal,
religious, etc. The structural and functional method
is used to describe and explain all the globalisation
factors of legal conduct, to study the relationship be-
tween them within a single whole, to determine the
function of each of them in an integral structure. The
formal legal method is used to formulate the concepts
of “legal conduct”, “criminogenic consequences”, and
“transnational crime”. Using the comparison method,
all globalisation factors of legal conduct (primarily
illegal) were compared with individual consequences
of globalisation.

m Results and Discussion

The transformational processes of globalisation lead
to changes in all spheres of society. The mutual depen-
dence of the world’s leading countries is increasing,
and at the same time there is an aggravation of con-
tradictions between them. The reason is the intensi-
fication of the struggle for profit, for influence in the
world, for minerals, sales markets, for territories and
transport communications, labour, etc. Contradictions
are growing simultaneously with the growing needs
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of humanity and the onset of negative global climate
changes, which result in a shortage of vital resources.
With increasing tension in the world, the risks of new
wars and conflicts increase [8].

The era of globalisation affects the boundaries
that previously defined the natural rights of each person,
their personal sovereignty and private life. Recently,
restrictions on human rights have been significantly
expanded and introduced to: ensure state and public
security or the economic well-being of the country;
prevent riots or crimes; protect health and morals;
ensure the rights and freedoms of others; protect na-
tional security, territorial integrity; prevent the dis-
closure of confidential information; to maintain the
authority and impartiality of the judicial authorities [9].
It is clear that the restriction of rights cannot be per-
ceived positively by everyone.

Globalisation is a test of national and cultural
identity, and tolerance and dialogue of cultures are
the main means of overcoming contradictions in such
conditions. In the context of globalisation, with the
strongest influence of global culture, it is exceedingly
difficult for individuals to maintain their own identity,
which leads to mental illnesses and an increase in
feelings of abandonment and insecurity. People are
increasingly turning to primitive forms of self-realisation,
because under the influence of manipulative technol-
ogies, it is much easier to accept a ready-made primitive
identity than to build your own. In addition, legal
consciousness, both individual and public, loses the
usual moral guidelines that were formed in the past.
At the same time, the need for universalisation and
unification of legal regulators in connection with glo-
balisation runs into a defensive reaction of national-
oriented traditions of legal systems. The reaction to
the tension that arises in this regard may be illegal
conduct, a type of which is criminal behaviour.

The increase in crime rates is a response to
political and economic expansion, on the one hand,
and to the progressive stratification into “rich” and
“poor” not only at the national level, but also at the
interstate level — on the other. The collapse of crime
has become one of the most acute problems of our
time [10]. In particular, in Ukraine, criminal processes
have become total in nature. The crisis state of society,
the war unleashed by Russia, the decline in morals led
to the fact that people began to take for granted not
illegal conduct, but illegal. Furthermore, the population
has long been accustomed to corruption, does not hope
to protect their legitimate interests in the courts and,
as a result, is inert nostalgic for the past, or tries to
realise their legitimate interests in all available ways,
not always considering their legality. Without a doubt,
global globalisation problems affect the demanding
situation in Ukraine.

Delinquency (misdemeanour, guilt) is a behaviour,
understood as the actions of a particular person that
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deviate from the current laws, threaten the well-being
of other people or social order and are criminally
punishable in their extreme manifestations. A person
who demonstrates illegal conduct is considered as a
delinquent person (delinquent), and the acts themselves
are considered as torts. Delinquent behaviour is a form of
deviant behaviour. Under deviant behaviour (lat. de-
viatio — deviations) understand the actions of a person
and social phenomena that do not meet the officially
established or actually established norms (standards,
templates) in a given society, violate them. The devi-
ation can be either positive or negative. Negative de-
viations are dysfunctional, they disorganise the sys-
tem. This is a social pathology: crimes, alcoholism,
drug addiction, suicide, etc. [11]. It is precisely such
deviations that require the attention of legal Science.
They indicate the existence of a conflict between the
individual and society, between individual and pub-
lic interests. These conflicts are stimulated and wors-
ened by various factors, including the consequences
of globalisation, primarily criminogenic ones.

Geopolitical conflicts are of particular concern.
The violation of the geopolitical balance caused by
the destruction of the bipolar system of international
relations is a condition for increasing social instabil-
ity in the world and increases the risk of geopolitical
conflicts that have unpredictable dire consequences
for the world community and stimulate both illegal
conduct and crime.

The consequences of globalisation in the eco-
nomic sphere are dangerous. These are the globalisation
of the shadow economy, the emergence of new tax
evasion schemes, including through offshore companies,
laundering of proceeds from crime, piracy, Raider
seizures of other people’s property, trade in weapons,
low-quality goods, counterfeit medicines, etc. In the
political sphere: aggressive foreign policy of several
states, regional wars, internal conflicts, information
wars, indirect wars, that is, the complex use of meth-
ods of economic and informational influence on the
enemy in combination with operations of special ser-
vices, military threats and demonstration of military
power, including threats to use nuclear and bacterio-
logical weapons. In the legal sphere-the use of legal
instruments to influence the policies of sovereign
states. In the religious sphere: arbitrary interpretation
of certain religions, distortion of their principles by
extremist organisations. In the socio-cultural sphere:
destruction of national systems of education, health,
social protection, culture, marginalisation and deg-
radation of the population, formation of a criminal
market for Cultural Property, promotion by the mass
media of the cult of violence and cruelty [12]. Each
country brings its own cultural characteristics to the
World Environment. Often, deep cultural differences
lead to many problems related to contradictions in the
system of values, which can significantly affect the
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legal consciousness of the population and its legal
conduct. The main criminogenic consequence of global-
isation is the globalisation of crime, including trans-
national organised crime, international terrorism, and
global corruption.

Transnational crime as a set of crimes that, ac-
cording to international legal instruments, are rec-
ognised as transnational and are naturally repeated
in more than one state over a certain period of time
and cause damage to two or more states or the interests
of legal entities or individuals of two or more states,
has received a powerful impetus for development
due to the opportunities provided by globalisation. In
the structure of transnational crime, three elements
are traditionally distinguished: international crimes;
crimes of an international nature; crimes related to
foreigners. Now its destructive capabilities are in-
creasing due to the erosion of state borders, increased
transparency, and the expansion and interpenetration
of economic markets that were previously closed or
tightly controlled by states. This creates conditions for
the emergence of new, previously unknown forms of
international crime and its professionalisation.

Transnational crime is often organised. The char-
acteristic features of transnational organised crime and
the ways of its functioning are: the presence of a com-
plex structure; ignoring state borders, International
and national legislation; the struggle for new spheres
of criminal influence in one or more countries; the
presence of a powerful material and financial base;
the implementation of their intentions through brib-
ery of officials, violence, extremism and terrorism;
conspiracy, intelligence and counterintelligence, penetra-
tion into state authorities and management, primarily
bodies and institutions engaged in foreign economic
activity, border and customs control; exit from the
shadow sector of the economy, money laundering, the
use of modern information and computer technologies,
scientific and technological achievements in the com-
mission of crimes; the commission of criminal acts as
a business to obtain maximum benefits; the use of
significant differences in the criminal justice systems
of different countries.

The transformation of organised crime in a
particular country into transnational crime is due to
socio-economic factors. However, a prerequisite for
the development of already formed organised criminal
ties in the criminal environment of different states,
their international integration and transformation into
transnational organised crime should be recognised
as the corruption of the governments of individual na-
tional territories, the low level of countering crime by
law enforcement agencies, technological progress and
globalisation processes.

International criminal organisations are both
the cause and consequence of the changes that have
taken place in global politics and the economy: the
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collapse of the Soviet Union and the formation of a
number of independent, but economically very weak
and unprotected states with transparent borders that
are not always properly protected; the establishment
of the European Union, which led to the weakening
of customs procedures, passport and currency con-
trols in Europe; changes in China’s policy, which gave
impetus to the active growth of economic relations in
this country. It is the combination of these factors, ac-
cording to some scientists, which has become a con-
dition for the formation and strengthening of Trans-
national Organised Crime [13].

National Crime in the context of globalisation
is becoming a concentration of primitive, mostly self-
serving, general criminal offences that border on a mar-
ginal lifestyle and can be controlled by criminal justice
authorities.

In the last decade, the international community’s
concern has increased over the changing types of crime
and the emergence of new types of crimes, such as
cybercrime, maritime piracy, crimes against wildlife
and the illicit trafficking of Cultural Property, human
organs, and counterfeit medical products. To a certain
extent, this is due to the significant amount of illegal
income that can be obtained, as well as using modern
technologies and loopholes in national and international
legal documents.

Global changes that ambiguously affect the
course of World Development are one of the causes
of corruption [14; 15]. Corruption is deeply rooted in
the public administration system and is purposefully
supported by Ukraine’s internal and external opponents.

Among scientists, there are different approaches
to defining the concept and main characteristics of
corruption. The definitions discussed in the scientific
literature differ in that the authors refer corruption
to an offence or only a crime or consider it as a mul-
tidimensional social phenomenon.

In the scientific literature, an interesting idea
has been substantiated that corruption is a natural
form of adaptation of an undeveloped person to the
conditions of a developed civilisation. Focusing on
the standards of living of a “modern developed society”,
a person does not seek to meet the requirements of
this “modern developed society”. Thus, according
to European fashion, 99% of the population is accus-
tomed to the fact that everyone should live with dig-
nity, but they must live according to their condition. In
a progressive economy, people who are more respon-
sible survive. Having acquired a tendency to refrain
from crimes, meanness, impudence, a person thereby
loses the means of survival in conditions of lack of
resources. If a person had to live under the conditions
of economic standards that came from outside, it is
likely that he will use new opportunities according
to the old rules (look for ways to steal under new
conditions) [16].
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Intellectual degradation is a dangerous conse-
quence of corruption. Constant life in conditions of
violations cannot but deform the individual, and this
applies to both sides of a corrupt act. In the moral
aspect, there is a discrediting of important attitudes
and values for society and replacing them with others
corresponding to corruption, but extremely danger-
ous [17, p. 502].

Intellectual degradation leads to the degradation
of professionalism and the spread of profanity, primarily
in education and science. Corruption in education is
dangerous, because citizens who take part in this pro-
cess get used to the acceptability of corrupt actions
from childhood. As a result, a favourable ground is
automatically created for further corruption arbitrariness
and degradation of the moral norms of society. How-
ever, the paradox is that only through education, in
principle, can the growth of corruption in society be
stopped, while reducing its danger. As a result, we have
such an ironic “cycle of corruption in nature” [18, p. 65].

A long-standing and urgent problem is the quality
of Ukrainian science and its compliance with the ur-
gent needs of the state. In other words, this refers to
the “sanctum sanctorum” for everyone who crosses the
threshold of a scientific or educational institution —
scientific products, personal results of theoretical or
applied research. At all times and socio-political for-
mations, it was the quality of these products, their
relevance, novelty, expediency and usefulness for the
common cause that depended not only on the author-
ity of the researcher, his further official or profes-
sional career, but also on the place of a scientific or
educational institution in the hierarchy of non-mate-
rial values of a certain community. And on a national
scale, this is both its prestige and place in the world
civilisation [19].

However, now, because of numerous additions
to the ranks of corrupt pseudo-scientists, science is
becoming a means of making money. The pinnacle of
wisdom was wealth, and the question “If you are so
smart, then why are you poor?” was perceived as a
credo of life philosophy. According to this credo, the
crowd of “merchants” in science has long defeated all
other layers in terms of number and dictates its own
rules of behaviour.

However, this is not only a problem for Ukraine.
Fundamental science has been in a state of acute cri-
sis since the second half of the twentieth century and
has not discovered a single new law, has not created
a single new fundamental direction. Qualitative de-
velopment in science has stopped and survival on the
principle “what do you want?”. Applied science has
defeated fundamental science, although it cannot ex-
ist without it. Those applied branches of science that
are somehow connected with the manipulation of the
masses and serve the cause of their subordination are
developing. These are computer science, telemetry,
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genetic engineering, biotechnology, and Social Psychol-
ogy. All of them serve the needs of social management
in the direction of strengthening the manipulative
component [20]. The only exception is the rapid devel-
opment of science in the countries of Southeast Asia,
which will go down in the history of human civilisation
as evidence of the great opportunities of states that
have embarked on the path of independent development.
This applies to Japan, China, Hong Kong, Korea, Sin-
gapore, Malaysia, Taiwan, Thailand, Indonesia, and
the Philippines, which have achieved impressive success
in all areas of public life.

A characteristic feature of the era of globalisation
and a significant factor in crime is active migration
of the population, including illegal migration, when
millions of people are forced to move from one state
to another in search of work, Shelter, Security, and
a better life. People find themselves on the edge of
various social systems, ideologies, and religions that
are unusual for them and that are not always easy
for them to join. Migrants often become outcasts of
society [3].

At the same time, with the increase in the volume
of illegal importation of migrants observed in recent
years, the degree of sophistication of this type of crime
is sharply increasing. Persons involved in the smuggling
of migrants use the latest communication technologies
to obtain information about changes in border con-
trol measures and adapt to them; in response to restrictions,
they quickly change their routes. Social networks and
digital communications provide such offenders with
unprecedented ways of supply: the ability to carry out
direct sales and attract customers through modern
social networks; and to a lesser extent depend on local
intermediaries.

On the other hand, the introduction of digital
technologies clearly reduces information gaps that
can be exploited by persons engaged in illegal importation
of migrants. Mobile and network technologies can be
used to help migrants connect on popular social net-
works for support and information. Furthermore, the
proper use of technology can help governments, busi-
nesses, and non-governmental organisations prevent
and mitigate the effects of this disaster [21].

The share of migrant criminals in the commis-
sion of serious crimes is usually consistently high. Most
often, they commit theft, fraud, robberies, robberies,
terrorist acts, murders, evade customs duties, are in-
volved in the smuggling of narcotic drugs, weapons,
military supplies and explosives, special technical
means of secretly obtaining information, etc.

The main factors determining the increase in
crime of foreign citizens and stateless persons are: the
illegal nature of their stay on the territory of another
country; employment of migrants mainly in the shad-
ow sector of the economy, where wages are low, the
employee is deprived of social guarantees, and often
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simply disenfranchised; negative attitude towards
migrants of the local population, interethnic, interreli-
gious and interfaith conflicts; low prestige of their so-
cial role, discomfort that they experience as a result
of being in a culturally foreign space, the presence
of a marginal environment. The change in the priori-
ties of the legal consciousness of migrants caused by
globalisation can lead to illegal conduct. Thus, the
massive flow of migrants to the European Union and
the increase in crime are directly related. A significant
role is played by the demographic composition of mi-
grants: migrants and refugees are mainly young men,
and it is this category of the population that most often
commits crimes. Foreign migrants of this age group,
as a rule, do not have a higher education, and the mo-
tives for crimes are material difficulties. Furthermore,
they are socially isolated, lonely, and live side by side
with people who are in the same conditions and under
the influence of the same risk factors. Most of them are
in places similar to refugee camps, where it is almost
impossible to be alone, which increases the risk of com-
mitting crimes. A significant part of the crimes com-
mitted in this environment, especially of a violent
nature, are committed by refugees and are directed
against refugees like themselves [22].

Globalisation factors of illegal conduct are directly
related to the contradictions of social development,
ideological confrontation and economic, political, and
social inequality of the world’s countries, and therefore
to different degrees of their participation in globali-
sation processes. On a global scale, the policy of glo-
balisation increases the gap between poor and rich
countries, social and economic inequality, worsens the
already deplorable situation of the population of the
world’s poorest countries, can lead to armed conflicts,
the destruction of individual peoples’ cultures, their
physical extermination and create conditions for the
disappearance of entire nations. At the domestic level,
the contradictions generated by globalisation lead to
the curtailment of social programs, limiting the role
of the state in solving social problems, including the
protection of human rights and crime prevention.
The personal level of contradictions is associated with
a worldview crisis, loss of identity, anxiety, and ex-
treme individualism, which pushes a person to solve
their own problems in any way, even illegal. This situ-
ation has criminogenic potential. Now globalisation
processes have not only activated the dynamics of all
types of crime and caused their interpenetration, but
also limited the possibilities of social control over crime
both by limiting the resources of individual states
and by lagging the opportunities for international co-
operation with the objective needs of crime-fighting
practice.

The inconsistency of globalisation is influenced
by the riskogenics of modern communities, which are
characterised by instability and uncertainty. The entire
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social reality, all social strata and groups are at risk,
which threatens the development of countries and
peoples both at the global, local and regional levels.
The underdevelopment of civil society and its insti-
tutions, economic instability, changing political, cul-
tural, moral values, and awareness of social insecu-
rity make modern society a “risk society”. All these
processes, combined with the ambiguity of globalisa-
tion itself, lead to unpredictable consequences.

Under the influence of the processes of glo-
balisation, there is a devaluation of traditional legal
values, a decrease in the level of moral guidelines,
which leads to a loss of legal orientation and the for-
mation of legal nihilism. As a result, certain legal and
moral norms become unable to influence the legal
consciousness of subjects of legal relations. At the same
time, democratic values themselves, including rights
and freedoms, are used as a means of geopolitical
influence, which calls into question the basis for their
universalisation and legitimacy [23]. Society should
realise that the construction of a democratic state
governed by the rule of law and Ukraine’s entry into
the European system of human rights protection should
take place in reality, as well as be supported by the
relevant domestic and foreign policy of the country
regarding human rights, a harmonised system of leg-
islative acts and real mechanisms for guaranteeing
fundamental freedoms [24].

Globalisation completely allows for inequality
and even implies the division of the world into a “centre”
and “periphery”. The main goal of relations between
the Western “global over society” and the rest of the
world is to dominate other countries. The Westerni-
sation that it is carrying out is aimed at the total dis-
semination of market values of Western civilisation
and increasing the role of international financial and
economic organisations. This is a planetary-oriented
expansion carried out by individuals, collectives, States
and Interstate associations in various spheres and is
accompanied by the convergence of various civilisational
systems, the erasure of differences between them, the
subordination of all national cultures to a single cosmo-
politan cultural standard. Westernisation is aimed at
bringing certain victims (countries capable of uncrit-
ically borrowing models of public life that the West
imposes on them) to such a state that they lose the
ability to exist independently, and aims to make them
an appendage, a donor of the “global community”.
It can provide economic assistance to a “reformed”
country, but only to the extent that it contributes to
control over its economy, loss of economic indepen-
dence and security. In particular, one of the factors of
Western globalisation is the rapid entry of the English
language into our lives. But English-language expansion
cannot be positively perceived by most of the popu-
lation, which does not speak this language and does
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not understand the need for such innovations. Such
processes often cause hostility towards western culture,
social protest, they do not contribute to legitimate
behaviour and improve the criminal situation in the
country and in the world.

The scientific novelty of the publication lies in
the fact that it proves that the globalisation factors
of illegal conduct consist in social contradictions that
are generated by globalisation or stimulated by this
process. Illegal conduct is promoted by the following
factors: ideological contradictions, economic, social,
political inequality of individual countries involved
in globalisation processes; the development of local
economic crises into global ones; the restriction of
certain managerial capabilities of the state, which
negatively affects the solution of problems of human
rights protection and crime prevention.

m Conclusions

Globalisation is accompanied by incredibly significant
transformations of the socio-psychological state of the
individual, in particular, it contributes to the deepening
of contradictions associated with the ideological crisis
of the individual, loss of identity, extreme individual-
ism and deformation of legal consciousness. Global-
isation leads to inequality, injustice, the destruction
of many established forms of existence, the erosion of
traditional values of society, creates a state of uncer-
tainty of a person before challenges, contributes to the
growing threat of illegitimate use of armed forces and
aggression in the face of growing competition and
imperial aspirations of individual governments. Glo-
balisation creates conditions for optimising interstate
cooperation in the fight against crime, while at the
same time contributing to the spread of crime. The
spread of crime to a certain extent becomes a response
to political, economic and cultural expansion, on the
one hand, and to the progressive stratification into very
rich and too poor, not only at the national level, but
also at the interstate level, on the other.

In a globalised society, criminal threats cannot
be considered outside the context of globalisation and
humanitarian processes. Crime is one of the factors
that affect social life, violate human rights, and force
us to independently search for any ways to realise
legitimate interests, including illegal ones. Crime and
terrorism are present-day factors of insecurity and, in
some cases, political instability. One of the determi-
nants of transnational crime is the liberal migration
policy of several states, based on the absolutisation
of human rights. In crime prevention, restrictions on
human rights are unavoidable, but they must be con-
sistent with the requirements of extreme necessity.

The processes of globalisation should be accom-
panied by the universalisation of criminal legislation,
which will support the existence of common principles
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for the formation of a system of criminal prohibitions
for all countries. However, the universalisation of crim-
inal legislation should not contradict the national
interests of the country, which support the preserva-
tion of each state’s natural opportunities to include in
its legislation norms that correspond to the peculiari-
ties of national traditions, legal culture, religion, and
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Bnaue rno6anisauii Ha NnpaBoBYy NOBeAiIHKY

Napuca OnekcaHapiBHa MakapeHKO', Bipa IBaHiBHa TUMOLUEHKO?

THcTUTyT AepxaBu i mpaBa imeni B.M. Koperpkoro HAH Ykpainu
01601, Bys. TppoxcBATUTENBCHKA, 4, M. KuiB, YKpaiHa

’HarrioHasibHA akajJieMis BHYTPIIIHIX cripaB
03035, 1. Comom'siHchKa, 1, M. KuiB, Ykpaina

m A”oTanis. OgHUM 3 HeraTUBHUX HACTIAKIB ry106asTi3arii BU3HAHO MOIIMPEHHS Y CBiTi MPOTUIPABHOI ITOBEMiHKU Ta
3pOCTaHHA NIOKA3HYKIB 3JTOYMHHOCTI, 1110 MiATBEPPKY€E aKTyaIbHICTh CTATTi. 3a3HaU€HO, 1[0 MPUYMHU IPOTUIPABHOI
MOBEiHKN [JEeTepMiHYIOTbCA CyNEepeYHOCTAMHU CYyCHiJIbBHOTO PpO3BUTKY, 1AEOJIOTIYHHUM IPOTHUCTOSHHAM,
€KOHOMIiYHOI0, MOJIiITUYHOIO, COI[iaJIbHOI0 HEPiBHICTIO KpaiH CBiTy Ta AedopMalli€lo MpaBOBOI CBiJOMOCTI.
I'mo6asizalliss TiHbOBOI €KOHOMIKU, MOsIBA HOBUX CXeM VXWJIAHHA Bif MOAATKiB, 30KpeMa 3a AOIOMOTOI0
ohuopiB, BiAMHUBaHHA JOXOiB, OTPUMAaHUX 3JI0UMHHUM LIJIAXOM, HipaTCTBO, peiiepChKi 3aXOMJIeHHA 1yK01
BJIACHOCTI, TOPTiBJIA 30pO€0, arpeCUBHUN IJ106aJ1i3M y 30BHIIITHIH MOJTITULli HU3KU AepXaB, perioHaJIbHi BiliHU,
BHYTpillIHbOAEPXKaBHI KOHDJIIKTH, iHGopMaliliHi BiliHN, OBiJIbHE TJIyMaueHHs JesAKUX PeJliriii, ClIOTBOPEeHHs
1X MPUHILMIIIB eKCTPEMICTChKUMM OpraHizauiAMu — yce Ije 3yMOBJIIOE€ KPHU30BUI CTaH eKOHOMiKH, MOJIiTUKH,
COL[iaJIbHO-KYJIBTYPHOI Ta AYXOBHO1 cdep CycHisibCcTBa, 3JI0YMHHICTh ¥ 6aratboxX KpaiHax rj1o6ai3oBaHOro
cBiTy. MeTo10 CTaTTi € BUCBITJIEHHS PO3yMiHHS IPOTUIIPABHOI MOBEiHKY KPi3bh NPU3My HETaTUBHOIO BILJIUBY
Ha Hel mpoljeciB rjiobasisaifii. MeToq0JIOTiYHOI OCHOBOI AOCIIiXeHH:A cjayryBajia cucrteMa (pisiocodchKo-
CBiTOTJIAOHUX, 3arajJbHOHAYKOBUX Ta CIelliaJbHO-HAYKOBUX NPUHIUIIB i MeTOAiB, 30KpeMa: NMPUHIUIIN
00’€KTUBHOCTi, KOHKPETHOCTi, KOMIIJIEKCHOCTi; MeToAu (opMaJIbHO-JIOTiYHUM, CUCTEMHU, CTPYKTypPHO-
dyHKIiOHAJIBHUI, GOPMaIbHO-IOPUANYHNIN, TOPiBHAHHA. BCTaHOBJIEHO, 1110 TPOTUIIPABHY TOBEAiHKY B Cy4aCHOMY
CBiTi 3HAYHOI0 MipOI0 3yMOBJIIOIOTh COLliaJIbHI MPOTUPivYs, IO MOPOXKeHi rimobastizaiieio abo CTUMYJTIOIOTHCSA
Heto. KoHcTaToBaHO cymepewIMBHil XapakTep rjobasizailii. 3ayBaxeHo, M0 1l NMpUTaMaHHi K MO3UTUBHI
(aHTUKpUMIHOTeHHi), TaK i HeraTuBHi (KpUMiHOT'eHHi) BJIACTUBOCTI, MIPUYOMY KPUMiHOTE€HHICTh JOMiHY€E, OCKLIbKI
CJIyT'y€ CBOEPIAHUM HACJIIAKOM IOJIITUYHOI, eKOHOMIYHOI Ta KyJIbTypHOI €KCIaHCil, a TaKoX iCTOTHOTrO
poslIapyBaHH:A Ha AyXe 0araTux i 3IMAeHHUX He JIMIe Ha PiBHi HalliOHAJIbHOMY, a 11 Ha piBHi Mi>KHapOgHOMY.
Jedopwmatiia mpaBocBigoMocCTi, KpalHill iHAMBiAyai3aM, IpOTUIIpaBHA IMOBeJiHKa, 3JIOUUMHHICTh, KOPYIILiA
BIJIMBA€E Ha PiBeHb XUTTS CYCIiJIbCTBA, CIPHsAE TOPYILIEHHIO IIPaB JIIOAWUHU Ta 3MYIIy€ O CAMOCTIHHOTO MOLIYKY
pi3HUX crmocobiB peastizallii 3aKOHHUX iHTepeciB, Y TOMY YMCJIi CIIOCO0iB He3aKOHHUX. OOMeXeHHA MeBHUX
yIIPaBJIiHCHKUX MOXJIMBOCTEH AepkaBU AK 000B’A3KOBa prica I100ajIi30BaHOr0 CYCIIiJIbCTBA TAKOXK HETaTUBHO
[I03HAYa€ThCs Ha PO3B’A3aHHI MpobjeM 3axXWCTy IpaB JIIOAVWHHU 1 MoNepekeHHi 3JI04MHHOCTI. J[oBeneHo,
1[0 rjio0ajtisalfis B HeraTUBHOMY KOHTEKCTI CIpUAE HePiBHOCTI, HECIIpaBeAJIUBOCTi, HUI[EHHIO TPAgULIiTHUX
I[iHHOCTEeU CyCHiJIbCTBA, HEBIIEBHEHOCTIi JIIOAel y 3aBTPalIHbOMY [Hi, 3pOCTAaHHIO 3arpo3u HeJeriTMMHOIo
3acTOCyBaHHA 30pOMHMUX CUJI Ta arpecii 3a yMOB 3pOCTal4ol KOHKYpPEeHIlil Ta iMIIepCbKUX IIparHeHb ypsiB
OKpeMUX AepxaB. HaykoBa HOBM3Ha CTATTi MOJIATAE B ClIpobi BU3HAUEHHA BCixX riobasnisaniiHux GpaxkTopis,
1[0 TTO3HAvaThcA Ha Aedopmallii mpaBoBOl MOBEiHKU Ta CTUMYJIIOIOTh 3pOCTaHHA MOKA3HUKIB 3JIOUMHHOCTI.
PesysbpTaTyl OOCIiAXEHHA COPHUAIOTh BU3HAYEHHIO COCOOIB BIJIMBY Ha 0Ci0, CXUJIBHUX OO MPOTUIIPABHOI
MOBeJiHKY, AOCKOHAJIEHHIO 3ac00iB i MeTOAiB 60POTHOM 3i 3JIOUMHHNMU OpraHi3allisiMU Ta OKPEMUIMH 3JIOUYMHIIAMU,
y YoMy U MoJiAra€ MpakTU4Ha 3HAUYIIiCTh CTaTTi

m KiTi040Bi cJioBa: mpoTHIIpaBHa MMOBEIiHKA; ITPoLiecH ritobaizaliil; 3JI04MH; 3JI0YMHHICTh; KOPYIILisi; TpaBoBa
CBiJJOMiCTh
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m Abstract. The introduction of modern information technologies, such as artificial intelligence, in the activities
of the National Police of Ukraine simultaneously caused a number of legal problems regarding compliance with
the rule of law during the use of such technologies, in particular, intelligent video surveillance systems, collection
and analysis of information about personal life, etc. This necessitates the investigation of the current state of
legal regulation of the use of artificial intelligence in police activities to identify and further eliminate gaps in
legislation. The purpose of the study is: 1) to analyse laws and regulations on the establishment of information
resources by the National Police of Ukraine, and information and analytical support for the activities of
its divisions and territorial bodies; 2) to identify legal norms that are subject to additional regulation in
connection with the use of Al technologies in police activities; 3) to develop proposals for laws and regulations
to eliminate identified gaps in legislation. The methodological basis of the study is the following methods:
comparative legal, legal modelling, system analysis, logical and legal, system and structural methods. Based
on the findings, the main areas of using Al technologies in law enforcement activities of foreign countries and
in Ukrainian practice were established, which later allowed determining and analysing the norms of current
legislation for the regulation of the use of such technologies by the police. The authors of this study proposed
appropriate changes to the current legislation, which should resolve the identified shortcomings, in particular,
in terms of simplifying police access to video surveillance cameras and conducting information-retrieval work

on the Internet

m Keywords: law enforcement; security; offences; crime prevention; legislation; information technology

= Introduction

Achievements in the field of artificial intelligence (AI)
have attracted a lot of attention of researchers and
opened up a wide range of useful opportunities for
its use in various spheres of public relations. The in-
troduction of Al technology is becoming an integral
part of the development of socio-economic, technical,
defence, legal, law enforcement, and other types of
activities of national significance. In recent years, due
to the development of human progress, many new
information technologies have appeared in law enforce-
ment activities, which function independently thanks
to the use of AL Al is becoming an area of strategic
importance and a key driver of national development, as
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it can help implement a significant number of social
issues, in particular in the law enforcement sphere [1].
The need for the use of Al technologies by the police
is associated with the process of urbanisation, the con-
centration of crime in large cities, and its acquisition
of more and more organised and professional forms.

Analysis of foreign and Ukrainian experience
by law enforcement agencies revealed the effectiveness
of the use of Al technologies in countering various forms
of offences, in particular: in the field of road safety [2]; for
the prevention, detection, and recording of commit-
ted offences [3; 4]; during the analysis of the criminal
situation and forecasting the crime rate in a certain
area [5] or in relation to a certain category of persons [6];
during the investigation of criminal proceedings, iden-
tification of persons, and the search for persons who
have committed offences, hiding from pre-trial inves-
tigation bodies, the court of serving sentences, and
missing persons [7; 8]; during expert examinations
and expertise [9], and in other areas [10-12].

Thus, the use of PredPol Al software by the Los
Angeles Police Department (USA) allowed preventing
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twice as many crimes, which is more effective than
the existing modern skills used by practical units.
Detection of crimes after the use of this technology
increases from 10% to 50%. As for certain types of
offences, the use of predictive police activity reduces
the level of robberies to 50%, and thefts combined
with penetration into housing — to 70% [3]. The use
of PredPol forecasting technologies and the Geolitica
system in Kent (Great Britain) reduced street violence
by 6% in just four months [3].

In the city of Vinnytsia, the situation centre of
the Headquarters of the National Police in the Vinnytsia
region and units of the Vinnytsia police are being in-
troduced into the “Vezha” security project, which is
based on the use of neural networks and Al for video
stream analytics from more than 600 video surveillance
cameras that work both on the streets and inside public
institutions: in particular, in schools and “Transparent
offices”. At the same time, the system contains 15 video
analytics modules that automatically recognise faces,
license plates, and type of vehicle to track people by
various parameters. About “13,000 offences were
detected during the year, and the situation centre
provided more than 400 videos at the request of the
courts. As a result, out of about a UAH 1 million of
losses that the situation centre found, 750 thousand
have already been reimbursed to the budget. For the
second year in a row, the patrol police department
ranks first in Ukraine in identifying cars and drivers
who fled the scene of an accident. The percentage of
road accident participants found is 94%” [13].

Thus, agreeing with H.M. Shorokhova [14,
p. 300] the study notes that based on the tasks and
functions of the National Police of Ukraine, which are
aimed at ensuring the protection of human rights and
freedoms, countering crime, maintaining public se-
curity and order, this law enforcement agency, like
no other, needs the constant introduction of modern
information technologies, in particular, related to Al,
to ensure high efficiency of its divisions and territorial
bodies to prevent the commission of criminal and ad-
ministrative offences, identify persons who commit
such offences, and ensure their effective investigation.

Various problems of regulatory and legal sup-
port for the formation of information resources by
the police, and issues of information and analytical
support for the activities of divisions and territorial
bodies of the National Police of Ukraine were covered
by V.O. Bayov [15], K.L. Bugaychuk [16], S.M. Knyazev,
S.S. Chernyavsky, M.L. Gribov [17], Ya.L.Kovalchuk [18],
D.K. Kozar [19], O.V. Kostenko [20]. At the same time
despite the fact that the above studies revealed the
problems of the activities of the police of Ukraine in
the information and analytical sphere and contained
solutions to a number of problems of regulating the
processes of informatisation of the activities of police
bodies and their practical implementation, the issues
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of regulatory support for the use of Al technologies
by the police have been rather neglected.

Asnoted by O.V. Kostenko [20], the development
of a competitive information environment using Al
technologies is impossible without proper regulation,
which requires the analysis of the regulatory frame-
work for the use of Al technologies, in particular in
law enforcement, primarily by units and territorial
bodies of the National Police, which emphasises the
relevance of this study.

The purpose of the study is to define problems
of legal regulation of the use of AI technologies by the
National Police of Ukraine. To achieve this goal, it is
necessary to perform the following tasks: 1) analyse
the legal norms regulating the development of infor-
mation resources by the National Police of Ukraine,
including information and analytical support for the
activities of its territorial divisions to determine their
ability to regulate the use of AI technologies by the
police; 2) develop proposals for improving laws and
regulations on the use of Al technologies by the po-
lice.

= Materials and Methods

The methodological basis of the study was the specific
methods of scientific knowledge, the key of which is
comparative legal. The study also used the method of
legal modelling and the logical method, system analysis,
the content and purpose of which are disclosed in the
paper.

The system analysis determined the main areas of
application of Al technologies by law enforcement agen-
cies of foreign countries and the police of Ukraine,
which allowed formulating the content of norms that
aresubject to further analysis and regulation. The com-
parative legal method summarised the legal acts [21-
32] regulating the development of information resources
of the National Police of Ukraine, and the information
and analytical support of the activities of its subdivi-
sions and territorial bodies, and identified direct reg-
ulations that can ensure the use of Al technologies by
the police. In addition, based on the tasks formulated
above, the study applied legal modelling, which estab-
lished the shortcomings of current legislation based
on the correlation between the practice of using Al
technologies by the police and the analysis of existing
norms [22-24], and used the logical and legal method to
formulate proposals to eliminate the identified contra-
dictions. The use of the system and structural method
helped define laws and regulations [20-31], which were
necessary for a comprehensive investigation.

The normative basis of the study is the Consti-
tution of Ukraine [21], laws of Ukraine “On the Na-
tional Police” [23], “On Operative Investigation Ac-
tivity” [23], the Criminal Procedure Code of Ukraine
(hereinafter — CPC) [24] and other laws and regula-
tions [25-32], on the use of information resources by
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the National Police of Ukraine, as well as information
and analytical support for its activities.

The empirical basis of the study consists of the
developments of a number of Ukrainian [9; 12; 14-20;
33-34] and foreign legal experts[1; 4; 6; 7; 10; 35],
materials of the practice of law enforcement agencies
of foreign states and the police of Ukraine on the use
of Al technologies to prevent the commission of crim-
inal and administrative offences, identify the perpe-
trators of such offences, and effectively investigate them,
and the problems encountered during such activities.

m Results and Discussion

Content of the legal mechanism for police use of Al technologies
First, it is necessary to note that the fundamental leg-
islative act that establishes the principles of the Na-
tional Police of Ukraine is the Basic Law of the state —
the Constitution of Ukraine [21]. M.V. Kovalev,
S.S. Yesimov and Yu.R. Lozynsky [33, p. 169], specify
that the norms of the Constitution of Ukraine are norms
of direct action, respectively, any law, bylaw, or regu-
lation must comply with the provisions of the Consti-
tution of Ukraine and not contradict them. The study
agrees with B. Verheij and [1] and S. Greenstein [35],
who noted that the preservation of the rule of law in
the era of the spread of Al, is the main criterion of the
rule of law, where only the basic principles of infor-
mation legislation are consolidated, and any branch
or institution of law, on which all other laws, decrees,
resolutions, and other regulations are based, defining
the basis for regulating a certain sphere of public re-
lations, including the use of Al by the National Police
of Ukraine. Part 2 of Article 19 [21] states that “state
and local self-government bodies, their officials are
obliged to act only on the basis, within the limits of
their powers and in the manner provided for by the
Constitution and laws of Ukraine”.

The regulatory basis for the use of IT by the
National Police of Ukraine, which, in particular, in-
clude AI technologies, for the purpose of preventing
and countering offences, is a system of legislative
acts that determine the permissibility, procedure, and
conditions for using these technologies in law en-
forcement activities. This system can be divided into
two categories:

— the first one contains legislative and other regu-
latory acts that establish general requirements for IT
systems, which include, in particular, Al technologies,
and regulate the circulation of information, in partic-
ular, in the National Police of Ukraine [25-31];

— the second one defines the grounds and areas
of information support for the National Police of
Ukraine, the establishment and use of information
resources of various types, the use of information
technologies, that is, Al technologies, in countering
offences [22-24].

Regarding the first category of legislative acts, on

Scientific Journal of the National Academy of Internal Affairs, 27(1)

December 2, 2021, the Order of the Cabinet of Min-
isters of Ukraine No. 1556-R approved the concept of
development of artificial intelligence in Ukraine [31],
due to which the definition of the concept of “artifi-
cial intelligence” at the legislative level will open ac-
cess to the latest technologies in new areas, including in
law enforcement. This concept defines the term “arti-
ficial intelligence” as “an organised set of information
technologies, with the use of which it is possible to
perform complex tasks by using a system of scientific
research methods and algorithms for processing in-
formation obtained or independently created during
work, as well as create and use own knowledge bases,
decision-making models, algorithms for working with
information, and determine ways to achieve the tasks
set”. However, the content of the above concept [31]
does not define legal recommendations for the use of
Al in the activities of the National Police of Ukraine.
Therefore, the study suggests that it si necessary to
focus on the analysis of legislative acts of the second
category regarding their ability to regulate the use
of Al technologies by the police at the present stage.

Article 23 of the Law of Ukraine “On the National
Police” [22] provides police officers with a number of
powers, some of them allow Al technologies to be used,
in particular: “carries out preventive activities aimed
at preventing the commission of offences (paragraph 1);
identifies the causes and conditions that contribute
to the commission of criminal and administrative of-
fences, takes measures within its competence to elim-
inate them (paragraph 2); takes measures to identify
criminal and administrative offences; stops identified
criminal and administrative offences (paragraph 3);
takes measures aimed at eliminating threats to the
life and health of individuals and public safety that
have arisen as a result of committing a criminal or ad-
ministrative offence (paragraph 4); searches for persons
hiding from pre-trial investigation bodies, investigat-
ing judges, courts, evading the execution of criminal
sentences, missing persons, and other persons in cases
defined by law (paragraph 7); takes measures to ensure
public safety and order in streets, squares, parks,
squares, stadiums, train stations, airports, sea and river
ports, and other public places (paragraph 10); regulates
road traffic and monitors compliance with traffic rules
by its participants and the legality of operation of ve-
hicles on the road network (paragraph 11); protects
objects of state property rights in cases and in accor-
dance with the procedure established by law and other
regulations, and also participates in the implementation
of state protection (paragraph 19); performs contrac-
tual protection of individuals and objects of private
and communal property rights (paragraph 20); identifies
personal vehicles temporarily imported into the customs
territory of Ukraine by citizens for more than 30 days
and not registered in Ukraine within the time limits
established by law (paragraph 29); takes measures to
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detect illegal driving of vehicles in respect of which
the restrictions established by the Customs Code of
Ukraine [36] are violated, namely: the terms of their
temporary import and/or movement in the customs
transit regime are violated; vehicles are used for busi-
ness purposes and/or income generation in Ukraine;
vehicles are transferred to the possession, use, or dis-
posal of persons who did not import them into the
customs territory of Ukraine or did not place them
in the customs transit regime, as well as measures
to detect illegal disassembly of such vehicles (para-
graph 30)”. Thus, the above list indicates that there
are sufficient grounds and areas of law enforcement
activity in which Al technologies can be used by the
National Police.

The next element to be analysed is the legally
regulated ability to collect and process information
using Al technologies and its tools. Thus, according
to Part 2 of Article 25 of the Law of Ukraine “On the
National Police” [22], the police within the frame-
work of information and analytical activities: forms
databases (banks of data) included in the unified in-
formation system of the Ministry of Internal Affairs of
Ukraine; uses databases (banks of data) of the Ministry of
internal affairs of Ukraine and other state authorities;
carries out information-search and information-ana-
lytical activities; carries out information interaction
with other state authorities of Ukraine, law enforce-
ment agencies of foreign states, and international or-
ganisations”.

In addition, Article 27 of the above Law [22]
provides for the possibility for the police to have “di-
rect operational access to information and informa-
tion resources of other state authorities with strict
compliance with the Law of Ukraine “On Protection
of Personal Data” [30]. Information about access to
the database (bank of data) should be recorded and
stored in an automated data processing system, includ-
ing information about the police officer who received
access and the amount of data that was accessed.
Each action of a police officer to obtain information
from information resources provided for in Articles 26
and 27 of this Law is recorded in a special electron-
ic archive, the maintenance of which is entrusted to
the information technology service of the Ministry of
Internal Affairs of Ukraine. The electronic archive
records the surnames, first name, patronymic, and
the number of the special police badge, the type of
information received, the register from which the in-
formation was obtained, the time of receiving the
information, and other data necessary to identify the
police officer who received information from the reg-
isters” [30].

Use of Al technologies in crime prevention

Analysis of the provisions of Articles 25 and 27 of the
Law of Ukraine “On the National Police” [22] indicates
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that they do not fully provide an opportunity to use
Al tools for collecting and further processing infor-
mation. In particular, these norms do not provide for
the possibility of obtaining data from video cameras
belonging to local self-government bodies, enterprises,
organisations, institutions of non-state ownership, and
from individuals with their consent.

Article 27 of this Law [22] does not specify or
provide an interpretation of the term “operational
access” to information and information resources of
other state authorities, namely, how it is carried out.

Article 25 does not provide for the procedure
for obtaining information from other legal entities
that do not belong to the authorities, and from indi-
viduals. For example, the concept of “Safe City” [37]
provides for the use of a set of software and hardware
and organisational measures to ensure video protection
and technical security, as well as to manage housing
and communal services and other distributed objects
in a single information space, using a single video sur-
veillance system with decentralised user access control.

To ensure the performance of the functions of
ensuring public safety and order, road safety, prop-
erty protection, etc., the National Police of Ukraine
provides for the use of hardware complexes of video
surveillance systems that record what is happening
in public places: stadiums, inside and outside public
and/or private premises, transport highways, airports,
train stations, etc.

However, in Ukraine, many hardware complexes
of video surveillance systems are on the balance sheet
of municipal bodies, associations of owners of residential
and non-residential premises, municipal enterprises,
etc. It is well known that local self-government bodies,
as an organisationally independent element of the local
self-government system and municipal enterprises do
not belong to state authorities. As a result, access is
complicated and the efficiency of analysis by law en-
forcement agencies of the information video stream
that comes from the above-mentioned video surveillance
cameras in real-time is lost, and this, in turn, negatively
impacts the effectiveness of preventing and countering
offences.

Nowadays, there are various algorithms for
exchanging and accessing police information servers
and video surveillance systems that do not belong
to state authorities, as a rule, these are memoranda,
various forms of agreements and contracts. In some
cases, the procedure for police officers’ access to video
data is established by acts of local self-government
bodies, while in others it is not regulated at all [34].
Therefore, legally defined access to video surveillance
devices and information processing in the work of the
National Police of Ukraine is of great importance in
preventing and solving offences, as well as identifying
the persons who committed them, etc.

Another area of legal regulation of the use of
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Al technologies by the National Police is countering
cyber threats. The fight against cybercrime requires
high-tech tools, and it is Al that is ideally suited for
solving such an extremely complex problem, since it
is able to effectively detect, recognise threats, and re-
spond effectively to them than conventional software
approaches. At the same time, the Law of Ukraine “On
the National Police” [22] practically does not contain
provisions regulating the use of various software prod-
ucts, in particular Al technologies, to search for illegal
information on the Internet.

Thus, paragraph 3) of Part 2 of Article 25 of
the Law of Ukraine “On the National Police” [22] is
proposed to be set out in the following wording:

“3) The police in the framework of information
and analytical activities forms information databases,
carries out information-retrieval and analytical activities,
in particular on the Internet, and through online access
to video surveillance cameras, information resources be-
longing to state authorities, and legal entities, regardless
of their ownership forms, individuals, local self-government
bodies (communities). Access to video surveillance cameras,
information resources of legal entities that do not belong
to state authorities, individuals, local self-government bodies
(communities) is carried out only with their consent or in
accordance with the procedure provided for by criminal
procedure legislation”.

Regulation of the use of Al technologies in countering
criminal offences

Analysis of the provisions of the Law of Ukraine “On
Operative Investigation Activity” [23] reveals that it
establishes the fundamental legal norms regulating
the permissibility of conducting operative investigation
activities, respect for human rights and freedoms, inter-
action with government bodies and the population,
and the legislative regulation of all operative inves-
tigation activities, as a result of which the materials
obtained in the process of its implementation have
the value of data obtained in accordance with the
procedure provided for by law.

Article 6 of the Law of Ukraine “On Operative
Investigation Activity” [23] defines the grounds for
conducting operative investigation activities, while
Article 7 of this Law states that “units that carry out
operative investigation activities are obliged, within
the limits of their powers, in accordance with the laws
that form the legal basis of operative investigation
activities, to take the necessary operational search
measures for the prevention, timely detection, and
suppression of criminal offences and exposing the
causes and conditions that contribute to the commission
of criminal offences, to carry out prevention of offences.
In the case of the identification of signs of a criminal
offence, the operational unit that carries out investiga-
tion activities is obliged to immediately send the col-
lected materials, which record the actual data on the
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illegal acts of individuals and groups, to the appro-
priate pre-trial investigation body to start and carry
out a pre-trial investigation in accordance with the
procedure provided for by the Criminal Procedure
Code of Ukraine” [23]. Thus, these norms can serve
as grounds for the use of Al technologies by units of
the National Police of Ukraine engaged in operative
investigation activities.

In Article 8 of the above-mentioned Law [23],
to obtain information, the legislator grants units en-
gaged in operative investigation activities exclusive
rights, which, in particular, in accordance with PP. 6,
7,9,11,12,15, 18, 21 it is possible to use Al technol-
ogies, namely the right to: “collect information about
the illegal activities of persons in respect of whom
verification is being carried out; secretly identify and re-
cord traces of a serious or especially serious criminal
offense; carry out audio, video monitoring of a person,
removing information from electronic communication
networks, electronic information networks in accordance
with the provisions of articles 260, 263-265 of the
Criminal Procedure Code of Ukraine [24]; monitor a
person, thing or place, as well as audio, video moni-
toring of a place in accordance with the provisions of
articles 269, 270 of the Criminal Procedure Code of
Ukraine [24]; establish the location of a radio-elec-
tronic vehicle in accordance with the provisions
of Article 268 of the Criminal Procedure Code of
Ukraine [24]; receive information from legal enti-
ties or individuals free of charge or for remuneration
about criminal offenses that are being prepared or
committed, and about a threat to the security of soci-
ety and the state; create and apply automated infor-
mation systems; directly conduct or initiate criminal
analysis” [14, p. 302; 23].

At the same time, the use of Al technologies by
the police allows circumventing the Law of Ukraine
“On Operative Investigation Activity” [23] and the
Criminal Procedure Code of Ukraine [24]. This phe-
nomenon can be demonstrated in the following ex-
ample: an Al programme, by analysing information,
independently determines the places where a criminal
offence is likely to be committed and begins to record
such places in real-time. If certain actions are per-
formed, the Al programme independently recognises
by certain algorithms that the actions of certain per-
sons contain signs of a criminal offence, and investi-
gation using Al tools based on video surveillance. In
the future, the AI programme begins monitoring the
further actions of persons who leave the place of com-
mitting a criminal offence. At the same time, the Al takes
measures to identify persons who may be involved in
such an illegal act.

Thus, the process of detecting a criminal of-
fence, collecting information about illegal activities
of persons, recording traces of a serious or especially
serious criminal offence, and monitoring a person, item,
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or place using Al technologies can be carried out without
practical intervention by employees of operational
units and an investigator, which already contradicts the
current legislation. Considering the use of Al technol-
ogies for countering criminal offences in their structure
go beyond the current Law of Ukraine “On Operative
Investigation Activity” [23] and the Criminal Procedure
Code of Ukraine [24], it is proposed to regulate such
activities of the National Police of Ukraine by a separate
regulation.

As for the bylaws regulating the use of informa-
tion technologies in the National Police of Ukraine,
today the Order of the Ministry of Internal Affairs
of Ukraine dated August 03, 2017 No. 676 approved
the “regulation on the information and telecommu-
nications system “information portal of the National
Police of Ukraine”, which defines the main tasks, pur-
pose, subjects, and structure of the information and
telecommunications system “information portal of
the National Police of Ukraine”, and the conditions of
its operation” [32]. Analysis of this provision shows
that it does not contain norms that would fully regu-
late the use of Al technologies by the National Police
of Ukraine, in particular: general standards or rules
for the use of Al technologies, ways to implement de-
cisions made using Al technologies, preventing viola-
tions of fundamental human rights related to the use
of AI technologies in the work of law enforcement
agencies. Along with this, it is necessary to develop
new or make changes to existing regulations [32] on
the use of Al technologies in the process of:

- introduction of geoinformation systems for spa-
tial placement of objects using maps or plans, the pos-
sibility of using information and telecommunications
systems of the Ministry of Internal Affairs of Ukraine
and the National Police of Ukraine for the purpose of
analytics and criminal analysis of offences;

— creation of specialised information intelligence
systems for operational search purposes to ensure the
conduct of operative investigation activities and secret
investigative (search) actions in public telecommuni-
cations networks;

- implementation of intelligent video surveillance
systems for the purpose of recognising and classifying
video surveillance objects and tracking their path of
movement;

— use of certain types of vehicles, including those
moving on or under the surface of the water, unmanned
aircraft, etc.;

— protection of objects of various forms of ownership;

— establishment of the location of persons hiding
from pre-trial investigation bodies, investigating judges,
courts, evading the execution of criminal sentences,
missing persons, and other persons in cases defined by
law;

— determination of the legal status of Al technolo-
gies in the criminal procedure legislation of Ukraine,
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including during forensic examinations and research,
in particular, during the investigation of criminal of-
fences committed using Al technologies.

In addition, it requires the adoption of depart-
mental regulations of the Ministry of Internal Affairs
of Ukraine and the National Police of Ukraine, which
would:

— define general standards (rules and restrictions)
for the use of Al technologies in the National Police
of Ukraine;

— the procedure for using tools for obtaining in-
formation by divisions and territorial bodies of the
National Police when using AI technologies, primar-
ily during the use of video cameras capable of recog-
nising faces that do not belong to state authorities;

- methods of implementation by a police officer
or other authorised person of a division or territorial
body of the National Police of Ukraine of decisions
taken by Al systems;

- neutralise risks of violation of fundamental human
rights associated with the use of AI technologies in the
work of the National Police of Ukraine.

= Conclusions

Analysis of usage practice materials of Al technologies
by law enforcement agencies of foreign countries and
in Ukrainian practice provided an opportunity to for-
mulate areas of possible application of Al technologies
in Ukraine, in particular: road safety; prevention, de-
tection, and recording of committed offences; during
the analysis of the criminal situation and forecasting
the level of crime in a certain area or in relation to a
certain category of persons; during the investigation
of criminal proceedings, identification of persons, and
the search for persons who have committed offences,
are hiding from the pre-trial investigation bodies, the
court of serving sentences and missing persons; during
expert research and examinations, and in other areas.

Having analysed the current state of legal reg-
ulation of the development of information resources
by the National Police of Ukraine, including infor-
mation and analytical support for the activities of its
divisions and territorial units, it is concluded that the
provisions of the Law of Ukraine “On the National
Police” do not exhaustively provide for the possibility
of effectively regulating the use of Al technologies
by the police, in particular, there are no provisions
on the use of various software products, in particular
Al technologies, to search for illegal information on
the Internet.

In addition, the analysis of the norms of the
law of Ukraine “On Operative Investigation Activity”
and the Criminal Procedure Code of Ukraine in terms
of the possibilities of using AI technologies by the po-
lice showed that the process of detecting a criminal
offence, collecting information about illegal activities
of persons, recording traces of a serious or especially

Scientific Journal of the National Academy of Internal Affairs, 27(1)




Problems of legal regulation of the use of artificial intelligence technologies by the National Police of Ukraine

serious criminal offence, monitoring a person, item, or
place using Al technologies can be carried out without
practical intervention by employees of operational
units and an investigator, which already contradicts
the current legislation. This requires the development
of common standards and rules for the use of Al tech-
nologies by the police, and ways to implement solutions

that are made thanks to such technologies, to prevent
violations of fundamental human rights in the work
of law enforcement agencies.

Areas of legal regulation of the use of Al by the
National Police of Ukraine are proposed, in particular,
by adopting separate regulations.
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Mpo6s1emMu HopMaTUBHO-NPABOBOIO peryfloBaHHA BUKOPUCTAHHSA
TEXHOJIOriM WTYYHOro iHTenekTy HauioHanbHoO noniuieo YKpaiHu

OnekcaHap Muxainosuu Ctpinbuis, OKcaHa AHaToniiBHa PefopeHKo

HarrioHasibHa akajieMisi BHyTPIIlIHiX CIIpaB
03035, 1. Comom'sinchKa, 1, M. KuiB, Ykpaina

m AHOTanisA. YIpoBaKeHHs CyYacHUX iHGOPMAIiTHUX TEXHOJIOTiH, TAKUX SIK IITYYHUE iHTEJIEKT, Y AisUIbHICTD
HamionanpHO!l mostinii YKpalHM 3yMOBHWJIO BUHMKHEHHS HU3KU NPaBOBHUX IpoOjeM IOoJ0 JOTPUMaHHSA
3aKOHHOCTI TIiJ] YaC BUKOPUCTaHHS TaKUX TEXHOJIOTiH (iHTeJIeKTyaJsIbHi CUCTEMHM BifjeocrocTepexeHHs, 30ip Ta
aHaJIi3 BiZloMOCTel Ipo 0co0KCTe KUTTA0CcoOU TOI[0). BkazaHe 06yMOBJII0€ HeOOXiqHICTh MPOBeJeHHA HAYKOBUX
JOCJIi)KeHb Cy4YacHOTO CTaHy HOPMAaTHBHO-IIPABOBOTO PEryJII0BaHHsA BUKOPUCTAHHA WITYYHOTO iHTEJIEKTy B
JiAJBHOCTI MOJIiNil 3 METOI0 BUABJIEHHA Ta MOJAAJIBIIOr0 yCYHEHH: MPOrajiuH y 3aKOHOAABCTBi. MeToro cTaTTi
€: 1) 3aiticHeHH:A aHaJIi3y HOPMAaTHUBHO-IIPABOBUX aKTiB, sIKi peryiaMeHTYIOTh (popMyBaHH:A iHGOpMaLiHIX pecypciB
HarionasipHOI0 oJTilli€r0 YKpaiHu, a TakoX iHpopMaliliHo-aHaJTiTUYHe 3a0e3nedeHHA OiAJIbHOCTI 11 MiApOo3aijiiB
i TepuTOpiaJIBHUX OPraHiB; 2) BUABJIEHHA MPABOBUX HOPM, fAKi HiJJIATamTh JOAATKOBOMY BperyJIIOBAHHIO Y
3B’AI3KY 3 BUKOPUCTAHHAM TEXHOJIOTIH IITyYHOT O iHTeJIeKTy B Ais/IbHOCTI MOJIiltil; 3) BUp0oOJIeHHA IPOO3UIIii
[0 HOPMaTUBHO-IIPABOBUX aKTiB AJIA YCYHEHH:A BUABJIEHUX IIPOTaJiMH Y 3aKOHOAABCTBi. MeToA0JI0TiYHO0
OCHOBOIO JJOCJIi[PKeHH:A CTaJIM TaKi MeTOAU: OPiBHAJIBHO-IIPABOBNI, IPABOBOTO MOJEJII0BaHH:A, CUCTEMHOI'0
aHaJIi3y, JOTiKO-IOPUANYHUN i CUCTEMHO-CTPYKTYPHUI. 3a pe3yJibTaTaMM AOCJIiI)KeHH: BCTaHOBJIEHO OCHOBHI
HaIpsAMU BUKOPHUCTAHHSA TEXHOJIOTIN IMITYYHOTO iHTeJIeKTy B IIPaBOOXOPOHHIN Ais/JIbHOCTI iHO3eMHUX KpaiH
Ta B yKpalHCHKil NpaKTUIli, {0 AaJI0 3MOT'y BU3HAUUTH i IIpoaHasai3yBaTU HOPMU YMHHOI'O0 3aKOHOJABCTBa
CTOCOBHO BpEeTyJIIOBaHHA BUKOPUCTAaHHSA BKa3aHUX TEXHOJIOTIN MOJIilli€l0. 3anponoOHOBaHO BiAMOBiAHI 3MiHU
Ta JIONIOBHEHHSA O YMHHOI'O 3aKOHOLABCTBA, 110 MalTh YCYHYTHU BUABJIEHI HeJOJIiKW, 30KpeMa B YacTHHI
CIPOIIEHHA JOCTYIy HOJIiLil 0 KaMep BifleocriocTepeXeHHs Ta IpoBeieHHA iHGOpMaLiliHO-TIOLUTYKOBO1 po60TH!
B Mepexi [HTepHeT

m KUTIouoBi cJjioBa: mpaBOOXOpOHHA MAisJIbHICTH; Oe3leKa; MpaBOMOPYLIEHHs; 3anobiraHHsA 3JI0YMHHOCTI;
3aKOHOAABCTBO; IT-TexHoJIoTil
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m Abstract. The relevance of the study is conditioned by the presence of problems of forensic analysis of
documents and the great importance of practical application of computer technology for the production of
such documents. The purpose of the study is to investigate the prospects of using modern computer technology
in the production of special documents and to assess the prospects for studying such documents using modern
forensic methods. The basis of the methodological approach is a qualitative combination of methods of system
analysis of modern criminalistics in the field of document research with an analytical investigation of the
prospects for the use of computer equipment for the production of documents for their further criminal
use. The results obtained should be considered the definition of the main types of forgery of documents and
criteria for the use of modern computer equipment for the production of documents for the purpose of their
further use in criminal intentions; the formulation of the main goals and objectives of performing methods of
forensic analysis of documents made using computer equipment. The findings and the conclusions formulated
on their basis are of significant importance for employees of modern forensic institutions, whose duties
include performing a forensic analysis of documents produced using computer equipment, which is essential
for solving crimes committed using modern computer and electronic equipment and preventing computer and
electronic terrorism in everyday life

m Keywords: handwriting and signature forgery; criminalistics; electronic equipment; forensic science; scientific
research in criminalistics; crime detection

= Introduction

The development of theoretical foundations for fo-
rensic analysis of documents produced using modern
computer technology is essential from the standpoint
of solving crimes committed using modern computer
equipment. In addition, in this context, it is import-
ant to define the subject area of research from the
standpoint of assessing its limitation to the analysis
of documents using special forensic knowledge, or to
include topical issues related to the analysis of doc-
uments in a broad sense, for example, including the
features of document review by investigative units [1].
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When searching for ways to effectively solve
this problem, it is necessary to consider general ap-
proaches to defining the concept of a document and
the main provisions in the field of forensic research
of letters and documents. The introduction of such
restrictions would help to determine the key types of
research work reasonably, including the range of spe-
cial knowledge necessary for the gradual establishment
of a general characteristic of the research process [2].
At the same time, without considering the fact of in-
sufficiency of some theoretical provisions of forensic
analysis of documents, until now, a very serious prob-
lem was that a significant part of research activity in the
field of modern forensic science was aimed exclusively
at the investigation of theoretical provisions without
practice, despite the fact that in this way the issues of
general provisions of criminalistics are mainly raised,
in particular, towards clarifying the subject, goals, and
key tasks of modern criminalistics [3]. In this context,
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a wide range of issues related to the forensic analysis
of documents that were produced using modern com-
puter technology is essential from the standpoint of
the need to continue research on the use of modern
computer tools to commit various crimes aimed at
document forgery [4].

Despite the need to continue research in this
line, it is worth noting that modern criminalistics should
qualitatively contribute to solving a wide range of
existing issues that occur in the activities of law enforce-
ment agencies, and create conditions for the progress of
forensic science, toward conducting research aimed
at improving the cooperation between law enforce-
ment officials and representatives of modern forensic
institutions.

Nowadays, there are certain difficulties in making
distinctions in the areas of responsibility of modern
experts, who conduct research in the field of forensic
analysis of documents made using computer equipment,
and employees of investigative units who are obliged
to use the information obtained efficiently to solve
crimes committed. However, the gradual creation of
a qualitative basis for conducting qualified research
on the use of modern computer technology to create
various documents contributes to obtaining the results
necessary for assessing the existing prospects for using
modern computer tools to commit crimes aimed at
forgery of documents with their subsequent criminal
use [5]. It is also important to investigate the prospects
of using computer technology to create man-made sig-
natures, especially if these documents were created
by electrophotographic method.

The main problem of earlier studies was the al-
most complete absence of factual material regarding
the existing means of forensic analysis of documents
produced using modern computer tools. The purpose
of this study is the definition of modern means and
existing prospects for forensic analysis of documents
made using computer technology, which is important
in the context of the development of modern forensic
science and the qualitative understanding of the ca-
pabilities of modern computer technology in matters
of forgery of documents and their further criminal use.

= Materials and Methods

The methodological approach consists of a qualitative
combination of methods of system analysis of modern
criminalistics in the field of document research with
an analytical investigation of the prospects for the use
of computer equipment for the production of docu-
ments for their further use. This study involves the
search for effective ways to use computer technology
to forge handwriting and signatures, which are import-
ant aspects in creating high-quality copies of docu-
ments. The research was conducted on the basis of a
pre-compiled theoretical framework, which acts as a
qualitative foundation for conducting all further studies.

4

The theoretical basis consists of the findings of
a number of Ukrainian and, mainly, foreign research-
ers who investigated problematic issues related to the
forensic analysis of documents produced using mod-
ern computer technology. All materials presented in
this research paper have been translated into English
to facilitate the understanding and maximise the com-
prehension of the information presented therein.

The study included three main stages.

At the first stage, the theoretical basis was pre-
pared, which is later used as the main foundation for
further research. A systematic analysis of the methods
of modern criminalistics used in the field of document
analysis is performed. The main issues that can be ef-
fectively and efficiently solved through the practical
use of modern methods of preparing expert assess-
ments in the field of analysis of documents produced
using modern computer technology are outlined.

At the second stage, an analytical investigation
of the prospects for using computer equipment for the
production of documents and their further practical
use was performed. In addition, an analytical compar-
ison of the results obtained with the findings and con-
clusions of other researchers was performed. This con-
tributes to clarifying the results obtained, expanding
the prospects for further analysis of the capabilities of
computer technology in the production of documents
and conducting forensic analysis of similar documents
produced using modern computer technologies.

At the final stage, the final conclusions were
formulated based on the findings, which determine
the main trends in forensic analysis of documents pro-
duced using modern computer technology.

m Results

The study of the prospects for conducting a forensic
analysis of documents made using computer equipment
has yielded the following results. Numerous issues
related to the use of modern computer technology for
the production of documents require a thorough investi-
gation to determine the main areas of using computer
technology for the production of documents and the
possibilities of effectively stopping this phenomenon.
An important aspect in this issue is the identification
of the main methods of computer forgery of hand-
writing and signatures, which are essential from the
standpoint of conducting further forensic research of
these documents [6].

In general, forgery of handwriting and signatures
using computer equipment involves:

1. Use of printers and other technical copying tools.
They are necessary for scanning the document, which
allows editing its main text if necessary. At the next
stage, it is printed out while preserving the required
content. In this case, it is necessary to establish an
electrographic method of image reproduction. This is
done with the typical gloss of the toner, typical dots, and
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using surface application of strokes, without penetra-
tion into the paper fibres, in the complete absence of
any traces of pressure.

2. Use of pantographs — devices that were originally
created to reproduce and scale copies of drawings,
maps, etc. When using a pantograph, it is possible to
find the same, typical pressure that is not inherent in
the manuscript. In addition, there will be no variabil-
ity, because signs of the same type will not have any
differences between them.

3. Use of plotters or graph builders, which are ad-
vanced versions of the pantograph that are controlled
by a computer. A module with any printing device is
used to create a high-quality image.

4. Use of a robotic arm. This technology was cre-
ated specifically for the highest quality reproduction
of handwriting. This device also reproduces differen-
tiated pressure. However, in the case of handwriting
imitation, the lack of variability can still be detected.
In addition, in the case of signature forgery, the sit-
uation has significant complications. A monotonous
pressure can be detected, including the absence of
random strokes, blots caused directly by the device
itself, and slowing down of movement. In the presence
of a large number of samples, other deviations can also
be found.

A forensic examination may be appointed to
detect computer forgeries of handwriting and signa-
ture. Such an examination helps to solve many issues,
including:

— types of equipment that was used to perform the
records under study;

— printing devices that were used to create a record
subject to forensic examination;

— sequence of drawing intersecting strokes in the
studied records;

— was there any preliminary technical training when
performing the test recording;

—were additional drawing, erasure, or etching used
when applying the records;

— were there any changes to stamps, seals, or strokes
in the documents under study, and if so, in what tech-
nical way were they made;

— what typographic font was used to create the text
under study, if the font is present in the text.

These are only the main questions that are es-
sential when performing a forensic examination, in
general, the list of questions to a forensic expert who
deals with the issue of conducting a forensic examina-
tion of a document made using computer technology
is much wider [7].

In general, the tasks of forensic expertise are
the following:

— determine the means of forgery of a document
or its individual parts;

— determine the computer equipment used to create
a forged document;

— establish the primary content of a document, in
cases where it has lost readability for any reason;

— determine the deadline for developing a document
as a whole or its individual parts.

Forensic examination of documents made using
computer technology implies the mandatory partici-
pation in this procedure of not only a forensic expert,
but also an investigator, who can act independently or
with the involvement of a specialist. In general, the
purpose of forensic research in documents made using
a computer requires the necessary basis [8]. Such a
study is a type of forensic examination performed to
obtain certain evidence and other objects on behalf
of pre-trial investigation bodies and judicial instances
to resolve issues put to the expert.

Forensic examination of documents made using
computer technology is necessary to determine the
facts of forgery of documents, if there is a suspicion
of such. In modern criminalistics, there is a conditional
division of all detected forgeries into two main types:
material and intellectual. Material forgeries involve
making false information and illegal changes to a pre-
viously created document. Imitation of the original
document by a fake is performed in whole or in part.
Intellectual forgery involves purposefully drawing up
a document in accordance with all the requirements
for similar documents, but at the same time, it contains
false information. Figure 1 shows schematically the
main types of existing material forgeries of documents.

Erasure

Etching

Washout

Material forgeries

Re-pasting

Addendum >
photographic images

Replacing document

Page substitution fragments and parts

Figure 1. Main types of material forgery of documents
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All types of material forgery of documents do
not require the use of computer equipment, unlike
intellectual forgery. Figure 2 shows the main types

of intellectual forgeries, which in some cases are per-
formed using modern computer equipment.

Intellectual forgeries

Substitution of details
of seals, stamps,
letterheads, and

stamped paper

Falsification of a
document with the
designation of a
non-existent instance
that issued it

Violation of the
accepted standards for
issuing a document and
the rules for registration
in accordance with the

established standards

Figure 2. Main types of intellectual forgery of documents

Conducting a forensic analysis of documents
made using computer technology allows identifying
the main inconsistencies of the document under study
in relation to the established sample, which is a suffi-
cient basis for forming a conclusion about the fact
of document forgery. Thus, with the help of forensic
research, the evidence base necessary for conducting
investigative actions and establishing the fact of forgery
of documents is collected and systematised. At the same
time, the most important aspect in this process is the
preliminary receipt of good-quality original samples
of documents, which are used during the examination for
comparison with samples subject to forensic analysis.
This is necessary to identify specific facts of forgery
of documents in which there are actual differences
between the studied samples and the original ones.

High-quality and professional performance of
forensic analysis of documents made using computer
equipment requires both the presence of a certain quali-
fication of technical personnel and professional train-
ing of the investigator responsible for the correct interpre-
tation of the results obtained and their attachment to
the materials of criminal proceedings as recognition
as material evidence. In general, research of this kind
is one of the new directions of modern criminalistics,
which has significant prospects for development in the
context of existing and most relevant trends in scientific
and technological progress in modern society.

m Discussion

Forensic analysis of documents, as a separate and inde-
pendent branch of modern criminalistics, has existed
and developed for quite a long time. However, its in-
dividual provisions have not been rather underinves-
tigated. Forensic analysis of documents has several
parallel existing interpretations, which were gradually
introduced into circulation and contribute to a more
complete perception of the goals and objectives of fo-
rensic science, in particular in the context of research
on various aspects of document flow [9; 10].

43

In the 21% century, one of the most promising
areas for improving the quality and efficiency of law
enforcement agencies in the context of crime inves-
tigation and detection is the gradual introduction of
new information technologies into forensic science.
There is an active transformation of modern criminalis-
tics into a science that uses new knowledge and more
effective technologies that contribute to the effective
development of criminalistics in general. This knowl-
edge and technologies related to the collection, re-
search, and establishment of a qualitative assessment
of physical evidence obtained in the framework of
crime investigation activities actively contribute to the
creation of appropriate conditions for the development
of criminalistics and effective detection of crimes com-
menced using computer technologies [1].

It often happens that the positive aspects of
modern scientific developments in the field of crimi-
nalistics begin to be used for criminal purposes. Mod-
ern criminals quite actively use the information space
and the means of television communications to com-
mit a pre-planned crimes, coordinate their activities,
and maintain communication in the criminal group.
At the same time, various technical innovations are
used directly in the process of committing crimes, thereby
leaving electronic traces of their activities. With the
help of modern computer technology and information
and telecommunications systems today, a huge num-
ber of crimes are committed, the mechanism of which
is often very difficult to establish [11]. Therefore, the
extraordinary activity of introducing modern infor-
mation and computer technologies into forensic activ-
ities and their development by individual criminals
has significantly changed modern approaches to the
development of criminalistics.

Modern forensic science is increasingly raising
questions about the place and role of virtual traces,
electronic evidence in science, and even significant
trends in the development of modern digital criminal-
istics. Modern digital technologies in their development
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significantly affect the qualitative and quantitative
indicators of crime, which marks the emergence of a new
criminal environment — virtual digital space.

Nowadays, humanity is very actively entering
a completely new stage of its development. There-
fore, the impact of modern digital information and
telecommunications technologies on everyday reality
has become a global phenomenon in the modern world.
Every year in many countries, the overall level of dig-
italisation of the economy and society significantly
increases, which opens up new, unprecedented pros-
pects for socio-political development [12]. Among
them, this also applies to the legal systems of modern
states, in the operation of which modern information
technology advances are actively used today.

Discussing the possibilities of the practical appli-
cation of information obtained during forensic exam-
ination of documents, it should be noted that it can
be used not only in criminal proceedings. In general,
it has much more extensive capabilities.

The results of investigating the materials of
many criminal cases on fraud in the receipt of social
benefits indicate that employees of social security
agencies pay insufficient attention to checking infor-
mation data about citizens who submit their documents
for consideration. In general, this distorts the condi-
tions for committing certain crimes. In this context,
the recommendation on the practical application of
methods of systematic generalisation of information
obtained during the forensic analysis of documents,
and to identify those issues that must be paid attention
to when receiving a certain list of documents, can show
its effectiveness [13].

Of particular relevance is the development and
implementation of effective recommendations for con-
ducting such verification of documents, which implies
the need to provide the relevant state bodies with
high-quality equipment for checking these documents.
This problem can be effectively and timely solved
through the use of information obtained during forensic
examination of documents, and appropriate interdepart-
mental interaction [14]. Currently, there is a problem
of both purely theoretical and practical nature, closely
related to the forensic analysis of documents. The key
aspects of their further solution should be the emphasis
of the scientific community on existing actual theoret-
ical problems and on the real needs of practical activ-
ities, as well as updating and developing new meth-
odological recommendations, general principles for
the application of methodological recommendations
by existing competent authorities, and determining new
requirements for the number of experts, their level of
competence and the procedure for determining their
work experience in a specific position [15].

The main subject of forensic analysis of doc-
uments should be considered not just activities to
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establish specific facts and circumstances of the com-
mitted illegal act related to the production, modifi-
cation, use of documents, but only activities based
on the application of special knowledge in this area.
This can create the image that the structure of this
subject area should include all information about
all types of documents that have side confirmations
at the level of various ideas about the structure of
this division of forensic technology, which exists in
the specialised literature, and is described in great
detail. At the same time, it is obvious that it is not
necessary to include in the subject sphere of this di-
vision of criminalistics the activities of all subjects
who should temporarily participate in the detection
and investigation of crimes committed through the
use of modern computer technology to create certain
documents [16]. Such an expansive interpretation is
mostly found in specialised literature, leading some
researchers to refer to the analysis of certain documents
also as the practical activities of a certain range of
persons conducting enquiries and investigative actions,
inspection, seizure of documents or taking samples
for comparative examination, which was the main
reason for the appearance of the special term “inves-
tigative records management”.

In modern conditions, characterised by the pene-
tration of the main trends of IT in all spheres of life of
modern society, modern information and communi-
cation tools are becoming more and more common in
the commission of various crimes related to the use
of information. They can equally effectively become
both a means of committing a crime and its main
tool. Any modern electronic devices are able to store
traces of any actions in which they were somehow
involved. This also applies to many issues of using
electronic devices and computer equipment for the
production of various documents, for the purpose of
their further criminal use [12].

N. Scuddler, R. Daniel, J. Raymond, A. Sears [17]
separate the modern provisions of the forensic analy-
sis of computer information as a type of forensic re-
search of computer information and key means of its
processing and protection, which requires a thorough
investigation of the existing patterns of occurrence
and concealment of electronic traces and the devel-
opment on this basis of technical means, techniques,
and methods for their detection, fixation, seizure, and
analysis to disclose, investigate, and prevent crimes
in the field of using computer technology as a means
of manufacturing forged documents. Forensic analysis
of modern computer devices is an integral system of
scientific provisions and gradually created technical
means, techniques, and methods for conducting re-
search of computer devices, information systems, and
telecommunications networks as material carriers for
the purpose of further investigation and prevention
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of crimes in the field of information technology [17].

Forensic examination of documents made using
computer equipment implies that representatives of
law enforcement agencies responsible for conducting
this investigation must have a certain level of com-
petence in understanding the capabilities of modern
computer equipment for the production of certain
documents. In addition, their ability to build effective
interaction with technical units for providing foren-
sic analysis of documents, to obtain the necessary in-
formation about the capabilities of certain types of
modern computer equipment in creating forged doc-
uments, for the purpose of their further use for crim-
inal purposes, is also essential [18]. Thus, depending
on the method of manufacturing documents and the
computer devices used, it is necessary to perform the
correct selection of methods for forensic analysis of
documents to prevent crimes in the field of information
technologies.

Qualitative and quantitative indicators of crime
today mostly indicate a gradual increase in the impact
of the development of modern information and digital
technologies on the information environment, and also re-
flect the emergence of a new criminal environment,
which has become known as the virtual digital space.
At the same time, computer criminalistics is current-
ly insufficiently developed, despite some coverage of
this topic by researchers. In addition, it is generally
accepted that in the field of digital criminalistics, a
thorough analysis of both purely technical and tactical
methods of working with various electronic traces
should be carried out [19]. At the same time, the issues
of developing and implementing new, more modern
and reliable means of forensic research are still debat-
able, often due to a lack of information on this issue.
This can be explained by the fact that there is a lack
of theoretical and practical experience on the use of
modern information and computer technologies in the
field of forensic research of various aspects of electronic
terrorism and the use of computer tools to commit
various criminal acts, one of which is the production
of documents for the purpose of their further use for
criminal purposes. Further development of modern tech-
nologies in the field of forensic analysis of documents
produced using computer technology will contribute
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to effective counteraction to this phenomenon today
and in the future.

m Conclusions

The study of the prospects for conducting a forensic
analysis of documents made using computer equipment
has yielded the following results.

1. Forensic examination of documents made using
computer equipment should determine the key aspects
that are important in the context of the use of computer
technology for the production of documents or their
forgery. To date, the use of modern computer equipment
for forgery of documents has become widespread, and
sometimes it is difficult to distinguish forged docu-
ments from original ones. In this context, key impor-
tance should be given to equipping a modern foren-
sic institution with high-quality equipment that can
detect document forgery even in the most difficult
cases. In addition, great importance should be given
to the level of training of both employees of foren-
sic institutions, whose official responsibility includes
high-quality forensic examination of documents, and
investigators, who are obliged to subsequently attach
the results of research to the case as an evidence base
collected during the pre-trial investigation.

2. In the process of conducting a forensic analysis of
documents made using computer technology, the main
types of forgery of documents are identified. The use
of computer technology allows making intelligent forg-
ery of documents in any of its existing varieties. There-
fore, the task of experts and investigators responsible
for conducting this forensic study and systematising its
results includes determining both the types of forged
documents and the types of equipment and computer
equipment used to produce such documents. The results
of forensic research, in general, depend on the quality
of the actual performance of the task, which determines
the effectiveness of collecting evidence within the frame-
work of a specific pre-trial investigation.

In general, the issues of conducting a forensic
analysis of documents made using modern computer
technology require further careful study, in accordance
with the current pace of development of computer
technology and the possibilities of its practical applica-
tion for the production of a wide variety of documents.
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KpuMiHanictTuuHe pocnig)XeHHA OKYMEHTIB, BUITOTOBJIEHUX
3a AOoNoMorolo 3acob6iB KOMN'IOTEPHOI TEXHIKMN

Onbra MukonaiBHa Ce30HoBa', BikTop CtaHicnaBoBmn4y Ce30HOB?

'XapkiBCcbKHUi1 HalliOHAJIBHUI YHiBEpCUTET paioesIeKTPOHIKU
61166, npocn. Hayku, 14, m. XapkiB, YkpaiHa

ZXapKiBChbKUI HAYKOBO-/IOCJIiJHNI eKCIIePTHO-KPUMiHaTiCTUUHUIN LIEHTP
MiHicTepcTBa BHYTPIillIHIX cIipaB
61036, Bys1. KoBTyHa, 34, M. XapkKiB, YKpaiHa

m AHOTAaNiA. AKTyaJIbHiCTh TEMAaTUKU HAYKOBOT'O JOCJTiPKEHHs1 3yMOBJIEHa HAsIBHICTIO MPOGJIeM KPUMiHATi CTUYHOTO
JOCJIiKeHHA JOKYMEeHTIB, a TaKOX 3HAuyIliCTI0O MPAaKTUYHOIO 3aCTOCYBAHHA KOMITIOTEPHOI TE€XHIKHU IJIA 1X
BUTOTOBJIEHHsA. MeTo10 CTaTTi € BUBUEHHs 0COOJIMBOCTElNl BUKOPHUCTAHHA Cyd4acHOI KOMII'IOTePHOI TeXHiKHU
JJIs BUTOTOBJIEHHS CIelliaJlbHUX JOKYMEHTIB, a TaKOX OI[iHKa MepCHeKTUB AOCJiKeHHA [[UX JOKYMEHTiB
Cy4aCHMMM KpHMiHAJIICTUYHUMHU MeTofaMu. OCHOBY MeTOMOJIOTiYHOIrO MiTXOAY CTAHOBUTH NOEAHAHHA METOMIB
Cy4yacHOI KpUMiHaJIiCTUKY, CICTEMHOT0 aHaJli3y y chepi JOCIiIKeHHA JOKyMEHTIB 3 aHATI TUYHUM JOCJIiPKEHHAM
MepPCIeKTUB 3aCTOCyBaHHA 3ac00iB KOMITIOTEPHOI TEXHIKM 3 METOI0 BUTOTOBJIEHHA JOKYMEHTIB JJiA 1XHbOTO
MOJAJIBIIIOTO BUKOPHCTAHHA B 3JIOYMHHUX HaMipax. ['0JIOBHMMU pe3yJibTaTaMy, sKi OJlepXXaHO B MeXax I[bOT0
HAyKOBOT'0 JOCJIi/IKEHH:A, € BU3HAUeHHs OCHOBHMX THUIIIB MiAPOOOK AOKYMEHTIB i KpUTepilB BUKOPHUCTAHHA
Cy4acHHUX 3aco0iB KOMIT'IOTEpPHOlI TeXHiKW [AJis BUTOTOBJIEHHs JOKYMEHTIB 3 METOI0 IXHBOI'O IOJAJIbIIOro
BUKOPUCTAHHA B 3JIOUNHHUX HaMipax, a TakoX (GopMyJII0OBaHHA OCHOBHUX I1iJiel i 3aB1aHb BUKOHAHHA METOANK
KPUMiHaJIiCTUYHOTO AOCIiJ)KeHHA JOKYMEHTiB, BUTOTOBJIEHUX 32 JOTIOMOT'0I0 3aC00iB KOMIT'I0TEPHOI TEXHIiKH.
PesynbTaTul OOCTiXEHHA, a TakKoX cHOpMysIbOBaHI Ha MifCTaBi HUX BHCHOBK{, MalOThb 3HAUYINiCTh AJIA
CIiBpOOITHUKIB CydYaCHUX KPUMiHaJIiCTUYHNX YCTaHOB, A0 Oe3nocepeIHiX 000B’s3KiB AKNX HAJIEXXUTh BUKOHAHHSA
KpPUMiHaJIiCTUYHOTO AOCJIi)KeHHs JOKYMEHTiB, BUTOTOBJIEHUX 3a JOIIOMOTOI0 3aC00iB KOMII'IOTEPHO] TEXHIKH,
110 Ma€ CyTTEBe 3HAUEHHA 3 TOUKU 30py NOIINPEHHS MOXJIMBOCTEHN AJIsi pPO3KPUTTS 3JI0YMHIB, YUNHEHUX 3a
JOTIOMOT0I0 Cy4YaCHOTO KOMII'IOTEPHOTO 1 eJIEKTPOHHOT'0 00JIaJHAHHS, a TAKOX 3arobiraHHA KOMI'I0TEPHOMY
Ta eJIEKTPOHHOMY TepPOPU3MYy B ITOBCAKAEHHOMY KUTTi

m KiTiouoBi cjtoBa: mipobka mouepKy Ta Mimicy; KpUMiHaIiCTHKa; eJIEKTPOHHE 001aqHaHH; KpUMiHaIiCcTHYHA
HayKa; HayKOBi JOCJIi)KeHHA B KPUMiHaJIiCTULIi; PO3KPUTTA 3JI0YMHIB
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m Abstract. The real estate market in Ukraine is increasing the pace of its development every day, especially in
large cities, and accordingly, in parallel with such active development, several ways of acquiring, alienating,
and obtaining real estate objects are being improved. However, it is quite difficult to investigate specific
volumes of fraud, since most of these phenomena still are latent, and as a result, the prevention measures
taken do not give the desired results, so the issue under study is truly relevant for the scientific plane. The purpose
of this study is to analyse the most common manifestations of fraudulent actions in the housing sector, their
determinants in Ukraine, as well as to identify effective measures to prevent criminal offences of this category
and implement them in the legal reality of the country. The study uses the general dialectical method of
scientific knowledge of real phenomena, their connections, as well as the Aristotelian method. The theoretical
framework of this study comprises the works of Ukrainian and foreign scientists on a comprehensive study
of this adverse phenomenon and the development of effective counteraction to it in the current conditions.
Based on the conducted research, the main ways of committing a criminal offence and measures that can
prevent fraud with real estate in the housing sector are studied and highlighted. Statistical data on the number
of registered criminal offences related to fraud in the field of property in recent years and the indicator are
presented the ratio of the number of latent acts. The article examines the current state of national legislation
in the field of prevention of crimes in the housing sector and identifies areas for improving the mechanism
regulating this institution in Ukraine. Proposals have been made to eliminate a number of causes that
contribute to this phenomenon today. The practical significance of scientific work lies in the fact that the
studied scientific provisions, generalisations, conclusions, and recommendations have both theoretical and
applied significance, which can later be used in research activities and the educational process

m Keywords: victimhood; general social measures; organisational measures; criminological characteristics;
determinants; organised crime; identity of the criminal

= Introduction

A necessary condition for effective prevention of crimes
in the housing sector is the definition of a mechanism
that is aimed at preventing illegal actions in this
area and eliminating their determinants. There is no
doubt that now and, in the future, the development
of crime will depend on social existence, collective
thinking and behaviour of people [1, p. 179]. The prob-
lem of fraud has not lost its scientific relevance and
practical significance for several decades. Thus, a young
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scientist L. Kuryata in the scientific heritage notes that
a considerable number of scientific works of specialists
in the field of criminalistics, criminology, criminal law,
criminal procedure, legal psychology, are devoted to
various aspects of this socially dangerous phenome-
non [2, p. 379].

Scientific figures O. Kovalchuk and E. Pryakhin
believe that fraud is a fairly common current direction
in the criminal environment, so the counteraction,
the effectiveness of which depends on law enforcement
agencies, is due to certain factors — the high latency
of a criminal offence, the development of informa-
tion technologies and the disguise of fraud under the
guise of economic activity [3].

S. Chernyavsky in his dissertation studied fi-
nancial fraud and attributed to the scientific category 2
categories of crimes - financial and economic, and
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analysed the criminal-legal nature and classification
of financial fraud, described financial fraud in the
structure of economic crime, etc. [4].

S. Kuzmenko investigated and described fraud
in the field of investment in the construction of real
estate objects, in particular, gave a forensic descrip-
tion, the stages of investigation by law enforcement
agencies of such fraud and identified a system of tac-
tical operations that are used in the process of pre-trial
investigation [5].

Criminologist O. Juzha examines the identity of
the criminal. Thus, in his work, he notes that describ-
ing the personality of economic criminals, the signs
are reduced to 3 groups: 1) attitude to various social
values, labour duties, attitude to property in the con-
ditions of the formation of new economic relations;
2) the nature and social significance of the needs of
a person, interests, attitudes and means of satisfying
them (legal, illegal, criminal); 3) self-justification that
criminal activity is useful for the interests of business
and Society [6].

T. Taran in her dissertation research for the
first time carried out the classification of fraud, which
is associated with the seizure of real estate by female
persons. The scientist describes that such fraud can
be committed by women using mental or bioenergetic
influence to seize property, usually money, gold prod-
ucts, etc. [7].

Due to the increased pace of housing construc-
tion and the correspondingly increased volume of housing
stock in Ukraine, the number of fraudulent actions in
this area is also increasing. Ukrainian scientist, lawyer
A.Yukhno believes that fraud is characterised by dy-
namism, it is modernised, leads to negative conse-
quences in the social, economic, and political aspect,
and in recent years the volume of this problem has
increased, which accordingly complicates the mecha-
nism of counteraction and Investigation [8, p. 99].

Analysing the data of the unified report on crim-
inal offences of the Office of the Prosecutor General in
recent years, the statistics are as follows: during 2019,
444.1 thousand criminal offences were registered,
of which 256.5 thousand (57.8%) — crimes against
property, of which 32.4 thousand (12.6%) - fraud; in
2020 - 360.6 thousand criminal offences, of which
189.1 thousand (52.5%) — crimes against property,
26.8 thousand (14.1%) - fraud. During the first quar-
ter of 2021 — 106.5 thousand criminal offences, of
which 54.3 thousand (50.9%) — crimes against property,
5.2 thousand (9.6 %) — fraud [9].

In addition to fraud, other actions are used that
fall under other articles of the criminal law regulating
liability for crimes against property (as a rule, fraud
is combined with extortion, embezzlement). In addi-
tion, crimes in the form of fraud are accompanied by
crimes against the person; this usually occurs in cases
where fraud cannot be completed, at some stage it is
solved, and then criminals can use threats against the

49

life and health of victims.

The purpose of this study is a description and
analysis of the reasons for committing fraudulent ac-
tions in the housing sector in Ukraine and, accord-
ingly, a study of effective measures to prevent such
crimes. To achieve this purpose, the study performs the
following tasks: various approaches to understanding
this criminal offence are considered; the determinants
of fraud that manifest themselves in the housing sector
are investigated and studied.

= Materials and Methods

In the course of the conducted scientific research, based
on the set goal and objectives, it was used: modelling
method with the help of which the identification of
essential signs of phenomena and processes was carried
out using the model, namely: setting the goal of the
task, etc.; the dialectical method was used to study
socio-legal events, their patterns, which in the future
makes it possible to really assess the level, effective-
ness and analysis of national legislation in the field of
prevention of criminal offences fraudulent actions in
the housing sector and their determinants, as well as
gaps in the system that exist today; a formal logical
method, with which elements of the legal mechanism
for preventing criminal offences were identified; the
method of analysis, since fraud in the housing sector
was studied in different directions as a whole it was
divided into parts for a qualitative description of the
selected problem. These methods were used at all
stages of the study, these include: defining a scientific
problem, setting the goals and objectives of research
in preventing real estate fraud in the housing sector,
and ways to solve them, presenting the main material,
forming conclusions and literature used.

As a theoretical framework for the study, statis-
tical data from Unified report on criminal offences of the
Prosecutor General’s Office of Ukraine [9], analysed
the court case Zaporizkyi Court of Appeal [10] and
Lysianskyi District Court of Cherkaska Oblast [11].
The article examines the regulatory documents that
govern the sphere of fraud and were the basis of the
study, namely the Resolution of the Plenum of the Su-
preme Court of Ukraine “On Judicial Practice in Cases
of Crimes Against Property” [12], Criminal Code of
Ukraine [13], Tax Code of Ukraine [14], Budget Code
of Ukraine [25], Customs Code of Ukraine [16], Civil
Code of Ukraine [17], Land Code of Ukraine [18] and
Housing Code of the Ukrainian SSR [19]. The authors
of this study also used the results of the latest funda-
mental research of Ukrainian scientists on the Preven-
tion of real estate fraud in the housing sector, their
determinants, and ways to eliminate them.

= Results and Discussion

V. Konopelsky and O. Kushnaryova the scientific ar-
ticle expresses the position that real estate fraud is a
socio — legal and criminological illegal act, which is
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characterised by professional training, latency, cor-
ruption component, significant income, so this type
of fraud makes it necessary to develop effective pre-
ventive measures, since there is a direct threat to the
economic security of the country [20, p. 31].

O. Musienko in the monograph notes that the
current fraud is characterised by a change in forms
and types, which is due to several reasons [21, p. 20].
In the study G. Chernyshov describes that fraud is
a well-known crime against property since ancient
times, based on deception and abuse of trust, condemned
by public morals, many religions and, in some cases,
prohibited by law. However, the scientist focuses on
the fact that not all forms of deception are criminally
illegal [22, p. 90].

The large Explanatory Dictionary of the modern
Ukrainian language provides the following definitions
for the concepts of “fraudster” and “fraud”: “a fraud-
ster is a cunning, clever and dishonest person, a petty
thief” [23]; “fraud - 1. Cunning and clever deception;
fraud, deception. 2. Taking possession of individual
property of citizens or acquiring the right to property
by deception or abuse of trust” [23].

Criminal Code of Ukraine Article 190 interprets
the concept of “fraud” as misappropriation of some-
one else’s property or obtaining the right to property,
using deception or abuse of trust [13]. In paragraph 17
of the Resolution Plenum of the Supreme Court of
Ukraine No. 10 of November 6, 2009 “on Judicial
Practice in Cases of Crimes Against Property” it is indi-
cated: “deception (informing the victim of false infor-
mation or concealing certain circumstances) or abuse
of trust (unfair use of the victim’s trust) in fraud is
used by the guilty person to cause the victim confi-
dence in the profitability or obligation of transferring
property or property rights to him [12]. A mandatory
sign of fraud is the voluntary transfer of property or
the right to property to victims” [24, p. 92]. From the
content of the norm itself, the legislator’s disposition
already includes typical ways of committing this crime,
namely deception and abuse of trust.

The transformation of the economy under the
influence of market mechanisms has identified as an
independent function of the state to ensure the eco-
nomic security of the country both from the standpoint
of individual interests and a complex set of national
interests. At the same time, a comprehensive analysis
of the negative processes taking place, first, in the
economic sphere of state activity, convinces that now
there is a quantitative and qualitative transformation
of crime in the economic sphere. Fraud is the most
actively modifiable among all economic crimes in the
current market conditions.

The current situation is also characterised by
a multiple increase in the number of transactions regu-
lated by civil law in the new socio-economic conditions,
a certain proportion of which occurs under the influence
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of deception or abuse of trust, that is, it contains the
crime of fraud. Fraud is gaining increasingly significant
positions in the structure of crime every year. The study
of materials of criminal proceedings has shown that
fraud is noticeably expanding in the sphere of society’s
life, and the variety of their methods is increasing [10;
11]. The social consequences of committing fraudulent
attacks are manifested both in the multibillion-dollar
damage caused by them to society, the state, and indi-
vidual business entities, and citizens. These circum-
stances require methodological development and im-
plementation of adequate response measures on the
part of law enforcement agencies.

The specifics of modern organised fraud are as
follows, that it, remaining within the framework of leg-
islative interpretation every year, has acquired new
forms that are subject to a special doctrinal understand-
ing. The mysteries of social survivability and adapt-
ability, as well as the inexhaustible variety of fraud
scenarios, require special research. The analysis of the
criminal legislation of Ukraine [13], which ensures the
protection of the monetary interests of society and the
individual, shows that it needs constant improvement
due to the continuous modification of traditional spheres
of financial turnover and the emergence of new phe-
nomena in the economy. It is fundamentally important
to build all the elements of the financial system from
the point of view of countering criminal encroach-
ments. It is necessary to consider the circumstances
that the fight against financial offences is regulated
tax [14], budget [15], customs codes [16], and joints
in legislation create problems in law enforcement
practice. The etymology of types of fraud lies in the
ways in which it is committed, such as deception and
abuse of trust. to create effective measures to coun-
teract crime in the field of residential real estate, it
is necessary to create a classification of criminals in the
sphere of residential real estate turnover [25, p. 354].

It is proved that the increased victimisation of
most victims of fraudulent actions in the housing sec-
tor is due to the lack of skills of behaviour in market
relations, low awareness of the rules for concluding
transactions, their carelessness, riskiness, frivolity,
provocativeness to circumstances. At the same time,
law enforcement agencies themselves are experiencing
difficulties in establishing objective and subjective
signs of fraud with real estate in the housing sector
and distinguishing it from related crimes and civil
law torts, which largely complicates the implementation
of preventive work in the early stages of such criminal
activity.

Often, to achieve their criminal plans, fraudsters
attract front persons who are mainly representatives
of marginal strata of society: citizens suffering from
alcohol addiction, the poor, and people without a
specific place of residence. Next to a noticeable crim-
inological feature in real estate fraud schemes is the
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use of modern means of communication inherent in
the era of global globalisation. In recent years, there
has been an intensive increase in the number of
scams, as evidenced by official statistics Office of the
Prosecutor General for 2019-2021, since only in the
first quarter of 2021, the following number of proceed-
ings was registered (54,300), which is almost half of
the number of proceedings entered in the Unified
Register of pre-trial investigations for the whole of
2020 (189,100) [9].

The emergence of a legally established right for
citizens to acquire real estate in ownership, the growth
of Housing Construction led to an increase in the num-
ber of transactions, a number of fraudulent actions in
this area. The high degree of public danger of criminal
acts in the real estate sector is explained by the inflic-
tion of large and especially large property damage to
victims. Studying the criminological aspects of real
estate fraud is a major step in developing effective
measures to prevent these crimes.

It can be argued that to overcome risks in hous-
ing construction, it is necessary to develop a set of in-
terrelated measures of financial institutions, as well
as coordination of actions of all state authorities and
business entities to implement them [26, p. 115].

Fraud in the field of real estate turnover is char-
acterised by the fact that the criminal is usually out-
side acts openly and others do not realise the illegality
of the actions of the perpetrator. At the same time,
the will of the victim and the perpetrator outwardly
coincide, a fraudulent transaction has the form of an
ordinary contract (purchase and sale, barter of real
estate, etc.). Fraud in the field of real estate turn-
over can occur during the conclusion of contracts for
participation in the shared construction of residential
buildings. The perpetrators of the transaction can act
as a party that acquires the rights to immovable prop-
erty, or as a party that alienates these rights from
receiving funds.

It follows that the subject of fraud in the sphere
of real estate turnover can be: 1) real estate; 2) funds. A
common sign of fraud is causing property damage to
the victim through deception or abuse of trust. Fraud-
ulent events in the field of real estate turnover can
be characterised by varying degrees of latency, de-
pending on the specific type. For example, encroach-
ments, the subject of which is real estate itself, are
less latent, since an integral part of a socially dangerous
act is the commission of a transaction subject to state
registration.

Analysis of the socio-territorial prevalence of fraud
in the field of real estate turnover shows that criminal
business is mostly concentrated in cities with a population
of one million-Kiev, Odessa, Lviv, Dnipro, Kharkiv,
where there is a significant level of business activity
and industrial potential [25]. This crime, as a rule, is
organised, sometimes legalised under the “banner” of
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real estate firms, security services created under them,
etc.

Organised groups often use the following crim-
inal schemes: 1) the criminal by deception convinces
the victim to issue him a general power of attorney
or fakes a power of attorney on behalf of the Victim;
2) the criminal after the death of the apartment owner
by forgery of documents or with the help of a front
person takes possession of real estate; 3) the criminal,
issuing money secured by real estate, forces the vic-
tim to sign a contract for the purchase and sale of the
apartment, etc. The activities of fraudulent groups in
the real estate sector imply the presence of corrupt
connections (relations with law enforcement and registra-
tion authorities, notaries). It is necessary to conduct
timely Criminological Research in this area, so that the
housing issue does not spoil the life of law-abiding
owners of residential real estate [27, p. 168].

Consider causes and conditions of committing
crimes in the sphere of real estate turnover, forming
in the criminological concept of “criminogenic deter-
minants”. G. Chernyshov the scientific work indicates
the existence of anthropological, genetic, sociological,
psychological conceptual ideas, which are actually
determinants of crime [22, p. 90].

Classification of determinants is conditional; it
is carried out according to various criteria. According
to the scope of action, there are several groups of de-
terminants that contribute to the implementation of
fraud in the field of real estate turnover. Economic deter-
minants are caused by the inflated cost of real estate,
when the opportunities to buy housing in ownership
for most citizens are minimal, and high profitability
from committing a crime in this area.

Legal reasons are related to the imperfection
of civil [17], land [18], housing [19], criminal [13].
As for the spiritual and moral sphere, the reasons for
committing a crime in the field of real estate turnover
are the low legal literacy of the population, the inability
to protect their legal and legitimate interests. There are
organisational reasons, for example, shortcomings in
the activities of registrars, notaries, as well as in the
preventive activities of law enforcement agencies.

After analysing the above, the main measures that
can prevent fraud with real estate in the housing sec-
tor are as follows: 1) strengthening state control in the
field under study by legislative regulation of the duties
of state registrars to inform law enforcement officers
about the detection of signs of forgery in documents
submitted for state registration, the detection of several
transactions with one real estate object; 2) preventive
measures related to informing.

As law enforcement practice shows, the method
of committing crimes against citizens” housing includes
five characteristic elements: obtaining documents that
give the right to own or dispose of the apartment; ob-
taining documents certifying the identity of the victim,
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keys to the apartment: taking possession of the apart-
ment; registration of sale; discharge of the victim from
the apartment. Such actions relate to both ready-made
housing and what is being built, when citizens sell (buy)
unfinished housing as part of the so-called “assignment”.
In the latter case, the participants may include both
employees of the developer company and the general
contractor company. According to the structure, crime
against citizens’ apartments can be divided into large
groups: crimes against buyers and crimes against the
seller (owner). Crimes against the buyer are manifested
in the following forms: sale or lease, transfer of real
estate on bail by a person who pretends to be the owner,
but in fact is not him.

At the same time, as a rule, such persons use
false or stolen documents, copies of the certificate of
ownership of real estate; sell/lease to several buyers
of an identical residential object; appropriate funds
without observing the terms of the contract; avoid
the process of transferring real estate to the owner;
appropriate funds even before notarising the trans-
action; recognition of the transaction as invalid and
in the future misappropriation of funds - the actual
paid price and inventory value of real estate specified
in the purchase and sale agreement; receiving the en-
tire amount from the completed transaction by one
participant in the legal relationship, instead of the
corresponding share, etc.

In some cases, there is a combination of such
criminal acts. In relation to the seller (owner), crimi-
nal actions manifest themselves in the following most
characteristic forms: extortion, that is, the requirement
to transfer real estate or rights to property, or the com-
mission of any action of a property nature under the
threat of violence against the personality of the owner
of real estate (signing a donation, purchase and sale
agreement, etc.); fraud, when criminals, having sold
the victim’s apartment, refuse to provide instead of
another or pay him, or resort to manipulation in the
process of settlement with the seller (owner) to take
possession of real estate for minimal funds (use of coun-
terfeit bills, etc.).

As a result of the study, it was established that
crimes committed against citizens’ apartments, high
latency is inherent, in particular A. Konev believes that
the ratio of the number of latent acts in relation to
registered fraud crimes is on average 65.60:1 [28].
President of the Association of real estate specialists
of Ukraine Yuriy Pita at the 25" International Conference
“Real Estate Market: best practices” noted that cases
of fraud in the secondary real estate market of Ukraine
as of 2021 account for 1.5-2% of the total number of
transactions, while the number of fraudulent transac-
tions involving non-professional Realtors is no more
than 0.4% [29]. The reasons for crime in the real es-
tate market lie primarily in the fact that the state has
allowed the solution of this problem to “float freely”
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in market relations. Under the guise of market rela-
tions in general, there is a process of redistribution
of apartments in favour of wealthy citizens, which is
accompanied by criminal manifestations against for-
mer tenants. Meanwhile, for the formation of the real
estate market, preliminary conditions must be met,
among which Mandatory are: low unemployment and
sufficiently high wages, which allows citizens to buy
housing in connection with a change of place of resi-
dence; such provision of housing for the population,
in which there is no need for state programs of hous-
ing construction and free provision of Housing to the
population; freedom of choice of market participants,
that is, the sale of housing by the owner occurs volun-
tarily and is not associated with economic, mental or
physical coercion. There are currently no such condi-
tions in Ukraine. There is also a shortage of housing,
despite the acceleration of housing construction.

Doctor of Law A. Kulyk in his scientific heritage
describes that in criminology, the study of the features
of the criminal’s personality is inevitable both for de-
termining the main determinants of crime and for de-
veloping prevention measures [30, p. 98]. The problem
of combating criminal bankruptcies involves studying
the state of Group crime by the components under
consideration. This attention is not accidental, because
there are alarming trends associated with an increase
in the share of economic crimes committed in the group,
which in recent years accounts for about a third of all
crimes. Thus, most of the frauds in the construction
sector occurred in a group way. In the theory of law,
there are different approaches to understanding the
mechanism of ensuring human rights [31].

This circumstance can be explained by the fact
that the commission of fraud in construction involves
many economic and financial ties, and therefore it is
problematic for one person to commit this crime. At
the same time, the fight against fraud in the housing
sector remains at a low level. A negative trend during
2020 is present in the number of cases considered
by courts on appeals against registration actions — a
decrease of 57% compared to 2019. At the same time,
consideration of the case in the court of first instance,
as a rule, lasts 1.5-2 years, which does not allow the
victim to quickly return the stolen property to own-
ership. In 2020, there is a 63.5% decrease in the
number of active cases in which no decision has been
made on the merits, which indicates an increase in
the efficiency of courts in countering fraud [26].

In addition, it is worth noting that local govern-
ments should not be aloof from solving issues related
to the activities of developers who collect money from
the population in the order of co-investment housing
construction, because, unlike ordinary citizens, they
have much greater opportunities to assess the integrity
of the developer, and in this sense they should more
actively protect the interests of citizens. Moreover,
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citizens are willing to pay a considerable amount for
consultations given by local authorities, and this cir-
cumstance must be considered by local authorities
when they give permission for the construction of an-
other residential building on the territory of a munic-
ipality.

General social measures to prevent fraud with
real estate in the housing sector include the following:

— strengthening the country’s economy;

— ensuring legal equality of all business entities;

— improving the efficiency of state bodies that ensure
the normal functioning of the economy as a whole and
individual economic entities;

— improving the system of protection of property
rights of the state, economic entities, as well as indi-
vidual citizens;

— improvement of legislation, but has as its subject
the legal regulation of economic relations;

— implementation of strict control over the activities
of such social and commercial projects, mandatory
types of insurance, attracting deposits of citizens to
banking and other institutions, etc.;

— ensuring state guarantees for the protection of the
rights of citizens affected by the actions of fraudsters.

And as for special criminological prevention of
real estate fraud in the housing sector, it is understood
as the activities of public and state bodies directly
aimed at identifying offences and eliminating the con-
sequences of such violations. An influential role in com-
bating fraud is assigned to organisational and legal
measures of influence.

Legal measures to prevent fraud in the housing
sector include the regulatory consolidation of the very
process of implementing fraud prevention and the
impact of regulations on criminogenic factors that make
up the causes of this phenomenon.

As for organisational measures to prevent fraud
in the housing sector, they should include:

—ensuring timely, early detection of fraud occurring
in the housing sector;

— organisation of protection of the state, business
entities, as well as citizens from fraudulent encroach-
ments;

— organisation of effective investigation and criminal
prosecution of persons who have committed fraudulent
encroachments;

—organisation of execution of civil claims that allow
compensation for damage caused to victims of crime
from fraudulent encroachments;

— support from public authorities to victims of
fraud, security services of organisations, to prevent,
detect disclosure and investigate fraudulent attacks.

Notably, prevention of real estate fraud is the
main means of preventing crimes and lies in systemat-
ically influencing those citizens who are most suscep-
tible to committing crimes and lead an antisocial life-
style. A substantial number of citizens are quite capable
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of fraud, they can adapt to the environment. If people
find themselves in a suitable atmosphere with poor
control, where reporting is poorly conducted, if they
are under pressure from external circumstances, then
their tendency to dishonest actions increases dramati-
cally. In any organisation, you can create an atmosphere
that prevents fraud or promotes such actions. The prob-
ability of fraud increases when the pressure of external
circumstances, the possibility and presence of self-
justification are combined. In the absence of one of these
elements, the likelihood of abuse decreases.

Let us look at six ways to eliminate such oppor-
tunities:

1) having a good internal control system;

2) prevention of possible collusion between em-
ployees of the company and its customers or suppliers;

3) clearly informing all partners of this firm about
its abuse policy;

4) personnel verification;

5) setting up hotlines for receiving anonymous
signals and messages;

6) implementation of a proactive audit policy.

Considering the above, the use of each of these
six methods allows preventing the commission of real
estate fraud in the housing sector.

The main way to prevent fraud in the housing
sector is to create a suitable control system. Such crimes
can be prevented by sending employees on mandatory
leave, rotating staff, and moving them to the service. If
a firm allows an employee to be dangerously close to
the same customers or clients for a sufficiently extended
period, there is always a risk that this employee will
start using their connections with them to seek personal
gain.

Thus, N. Pavlova and V. Rec aptly noted that
the ultimate goal of committing fraudulent actions is
to obtain ownership of real estate in the housing sec-
tor for free ownership, use, disposal of this property,
while despite the mysterious mechanism of making
a transaction on the alienation of real estate objects,
which requires a complex of systematic active actions,
so as a result, fraud has a long-term character [32].

= Conclusions

Thus, the scientific study presents the opinions of sci-
entists, each of whom highlights his vision and un-
derstanding of the problems being analysed. The ar-
ticle analyses the current legislation of the Ukrainian
state, in particular the Criminal Code of Ukraine, tax,
budget, customs codes, mentions certain provisions
of the resolution of the plenum of the Supreme Court
of Ukraine “On Judicial Practice in Cases of Crimes
Against Property” and concludes that for effective
law enforcement practice, the listed regulations re-
quire constant improvement, as traditional methods
of committing fraudulent actions in a criminal envi-
ronment are changing. In addition, the analysis of
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materials of criminal proceedings has shown that fraud
with real estate in the housing sector is noticeably
expanding in the sphere of society’s life and the pub-
lic consequences of committing fraudulent encroach-
ments bring great losses not only to society, the state,
but also to business entities and citizens, so the re-
sponse from law enforcement agencies in the form of
appropriate measures should be timely and prompt.

In addition, the study focuses on the specifics
of the current organised fraud, describes illegal schemes
used by groups. The subject of fraud in the field of real
estate turnover is briefly considered, the causes and
conditions of committing crimes in this area are stud-
ied in more detail. It is noted that such offences are
characterised by high latency and a proportional ratio
is given the number of latent acts in relation to regis-
tered fraud crimes.

It is concluded that the fight against fraud in
the housing sector is currently carried out at a low
level, as evidenced by the analysis of the state of con-
sideration of cases and court decisions, and this is
a rather protracted process, since materials in court
instances are considered for years.

As for the prevention of real estate fraud in the
housing sector with a different range of criminological
measures, in today’s conditions they are not productive,
as a result of which crime in this area has become
fixed in Ukrainian society and therefore the need to
improve the existing system remains in demand. There-
fore, at the end of the study, seven elements of general
social measures, five points of organisational measures
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Dobroskok

3ano6iraHHg WaXpaucTBY 3 HEPYXOMICTIO B XXUTNOBIN cdepi
B YKpaiHi Ha cyMacHOMYy eTani

AHppin IOpinnoBny [JO6pOCKOK

HarioHasibHa akajieMisi BHyTPIllIHiX CIIpaB
03035, 1. ComoM'siHChKa, 1, M. KuiB, Ykpaina

m AHoTamnjisa. TeMIu PO3BUTKY PUHKY HEPYXOMOCTi B YKpaiHi II[OJHA 3pDOCTa0Th, 0COOJIMBO Y BEJIMKUX MicTax. 3
OIJIAAY Ha Iie BAOCKOHAJIIOIOTHCA Pi3Hi criocobu NpradaHHsA, BiUyKeHHs Ta OTPUMAHHA 00’€KTiB HEPYXOMOCT.
BogHouac JocIiAuTU KOHKPETHI 00CATH maxparicTBa JOCUTh CKJIaJHO, aJke OiJIbIIiCTh I[UX ABUII JIUIIAITHCA
JIaTeHTHUMHM, y 3B’A3KY 3 UMM BXUTi 3aX0[U 3amobiraHHsa He JaioTh OaXxaHUX pe3yJIbTaTiB, MO MiATBEPOXYE
AKTYyaJIbHICTh OKpeCJIeHOTO IUTaHHA. MeTo JOCIi)KeHHs € aHaJli3 HalNoIMpeHinX BUABIB MaxpalicbKUX
Jil1 y KUTI0BiN cdepi, IXHIX JleTepMiHaHT B YKpaiHi, BUABJIeHHA e()eKTUBHIX 3aX0/1iB 3al100iraHHA KpUMiHaJIbHUIM
BUKOPHCTAHO 3arajibHUN AiaJIeKTUYHUN MeTOJ] HayKOBOTO Ii3HAHHA peaJjibHUX fABMIL, 1X 3B’AI3KiB, a TaKOX
dopmasnbHo-JIoTiuHUN MeToh. TeopeTuuHo 0a3o0i0 MyOJsikalii cTajau Mmpalli BiTYU3HAHUX Ta iHO3€MHHUX
Y4eHUX 040 BCeOiYHOTO AOCIiJ)KeHHs BKa3aHOT0 HeraTUBHOTI'O IBUIIA Ta PO3p00IeHHA B YMOBAaX CbOTOJ€HHA
edekTUBHOI poTHil fioMy. Ha ocHOBI mpoBeeHOro AOCTi)KeHHA BUOKPEMJIEHO OCHOBHI clTOCOOM BUMHEHHSA
KpPUMiHaJIbHOTO MPaBONOPYIIEHHA Ta 3aX0AU, 3[aTHi MONepeauTH MIaxpaiicTBO 3 HEPYXOMICTIO B XKUTJIOBIH
cdepi. HaBeeHO cTaTHCTHYHI [aHi IIOJO KiJIBKOCTI 3apeecTpOoBaHWX KpHMiHAJIbHUX IPAaBOIOPYIIEHb i3
maxparictBa y cdepi BJJaCHOCTI 3a OCTaHHI POKU Ta MOKA3HUKU CIIiBBiHOIIEHHA KiJIbKOCTi JJATEHTHUX [iAHb.
JlociixxeHo cyyacHUI CTaH HalliOHaJIbHOT'0 3aKOHOAABCTBA y cepi 3anobiraHH:A 3JI09MHIB y XKUTJIOBiN chepiTa
BH3HAYeHO HalpAMU BAOCKOHaJIeHHA MeXaHi3My, [0 peryJiioe BKa3aHul iHCTUTYT B YkpaiHi. ChopMyiboBaHO
MPOMO3Ullil MOA0 YCYHEeHHA HU3KU MPUYNH, AKi 3yMOBJIIOIOTH Ife sABuIle. [IpakThuiHa 3HAUyIlicTh HAyKOBO1
npaili MmoJjiArae B TOMYy, IO AOCJi[AXyBaHi HayKOBi MOJIOXKEHH:A, y3arajbHeHHs, BUCHOBKU M peKkoMeHAallil
MarTh AK TeOpeTUYHe, TakK i MpuKIaJHe 3HaueHHs, AKi B MOAAJIbIIOMYy MOXYTb OyTH BUKOPUCTaHi B HAYKOBO-
JOCJIiAHIN [iAJIBHOCTI Ta OCBIiTHROMY HpoIieci

m KuriouoBi cjioBa: BiKTHMMHICTh; 3araJibHOCOIia/IbHI 3axodu; OpraHisalfiiiHi 3axomu; KpUMiHOJIOTiuHa
XapaKTepHCTHKa; JeTepMiHaHTH; OpraHi3oBaHa 3JI0YMHHICTh; 0coba 3JI0UMHIIA
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m Abstract. The steady increase in the number of administrative offences committed on the basis of gender,
the victims of which are the most vulnerable strata of citizens, which demonstrated the lack of effective
state activity in preventing and counteracting gender-based violence, prompted an analysis of the specifics
of administrative and legal regulation of gender policy in police activity and the development of ways to
improve it. The purpose of the study is to provide scientifically substantiated conclusions on optimising the
administrative and legal regulation of gender policy in police activities. The methodology of this paper
consists of a complete and coordinated system of general philosophical (dialectical, analysis, and synthesis)
and special methods (historical and legal, logical and semantic, special legal, formal logical, hermeneutical,
comparative and legal, modelling, and forecasting) this allowed properly analysing the subject of the study,
the data of a survey of employees of the National Police of Ukraine to determine regulatory mechanisms for
ensuring equality based on gender, the specifics of administrative and legal regulation of the gender policy of
the police in this area of legal relations. The study defines the essence of administrative and legal regulation
of gender policy in police activities. It is noted that it is the norms of administrative law that determine the
powers of the police officer and other subjects of gender policy implementation, while ensuring the proper
behaviour of subjects of influence by administrative coercion measures. It is determined that the object of
administrative and legal relations should be considered the behaviour of participants in legal relations that
are regulated and implemented through the provisions of administrative law. An integrated approach to the
issue of administrative and legal regulation of gender policy in police activities is noted, which is not limited
to the legislative consolidation of mutual rights and obligations, but is also implemented by studying and
addressing the specific needs of both sexes, the active role of the National Police of Ukraine in this process.
Arguments are given regarding the implementation of a balanced gender parity policy in the police

m Keywords: gender equality; administrative law; powers; gender-based violence; administrative coercion
measures

= Introduction

Gender equality is one of the fundamental principles
of human rights, but inequality between men and
women, as well as between people of different gender
identities, is observed in all countries and most often re-
sults in a lack of equal opportunities and gross violations
of human rights. According to the Law of Ukraine “On
Ensuring Equal Rights and Opportunities for Women
and Men”, “gender equality is interpreted as the equal
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legal status of women and men and equal opportunities
for its implementation, which allows persons of both
sexes to take equal part in all spheres of society’s
life. The main components of equal rights of women
and men are the absence of restrictions or privileges
based on gender, equal conditions for the realisation
of equal rights of women and men” [1].

In the Council of Europe Convention on pre-
venting and combating violence against women and
domestic violence, Article 3 defines “gender” [2] as
“socially established roles, behaviours, activities, and
characteristics that a certain society considers appro-
priate for women and men. The principle of gender
equality is reflected in Articles 3, 21, 24, 51 of the
Constitution of Ukraine. In particular, Article 3 of the
Basic Law establishes the equality of men and women
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in all spheres of Life [3], and Part 3 of Article 24 of the
Constitution of Ukraine states that equality of rights
of women and men is ensured by providing women
with equal opportunities with men in socio-political
and cultural activities, in obtaining education and
training, in work and remuneration for it, etc.” [3].

In the 21% century, the policy of gender equal-
ity is being implemented quite effectively at the in-
ternational level. It is implemented by various insti-
tutional units, through legal mechanisms defined in
strategies, conventions, and other documents aimed
at continuous work to overcome gender discrimina-
tion. Important in view of this problem are the studies
by Ukrainian and foreign researchers in the field of
administrative law, who raised the issue of gender
equality. In particular, the paper by O. Perunova “Basic
principles of general preventive measures in the field
of gender-based violence” is devoted to the content
of the fundamental principles that must be observed
in the application of measures to prevent cases of
gender-based violence [4]. N. Orlovska, Yu. Stepanova
study “Issues of gender equality in the light of United
Nations Security Council Resolution 1325 and related
resolutions” included a scientific analysis of international
documents, which create a system of complementary
legal norms aimed at ensuring gender equality in all
spheres of public life [5]. S. Kruhova has investigated
and provided a detailed definition of “ensuring equal
rights of men and women” [6]. K. Husieva, and
I. Horbach-Kudria proposed a model for complement-
ing the functions of authorised units of the National
Police and differentiating their actions in the general
mechanism of preventive activities provided for by the
Law of Ukraine “On Prevention and Counteraction to
Domestic Violence” [7]. V. Bass, S. Bratel et al. have in-
vestigated the regulatory framework aimed at ensuring
gender equality in the National Police of Ukraine [8].

Some conclusions regarding the mechanisms
of administrative and legal regulation of gender poli-
cy in police activities became possible due to the use
of the best practices of foreign researchers, in partic-
ular, regarding: methods for overcoming gender ste-
reotypes in relation to children in the Scandinavian
countries [9]; developing a balance between men and
women in various spheres of life [10].

In Ukraine, the problem of creating an effec-
tive regulatory mechanism for protecting the rights
of victims of gender-based violence remains urgent.
On a theoretical level, this phenomenon is subject to
learning and reconsideration to further improve it. At
the same time, the problems of administrative and
legal regulation of gender policy in the activities of
the National Police remain relevant. In particular, the
main problem today is the lack of a clear legislative
framework for this activity. Unfortunately, Ukraine has
not yet developed a unified approach that provides
the necessary requirements for legislators and law
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enforcers to take into account the specific gender
characteristics of offenders in a way that respects the
principles of equality of responsibility and punishment
regardless of gender but does not violate the principles
of equality, humanity, and justice (for example, when
it comes to special sociodemographic and physiological
statuses — pregnancy, presence of young children,
etc.). These categories of persons were and still are
actually the most vulnerable among other offenders.

The purpose of the study — to provide scientifically
substantiated conclusions on optimising the adminis-
trative and legal regulation of gender policy in police
activities. To achieve this goal, the following tasks were
defined: to formulate a definition of administrative
and legal regulation of gender policy in police activ-
ities; to determine the object of administrative and
legal support for gender equality; to outline ways to
improve the mechanism for ensuring equal rights and
opportunities for men by the National Police of Ukraine.

= Materials and Methods

The methodological basis of the study is formed by
general scientific and special methods of research.
The dialectical method was used to carry out theoretical
and legal characteristics of administrative and legal
regulation of gender policy in police activities. The
study also uses such general philosophical methods:
analysis and synthesis (research of legal regulation
of gender policy and investigation of its course as an
administrative and legal regulation, features of the
object of administrative and legal support for gender
equality, etc.). The application of the historical and
legal method allowed the study to find out the evolu-
tion of the normative and legal development of com-
pliance problems of gender equality by the police. The
logical and semantic method allowed building, deep-
ening, and concretising of the vocabulary. The special
legal method contributed to a detailed analysis of the
current state of legislative provisions, due to which
proposals were developed to eliminate existing theo-
retical and legal contradictions, and conflicts in legis-
lative acts. Formal logical and hermeneutical methods
provided an in-depth analysis of the current legislation
on ensuring gender equality by the National Police of
Ukraine and contributed to the identification of critical
problems and comments. The modelling and forecast-
ing methods were aimed at forming suggestions and
recommendations based on the results of identified
problem aspects. The comparative legal method was
used to determine the most promising ways to intro-
duce the positive experience of implementation of gen-
der policy into national legislation.

The empirical basis of the study was a summary
of the results of interviewing 58 employees of the
National Police, namely inspectors of juvenile preven-
tion and district police officers of the Headquarters
of the National Police in Khmelnytsk, Zhytomyr, and
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Vinnytsia regions, who prevent and counteract vi-
olence in the field of family relations on the issues
of: regulatory mechanisms for ensuring equal rights
and opportunities for women and men; features of
administrative and legal regulation of gender policy
in police activities; prevention and counteraction to
gender-based violence.

= Results and Discussion

Administrative and legal regulation of gender policy in police
activities

An extreme manifestation of gender discrimination,
which is most often faced by units of the National Po-
lice of Ukraine, is gender-based violence, which re-
mains one of the most acute social problems, affecting
not only women but also men and children [11]. It
is one of the most serious violations of human rights.

The definition of “gender-based violence” is
contained in the legal system of the European Union
in Directive 2012/29/EC of the European Parliament
and of the Council of 2012, which contains generally
recognised international standards for the observance
of the rights and freedoms of victims of crime. This
document recognises gender-based violence as a form
of discrimination and violation of the fundamental
freedoms of the injured person, which is directed against
any person on the basis of gender, gender identity, or
gender expression, or if it affects persons of particular
sex disproportionately [12].

The above underlines the recognition as vic-
tims of gender-based violence not only of women
but also of men. This does not exclude the possibility
that minors, including those of the same sex, may
also become victims of such violence. The conclu-
sion is that the terms “gender-based violence” and
“gender-specific violence” are not synonymous. The
latter term covers the concept of “gender-specific vi-
olence”, which indicates the specifics of belonging to
the opposite sex in the case of gender-based violence.

Given the understanding of the essence of the
gender-specific approach to the regulation of social
relations, the administrative and legal means of pre-
venting and suppressing offences in this area are
aimed at influencing the circumstances arising in re-
lations between opposing sexes, namely: identifying
the causes and conditions that have contributed to the
emergence of conflict, influencing the behaviour of those
inclined to commit offences, developing an effective
mechanism for the prevention and suppression of these
offences by the police. At the same time, the subjects
of prevention are endowed with appropriate powers
to choose and apply the most effective means of ad-
ministrative and legal influence, depending on the
specific situation.

Typical general social and legal features of gen-
der-based violence should include: destructive impact
on the rights and legitimate interests of a woman/man

Scientific Journal of the National Academy of Internal Affairs, 27(1)

by a person of the opposite sex; aimed at violating the
rights and freedoms of women and men by gender,
orientation; finds expression in various forms (phys-
ical, economic, psychological, sexual) and spheres of
life (cultural, social, political, etc.); characterised by
both action and inaction.

It cannot but be recognised that today there are
no complete and detailed statistics on the frequency
of cases of gender-based violence, due to such rea-
sons as: lack of a unified approach in attributing a
particular manifestation of violence to gender-based
violence; insufficient awareness of the role of law
enforcement agencies and other institutions in pre-
venting violence and rehabilitating its victims, which
leads to the recurrence of such cases, which are not
always considered by statistics as separate acts of vi-
olence; unwillingness of victims to report the use of
gender-based violence to them. Registration of cases
of violence is also difficult because it can be difficult
to classify certain acts of violence as criminal acts
(regular verbal or psychological bullying or insults).

In order to investigate and determine the issues
of administrative and legal support of gender equality
by the National Police, it is also necessary to find out
what is meant by the concept of “legal support” and
“legal regulation”, to find out the main regulatory
documents which regulate the legal relations of the
sexes in various spheres of public life.

In the general sense, legal support should be
understood as the purposeful influence on people’s
behaviour and public relations through legal means [13,
p. 327; 14; 15]. Legal regulation (from Latin regulére —
“direction, ordering”) is understood as one of the main
means of power influence on public relations in order
to regulate them in the interests of a person, society,
and the state [16, p. 40]. This understanding of this
category will be used when researching the issues of
division.

In the legislation of Ukraine, the term “gender
equality” first appeared in the resolution of the Cab-
inet of Ministers of Ukraine “On the National Action
Plan for the advancement of women and promotion
of gender equality in society for 2001-2005” of May 6,
2001 [17].

An extremely important conceptual value in
the regulatory framework is the Law of Ukraine “On
Ensuring Equal Rights and Opportunities for Women
and Men” of 09/08,/2005 [1], which defined the insti-
tutional and legal foundations of gender relations in
society and outlined the main grounds of state gender
policy, the authorities responsible for its implementation.

The Law of Ukraine “On the Principles of Pre-
venting and Combating Discrimination in Ukraine”
dated 09/06/2012 [18] establishes the principles of
preventing and countering discrimination in Ukraine,
defines its main forms, and subjects with powers to
prevent and counteract discrimination, etc. [19].
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“National strategy in the field of human
rights” [20], approved by the decree of the president
of Ukraine on 08/25/2015, is important primarily
because it contains relevant provisions (sections “en-
suring equal rights and opportunities for women and
men”, “countering gender-based violence, human traf-
ficking and slavery”, “countering domestic violence”,
“ensuring the rights of the child”), which reflect the
strategic directions of the state in the implementation
of gender policy.

A landmark regulatory document in ensuring
gender equality in the field of family and household
relations is the Law of Ukraine “On Prevention and
Counteraction to Domestic Violence”, which entered
into force on 01/08/2018, introducing a comprehen-
sive approach to combating domestic violence [19].
According to the Law, “the new legislation on preventing
and countering domestic violence, regardless of the
fact of cohabitation, applies to the following persons:
spouses; former spouses; brides; mother (father) or
children of one of the spouses (former spouses) and
another of the spouses (former spouses); persons
who live together (lived) in the same family, but are
not (were not) married to each other, their parents and
children; persons who have a common child (chil-
dren); parents (mother, father) and child (children);
grandfather (grandmother) and grandson (grand-
daughter); great-grandfather (great-grandmother) and
great-grandson (great-granddaughter); stepfather (step-
mother) and stepson (stepdaughter); siblings; other rel-
atives: uncle (aunt) and nephew (niece), cousins, great-
grandfather (grandmother) and great-grandson (grand-
daughter); children of spouses, former spouses, brides,
persons who have a common child (children) who are
not common or adopted; guardians, their children and
persons who are (were) under guardianship; foster chil-
dren parents, parents-educators, foster carers, their
children and foster children, children-pupils, children
living (lived) in the family of a foster carer” [19].

This Law also provides for expanding the pow-
ers of the National Police of Ukraine. Thus, the new
powers of the police include “cancellation of permits
for the right to purchase, store, carry weapons and
ammunition to their owners in case of domestic vio-
lence, as well as the seizure of weapons and ammuni-
tion in accordance with the procedure established by
law. Police officers can enter a person’s home with-
out a reasoned court decision in urgent cases related
to the termination of the committed act of domestic
violence, in case of immediate danger to the life or
health of the injured person” [19].

Thus, the importance of the specified regulatory
document [19] is seen first of all in a comprehensive
approach to combating gender-based violence in the
family and household sphere regarding: expanding the
circle of abusers; introducing urgent prohibiting and
restrictive prescriptions for the abuser; taking such
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a person on preventive registration and implement-
ing preventive measures against them, in particular,
passing a programme for abusers; expanding the list
and capabilities of subjects with powers to prevent and
counteract such violence, etc.

In addition, to optimise the response to gender-
based violence, the Code of Ukraine on Administrative
Offences is supplemented with Article 39-1 (Appoint-
ment for passing a programme for a person who has
committed domestic violence or gender-based vio-
lence) [22], according to which, “in the case of domestic
violence or gender-based violence, the court, when
deciding whether to impose a penalty for an admin-
istrative offence, has the right to simultaneously de-
cide whether to send a person who has committed
domestic violence or gender-based violence to pass
a programme for such persons provided for by the
Law of Ukraine “On Prevention and Counteraction to
Domestic Violence” [19] or by Law of Ukraine “On
Ensuring Equal Rights and Opportunities for Women
and Men” [1]. In addition, the fine was returned as a
type of penalty in Art. 173-2 in the amended version
“commission of domestic violence, gender-based vi-
olence, failure to comply with an urgent prohibition
order or failure to notify about the place of their tem-
porary stay [22].

Important in strategic terms is the Concept of
the state social programme for preventing and coun-
tering domestic violence and gender-based violence
for the period up to 2023 of 10/10/2018 [23] its goal
is to reduce the prevalence of domestic violence and
gender-based violence, develop a system for preventing
and countering domestic violence and gender-based
violence in accordance with international standards
and the Law of Ukraine “On Prevention and Counter-
action to Domestic Violence” [19] in the context of
decentralisation.

Strategically important is “achievement of ef-
fective implementation of gender equality policies
and empowerment for women and men in Council of
Europe member states by supporting the implementation
of existing instruments and strengthening the Council
of Europe’s gender equality regulatory framework un-
der the leadership of the Gender Equality Commission
(GEQ). The main focus during 2018-2023 was on the
following strategic areas: prevention of gender stereo-
types and sexism and combating such phenomena;
prevention and combating violence against women
and domestic violence; ensuring equal access of women
to justice; achieving balanced participation of women
and men in political and public decision-making; pro-
tecting the rights of migrants, refugees, and women
seeking asylum; implementing a strategy to achieve
gender equality in all policies and measures” [24].

Notably, legal regulation acquires its own
characteristics depending on the branch of law, the
norms of which are used to regulate the relevant legal
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relations. It is “administrative and legal regulation
that characterises the special legal mechanism of in-
fluence of administrative law on the behaviour and
activities of its addressees” [25, p. 237]. According
to the practical opinion of V. Halunko, “the sphere of
administrative and legal regulation includes relations
that reflect the individual public needs of individuals
and legal entities; third parties whose rights and free-
doms are violated first; the general public interest of
the state and the Ukrainian people as a whole; which
implement the imperative and power competence of
public administration and the mutual public interests
of all non-governmental participants in administra-
tive and legal relations, each of which must go to a
certain infringement of their interests to meet the
interests of the other; which require compliance with
certain rules established by the state in administrative
and legal norms” [25, p. 238].

It is worth noting that administrative law deals
with many aspects of gender equality, or rather in-
equality, since it covers an extremely wide range of
public relations with its regulatory influence and has
no clear boundaries. Basically, administrative law studies
everything related to the organisation and function-
ing of the executive branch at all its levels, paying
considerable attention to issues related to the civil
service and the procedure for its passage. Ultimately,
a third set of issues can be identified that has recently
emerged as a separate branch of law: administrative
responsibility or administrative tort law, where there
are particularly many gender-specific problems and an
extremely high risk of neglect.

Object of administrative and legal support for gender equality
Administrative and legal regulation has its own ob-
jects of regulation. In the dictionary, the category
“object” (Latin — objectum) is defined as what the cog-
nitive and transformative activity of a person (subject)
is aimed at [26, p. 187]; the phenomenon to which the
action of law (object of law) is directed [27, p. 803].
Managerial activity of the state, which is regulated
and implemented through the norms of administrative
law on the spread of public relations based on gender
ideas in various spheres of life, which, in fact, is the
object of administrative and legal support for gender
equality. Every action of the police, as participants
in administrative and managerial legal relations, is
aimed at achieving certain legal consequences.
Administrative and legal regulation is permissible
only if and within those limits, if it does not violate
the fundamental rights and freedoms of the individual.
Interference in this sphere can only be carried out
based on the law and be reasonably justified. The in-
tervention of the police is justified by the need to stop
the illegal act in order to protect the health, rights,
and legitimate interests of the person and further pre-
vent it on the part of the offender. For example, when
receiving a message about a conflict based on gender
in the sphere of family and household relations, the

Scientific Journal of the National Academy of Internal Affairs, 27(1)

police are obliged to respond even when they be-
lieve that such information indicated in the appeal is
groundless or imaginary [28, p. 207].

The Constitution of Ukraine and international
laws and regulations define the most general and basic
rights and freedoms of a person and citizen, includ-
ing those that are mandatory for the exercise of their
powers by the police. The legal basis for the protec-
tion of citizens’ rights is best laid down in the Law
of Ukraine “On the National Police”, which contains
a number of progressive points in terms of ensuring
the rights of individuals when police measures are
applied to them. In particular, according to Article 7
of this Law, “police officers are prohibited under any
circumstances from facilitating, committing, inciting,
or tolerating any form of torture, cruel, inhuman or
degrading treatment or punishment” [29]. “In the
activities of the police, any privileges or restrictions
are prohibited on the grounds of race, skin colour,
political, religious and other beliefs, gender, ethnic
and social origin, property status, place of residence,
language or other grounds” (Article 5 of the Law of
Ukraine “On the National Police”) [29].

Ensuring gender equality requires not only
legislative consolidation, but also a comprehensive
investigation of its nature, a comprehensive and bal-
anced approach to solving specific gender problems.
Among other things, one of the most important issues
is ensuring equal rights and opportunities for men and
women by the National Police.

The mechanism of illegal behaviour of subjects
of different genders, the psychological characteristics
of each of them have significant differences, which
excludes the use of uniform preventive measures of
counteraction and requires the use of a gender ap-
proach (taking into account the biological, socio-psy-
chological, and other characteristics of persons of
different genders). Given this, the issues of maintain-
ing a reasonable balance in the implementation of
personnel policy regarding professional selection to
the National Police do not lose their relevance, because
it is no secret that, for example, the active involvement
of women in reconciliation procedures in the event
of family conflicts often has the best effect in coun-
tering such manifestations. At the same time, the in-
sufficient number of women in certain police units
makes it impossible to optimise activities in the field
of prevention of gender-based violence.

The analysis of administrative and legal norms
revealed the inconsistency of the gender approach of
the legislator to their construction, which consists in
particular in the absence of: a clear list of gender fea-
tures that require differentiation of subjects of admin-
istrative responsibility; methods of the same type, sys-
tematic application of these features in the construction
of norms of administrative and tort legislation. The
above only highlights the high relevance of study on
the issues outlined in the subsection, the search for
the most effective mechanisms for preventing and
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countering gender-based violence, and the develop-
ment of optimal ways for such activities by the National
Police.

m Conclusions

The conducted study has yielded the following con-
clusions regarding the specifics of administrative and
legal regulation: of gender policy in police activities:

1. Administrative and legal regulation of gender
policy in police activities is a set of tools defined by
the norms of administrative law that are used to ensure
that authorised subjects of the National Police effec-
tively regulate legal relations in the field under study.
It is the norms of administrative law that establish the
limits of the powers of a police officer and other autho-
rised entities, establishing their rights and obligations,
by ensuring the proper behaviour of subjects of influ-
ence by administrative coercion measures.
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AQMiHICTpaTUBHO-NPaBOBe perynioBaHHA reHAepPHOI NONiTUKU
B AissNbHOCTI noniuii
Henga BacuniBHa Jiax

HarjionaspHa akajieMis BHYTPIIIHIX CIIpaB
03035, 1. Comom'siHChKa, 1, M. KuiB, Ykpaina

m AHoTanis. Crilike 3pOCTaHHs KiJIbKOCTi aAMiHiCTpaTUBHUX IMPABOMOPYIIEHb, YUNHEHUX 3a 03HAKOI CTaTi,
’)KepTBaMU SIKMX CTAIOTh HAMOiJIbII He3axUIlleHi BepCTBU IPOMaJisiH, 3aCBiqUye HeJOCTaTHLO e(PeKTUBHY JisIbHICTh
JepxaBy B 3amobiraHHi Ta nIpoTuil reHAEepHO 3yMOBJIEHOMY HAaCWJIbCTBY. 3/IiHICHEHO aHaJli3 0coOJIMBOCTEN
aJIMiHiCTpaTUBHOIIPABOBOI'O PeryJII0BaHHA reHepHO] MOJIiTUKU B JisJIbHOCTI MOJIiIil Ta BU3BHAYEHO IIJIAXU HI0T0
BAOCKOHasIeHHA. MeTa cTaTTi — HajaTy HayKOBO OOI'PYHTOBaHi BUCHOBKH IIOJI0 ONTUMi3allil aAMiHiCTpaTUBHO-
MPaBOBOTO PeryJiloBaHH:A reHIepHOl MOJIITUKU B OisAJIBHOCTI MoJIillii. MeToAo0JIorit0 JOCiJ)KeHHA CTaHOBUTh
1iJTicHa ¥ y3ropkeHa crcTeMa 3araibHO¢iTocoPChKIX ([liaIeKTUYHUI, aHaIi3y, CHHTE3Y) Ta CIiellia/IbHIX METOZIIB
(icTopuKO-TIpaBOBUIA, JIOTiKO-CEMAaHTUYHUH, CIEiaJIbHO-IOPUANYHNN, (HOPMAaTbHO-JIOTiYHHI, repMEHEBTHIHLIM,
MIOPiBHAJIBHO-IIPABOBUIL, MO/IeJTIOBAHHS Ta IPOTHO3YBaHH:A). 3a3HaueHUI MeTOJ0JIOTiYHMI iHCTpyMeHTapiil faB
3MOTy HaJIeXHO IpoaHasli3yBaTU lpeAMeT JOCIiI)KeHHs, JaHi OMMTYBaHHA IMpalliBHUKiB HallioHaipHOI moJTiiil
YxpaiHu o0 BU3HaYeHH: 3aKOHOJaBYMX MeXaHi3MiB 3a0e3leuyeHHsA PiBHOCTi Ha OCHOBIi reHiepy, cnenudiku
aAMiHiCTPaTUBHO-IIPABOBOI'0 pEryJIIOBaHHA TeHJepHOl MOJITHUKU NOoJinili B Iiii cdepi NpaBOBiJHOCHH.
BcTaHOBJIEHO CYTHICTh agMiHiCTPaTUBHO-IIPABOBOI'O PEryJI0BaHHA TeHAEPHOl MOJIITUKU B MiAJIBHOCTI MOJILiI.
3ayBaxxeHo, III0 caMe HOPMHU aMiHiCTpaTUBHOI'O NTpaBa BU3HAYal0Th IOBHOBAXXEHHA MOJIII[eMIChKOr0 Ta iHIMNUX
cy0’eKTiB peasizarii reHiepHOI IOJIiTUKY, 3a0e3Meuylour HajleXHy NMOBeJiHKYy Cy0’eKTiB BIJIUBY 3aX04aMU
aAMiHiICTpaTUBHOIO MPUMYCY. 3ayBaXxeHO, L0 O0’€KTOM aJMiHiCTpaTHUBHO-IPAaBOBUX BiJHOCHUH BapTO
BBaXaTHU NMOBeiHKY YYaCHUKIB IPaBOBiAHOCHH, fIKi PEryJIIOI0THCA Ta peasi3ylThCs 3a JOIOMOrOI0 IOJIOXKeHb
aAMiHiCTpaTHUBHOrO Ipasa. HaroJsomeHo Ha KOMIJIEKCHOMY IiXOZi AO MUTaHHA aAMiHiCTpPaTHBHO-IIPaBOBOTO
peryJiroBaHHsA reHJiepHOl MOJIITUKY B JiAJIBHOCTI MOJIiLlil, [0 He 0OMeXYy€EThCA 3aKOHOAABYMM 3aKPillJIeHHAM
B3a€EMHUX IIpaB Ta 00OB’sA3KiB, a peasli3yeTbCA NUIAXOM BUBUYEHHSA Ta BUpiMIeHH:A cnenudivyHux norped o6ox
crareii, akTUBHOIO POJLIIO B LIbOMY ITpolleci opraniB HamioHasabHOI moJtinii YkpaiHu. HaBeneHo aprymMeHTU
o0 peasisallil opraHaMu MOoJIillil BUBa)keHOI MTOJIiITHUKY B il cdepi, TOOTO Ha yMOBax reHIePHOI0 NapuTeTy

m Kitio4oBi cJjioBa: reHjepHa piBHiCTh; aAMiHiCTpaTHMBHE IPaBO; MOBHOBAXEHHs; TeHAEPHO 00yMOBJIEHE
HaCWJIbCTBO; 3aX041 aAMiHiCTPaTUBHOI'O IPUMYCY
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m Abstract. One of the main problems of reforming the institution of the prosecutor’s office is the partial
uncertainty of the function of procedural guidance of pre-trial investigations as an element of supervisory
powers. The lack of provisions on effective influence on the implementation of instructions on the management
of the investigation, bringing investigators to justice, etc. indicates the need to review the existing approaches
to the scope of the prosecutor’s powers. The purpose of the study is to analyse existing approaches to the scope
of the prosecutor’s powers regarding the procedural management of pre-trial investigations and to analyse
the international experience of the functioning of this institution of criminal procedure. When writing this
paper, terminological, system and structural, comparative and legal methods were used. The paper analyses
the current state of procedural guidance in Ukraine and a number of European and post-Soviet countries to
identify positive innovations and develop proposals for their implementation in the national law enforcement
environment. The necessity of bringing approaches to the consolidation of this institution in the legislation
in accordance with the provisions of the Constitution of Ukraine is discussed. The paper considers in detail the
requirements of the legislation of Germany and Georgia regarding the consolidation of the institution of
procedural guidance for pre-trial investigations. The classification of states according to the powers of their
prosecutor’s offices in terms of procedural management of pre-trial investigations is carried out. It is proved
that the institute of procedural management of pre-trial investigations in Ukraine requires application of the

experience of foreign countries. The findings can be used in rule-making and law enforcement activities

m Keywords: supervision; powers; inquiry; criminal procedure; investigators; procedural actions

m Introduction

The current stage of reforming the law enforcement
system in Europe and the former Soviet Union has not
yet been completed. This stage is characterised by the
creation of new institutions (agreements in criminal
proceedings, adversarial parties, etc.), the abolition
of existing ones (the institution of pre-investigation
verification and initiation of criminal proceedings),
the reform of existing ones (bringing to criminal respon-
sibility (suspicion, accusation), choosing a preventive
measure, etc.). In this regard, one of the main problems is
the reform of the institution of the prosecutor’s office
and the introduction of the function of procedural
guidance of pre-trial investigation as an element of
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supervisory powers, which today is not homogeneous
in the countries that have introduced this function,
and the structure of criminal justice and the place, role
and even name of such a body as the prosecutor’s office.

Issues of procedural management of the prosecu-
tor’s pre-trial investigation were the subjects of study
by many researchers. In particular, O. Kaplina [1] raises
the issue of determining the competence of a prose-
cutor and investigator that is relevant for modern law
enforcement practice. The author emphasises that this
problem is partly caused by the uncertainty of the
current criminal procedure legislation, including in terms
of the prosecutor’s implementation of procedural man-
agement of the pre-trial investigation. A. Palyukh [2]
examines the essence and content of procedural guidance
as the basis of the prosecutor’s activity at the stage of
pre-trial investigation during the implementation of
evidentiary activities, emphasising that the prosecu-
tor’s activities to ensure the speed, completeness, and
impartiality of pre-trial investigation is unthinkable
without the use of authority to lead the investigation,
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which consists in the fact that the prosecutor organises
and controls the activities of the investigator for evidence
in criminal proceedings. The researcher also highlights
the problematic issue of the fact that in most of the
studied criminal proceedings, the prosecutor does not
directly conduct investigative (search) and other pro-
cedural actions. V. Klochkov [3] examines the problem
of legislative support for the activities of the procedural
controller — prosecutor in relation to criminal pro-
ceedings in the pre-trial investigation. The prosecutor
must perform the tasks of criminal proceedings to protect
rights and freedoms and legitimate interests, to ensure
a quick, complete, and impartial investigation.

In the above papers, the authors quite fully re-
vealed the issues under study. However, a number of
problematic issues (the lack of regulatory provisions
regarding the effective influence of the prosecutor on
the implementation of instructions on the management
of the investigation, bringing investigators to justice)
regarding the implementation of the functions of the
prosecutor — procedural controller remain unresolved,
which requires a review of existing approaches to the
scope of the prosecutor’s powers and the need to inves-
tigate the international experience of the functioning
of this institution of criminal procedure.

The purpose of the study is to define and revise
the scope of the prosecutor’s powers and the specifics
of their implementation in the context of the institu-
tion of procedural management of the pre-trial inves-
tigation, considering the international experience of its
functioning.

= Materials and Methods

When writing this paper, terminological, system and
structural, comparative and legal methods were used.
In particular, the terminological method was used to
clarify the essence of the concepts of “procedural man-
agement of pre-trial investigation”, “supervision of com-
pliance with laws”. The system and structural method
was used in the process of considering the legal insti-
tution of procedural guidance of a pre-trial investiga-
tion through its components. The comparative legal
method is widely used in the study of the norms of
foreign procedural legislation and their comparison
with the norms of the national procedural law.
During the study, the Ukrainian criminal proce-
dure legislation, the scientific doctrine on the com-
petence of the prosecutor’s office, and the norms of
foreign procedural legislation were considered. In par-
ticular, the following laws and regulations were an-
alysed: the Constitution of Ukraine [4], the Criminal
Procedure Code of Ukraine [5], the Law of Ukraine
“On the Prosecutor’s Office” [6], the Criminal Proce-
dure Code of Ukraine of 1961 [7], the Criminal Pro-
cedure Code of Germany [8], the Law of Georgia “On
the Prosecutor’s Office” [9], the Criminal Procedure
Code of Georgia [10], the procedure for maintaining

67

a single record in police bodies (divisions) of state-
ments and reports of criminal offences and other
events [11].

= Results and Discussion

Procedural guidance in Ukraine

In Ukraine, procedural guidance is a new institution
of criminal procedure, which is at the stage of estab-
lishment and reform. The activities of prosecutors at
the stage of pre-trial investigation are associated not
only with the exercise of supervisory powers, but also
with the implementation of the function of procedural
guidance. The powers of the prosecutor, which are de-
termined by the Criminal Procedure Code of Ukraine [5]
(hereinafter — CPC), are not just of an authoritative
nature, but are actually of an authoritative and ad-
ministrative nature. Coordinating the work of the in-
vestigator, taking a direct part in the implementation
of investigative actions, timely pointing out the mis-
takes made during the investigation, the prosecutor
acquires the actual and legal opportunity to firmly
defend in court their own views on the proven fact
of the crime and the guilt of the defendant [1, p. 76].

The prosecutor’s procedural powers are much
broader than those given to the heads of investigative
departments. Heads of pre-trial investigation bodies
are obliged to follow the instructions of prosecutors
provided in the written form. Procedural guidance by
a prosecutor should be understood as organising the
process of the entire pre-trial investigation, determining
its vectors, coordinating the entire set of necessary
procedural actions, ensuring compliance with legal
norms during the investigation, and helping to ensure
conditions for the normal exercise of their functions
by investigators [3, p. 262].

Supervision of compliance with laws, which
is carried out as a form of procedural guidance of
pre-trial investigation, is revealed in the implementa-
tion by the prosecutor, along with the exercise of su-
pervisory powers, activities associated with determin-
ing the range of evidence, methods of obtaining it in
a separate criminal proceeding, and with the conduct
of appropriate investigative (search) and secret inves-
tigative (search) actions, and with ensuring in this
process the legality in the actions of investigators [12,
p. 108]. For its part, the procedural supervisor com-
bines the head of the investigator and prosecutor,
who supervise the investigation, and accordingly, the
management of the investigation [13 p. 137].

On November 20, 2012, the new CPC of Ukraine
came into force [5], in which the prosecutor’s activities
underwent significant changes. In fact, the prosecutor’s
supervision of the CPC of 1961 was replaced by pros-
ecutor’s supervision of compliance with laws during
pre-trial investigations in the form of procedural guid-
ance [7]. If under the 1961 CPC [7] the prosecutor was
away from the investigation process itself, monitoring
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compliance with laws and interfering with the process
itself only when violations of the law were detected
or when final decisions were made, then under the
2012 CPC [5] in each criminal proceeding from the
moment it was entered into the Unified Register of
pre-trial investigations (hereinafter — the Register),
the prosecutor is appointed as the procedural con-
troller. The procedural controller can conduct prose-
cution by giving instructions, participating in inves-
tigative actions, coordinating relevant petitions and
decisions, thereby preparing evidence for making a
final decision in the proceedings. The investigator
can no longer carry out investigative actions that re-
strict the rights of citizens without the consent of the
prosecutor.

In addition, according to the CPC of 1961 [7],
only the head of the prosecutor’s office or deputy
had the right to sign decisions in a criminal case, but
now every prosecutor — procedural controller makes
almost all decisions and signs all procedural docu-
ments in criminal proceedings [14, p. 271]. The pro-
cess has also changed significantly. Thus, the stages
of pre-investigation verification, initiation of crimi-
nal proceedings have disappeared, it is consolidated
that all statements about crimes are entered in the
Register and all facts are investigated by investiga-
tors. The powers of operational units are limited to
the execution of instructions of the investigator and
prosecutor, at the same time, investigators received
the right to independently conduct secret investigative
actions, an analogue of operational search activities,
in fact becoming analogues of detectives that exist in
other countries of the world [2, p. 478].

Such novelties in the procedural law [5] im-
mediately led to significant changes in the registration
of criminal offences (crimes) and provoked an increase
in the burden on investigators and prosecutors — proce-
dural managers. The first months of the CPC 2012 [5]
showed that law enforcement agencies, primarily the
police and prosecutors, were not fully ready to work
under the new legislation [15, p. 80]. First of all, this
was conditioned by the fact that the structure of law
enforcement agencies was not changed in a timely
manner in accordance with the CPC 2012 [5]. For
example, as of 11/20/2012, the Ministry of internal
affairs employed 8,142 investigators, the number of
operational employees exceeded 40 thousand, making
the ratio of investigators and employees of operational
units one to five. That is, the reserve for increasing
the number of investigative units was significant, but
there was no mass transfer of operational employees
to investigative units. After the reform of the police,
the number of investigators generally decreased [5].

In order to address the issues of reducing the
burden on investigators and prosecutors from the
first days of the CPC 2012 [5], the way of issuing
bylaws was chosen, some of which, as it turned out
later, contradicted the law [16, p. 112].
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In the system of the Ministry of internal affairs,
an order was issued on unified accounting [11], which
provides that the decision to enter an application in
the unified state register of legal entities is made by
the deputy head of the district department — the head
of the investigative department, and other applications
are written off to the order, since they do not contain
information about the commission of a criminal offence.
This order is still valid today. It has led to thousands
of appeals against refusals to register applications to
the court, which are satisfied by the court in almost
all cases of appeal. At the same time, the prosecutor
provides procedural guidance from the moment of
registration of the application in the unified state reg-
ister of legal entities and therefore does not legally have
the authority to respond to violations of the law when
the application is refused registration in the Register.

In addition, after the start of the new procedural
legislation [5], the right of the prosecutor to respond
to the inaction of investigators and heads of inves-
tigative units was significantly restricted [1, p. 80].
Criminal liability of investigators was provided for
deliberate failure to follow the instructions of pros-
ecutors, but with an avalanche-like increase in the
number of cases for each of the investigators, it was
impossible to prove the premeditation of the latter’s
actions regarding non-compliance with the instructions.
A total of 18 such proceedings were registered, and
all of them were closed. In the future, the norm on crimi-
nal liability of investigators for failure to comply with
the prosecutor’s instructions was abolished. At the
moment, the prosecutor has only the right to provide
mandatory instructions to the investigator, but does not
have the ability to respond to their non-compliance [5].

In general, the prosecutor’s procedural guidance
has remained virtually unchanged for almost 10 years
of the CPC 2012 [5], but as a result of the reform of
law enforcement agencies, it has become much more
complicated, which indicates the inconsistency of the
legislation. In the Constitution of Ukraine [4] in Para-
graph 2 of Part 1 of Article 131-1, the functions of the
prosecutor’s office include the powers to organise and
provide procedural guidance for pre-trial investiga-
tion, supervision of secret and other investigative and
search actions carried out by law enforcement agen-
cies, and the solution of other issues that arise during
criminal proceedings in accordance with the norms
of legislation [4]. Part 2 of Article 36 of the CPC of
Ukraine [2] stipulates that prosecutors monitor compli-
ance with the provisions of the relevant laws during
the pre-trial investigation. The form of such supervision
is called procedural management of pre-trial investi-
gation [5]. In the Law of Ukraine “On the Prosecutor’s
Office” [6], the prosecutor’s office is assigned such
functions as supervision of compliance with laws by
bodies that carry out operational search activities,
pre-trial Investigation, inquiry, and in this norm pro-
cedural guidance is not consolidated [6].
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International experience in procedural guidance

The above indicates the need to bring approaches to
the consolidation of this institution in legislation in
accordance with the provisions of the Constitution of
Ukraine [4]. In addition, the practical application of
the norms of laws revealed a number of problematic
issues in the exercise of the prosecutor’s functions. First
of all, this concerns the lack of provisions on effective
influence on the implementation of instructions for
managing the investigation, bringing investigators to
justice, and others, which also indicate the need to
review existing approaches to the scope of the prose-
cutor’s powers. The process of further reform should
be based on the investigation and application of inter-
national experience.

Since the CPC of Ukraine [5] is similar to the
CPC of Germany [8], due to the implementation of the
norms of the latter, when developing the Ukrainian
Criminal Procedure Law, it is necessary to consider
the regulation of this institution in Germany. Thus, in
German criminal proceedings, only the prosecutor’s
office has the right to initiate criminal proceedings
and support the prosecution. According to §170, p. 1
of the German CPC [8], if in the course of conducting an
inquiry sufficient grounds for initiating a public accu-
sation are obtained, the prosecutor’s office brings it
by submitting an indictment to the court [17, p. 233].
In addition, §163 of the German CPC [8] delegates the
duties of investigating the circumstances of a criminal
action to the police, although it is not an officially rec-
ognised body of inquiry. This order also grants police
authorities and officials the right to “First Access” (in
German - “erster Angrif”) to find out the reasons for
the act committed and prevent complications during
the investigation. Police bodies are considered sub-
sidiary bodies to the prosecutor’s office due to the
fact that they must transfer the collected materials
to it without unnecessary delay to ensure the perfor-
mance of their function, as required by § 163 p. 2 of
the German CPC [8].

The approach of the German CPC [8] provides
for the priority of prosecutor’s orders over so-called
“emergency” judge decisions, and also regulates the
ability to give orders and instructions to the inves-
tigator directly, without the consent of the head of
the investigative body [18]. An interesting Institute
of German Criminal Procedure Law is the Erbittlung-
spersonen der Staatsanwaltschaft Institute (the literal
translation is prosecutor’s persons of inquiry, but given
that there are no analogues of this institution in
Ukrainian legislation, the study suggests that the full
content of this institute will reveal the term “prosecu-
tor’s office inquirers”) of police officials who are in-
volved by the prosecutor’s office to conduct an inquiry.
These persons are authorised to conduct certain pro-
cedural actions during the inquiry, both on behalf of
the prosecutor’s office, which gave instructions, and
on behalf of the prosecutor, who gave instructions to
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conduct them. It is with the help of this institution
that the prosecutor can give instructions to a specific
police officer without involving their leadership [17].

Georgia’s experience in these matters is also of
interest. Thus, according to Articles 32 and 33 of the
CPC of Georgia [10], the prosecutor’s office is a crim-
inal prosecution body. To ensure the performance of
this function, the prosecutor’s office provides proce-
dural guidance to the investigation. In cases provided
for by the CPC of Georgia [10], and in accordance
with the established procedure, the prosecutor’s office
fully investigates crimes, supports state prosecution
in court [19, p. 194]. Georgian legislation, along with
other tasks, assigns the prosecutor the function of
exercising procedural supervision at the stage of pre-
liminary investigation to secure charges. To fulfil these
powers, according to Articles 23-28 of the Law of Geor-
gia “On the Prosecutor’s Office” [9], it is responsible
for introducing such acts of prosecutor’s response as
submission, protest, ruling, instruction, approval, and
complaint [9].

According to Article 33 of the CPC of Georgia [10],
the prosecutor has the right to:

a) entrust the investigation of a criminal case to
a particular law enforcement agency or investigator;
withdraw the case from one investigator and transfer
it to another;

b) take part in conducting investigative actions or
independently conduct a preliminary investigation;

¢) in the course of the investigation, give mandatory
instructions to the law enforcement agency or (and) the
lower prosecutor;

d) request separate materials of the criminal case;

e) apply to the court with a request to adopt a court
ruling on the election, modification, or cancellation of
preventive measures against the accused subjects, con-
duct investigative actions or (and) operational search
measures restricting human rights, and in other cases
provided for by the code;

f) cancel the decisions of the investigator or the
lower prosecutor;

g) discontinue the criminal prosecution or (and) the
investigation or discontinue the criminal prosecution;

h) allow complaints about the actions or (and) de-
cisions of the investigator, and in case of their appeal
to the court — to give the necessary explanations to the
court;

i) change the charges;

j) enter into a procedural agreement with the ac-
cused and submit a petition to the court for sentenc-
ing against the accused without the court considering
the criminal case on its merits;

k) submit evidence to the court, participate in the
consideration of the issue of their admissibility;

D) apply to the court to request evidence from private
individuals during the investigation process;

m) demand and freely receive documents or other
material evidence from state bodies;
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n) make decisions on the search for the accused
(convicted person);

0) recognise a person as a victim and explain to
them their rights and obligations;

p) exercise other powers provided for in the Code [19,
p. 196].

The Chief Prosecutor of Georgia or an autho-
rised person is granted the right, according to which,
regardless of the jurisdiction, they can withdraw the
case from a certain investigative body and transfer
it for investigation by another investigative body;
remove the lower prosecutor from exercising proce-
dural guidance and assign their functions to another
prosecutor [9].

In the above-mentioned and other countries of
the near and far abroad, where prosecutor’s offices
operate, their officials are assigned the following func-
tions in pre-trial investigation:

1) prosecution (in Albania and Denmark);

2) prosecution; supervision of compliance with
laws by the bodies that conduct pre-trial investiga-
tion of criminal offences (Bulgaria, Armenia, Brazil,
Czech Republic, Estonia, Yemen, Portugal, Republic
of Kazakhstan);

3) prosecution; supervision of the implementation
of legal requirements by the bodies that investigate
criminal offences; procedural guidance on the activ-
ities of pre-trial investigation bodies (China, Greece,
Japan, Romania);

4) prosecution; procedural guidance on the activi-
ties of pre-trial investigation bodies (Norway, Austria,
Turkey, the Netherlands, France, Switzerland);

5) prosecution; supervision of law enforcement
by bodies that investigate criminal offences, human
rights function (Argentina, Uzbekistan, Kyrgyzstan);

6) prosecution; supervision of the implementation
of laws by the bodies that investigate criminal offences;
procedural guidance on the activities of pre-trial in-
vestigation bodies; direct investigation of criminal
offences (Vietnam, Azerbaijan, Georgia);

7) prosecution; supervision of compliance with laws
by bodies that investigate criminal offences; direct
investigation of criminal offences; coordination func-
tion (Tajikistan, Lithuania, Belgium, Poland) [20, p. 2771].

In a number of countries (Denmark, Belgium,
Georgia), prosecutors perform at the stage of pre-trial
investigation only the function of prosecution and di-
rect investigation of criminal offences or prosecution
functions; supervision of the implementation of the
law by the bodies that conduct pre-trial investigation
of criminal offences; direct investigation of criminal
offences [20, p. 276]. The function of supervision
(control) over compliance with laws during pre-trial
investigations is performed in Bulgaria, Armenia, Brazil,
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Yemen, Portugal, Republic of Kazakhstan, Estonia,
Czech Republic, China, Greece, Japan, Romania, Ar-
gentina, Uzbekistan, Kyrgyzstan, Vietnam, Azerbaijan,
Georgia, Tajikistan, Lithuania, Belgium, Poland; the
function of procedural guidance of bodies that inves-
tigate criminal offences is performed by prosecutors in
Norway, Austria, Turkey, the Netherlands, France,
Switzerland, China, Greece, Japan, Romania, Vietnam,
Azerbaijan, Georgia; the function of direct investigation
of criminal offences — in Vietnam, Azerbaijan, Georgia,
Tajikistan, Lithuania, Belgium, Poland; human rights
protection — in Argentina, Uzbekistan, Kyrgyzstan.
In recent years, the function of prosecutors
providing procedural guidance to pre-trial investiga-
tions has become particularly widespread. Prosecutors,
as procedural controllers, determine the strategy and
tactics of pre-trial (or preliminary) investigation, pro-
vide written instructions on the implementation of cer-
tain investigative and other procedural actions, cancel
unjustified or illegal decisions of the latter.

m Conclusions

There is no homogeneous institution of criminal pro-
cedure, in general, and the institution of procedural
guidance by the prosecutor of pre-trial investigation,
in particular. In connection with the studied positive
experience in the criminal process of Ukraine, it is
necessary to apply: following the example of Germany —
the exclusive right of the prosecutor to initiate crimi-
nal proceedings (pre-trial investigation); from the
experience of Germany — the existence of the right of
the prosecutor to give instructions to a specific police
officer without involving the management; the right
of the prosecutor to initiate disciplinary responsibil-
ity of investigators, employees of bodies conducting
operational search activities, for violations of the law,
non-performance or improper performance of official
duties, instructions of the prosecutor; the right of the
prosecutor to issue an order to initiate disciplinary
proceedings against an investigator; from the expe-
rience of Georgia — to transfer proceedings from one
investigator to another, to terminate criminal prose-
cution in all cases provided for by law.

In addition, the Institute of German Criminal
Procedure Law, called Erittlungspersonen der Staatsan-
waltschaft, which refers to officials who are involved
by the prosecutor’s office to conduct an inquiry is also
of interest to borrow in Ukraine. The literal translation
may sound like “prosecutor’s persons of inquiry”. There
are no analogues of this institution in Ukrainian leg-
islation. The study suggests that the introduction of this
institution will have a positive impact on the effective-
ness of prosecutors’ implementation of procedural guid-
ance in pre-trial investigations.
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3AINCHEHHS NPOKYPOPOM NMpoLecyasibHOro KepiBHULUTBA AOCYAOBUM
po3cnigyBaHHAM: MiXKHapoAHMM AoCBIA | HalioHaNbHi peanii

MaprapuTta OnekcaHgpiBHa Bi6ikoBa

HamioHasibHa akajieMisi BHYTPIIlIHiX CIIpaB
03035, 1. ComoMm'siHchbKa, 1, M. KuiB, Ykpaina

m A”oTanis. OfHi€0 3 OCHOBHUX NMPo6JieM pedOpMyBaHHs iHCTUTYTY NPOKYyPaTypPU € YaCTKOBA HEBU3HAYEHICTh
(yHKIIiI mporiecyaJbHOr0 KepiBHUIITBA JOCYAOBUM PO3CJIiIyBaHHAM K eJleMeHTa HarJisiJOBUX IOBHOBaXXeHb.
BigcyTHicTh moJI0KeHs o040 e(peKTHBHOI0 BIUIMBY Ha BUKOHAHHA BKa3iBOK CTOCOBHO KePiBHUIITBA CJIiICTBOM,
MIPUTATHEHHS CJILIYMX 0 BiAMOBiAAIBHOCTI CBigUaTh PO HeOOXiAHICTh NepersiAAy HasABHUX MiAXOLIB 0 00cATy
MMOBHOBakeHb MPOKypopa. MeTo1o CcTaTTi € aHasli3 HaABHUX MiAXOAiB [0 0OCATYy MOBHOBaXXeHb IMPOKypopa
II0ZI0 TPOILlecyaJbHOT0 KepiBHUI[TBA AOCYAOBUM pO3CJiAyBaHHAM i BUBUYEHHA MiXHApOAHOTO OOCBigy
(YyHKI[iOHYBaHHA I[bOI'0 iHCTUTYTy KpHMiHaJbHOro mpouecy. Ilif yac HanmumcaHHA CTaTTi 3aCTOCOBAaHO
TEepPMiHOJIOTIYHNI, CUCTEMHO-CTPYKTYPHUI, TOPiBHsAJIBHO-TIPABOBUI METOAW. Y CTATTi MPOAaHaJIi30BaHO CyYacHUI
CTaH IpoliecyajibHOrO KepiBHUIITBA B YKpaiHi, HM3Li KpaiH €BPOINU Ta MOCTPAAAHCHKOTO MPOCTOPY IIOA0
BU3HAUYeHHA MO3UTHUBHUX iHHOBAIil Ta po3pob6JeHHA MPOMO3UIliil IMOA0 iX BIPOBAIXEeHHS B HalliOHaJbHE
MpaBO3aCTOCOBHE cepefioBHIle. ApryMeHTOBaHO HeoOXiqHICTh IpUBEAeHHA MiAXO0AiB 10 3aKpilJIeHH: I[bOT0
iHCTUTYTY B 3aKOHOABCTBI BiAMIOBiIHO 10 IOJI0keHb KoHcTUTYLi1 YKpaiHu. JleTaJabHO MpoaHaIi30BaHO MPUINCU
3akoHoaBcTBa HiMeuuriiu Ta I'py3ii CTOCOBHO 3aKpillJIeHHA iHCTUTYTY MPOIeCyaJbHOT0 KEPiBHUIITBA OCYAOBUM
po3ciiiayBaHHAM. 3AilicHeHO Kiacrdikallilo iepxXas 3a IOBHOBaXXE€HHAMH 1XHiX OpraHiB IPOKypaTypHy B YaCTUHI
TpolLiecyabHOTO KePiBHUIITBA JOCYIOBUM PO3CJIiAyBaHHAM. J[oBeZeHO, 110 iHCTUTYT IpOolieCyaJbHOrO KepiBHULITBA
JOCYJOBHUM PO3CJIiAyBaHHAM B YKpaiHi oTpebye 3acToCyBaHH:A AOCBiAY 3apyOixXHUX AepXaB. 3ayBakeHO, 1[0
pe3yJbTaTy AOCIi/KEHHA MOXYTh OYyTU BUKOPHCTaHi B HOPMOTBOPYill i ITPaBO3aCTOCOBHIN AisJIbHOCTI
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m Abstract. The widespread introduction of the latest means of printing and copying, new materials of
writing, the use of advanced technologies for performing individual details of various documents has led to an
increase in the role of forensic handwriting analysis and technical and forensic examination of documents in
the disclosure and investigation of criminal offences, which are now one of the most complex types of forensic
expertise. During the investigation of criminal offences, identification studies, which establish the presence
or absence of identity, are of the greatest evidentiary importance. However, recently, short handwritten
notes and signatures have become increasingly the objects of forensic research, which are often performed
using technical means and tools. This causes considerable difficulties for knowledgeable people in solving
investigation problems and their combination. Such tasks often remain either unresolved, or insufficiently
substantiated conclusions are drawn from the findings. The purpose of the study is a detailed scientific
analysis of the problem of investigating documents that exist at the present stage and relate both to this
branch of forensic technology in general, and some individual aspects of forensic handwriting research and
technical and forensic research of documents, and, based on this, the development of ways to improve the
implementation of the mentioned investigations. In accordance with the goal and specifics of the subject
matter, a number of methods are used, including: dialectical, formal and logical, system and structural,
dogmatic and other methods of scientific knowledge. The essence of such categories as “signature” and “short
notes” is clarified; attention is focused on the need to establish the method of execution (type of writing
device) or the fact of the presence or absence of signs of forgery when conducting expert studies of signatures
and short notes. The need to train handwriting experts in order to train complex specialists, in particular in
the field of technical and forensic research of documents, computer technologies that can comprehensively
examine documents and handwriting objects made in a variety of ways is emphasised. Prospects are defined
in: further development of methods that allow for forensic research of signatures and short notes made using
technical means and tools; development of parameters for solving identification, diagnostic, classification,
and situational problems in terms of the quality and volume of the handwriting object and features of making
technical changes to it

m Keywords: graphology; forensic examination of documents; expert examination; low-volume handwriting
objects; technical forgery of documents

= Introduction importance in the implementation of legal proceed-

Forensic handwriting expertise is one of the most
common and important forensic studies. Its objects —
handwritten texts, short notes, and signatures — are
widely represented in public life and are of great
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ings and other law enforcement activities. Forensic
research of such uninformative handwriting objects
as signatures and short notes in the investigation of
criminal offences is aimed at establishing the objec-
tive side of crimes, the circumstances that are included in
the evidence. The method of forgery established with
the help of special knowledge of the expert, making
changes to the handwriting object in the process of
further proof is interpreted by the pre-trial investi-
gation body, the court based on legal knowledge as
a method of material forgery of the document, or its
individual details.
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Questions of studying properties of low volume
handwriting objects, determining the possibilities of
solving identification, diagnostic, and other tasks during
their forensic research were the subject of attention
of some Ukrainian [1-3] and foreign forensic graphol-
ogists [4-6]. A significant contribution to the forensic
study of documents was made by N. Terziev, who in
his works in the middle of the 20% century for the
first time identified two parts in the forensic study
of documents: 1) handwriting expertise; 2) technical
expertise of documents [7]. Modern studies devoted to
this problem should include the works of V. Biriukova,
V. Kovalenko, T. Biriukova and K. Kovalov (“Forensic doc-
umentation”) [3], E. Simakova-Yefremian (“On the
criteria for evaluating methods of forensic examina-
tions in Ukraine”) [2], G. Kutskir (“Modern methods of
technical forgery of signatures using technical means” [8],
M. Hryha (“Forensic examination of signatures made
using technique” [1].

At the same time, it has to be stated that method-
ical foundations of forensic handwriting expertise
were developed in the second half of the 20% century,
when the texts of documents were written by hand.
Over time, both the methods of committing offences
and the theoretical foundations of this expertise were
improved, which tried to keep up with the times. Paying
tribute to the theoretical and practical significance of
previous studies on this issue, it is worth recognising
the insufficient number of papers devoted to clarify-
ing the organisational and technical aspects of foren-
sic research of signatures and short notes made using
technical means and tools. There is a need for the
further theoretical and scientific study of the chosen
problem, considering and developing existing scientific
achievements, to practically use the identified poten-
tial opportunities. After all, in the 21% century, the
development of forensic research of documents is as-
sociated with the greatest technological progress in
the field of printing and office equipment.

In particular, one of the problems of modern
research of low-volume handwriting objects is that
when conducting them, sufficient attention is not paid
to establishing the fact of the presence or absence of
signs of technical forgery, due to the fact that the ex-
pert does not have the competence to establish such
circumstances. It also requires solving the issue of
clearly delineating the competence of experts in the
study of signatures, mainly in relation to documents
with technical forgery in the framework of forensic ex-
amination of documents. These circumstances actualise
the expediency of scientific and practical analysis of the
identified problem.

The purpose of the study is a detailed scientific
analysis of the problem of forensic handwriting ex-
pertise in the analysis of signatures and short entries
and, based on this, the development of ways to improve
the implementation of expertise. To achieve this goal,
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it is necessary to solve the following tasks: to find out
the essence and content of signatures and short notes
as objects of expert handwriting research; to deter-
mine the theoretical and applied and organisational
problems of forensic handwriting research of documents;
to suggest ways to optimise the conduct of forensic
handwriting expertise.

= Materials and Methods

The complex application of methods and techniques
which form the methodological basis of this study
allowed considering the problems of analysis of sig-
natures and short entries made using technical means
in the unity of their social content and legal form.
The main research method is dialectical, with the help
of laws and categories of which the essence of fo-
rensic research of signatures and short notes made
using technical means and tools is determined. The
use of general scientific and special methods allowed
considering the features of the object and subject of
this study. In particular, the application of the dog-
matic method contributed to the clarification of the
content of such forensic categories as “signature”,
“short note”; with the help of the system and struc-
tural method, the main tasks of forensic handwrit-
ing expertise are determined during the analysis of
signatures and short notes, the main problems that
arise are highlighted. The formal and logical method
contributed to determining the content of scientific
categories and concepts that are considered; the use
of the sociological method confirmed individual sci-
entific conclusions based on the results of empirical
research.

The theoretical basis of the study is made up of
scientific and applied results of fundamental research
of Ukrainian and foreign graphologists, whose focus
was to determine the possibilities of solving identifi-
cation, diagnostic, and other tasks during handwrit-
ing research of low-volume handwriting objects. The
empirical basis of the study consists of materials of
criminal proceedings and the results of a survey of
132 handwriting experts of the State Research Expert
Centre of the Ministry of Internal Affairs, Dnipropetro-
vsk, Poltava, Ternopil Research Expert-Criminalistics
Centre, Kyiv Scientific Research Institute of Forensic
Expertise of the Ministry of Justice of Ukraine (2019-
2022) on the problems of applying special knowledge
in the study of signatures and short notes, namely:
features of low-volume objects of forensic handwrit-
ing examinations; methods of conducting these hand-
writing studies; opportunities for using knowledge and
methods of a number of sciences in the study of complex
objects, etc.

= Results and Discussion

The history of falsification of documents for illegal
purposes accompanies the entire history of mankind,
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as evidenced by the evolution of methods of document-
ing information and related methods of forgery. The
relationship between these two phenomena became
the basis for the development of tools and methods
for studying documents and finding facts of falsifica-
tion. Characteristic of the modern period is that the
production of forged documents has become one of the
branches of criminal fishing, often carried out in a
group, in particular, organised, which is associated
with the “specialisation” of criminals, the emergence
of skills in forging signatures, reproduced with the
help of high-tech tools and performed at a fairly high
level [8, p. 354]. Criminals learned to imitate the
pressure characteristics of handwriting objects [3,
p. 182], which led to the emergence of new difficulties
in practice conditioned by the lack of appropriate
methods for conducting handwriting analysis under
such circumstances.

Finding out the authenticity of the search objects
submitted for examination and solving other expert
tasks now causes serious difficulties and requires find-
ing solutions. The rapid development of copying and
multiplying technology, which has a high retail capacity
when applying a signature image or a short entry to
the surface of a sheet of the document under study,
poses new tasks for expert departments that require a
comprehensive approach to solve them, new require-
ments are imposed for improving the skills of relevant
specialists in this field.

Forensic handwriting expertise is a highly de-
veloped branch of criminalistics and forensic expertise.
The analysis of signatures and short notes is a special
case of conducting this type of expertise. The material
carrier of information about the fact of writing, its
signs and other circumstances that are important in
criminal proceedings, in such cases, is a low-volume
handwritten product (signature and/or short note) [1,
p. 331, reflected in the relevant document.

First of all, it is necessary to consider the essence
and content of such objects of forensic handwriting
examinations as “signature” and “short notes”.

The signature is one of the most important de-
tails of the document and, at the same time, the most
common proof of identity. The abundance of different
categories of documents and the variety of circum-
stances that they certify do not allow making even
an approximate list of all cases of using a signature
as one of the document details. The signature is one
of the most difficult objects when conducting expert
research. There are the following reasons for this: a
signature is an identifiable object on documents; the
emergence of new methods of signature forgery; an
increase in the number of criminal offences related
to document forgery; the obsolescence of signature
research methods, etc.

A signature differs from handwriting in the pro-
cess of its formation, but as a handwriting material,
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it also has the main identification properties — individ-
uality and stability. The signature is associated with
handwriting by the unity of psychophysiological foun-
dations, technical and graphic writing skills. At the
same time, the content of signature features differs
from the content of handwriting features, and the sig-
nature features themselves are peculiar only to this
object of research.

Despite different interpretations, the character-
istic features of the signature are the following: the
signature is a certifying sign of a certain person [9];
it is performed personally in the form of a graphic
image [9; 10]; it can consist of letters of the surname
or be a conditional graphic design of the surname, ini-
tials, first name [11; 12]; it is applied to the document
to certify various facts and events [10; 12].

Short handwriting objects according to the exist-
ing classification of objects of handwriting expertise
include: small texts (with a letter composition — from
4 to 10 words and digital — from 8 digital characters
to half a page of a standard sheet filled with digital
text), short entries (respectively 1-3 words and 1-7
digital characters), and signatures. A common property
that unites all handwritten objects of this type is that
the volume is significantly smaller than that of large
and medium-sized texts that represent the handwriting of
a particular person more fully. Ultimately, it is well
known that a manuscript, other things being equal, is
either larger or more informative [13].

According to a survey of handwriting experts,
the vast majority of handwriting information in the
form of signatures, short entries, can be contained on
official documents (84%), less often — on such media, as
a box or packaging, which can be either paper (12%)
or non-paper (4%).

The study of such objects is based on the gen-
eral provisions of the methodology of forensic hand-
writing expertise, which is a step-by-step sequence
of expert actions and is determined by typical expert
situations. Situations that arise during the study of
low-volume manuscripts leave their mark on the entire
methodology of expert research and make significant
features in each of its stages.

Forensic research of such uninformative hand-
writing objects as signatures and short notes in the
investigation of criminal offences is aimed at estab-
lishing the objective side of crimes, the circumstances
that are included in the evidence. The method of forg-
ery established with the help of special knowledge of
the expert, making changes to the handwriting object
in the process of further proof is interpreted by the
pre-trial investigation body, the court based on legal
knowledge as a method of material forgery of the docu-
ment, or its individual details. Modern forensic science
contains areas that allow it to assist the authorities in
the prevention, investigation, and detection of criminal
offences. In this case, forensic research of documents,
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as a branch of forensic technology, is important. How-
ever, it is worth noting that the exact differentiation
of experts’ competence in the study of signatures re-
mains a debatable issue, mainly in relation to doc-
uments with technical forgery in the framework of
forensic research of documents [14, p. 23].

For example, when conducting a forensic analy-
sis of signatures, the fact of the presence or absence
of signs of technical forgery is practically not estab-
lished, due to the fact that the expert does not have
the competence to establish these circumstances. The
method of conducting handwriting expertise provides for
the mandatory establishment of the method of execu-
tion (type of writing device) or the fact of the presence
or absence of signs of forgery. Avoiding this provision
leads to expert errors. Experts have problems study-
ing documents created using computer technologies.
It can be concluded that the very narrow competence
of the handwriting expert does not allow them to fully
investigate texts, notes, and signatures. Today, it is
necessary to supplement the competence of experts
in the field of technical and forensic examination of
documents.

In practice, a technical and forensic examination
is assigned to these documents, during which it is neces-
sary to establish factual data related to the execution
of documents, the specifics of changing documents
during their use and storage, etc. At the same time,
the work of an expert is impossible due to insufficient
knowledge in the field of computer technology. There
is a way out of this situation in the need to move from
training narrow-profile experts to training complex
specialists who are able to examine documents and
handwriting objects made in a variety of ways.

A relevant issue is the examination of signa-
tures and brief notations in documents produced by
ink-jet method. When performing such an examina-
tion, a handwriting expert who has little work expe-
rience and does not have the appropriate competence
in the framework of technical research of documents
may be misled and come to an erroneous conclusion,
considering these handwriting objects as original
documents made in handwriting and continue their
further identification research. Since to identify the
structure of a single-colour image during a cursory
study (inspection) of these objects, without the help
of appropriate technical equipment (when studying
these objects in less than 32X magnitude), it is almost
impossible and they can be similar in general features
to those made by a writing device like a capillary pen.
This is conditioned by the rapid development of copy-
ing and multiplying technology, which has a high re-
tail capacity when applying an image of a signature or a
short entry to the surface of a sheet of the document
under study.

In general, it can be concluded that the tasks
of an expert in conducting these studies are of an
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integrative, complex nature, and their solution is as-
sociated with the use of knowledge and methods of
a number of sciences in the process of conducting fo-
rensic expertise in the study of complex objects. The
authors of this study share the position of such modern
criminologists as E. Simakova-Efremyan, T. Balinyan,
L. Derecha regarding the integration of knowledge
during complex examinations is a mechanism that helps
to overcome the lack of information about the object
under study, correctly substantiate the expert opinion,
and therefore increase the level of its completeness
and reliability. Ultimately, it is precisely according to
the principles of objectivity and completeness of re-
search that forensic expert activity should be built [2,
p. 153].

m Conclusions

Thus, it can be concluded that the forensic study of
signatures and short notes made using technical means
and tools refers to complex and integrative tasks of
forensic handwriting expertise. The rapid penetration
of computer technologies in almost all areas of activity,
the constant increase in the variety and improve-
ment of digital printing equipment, the active use of
modern technical achievements by criminals for the
production of forged documents and their details, re-
quire the development of new research methods in the
field of handwriting and document science.

While maintaining the conventional procedure
characteristic of the study of all objects of handwrit-
ing, during the forensic handwriting examination of
signatures and short notes for the expert, the organ-
isation of work on obtaining additional information
is relevant, namely: determining the degree of suit-
ability of the object, on the quality of which the pos-
sibility of handwriting research depends; orientation
information on the use of technologies for forging
signatures and short notes; information and system-
atisation of those factors that affect the quality of the
manifestation of individual signs of writing; information
about those signs that have undergone changes and
masking, etc.

The handwriting expert studies of signatures
and short notes, considering their relevance, require
an integrated approach and additional development
of theoretical foundations related to the definition of
the object, purpose, and objectives of this type of re-
search, and the development of recommendations for
research methods of these low-volume handwriting
objects, which are often performed using technical
means. In this regard, it is effective: to further define
methods that allow for forensic research of signatures
and short notes made using technical means and tools;
to develop parameters for solving identification, di-
agnostic, classification, and situational problems in
terms of the quality and volume of the handwriting
object and features of making technical changes to it.
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With this in mind the expert must pay particular
attention to: establishing whether or not there are any
signs of technical forgery; making a clear distinction
between the competence of experts in the examination
of signatures and short notes, mainly documents with
technical forgery within the framework of forensic
document examination. The quality of such research
primarily depends on the level of knowledge and com-
petence of the expert.

The considered topical issues in the field of
handwriting and technical and forensic research of

documents, conditioned by the needs of the devel-
opment of society and forensic investigative practice,
require a clear regulation and a single methodological
approach when conducting forensic research of signa-
tures and short notes, because in practice there are
problems that in the absence of appropriate methods
today would cause misunderstandings not only among
experts, but also among authorised subjects of crimi-
nal process — the investigator, prosecutor, judge, who
evaluate the expert opinion as a source of evidence,
and individuals who commissioned the expert analysis.
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Mpo6nemMu cyaoBoi NOYepPKO3HABY0I eKCNepTU3m nig vac
aocnip)XeHHa NianmciB Ta KOPOTKUX 3anuciB

Irop MNeTpoBuY Kpaciok

VYHiBepcuTeT JepkaBHOI dickasibHOI CIyk01 YKpaiHu
08200, Bys1. YHiBepcuterchka, 31, m. Ipninb, Ykpaina

m AHOTAamis. AKTUBHe BIIPOBA)KEHHs HOBiTHIiX 3ac06iB moJtirpadii Ta KomiroBaHHs, HOBUX MaTepiaJliB MUChMa,
BUKOPHUCTAHHSA MepeJOBUX TEXHOJIOTIM IJiA BUKOHAHHA OKPeMUX PEeKBi3WTiB Pi3HMX NOKYMEHTIB IPU3BEJIO
J10 MiABUIEHHA B PO3KPUTTI Ta pO3CJiAyBaHHI KPHUMiHaJIbHUX NPaBONOPYIIEHb POJIi KPUMiHAJIiCTUYHOTO
JIOCJTi[KEHHSA TIOYePKY ¥ TEXHIKO-KPUMiHAJIICTIYHOTO JOCTiPKeHH:A JOKYMEeHTIB, AKi HUHi € OJHMMU 3 HakCKJIaJHIIIIIX
BUiB KpuUMiHasticTu4HOl ekcneptusu. [li yac po3ciifgyBaHHA KpHMiHAJIbHUX IIPaBONOpYIIeHb Haibiblne
JI0Ka30Be 3HaUeHHA MaloTh ifeHTHUQIKaIlikiHi JOCTiKeHHs, V AKUX BCTAHOBJIIOETHCA HAABHICTD UM BiJICYTHICTh
TOTOXHOCTi. [IpoTe ocTaHHIM 4YacoM Aefajii yacTimie 06’€KTaMM KPUMiHAJIICTUYHUX OOCJigXeHb CTalTh
KOPOTKi pyKONMCHI 3aMycy Ta NiANNCH, AKi HePiAKO BUKOHYIOThCA 3a JOIIOMOTOI0 TeXHIYHUX ITPUIOMIB i 3aC00iB.
I{e BukJIMKae HeaOUAKI TPYAHOI B 00i3HaHUX 0Cib mif yac BUpillleHHA 3aBAaHb AOCJiIKeHHs, 1X KoMOiHallil.
Taki 3aBOaHHA HepiAKO 3aJIUIIalThCA ab0 HeBHpillleHUMU, abo 3a pe3yJibTaTaMM HOCiKeHHS pOOJIAThCA
HeJI0CTaTHbO OOT'PYHTOBAHi BUCHOBKHU. MeTOI0 CTaTTi € ieTaJIbHUY HayKOBUH aHaJIi3 Mpo6JieMu JOCITiXKeHHA
JOKYMEHTIB, II[0 iCHYIOTh Ha Cy9aCHOMY eTalli Ta CTOCYIOThCSA SK 3arajioM Li€l rajay3i KpUMiHa/IiCTUIHOI TEXHIKH,
TakK i AeAKUX OKpPeMUX acCIleKTiB KPUMiHaIiCTUYHOr0 AOCIiJXXeHHA MOYepKy Ta TeXHiKO-KpPUMiHa/IiCTUIHOTO
JOCJiIKeHHsA JOKyMEeHTiB, Ta, Ha IiJcTaBi LbOro, BUPOOJIEHHA LLIAXIiB YAOCKOHaJIleHHA 3MiliCHeHH:A
3a3HaveHUX JOCJIiIXeHb. BiAMOBiAHO 10 MOCTaBJIeHO1 MeTH Ta ciieliniky mpeiMeTa HayKOBOT'O JOCJIiIKeHH,
BUKOPUCTAHO HU3Ky METOXiB, cepell AKUX: [iaJIeKTUYHUMN, (HOpMasbHO-JIOTiYHNM, CUCTEMHO-CTPYKTYPHUU,
JOTMaTUYHUI Ta iHIII MeTOAW HAyKOBOTO Mi3HaHHA. 3’ICOBAHO CYTHICTh TaKWX KaTeropii, fK «HIiAmucy»
Ta «KOPOTKi 3amucuy». AKI[eHTOBAaHO Ha HeOOXiAHOCTi BCTAaHOBJIEHHS CIOCOOy BHMKOHAHHA (BUAY MUIIYYOTrO
npuiiaay) abo pakTy HaABHOCTI YM BiACYTHOCTI O3HAK MiAPOOKY Mif Yac MpoBeJeHH: eKCIepPTHUX AOCIiIKeHb
MiANXCIB i KOPOTKHUX 3alKCiB; HAroJIOIeHO Ha HeOOXiJHOCTI MiATOTOBKYU €KCIIePTiB-MI0UYePKO3HAaBIIiB BY3bKOT'O
po®isTio o MiATOTOBKY KOMILJIEKCHUX (paxiBIiiB, 30KpeMa B rajiy3i TeXHiKO-KpHMiHaJIiCTUYHOTO AOCIi)KeHHA
JOKYMEHTiB, KOMITI'IOTEPHUX TE€XHOJIOTil, 3JaTHUX BCeOiYHO MOCIiIXyBaTU JOKYMEHTU Ta 06’€KTU MOYEpPKY,
BUTOTOBJIEHI Halpi3HOMaHITHIIINMN cniocobamMy. Br3HaueHO MmepcrnekTUBU AOCIiIKEHH:A, fAKi MoJAralThb y
noJaJpIoMy po3pobJieHHI MeTOiB, 10 JO3BOJIAITH 34iMCHUTHA KPUMiHaIiCTUUYHE MOCIigXeHH: IiANUCiB
i KOPOTKUX 3alllCiB, BUKOHAHUX 3a JOIOMOIOI0 TeXHiYHUX IPUIOMIB Ta 3aco0iB; BU3HaUYeHHi apaMeTpiB
BUpileHHA ineHTUdiKailHNX, JiarHOCTUYHUX, KJIacUu@iKallilfiHUX i CUTyaliliH1X 3aBOaHb 3 TOUKHU 30PY SIKOCTi
Ta 06cATY 00’eKTa mouepKy M 0coOJIMBOCTEl BHECEHH TeXHIYHUX 3MiH Y HbOT'O

m Ki1io4oBi cjioBa: mouepKO3HABCTBO; KPUMiHaJIiCTUYHE JOCITiIXKEHHs JOKYMEHTIB; eKCIePT; Maja000’ eMHi
00’eKTH NOYEepKy; TeXHiUHa MiApoOKa JOKYMEeHTiB
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m Abstract. The relevance of the subject under study is conditioned upon the need for an in-depth study
of such a complex social phenomenon as domestic violence, which involves finding out the patterns of
formation of victim behaviour of victims of domestic violence. That is why the purpose of this study is to
prove and investigate the general and special qualities, properties, nature of victimhood, victimisation and
characterise the specifics of the behaviour of victims of domestic violence. To achieve this goal, a complex of
philosophical, general scientific, and special legal methods of scientific knowledge was used. The historical
method, comparative legal method, system, hermeneutical, structural, and functional method, comparison
method, generalisation and other methods of scientific research were applied, which in turn contributed to
the effective scientific search for the chosen research subject. As a result of the study, the criminological and
victimological aspects of victims of domestic violence are analysed in the context of modern theoretical and
legal knowledge. The essence of domestic violence as a social phenomenon and as a crime is considered. The article
highlights the general provisions of victimology in the field of scientific and criminological knowledge, as well
as individual victimological characteristics of victims of domestic violence. The essence and characteristic
features of victim behaviour are revealed, and the factors of victimhood and victimisation are identified.
Typical coping strategies are described. The interdisciplinary analysis of victim behaviour of victims of
domestic violence allowed us to consider psychological and legal aspects of various demographic segments
of victims of domestic violence by gender and age: women, men, children. The system of causal relationship
victim — abuser — victim behaviour in domestic violence is found. It is proved that victims of domestic violence
are characterised by the presence of signs of emotional and behavioural disorders caused by systematic acts of
domestic violence. The provisions formed and set out in the scientific article can be used in law of applicable
activities — in the development and improvement of recommendations on preventing and countering domestic
violence; research activities — for further research of solving the problem of domestic violence and developing
general theoretical and practical recommendations, measures; educational process — during the preparation
of lectures, seminars, criminology, victimology, criminal law, family law, social psychology, legal psychology,
preventive psychology

m Keywords: legal conduct; domestic violence; crime; abuser; victim; coping strategies

= Introduction

In modern conditions of development of the processes
of state creation, development of the rule of law and
formation of a conscious civil society, issues of solv-
ing the problems of domestic violence and related
vectors of legal behaviour in the family, everyday
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life, and family are of particular importance. Thus,
“according to the statistics of the National Police, the
National Police of Ukraine in 2019 [1, p. 11] regis-
tered applications, reports of committed offences and
other events related to domestic violence — 141814.
Urgent restraining orders were issued — 15878 (of
which men — 15259, women — 616). Since 2019, there
has been an increase in the number of registered ap-
plications and reports of domestic violence-related
offences. Among the reasons for this growth may be
an increase in public attention to the problem of do-
mestic violence, an increase in public awareness, the
adoption of changes in legislation, the introduction
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of new norms and their wide discussion in society,
namely in the media and social networks” [1, p. 11].
Therewith, in 2019 under Article 126-1 of the Criminal
Code of Ukraine [2] 588 people were recognised as
victims (women — 534, men - 49). Of these, victims
of physical violence — 145 (women — 132, men — 12),
from psychological — 412 (women — 376, men — 33),
from economic — 7 (women) [1, p. 15].

In turn, “according to the statistics that were
published during the voting for the Law of Ukraine
“On Preventing and Countering Domestic Violence”
it is indicated that “over 3 million children in Ukraine
annually observe acts of domestic violence or are
forced participants in them, and almost 70% of women
are subjected to various forms of bullying and hu-
miliation. Every year, about 1,500 women, and this
trend has been increasing over the past three years,
die at the hands of their own husbands. Children of
offended mothers are 6 times more likely to commit
suicide, and 50% - to drug abuse. Almost 100% of
mothers who were subjected to violence gave birth to
sick children — with neuroses, stuttering, enuresis, ce-
rebral palsy, and mental disorders. Domestic violence
in Ukraine is the reason for 100 thousand days of hospi-
talisation, 30 thousand appeals to traumatology depart-
ments, 40 thousand calls to doctors. At the same time,
only 10% of victims seek help. To this day, many
consider such relations “normal” [3].

It is also a matter of concern that domestic violence
is the most common cause of family breakdown and
divorce. “Victims of domestic violence (mostly women)
cannot properly perform their parental duties, as a result
of which the level of social orphanhood increases” [4].
And 21% of those who experienced physical violence in
childhood also use physical force against children [4].

Thus, the relevance of the chosen research topic
is beyond doubt and is due to the public demand for
preventing and countering domestic violence. The rele-
vance of the subject under study is also reinforced by
the need to overcome stereotypical ideas about the
privacy of legal behaviour in the family, family, ev-
eryday life, as well as by increasing the role of social
control in preventing deviant behaviour in interpersonal
relationships.

The purpose of this study is an analysis of victimo-
logical aspects in relation to victims of domestic vi-
olence. To achieve this purpose, the following tasks
were outlined and performed: to highlight the histor-
ical aspects of the formation of the theoretical foun-
dations of victimology as the doctrine of the victim;
to determine the essence of the concepts: victim, vic-
tim, victim, victim behaviour; to outline conceptual
approaches to the study of victim behaviour of the
individual; determine the determining factors of vic-
timisation of victims of domestic violence and consider
the victimological aspects of different categories of
victims of domestic violence based on gender, age, and
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education; generalise received research results and
make recommendations regarding the victimological
prevention.

= Literature Review

The problem of victimological aspects and legal be-
haviour in the family, family, everyday life is the object
of close attention of foreign and Ukrainian scientists
and practitioners. Researchers are interested in find-
ing out the genesis of victimhood and criminal be-
haviour, which in turn causes addressing the origins
the doctrine of the victim (victimology). “The idea
of the victim’s place in the genesis of criminal be-
haviour is not new, it occurs in numerous literary
sources since ancient times” [5, p. 223]. Among the
famous scientists of the past, whose ideas and activities
are directly related to the formation and develop-
ment of victimology, it is worth mentioning the name
of the German scientist Hans von Hentig, the Roma-
nian researcher B. Mendelssohn, the Swiss scientists
G. Elenberger and R. Gasser, the Lithuanian scientist
L. Frank. The works of the above-mentioned scien-
tists contributed to the formation of victimology as a
branch of criminology.

In 1940, Hans von Gentig published his scien-
tific work [6]. In this scientific article, the scientist
expresses the opinion that there is a relationship
between individual categories of criminals and the
corresponding categories of the victim and identifies
forms of victim behaviour (a victim who succumbs,
contributes, or provokes a criminal situation). The
author also outlines and presents widespread charac-
teristics of the types of victims. Thus, for example, for
the depressive type of victim, according to the scien-
tist, the instinct of self-preservation is weakened [6,
p. 304]. Subsequently, in 1948, the scientific work
of Hans von Gentig was published [7]. where the
researcher offers a new thesis in criminology — the
role of the victim and focuses on how certain traits,
features of the victim form the aggressive tendencies
of the criminal [7]. Gradually, the doctrine of sacrifice
became complex and interdisciplinary.

The current state of development of victimology
is represented by various areas of theoretical research
and practical developments in applied application. Thus,
some issues of criminological definition of the term
“victim of crime” were investigated by D. Vygovskyi,
T. Nikiforova [8]. Analysis of victimhood as the main cat-
egory of victimology was performed by B. Holovkin [9].
The problem of the victim of crime as the main element
of victimology was studied by O. Dolgiy, T. Mudryak,
L. Omelchuk [10]. Ya. Chaplak and G. Chuiko inves-
tigated victimhood as a socio-psychological problem
of modern times [11]. Special attention should be paid
to the dissertation thesis of V. Tulyakov, which is a
fundamental scientific work in the field of criminal law,
criminology, and victimology [12].
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The search for solutions to the problems of do-
mestic violence and legal behaviour in the family,
everyday life, and family was carried out by many
Ukrainian scientists. M. Pashkovska made method-
ological recommendations on preventing and counter-
ing domestic violence by national police units [13].
The study of the victimological portrait of victims of
life-threatening domestic violence was carried out by
M. Kuznetsov [14]. Features of coping strategies and
types of victim behaviour in women who have expe-
rienced domestic violence, and those who have not
had any facts of violence were studied by T. Klebais
and K. Chernets [15]. The issue of male victimhood
in the modern family is presented in the study by
M. Dikova-Favorska [16].

Research in the context of comparative law
plays a vital role in scientific research on the genesis of
victimhood and other victimological aspects of vic-
tims of domestic violence. According to researchers
from Rutgers University, N. Bhardwaj, J. Miller, who
conducted a comparative interethnic analysis of do-
mestic violence, such work brings us closer to under-
standing the common and different causes, patterns,
and consequences of domestic violence in society and
emphasises that marriage, religion and global processes
reveal theoretically significant variations in the experi-
ence of women experiencing domestic violence [17].
N. Bhardwaj, J. Miller notes that domestic violence is
a global phenomenon that affects countless lives, which
in turn leads to the further development of intersec-
tional comparative studies [17].

Interesting and promising scientific studies of
the problem of victimhood in domestic violence are
presented in the works of modern Canadian scien-
tists. Thus, a historical retrospective of the 40-year
practice of operating shelters (homes for living) of
women victims of domestic (marital) violence was
carried out by the Canadian researcher I. Coté [18].
The ethical difficulties associated with working with
women who have suffered from domestic violence
and do not want to report violence to the authorities
have attracted the attention of Canadian scientists
C. Lalande, S. Gauthier, M. Bouthillier [19]; the evolution
of the social network of women victims of domestic
violence was considered by scientists A. Nolet, C. Mor-
selli, M. Cousineau [20].

The relationship between violence against
women, victimisation of women and abuse of children
by women in the context of domestic violence was
studied by a group of Canadian scientists, in particular:
D. Damant, S. Lapierre, C. Lebossé, S. Thibault et al. [21].
The results of the study revealed a connection between
victimisation of women, violence against women, and
subsequent abuse of children by women in the con-
text of domestic violence. It is argued that women’s
abuse of their children can be seen as a consequence
of their personal experience of domestic violence.
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Therewith, women who have suffered from violence
have free will, and therefore are responsible if they
decide to use violence against their children [21].

Analysing the victimological aspects of victims
of domestic violence, the question of the victim’s re-
sponse to manifestations of domestic violence naturally
arises by contacting law enforcement agencies and
the police. For example, the study of factors that en-
courage, encourage, or prevent victims from report-
ing domestic violence and contacting the police was
carried out by R. Felson, S. Messner, A. Hoskin and
G. Deane [22]. The results of the study showed that
the response of victims to attacks is quite a complex
issue. Based on the generally accepted perception
that victims of domestic violence, especially women,
are reluctant to call the police, the researchers found
that victims of domestic violence are less likely than
victims of other types of violence to go to the police
because of concerns about privacy, privacy and fear
of revenge on the part of the abuser and at the same
time a desire to protect the offenders. Therewith, scien-
tists pay attention to the victim’s desire for self-de-
fence, gender role and the victim-criminal relationship
regarding the reporting to the police [22].

Rethinking access to justice through the eyes
of survivors of domestic violence in rural areas was
studied by American scientists A. Magnus and
F. Donohue [23]. Analysing the problems of domestic
violence in rural areas, scientists emphasise that access
to justice, as a theoretical construction and applied
principle in the US legal system, can be used in many
ways [23].

Thus, the analysis of scientific works of Ukrainian
and foreign scientists shows that despite a significant
number of scientific developments, the solution of
the problem of domestic violence does not lose its
relevance and encourages us to find out the compo-
nents of the links in the system of causal relationship
of domestic violence, and in particular, to understand
the features of the nature, sources, and factors of vic-
timhood in domestic violence.

= Materials and Methods

The methodological tools were chosen considering
the purpose, object, and subject of the study. The
theoretical and methodological framework of this
study constitutes a pluralistic approach to scientific
knowledge of victimological aspects of victims of do-
mestic violence. A set of philosophical, general scien-
tific and special methods and techniques was used to
solve these problems. Thus, the use of the historical
method allowed us to consider the retrospectives of
the formation and development of the science of the
victim of criminal attacks; the use of the system method
allowed us to consider the process of victimisation of
the person and identify the structural components of
determination, as a result of the interaction of various
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factors: objective, subjective, internal, external, acquiring
the essence of biological and social characters; with
the help of the hermeneutical method, individual
units of the potentially categorical apparatus of vic-
timology, as the doctrine of the victim, are revealed
and interpreted. The structural and functional method
helped to present the results of the study on a modular
system. Scientific developments of modern Ukrainian
and foreign scientists are considered using the com-
parative method. Classification as a type of analysis
was applied when considering the variability of victim
behaviour; the generalisation method was used to find
out the general and characteristic features inherent
in a person as a victim of domestic violence; the re-
gression analysis method was used to search for hid-
den patterns and features of the formation of victim
behaviour and identify an interdependent connection
with the coping strategy.

The information base of the study was the cur-
rent regulations of the current legislation of Ukraine
and official statistical data. Namely: the Law of Ukraine
No. 2229-VIII “On Preventing and Countering Domestic
Violence” of 12/07/2017 [24]; Letter No. 1/11-5480
of the Ministry of Education and Science of Ukraine
“Methodological Recommendations for Preventing
and Countering Violence” dated 05/18,/2018 [3]; Decree
of the Cabinet of Ministers of Ukraine No. 728-R “On
Approval of the Concept of the State Social Programme
for Preventing and Countering Domestic Violence and
Gender-Based Violence for the Period Up to 2025” of
October 10, 2018 [4].

= Results and Discussion

Domestic violence in its consequences and actions is
one of the key problems of public and private existence.
However, the nature of the problem of domestic vio-
lence is a complex causal chain, the solution of which
requires balance, objectivity, legality. In situations of
domestic violence, social and personal configurations
can be traced, which are a complex of objective and
subjective conditions and factors that accumulate
unmotivated manifestations of aggression and form
favourable conditions for domestic violence.

In addition, “contradictions of public opinion
regarding the background phenomena of domestic
violence and the preservation of discriminatory ideas
about behaviour models and overcoming conflicts
complicate the solution of problematic situations of
domestic violence” [25, p. 81].

Against this background, “domestic violence has
deep roots in outdated oppression based on inter-sex,
economic or physical dominance in family relation-
ships. Such violence is committed with the illegal in-
tention of causing direct or indirect influence on the
behaviour of a dependent family member and is asso-
ciated with causing material or moral damage. More-
over, the lack of understanding and condemnation
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of such offences in society and in individual families
makes it particularly difficult to counteract domestic
violence” [26].

At the same time, the problems of latent and
open forms of domestic violence are often associated
with moral and psychological failure, cultural taboo,
fear of judgment, shame and other unfavourable ideas
that are the result of long-term stereotypical thinking
about the criterion of legality in the family, everyday
life, family. This vision is based to a considerable ex-
tent on the factors of micro — and macro - culture of
tolerance, inertia, outdated modes of normativity and
deviation in Family-Family and everyday relations.
The current problems are compounded by the inability
to properly protect one’s honour, dignity and defend
one’s legitimate rights and interests. In this regard, one
of the strategic tasks of the principal guide to pre-
venting and countering domestic violence is to over-
come stereotypical discriminatory ideas about legal
behaviour in family and family relations and develop
a fresh style of interpersonal communication.

In this context, it is worth paying attention to
the results public opinion research, carried out by
Ukrainian scientists G. Kuzan and N. Hordiienko [27,
p. 131]. As a result of the conducted research, several
provisions are formulated. According to G. Kuzan and
N. Hordiienko, it is established: “systematic unjustified
jealousy on the part of a man, which often ended in
threats and scandals, women explained the ban on
communicating with colleagues primarily by their hus-
band’s love, jealousy or ordinary unbalance. Financial
restrictions of the wife, total control on the part of the
husband over expenses from the family budget were
most often explained by his thriftiness and the fact
that he is the real owner or the dependence of the wife
on her husband, if her earnings are small” [27, p. 131].

In turn, O. Dmytrashchuk also emphasises that
domestic violence is characterised by group victimisation
of the female sex. The victim who has been harmed
by domestic violence is a woman over the age of 18,
married, working, has a secondary education, and lives
together with the abuser. Such a person is prone to
passive behaviour and due to their psychophysiolog-
ical characteristics, is not able to resist the abuser,
which contributes to the commission of domestic vio-
lence. The abuser causes harm to the victim with this
characteristic [28, p. 143].

The problem of victim behaviour of victims of
domestic violence against vulnerable categories of
the population is particularly acute: people with dis-
abilities; children; the elderly; people who are in dif-
ficult life circumstances and have the highest risk of
insufficient social or psychological protection.

Regarding the use of alcoholic beverages and
the crime of domestic violence, it is worth noting that
almost one in six cases of domestic violence (16%) was
committed during or at once after drinking alcohol.
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At the same time, women are 3 times more likely than
men to commit domestic violence while sober. This
trend looks quite natural against the background of
the deterministic role of victim behaviour in the mech-
anisms of domestic violence committed by people re-
vealed above of different intensity [29, p. 92].

At the same time, we emphasise that the essence
of the category “victim of crime” is still quite contra-
dictory in science and practice. It is argued that the
concept of “victim” is a broader concept than “vic-
tim”. The conceptual provision in this sense is the
statement of V. Tulyakov that “any individual (social
community) who has suffered physical, material, or
moral damage by the crime is recognised as a victim
of a crime” [12, p. 11].

Considering the distinction between the defini-
tions of the concept of “victim”, “victim” and “injured
person”, it should be noted that Article 1 of the Law
of Ukraine “On Preventing and Countering Domestic
Violence” states as follows: “a person who has suf-
fered from domestic violence (hereinafter referred to
as the victim) is a person who has experienced do-
mestic violence in any form” [24, p. 1]. In criminal
proceedings, the victim is one of the parties taking
part in criminal proceedings, with the definition of
the status of “victim” and is endowed, per the Criminal
Procedural Code and the fundamental principles of
judicial proceedings, with the corresponding subjec-
tive rights and legal obligations. Paragraph 2 of Ar-
ticle 55 of the Criminal Procedural Code of Ukraine
States: “the rights and obligations of a victim arise
in a person from the moment of filing an application
for committing a criminal offence against him or an
application for involving him in proceedings as a vic-
tim” [30, p. 55].

In general, victim behaviour, as well as the phe-
nomenon of “victimhood” cover, among other things,
socio-demographic, socio-role, criminal-legal, moral,
and psychological components. Under these circum-
stances, S. Hura emphasises the importance of anal-
ysis in victimhood, its forms, and phenomena in var-
ious spheres of life. This approach allows, according
to S. Hura: “to determine the features of interaction
between the victim and the criminal in the mechanism
of criminal behaviour” [31, p. 32].

Let us consider scientific approaches to defining
the concepts of “victimism” and “victim behaviour”.
For example, N. Lishchuk tends to recognise the com-
plex structure of victimhood, according to which
victimhood is considered as “a complex of relatively
stable typical social and (or) psychological (less often
physiological) personality traits that determine in inter-
action with external circumstances an increased “ability”
of a person to become a victim of crime” [32, p. 99].
According to N. Lishchuk, the properties of a person’s
ability to become a victim of a crime can be corrected,
changed, and even completely neutralised. The researcher
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notes: “victimisation is primarily a personal charac-
teristic. A person can contribute to their own victim-
isation by victim behaviour, both considering these
victim personal inclinations, and due to a random com-
bination of circumstances” [32, p. 100].

V. Tulyakov notes:” victimhood as the ability
of a subject to become a victim of a socially dangerous
manifestation and acts in its general theoretical un-
derstanding as a social phenomenon (status charac-
teristics of role victims and behavioural deviations from
safety standards), mental (pathological victimhood,
fear of crime, and other anomalies) and moral (inte-
riorisation of victimogenic norms, rules of behaviour
of the victim and criminal subculture, self-determina-
tion of oneself as a victim)”[12, p. 15].

N. Lishchuk notes the relationship of guilty be-
haviour with the characteristics of the victim’s personal-
ity. The researcher claims that guilty behaviour is often
“a consequence and implementation of victimogenic
deformity of the victim’s personality” [32, p. 103].

The article substantiates the opinion that vic-
timhood is considered at the individual, group, and
mass levels. In turn, victimisation is considered by
scientists as a process of formation and development
of victimhood, at various levels of organisations of
social communities (individual, group, mass levels),
which is based on factors of social and psychological
nature [33, p. 12].

In this context, it is worth noting the position
of V. Tulyakov, who emphasises:” victimhood and crimi-
nal behaviour of a person are formed through antagonism
between the levels of recognition (social aspect), op-
portunities (mental aspect) and claims (moral, spiri-
tual aspect), and at the mass level reflect various man-
ifestations of the existence of deviation as a social
form” [12, p. 8].

V. Tulyakov states: “the homeostatic interac-
tion of dependent but independent manifestations
of criminal and victim behaviour forms a stable crim-
inogenic system. This process occurs at the level of
both the social whole and individual groups and in-
dividuals” [12, p. 11].

It is also worth noting the opinion of S. Hura
on the allocation of general and specific victimhood.
Thus, according to S. Hura, general victimisation is
represented by the social, role and gender character-
istics of the victim. At the same time, “specific vic-
timhood is realised in the attitudes, properties, attri-
butes of the individual” [31, p. 36].

In this regard, scientists distinguish the following
types of victim behaviour: legitimate; neutral; illegal.
In turn, according to the degree of risk, there are: a
random victim; a victim with a low degree of risk; a
victim with an increased degree of risk; a victim with
a remarkably high degree of risk. Depending on the
stages of criminal influence, victims are distinguished:
potential; real; latent. According to the principle of
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activity and critical perception, there are: active;
proactive; passive; non-critical. In addition, victim be-
haviour is divided into individual; specific; group; mass.

Without denying the logic of the above state-
ments, we emphasise that the degree of victimhood
of any person can be minimised depending on whether
a person chooses the best behaviour option to prevent
a victimogenic situation [10, p. 32].

According to A. Dzhuzha and D. Tychyna: “the
fundamental provision on the partial dependence of
the criminal’s behaviour on the victim’s behaviour
becomes important. Of course, the actions of the vic-
tim can also be different due to their legal assessment,
namely: illegal, legitimate, indifferent from the point
of view of law, and sometimes morality. In some cases,
the behaviour of victims often serves as an impetus
for the commission of a crime” [34, p. 91].

The above provisions also apply to victimhood
in family and family relations. Thus, S. Filippov notes:
“victimisation of a person who has suffered from
domestic violence is defined as an integral property
of the individual, which is characterised by low self-
esteem, disproportionately critical attitude to oneself;
an increased level of anxiety; a low ability to overcome
external pressure; a noticeable attitude to helplessness;
such behavioural dispositions in family relations that
are guided by victim stereotypes” [35, p. 158-159].

Given this, even the very fact of provocations
in domestic violence often has the usual character of
long-term systematic conflict interaction of both the
offender, the victim, and observers, conquerors, and
other third parties, creating a gradually threatening
atmosphere of hatred, rage, revenge, and over time
becomes a potential risk of crime. N. Honcharova notes
that experts in the field of criminal law and criminol-
ogy have repeatedly drawn attention to the fact that
prolonged domestic violence is highly likely to lead
to the commission of a crime either by the subject of
violence or by its victims. In the first case, a person
who commits violence against their loved ones, with-
out meeting adequate resistance, gradually becomes
confident in their own impunity, and from swearing
and insults passes to bullying and beatings, which can
later end in injury or death of victims of violence in
the second - the ongoing process of violence leads to
the accumulation of frustrating emotions in the vic-
tim and subsequently to a surge of aggression in the
form of a dangerous criminal act — murder, causing
grievous bodily harm, etc. There is also a third variant of
the development of events when for some time there is
a periodic inversion of psychological roles in the rap-
ist-victim dyad, and only on the case depends who
will eventually become the subject of the crime, and
who is the victim [36, p. 141].

At the same time, we will pay attention to the
characteristics of the victim/injured person, which
is indicated in the methodological recommendations
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for preventing and countering violence [3]. Thus, the
injured person — “this is often a person who sees the
act of violence to get love through suffering”. Victims
have problems with setting boundaries, boundaries,
do not know how to defend them, and you can in-
terfere in their space with impunity. Their inherent
features are shame, problems with a sense of self-es-
teem. The victim of cyclical violence can enjoy the
benefits of violence, such as the opportunity to take
advantage of feelings of guilt felt by the perpetrator
during periods of tranquillity, or to receive pity from
others (compassion). Psychologists also apply such
a concept as “acquired helplessness” to victims — a
phenomenon that is formed because violence was not
protected, it could not be avoided, it was indulged,
and therefore, protection from it has lost its meaning.
That is, a person begins to use their position as a victim
to obtain certain benefits” [3].

Researcher N. Lishchuk emphasises: “according
to most experts, women victims of domestic violence
are characterised by a passive-contemplative posi-
tion, feelings of fear, anxiety, patience, sacrifice, and
rigidity. There is the presence of low self-esteem, self-
doubt, dependence on a man, imbalance, which can
manifest itself in increased emotionality, vulnerability
or inadequate reactions, aggression” [32, p. 78]. In this
context, it is also worth paying attention to the so-called
“beaten woman syndrome” (“Le syndrome de la femme
battue”).

Victimisation of child victims of domestic violence
deserves special attention in the structural segmen-
tation of victims of domestic violence. Children are
known to belong to one of the most vulnerable demo-
graphic groups. Therefore, without a doubt, raising
a child in an atmosphere of harmony, harmony, and
kindness is the key to its development neuropsychiatric
health and successful comprehensive development.
But family troubles, misunderstandings, the inability
of adult family members, family members to find com-
promises in advance and constructively resolve con-
flicts negatively affect the mental, physical, moral de-
velopment of the child, his legal socialisation, which
leads to the likelihood of increasing marginality and
the problem of “social orphanhood”.

When conducting research on the victimological
aspects of domestic violence, it is also worth paying
attention to the phenomenon of male victimhood in
domestic violence. The problem of male victimhood is
relevant in the segmentation of domestic violence and
is understudied. Accordingly, there are not enough
comprehensive studies of the voiced segment. Although
statistics of domestic violence show that about 10%
of men suffer from domestic violence. At the same
time, the latency of domestic violence against men is
significantly higher. Usually, men try not to disclose
these cases about their suffering as a victim of domestic
violence.
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However, “90% of victims of violence are women.
During 2019, more than 130 thousand complaints of
citizens about domestic violence were recorded, which
is 15% more compared to the same period last year,
of which 88% were from women, 10% from men.
1,055 requests were received from children” [37]. In
these circumstances, the opinion of D. Dikova-Favorskaya
about the need for new approaches “that would take
into account the interests of men and recognise domestic
violence not only as a gender problem, but as a problem
of a general social scale “seems reasonable [16, p. 231].

In the scientific work of D. Dikova-Favorska,
analysing the individual psychological traits of male
victims of domestic violence, she concludes that there
are common features that are observed in victims of
both male and female sex. In particular, there are the
following features: “low self-esteem, anxiety, neuroticism,
dependence, self-doubt, internal aggressiveness, loss
of orientation, as well as lack of formation of moral
values, lack of value orientations regarding spiritual
development, low respect for oneself and others” [15,
p. 230]. The researcher also draws attention to cases of
male alcoholism, “when a woman, having no other
means of influence, resorts to psychological and eco-
nomic pressure, or even physical force” [16, p. 230].
D. Dikova-Favorska emphasises: “men who are sub-
jected to domestic violence often have sexual problems
or are marked by inadequate gender-role self-identifi-
cation; in such families, there is a confusion of social
roles, which is manifested primarily in the dominance
of women, complete subordination and helplessness
of a man who has a low level of needs and desires,
an unformed sense of self-esteem. The characteristic
behaviour of men in conflict is to choose a strategy
of avoidance (leaving home) or confrontation (retal-
iatory violence). Constructive resolution of the family
conflict was unsuccessful” [16, p. 230]. It follows from
the above that domestic violence, like victimisation in
domestic violence, has no age or gender boundaries.

Thus, the universal characteristics of victims of
domestic violence include psychological instability,
emotional exhaustion, unbalance, feelings of fear, anx-
iety, intemperance, disharmony. This is to a certain
extent combined with psychological incompatibility
with the abuser and accumulates outdated grievances,
thereby disturbing the psychological balance of these
individuals. Failure to independently break the cycle
of domestic violence and economic disorder, depen-
dence on a partner produces new acts of domestic
violence. Long-term conflicts of domestic violence from
time to time give rise to the formation of various forms
of deviant behaviour, both passive and active. This
in turn indicates an internal conflict of the individual
and provokes tragic consequences: bipolar disorder,
depression, auto-aggression, or suicide.

V. Papusha, summarising the conceptual pro-
visions regarding the nature of victim behaviour,
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identifies the following approaches: a) psychody-
namic approach; b) socio-cognitive; c¢) dispositional.
According to the psychodynamic approach, victim
behaviour is a “syndrome of pathological personal-
ity development” [38, p. 71]. The prerequisite for
victim behaviour in this case is “an unconscious inter-
nal-personal conflict” [38, p. 71]. In turn, V. Papusha
notes: “representatives of the socio-cognitive directly
a certain set of behavioural reactions and actions is
considered as prerequisites, formed over the course
of life”. Therewith, V. Papusha notes: ”according to the
dispositional approach, its weighty prerequisites are:
features of Family Education, forming victim disposi-
tions of the individual and self-stigma as a victim; in-
dividual reactions of the individual to environmental
conditions, taking into account the phenotype of his
parents; features of the influence of personal experi-
ence of ontogenetic development; value dispositions
of the individual, taking into account his social envi-
ronment” [38, p. 71].

The multiplicity and multifactorial nature of
victim behaviour naturally coordinates the researcher
to find out strategies for resolving conflicts in the fam-
ily-family household sphere and to the so-called phe-
nomenon of coping strategies. Coping in the example
from English means “to overcome”. Coping strategy
covers cognitive, emotional, and behavioural strate-
gies for coping with stressful environments. The defi-
nition of coping strategies of the individual allows
you to reveal and interpret the trend of style and be-
haviour patterns when overcoming various obstacles.
The phenomenon of coping strategies is quite clearly
manifested in the origin, formation, and development
of the model of overcoming difficulties in the family
and household family sphere and provides a certain
legal understanding of the abuser-victim, revealing
at the same time the prospects and conditions for the
transformation of stressful conflict situations, misun-
derstandings into motivating factors of domestic vio-
lence. This allows finding structural elements of the
genesis of victim behaviour of victims of domestic
violence in the polyphony of the deep conflict “do-
mestic violence”.

S. Hrabovska, M. Yesyp note the existence
of different approaches to the interpretation of the
phenomenon of coping strategy. Scientists distinguish
psychoanalytic, dispositional transactional directions.
Thus, according to the authors: “in the psychoanalyt-
ic approach, coping is understood as a mechanism of
psychological protection; dispositional — as a person’s
tendency to overcome difficulties, depending on the
personality traits of a person; transactional — as a set
of cognitive and behavioural efforts aimed at solving
a problem; in the resource approach, attention is focused
on the various opportunities that a person has” [98,
p. 188].

An important characteristic feature of choosing
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coping strategies is the relationship of coping strate-
gies with individual psychological personality traits.
Very revealing in this sense are the scientific achieve-
ments of Ukrainian scientists T. Klibais and K. Chernets
regarding the coping strategies of women who have
experienced domestic violence and suffer from domestic
violence. Thus, in 2019, T. Klebais and K. Chernets
presented to the academic community and a wide
audience the results of the study “coping strategies
and types of victim behaviour in women who have
experienced domestic violence and those who did not
have any facts of violence”. The results of the study
showed that among women who have suffered from
domestic violence, the most common coping strate-
gies are: a) “escape-avoidance”; b) “distancing” [15,
p. 153]. In addition, T. Klibais, K. Chernets note:”
women who have experienced domestic violence are
most often inclined to use confrontational coping, es-
cape-avoidance strategy and search for social support
in stressful situations” [15, p. 152]. Therewith,“the
most successful types of behaviour used by women
who have not experienced domestic violence were
identified: self-control strategies and problem-solv-
ing planning” [15, p. 153]. In addition, as T. Klibais
and K. Chernets note, “for women who have never
experienced domestic violence, the main coping strat-
egy is to create a plan to get out of a critical situa-
tion” [15, p. 152]. Currently, “women who have not
experienced domestic violence are more likely to use
a self-control strategy in demanding situations” [15,
p. 152].

The determinants of victimisation of victims of
domestic violence are a complex of interrelated factors
of a biological and social nature. Along with biological
factors, there are also social factors, namely the legal
and economic status in the social hierarchy, the level
of mandatory social security, the social role, etc. Bi-
ological factors include, first, the presence of certain
pathological changes in cells, tissues, and organs of
various etiological origin, which under certain condi-
tions give rise to the inability of the victim to ade-
quately defend their legal rights and interests and, ac-
cordingly, protect themselves and (or) their relatives
and relatives. Structural elements that characterise
individual psychological factors include intellectual,
sensory, and emotional loads in the personal sphere,
internal tension, and “frustration”. In the formation
and formation of victim behaviour and the affirma-
tion of the role of the victim in domestic violence,
actions and actions, views, reasoning produced by
pathogenic thinking acquire a peculiar significance.
Often, the first bricks of victim behaviour are laid in
childhood. When in the family circle, the family begins
to instil the label “victim” in a small child; they delay
with ideas, beliefs of pathogenic thinking and words like
“unhappy, ugly, loser”, thereby forming the “stigma
of the victim” and victim behaviour. The “victim stigma”
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and victim behaviour formed in primary socialisation
sometimes become one of the catalysts for domestic
violence and manifest themselves in the long-term
role of the victim, which has been fixed for years, and
the inability to independently break the circle of do-
mestic violence. A separate place in this sense is oc-
cupied by the so-called “victim syndrome”. Thus, in
the formation and development of victim behaviour
in family-household, family role interaction, along
with situational factors, environmental and genetic
factors occupy a prominent place.

The analysis of the studied problems suggests
that any inconsistency in family and household kin-
ship relations with the inability and lack of readiness,
desire, ability, and conditions for a constructive solu-
tion to the conflict gradually encourages the accumu-
lation of complaints and claims and the distribution
of roles of the abuser, victim, observers, instigators,
advisers. At the same time, with the identification of
the roles of participants in a deep polyphonic conflict
and a socially dangerous act, which is domestic vio-
lence, increased attention of the researcher is drawn
to finding out the analytical quantitative and qualita-
tive characteristics that are associated with the exis-
tence of the phenomenon of victimhood of victims of
domestic violence. It is the above-mentioned context
that determines the researcher to find out the stable
and natural in the problem of victimhood and victi-
misation of victims of domestic violence and, accord-
ingly, encourages the search for the relationship of the
individual, special and general, which in turn serves
as a significant factor for studying the relationship
between objective and subjective in the behaviour of
victims of domestic violence. Taking this approach
into account, the general classification characteristics
of victim behaviour are indicated. Therewith, it is nec-
essary to use both the fundamental and special foun-
dations of the doctrine of sacrifice. The fundamentals
stand for the initial canons of general victimology the-
ory and victim behaviour theory. Special principles
hold specific structural elements of victimhood of
certain types and groups, categories, namely victim-
hood of victims of domestic violence. In this process,
there is a close private abuser-victim interaction, sit-
uational conditions of the dynamics of legal reality,
psychological compatibility-incompatibility, culturally
defined narratives of a stereotypical model of legal
conduct, legal national mentality, cultural and tradi-
tional customs, fragmentary changes in the life cycle, etc.

Summing up the above provisions, it is also worth
noting the role of victimological prevention in the
field of preventing and countering domestic violence,
as a set of measures aimed at slowing down the rate of
victimisation and preventing, identifying, eliminat-
ing and neutralising victimhood factors. Under these
circumstances, victimological prevention is divided
into primary; secondary; tertiary prevention. Macro-,
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micro-, and meso-levels of victimological prevention
are also distinguished. General and special victimo-
logical prevention are distinguished by their target
orientation. Separately, we note social and individual
victimological prevention. In particular, individual
victimological prevention, along with social and spiri-
tual components, includes the individual’s own work
to improve their knowledge, skills, and abilities to
reduce the influence of victimogenic determination
factors and, accordingly, minimise victimogenic situ-
ations. This implies finding the individual’s own re-
sources, developing the individual’s own autonomy,
which, among other things, acts as a significant pre-
dictor of a harmonious well-coordinated existence of
the individual.

= Conclusions

Thus, the results of the study allowed us to emphasise
the complexity of the social phenomenon of domestic
violence as a social phenomenon and as a socially
dangerous act. The analysed main theoretical ap-
proaches provided an opportunity to highlight a wide
range of scientific views on the source of victimhood,
victim behaviour and identify moral, psychological,
mental, and legal characteristics of victims of domestic
violence. The results obtained indicate a complex sys-
tem of causal chain of macro-and microenvironment
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BiKTMONoOriyHi acnekTu noeeaiHKu
YXepTB AOMaLUHbOro HaCUNbCTBa

Onbra IBaHiBHa 3iHcy

HarrioHasibHa akajieMisi BHyTPIIIIHiX CIIpaB
03035, 1. Cosmom'sinchKa, 1, M. KuiB, Ykpaina

m AHOTAaNiA. AKTYaJIbHICTh TEMHU 3HAYHOI MipoI0 06yMOBJIeHa HeOOXiIHICTIO TTOTJTNOJIEHOTO AOCTiPKEHHS TAKOTO
CKJIQHOTO colLliaJIbHOTO (heHOMEHY, SIK JOMAalIllHE HaCUJIbCTBO, IO Mepefbavac 3’sAcyBaHHA 3aKOHOMipHOCTel
dopMyBaHHA BiKTMMHOI MOBEOiHKUA XePTB JOMAIIHHOTO HACWJIbCTBA. METOI CTATTi € BCTAHOBJIEHHA Ta
JOCJTiIKeHHA 3arajbHUX i CleliaJbHUX PUC, BJACTUBOCTEH, MPUPOAN BIiKTUMHOCTI, BIKTHUMi3allil, a TaKOX
BU3HAUeHHA crnenu@diky MOBeNiHKKA XePTB JOMAIIHBOIO HAaCWbCTBA. [[JiA peaJtizallii mocTaBjeHOI MeTU
BUKOPHUCTAHO KoMmIuieke (iiocodpchKuX, 3arajilbHOHAyKOBUX i CleliaJIbHO-IOPUAUYHUX MEeTOiB HayKOBOT'O
Mi3HaHHA. 3aCTOCOBAHO iCTOPUYHUM, OPiBHAJIBHO-IPABOBUI, CCTEMHUI, FTepMEeHEeBTUYHUI, CTPYKTYPHO-
(QyHKI[iOHaJIbHUI METOM, a TaK0X MeTOOU MOPiBHAHHA, y3arajibHeHHs TOIIO, fAKi cOpusaau eHeKTUBHOMY
HAyYKOBOMY IOIIYKY 0OpaHOTo npeaMeTa AOCTiKeHHA. YHACJIiJOK MPOoBeAeHOro JOCTiIKeHHA IPoaHasli30BaHO
KPHUMiHOJIOTO-BiKTUMOJIOTi4Hi acleKT! XepTB AOMAIIHbBOI'0 HAaCUJIbCTBA B KOHTEKCTI CyYaCHUX TEOPETUKO-
MPaBOBUX 3HaHb. PO3IJIAHYTO CYTHICTh JOMAIIIHHOTO HACKJIBCTBA K COLiaJIbHOTO SIBUILA Ta AK 3JI0YMHY. BUCBiTI€HO
3araJibHi MOJI0XEeHH: BiKTHMOJIOTII B rajIy3i HAyKOBO-KPHMMiHOJIOTiYHOI'O 3HAHHs, @ TAKOX OKpeMi BiKTHMOJIOTi4Hi
XapaKTepPUCTUKU XepTB JOMAIIHbOTO HACUJIbCTBA. PO3KPUTO CYyTHICTh i XapaKTepHi 0COOJIUBOCTI BiKTUMHOL
MOBeiHKY, BUOKPEMJIEHO YMHHUKHU BIiKTMMHOCTI Ta BikTUMizarii OnmucaHo THUIIOBI KomiHr-cTtparerii. Ha
MiJCTaBi MiXKAMCLUIUIIHAPHOTO aHaJli3y BiKTUMHOI MOBEeJiHKHU XepPTB JOMAITHbOTO HACUJIBCTBA BCTAHOBJIEHO
TICUXOJIOTiUHi Ta MPaBOBi acleKTU Pi3HUX AeMorpadiuHUX CerMeHTiB XepTB JOMAIIHbOI'O HAaCUJILCTBA 3a
CTaTeBOI0 Ta BiKOBOIO HAJIEXKHICTIO: XiHKM, YOJIOBiKHM, AiTH. BU3HaueHO cuCcTeMy NPUYUHOBO-HACJIiOKOBOTO
B3a€EMO3B’AI3KY «XKepTBa — KPUBAHUK — BiKTMMHA MOBeJiHKa» Y JOMAaIIHbOMY HaCWJIbCTBi. BcTaHOBJIEHO, IO
JXKepTBaM IIUX IPOTUIPABHUX AifAHb IpUTaMaHHi 03HaKN eMOLiMHNX i TOBEeJiHKOBUX PO3JIafiB, AKi CIPUYNHEHi
CUCTEeMAaTUYHUMU aKTaMH JOMAIIHbOTO HACWJIbCTBA. BUKJIaleHi B HAYKOBill CTaTTi MOJIOXKEHHA MOXYTh
OyTU BUKOPHUCTaHi y: MPaBO3aCTOCOBHIN AiAJBHOCTI IiJg yac po3pobjieHHs, YIOCKOHAJIeHHA peKoMeHAamii 3
NUTaHb 3anobiraHHsA, TPOTUAIl JOMAIIHbOMY HaCUJIbCTBY; HAYKOBO-AOCIiHIl AiAJIbHOCTI — JJIA TOAAJIBILIOTO
JOCJIiIKeHH:A MpobJieMaTUKU JOMAaIIHOTO HaCUJIbCTBA 11 pO3p0O0JIeHHA 3arajilbHOTEOPETUYHUX i MPaKTUIHUX
peKoMeHallil, 3aX0/4iB; OCBITHBOMY ITPOILIeCi — ITiJ] Yac MiATOTOBKH JIEKIIili, ceMiHapiB 3 KPUMiHOJIOTi1, BIKTUMOJIOTII,
KpUMiHaJIBbHOTO IpaBa, CiMeHHOIr0o mpaBa, COIiaJIbHOI MCUXOJIOTil, IOPUAUYHOL MICHUXO0JIOTil, IPeBEeHTHUBHOI
TICUXOJIOTi1

m Ki1io4oBi cjioBa: mpaBoBa MMOBE/IiHKA; JOMAIITHE HACUJIbCTBO; 3JI0YMH; KPUBIHUK; )K€PTBA; KOMiHT-CTpaTeril
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m Abstract. The reform of the criminal procedure legislation and the judicial system of Ukraine actualises the
need to clarify the boundaries of the court’s activity in criminal proceedings, its role in collecting, verifying,
and evaluating evidence to establish circumstances relevant to criminal proceedings. The purpose of the study
is to investigate the provisions of the current criminal procedure legislation in terms of examination and
evaluation of evidence by the court. A system of general scientific and special research methods was used to
achieve the goals set, including dialectical, system and structural, statistical, and system analysis methods. It is
proved that within the framework of judicial proceedings, a judge, as a subject of examination and evaluation
of evidence, carries out certain research activities. It is proved that this activity is aimed at establishing
circumstances and reproducing certain fragments of reality that prove or refute the facts, which results in the
formation of an internal conviction in the judge and, ultimately, a court decision. The priority importance of
such a basis of criminal proceedings as the immediacy of the examination of testimony, items, and documents
is emphasised, which contributes to the full clarification of the circumstances of the proceedings and its
objective solution. The study results will contribute to the development of the justice system, considering the
best international practices in the context of adversarial criminal proceedings, ensuring the correct and timely

consideration of criminal proceedings

m Keywords: trial; testimony; pre-trial investigation; evidence; verdict; procedural decision

m Introduction

Modern practice of implementing judicial procedures
and certain judicial powers shows the need to build a
scientifically based concept for the further development
of legal proceedings in Ukraine, considering both the
doctrine of the Ukrainian criminal process and the
experience of international human rights practice. Of
particular importance is the issue of determining the
boundaries of the court’s activity in criminal proceed-
ings as an important prerequisite for justice. This, in
particular, is confirmed by documents that define pri-
orities for improving legislation on the judicial system,
the status of judges, judicial proceedings, and other
institutions of justice. Thus, the strategy for the devel-
opment of the justice system and constitutional court
proceedings for 2021-2023 defines the main principles
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and areas for the development of the justice system,
taking into account the best international practices.
The document [1] outlines priorities for improving
legislation on the judicial system, the status of judges,
judicial proceedings, and other institutions of justice,
introducing urgent measures to improve the activities
of legal institutions. One of the tasks of the strategy is
to improve access to justice.

At the same time, data from modern opinion
polls show that society has less and less confidence in
the courts and judges. Thus, the level of trust in the
judicial power of Ukraine among persons who par-
ticipated in judicial procedures is 40%, and among
persons who were not participants in judicial proce-
dures — 13% [2]. One of these factors is the unneces-
sarily long consideration of criminal proceedings in
court. Correct and timely consideration of criminal
proceedings that can ensure an adversarial criminal
process is a characteristic feature of a modern state
governed by the rule of law. This fact should encour-
age the rethinking of certain forms of functioning of
the judicial system, considering measures of a theoret-
ical, legislative, and applied nature.
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The above encourages theoretical and praxeo-
logical discussion, actualises the discussion of issues
of optimising the court’s activities for the study and
evaluation of evidence in criminal proceedings. Prob-
lematic issues of the court’s participation in the ex-
amination of the circumstances of a criminal offence
and their assessment in criminal proceedings have
served as the subject of research by many modern
processalists, whose studies are mainly devoted to
highlighting the criteria for evaluating evidence, in
particular through the prism of the categories “be-
longing”, “admissibility”, “reliability of significance”
and “sufficiency of evidence” [3], the phenomenon of
internal persuasion as a manifestation of personal ideas
about justice, duty, correctness, expediency [4], the
subject and limits of proof [5], the concept of verbal
probabilities [6-7]. A separate block of papers is devoted
to the procedure for interpreting evidence in criminal
proceedings and related issues of their affiliation, ad-
missibility, and sufficiency, the order of their exam-
ination in a court session [8-10], the key principles of
this process [11-12]. At the same time, most of these
papers relate to the general provisions of evidence
in judicial criminal proceedings or other theoretical
and practical aspects of the theory of evidence, and
therefore, questions about the content of the court’s
activities in the study and evaluation of evidence in
adversarial criminal proceedings remain insufficiently
covered.

On the agenda of Ukrainian legislators is the
revision of many methodological provisions of the
criminal process. This is conditioned by the accelerated
pace of increasing the volume of scientific knowledge,
which naturally implies the need to improve existing
and create new, more effective methods of assimilation
and practical application of the acquired knowledge,
improve the relevant legislation. The reform of the
criminal procedure legislation and the judicial system
of Ukraine actualises, in particular, the need to clarify
the role of the court in the examination and evaluation
of evidence in criminal proceedings.

The adoption of the new Criminal Procedure
Code of Ukraine in 2012 [13] was marked by a change
in the legal regulation of the judicial procedure. The
key principles of the normative array were the priority
of protecting the rights and freedoms, legitimate in-
terests of a person and citizen, and the introduction of
an adversarial model of criminal proceedings and, as
a result, changing the functions and role of the court
when considering a criminal case.

Considering the above, the doctrine of criminal
procedure raises questions about the limits of activity
of the court as a subject of examination and evalu-
ation of evidence in criminal proceedings. Thus, some
modern researchers [14] quite rightly state the debatable
nature of this issue, because theorists and practitioners,
on the one hand, consider the court as a key subject
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of the process of establishing objective reality in
criminal proceedings, comprehensive and objective
investigation, and on the other — emphasise minimising
the level of activity and initiative of the court, which
is indicated by the essence of its procedural function
in the context of examination and evaluation of evi-
dence.

The purpose of the study is to analyse the pro-
visions of the current criminal procedure legislation
and the specifics of its application in terms of clarify-
ing the place and role of the court in the evaluation
of evidence, which is achieved by solving problems
to clarify the essence of such concepts as “immediacy of
the study of testimony, items, and documents”, “ad-
versarial criminal process”, “internal conviction of a
judge”.

= Materials and Methods

In the process of investigating the problem based on
the analysis of the norms of criminal procedure legislation,
general scientific and special methods of scientific
knowledge were used. The methodological basis of the
study is the dialectical approach, which revealed the
specifics of the process of examination and evaluation
of evidence in criminal proceedings in the dynamics
and interrelation of the relevant components of the
court’s activities. In addition, the main components of
the methodological tools were: system analysis, which
was applied within the framework of the analysis of
legal norms regulating the participation of the court in
the examination and evaluation of evidence in adver-
sarial criminal proceedings; system and structural —
during the examination of the stages of proof and the
role of the court in them, the essence and features of
the implementation of such concepts as “immediacy
of the examination of testimony, items, and documents”,
“adversarial criminal process”, “internal conviction of
a judge”; statistical - for the study and generalisation
of judicial practice in this area. These and other gen-
eral scientific methods (generalisation, comparison,
modelling) were used in the study in interrelation and
interdependence, which ensured the completeness and
completeness of the analysis of the court’s activities
during the examination and evaluation of evidence in
criminal proceedings.

The theoretical basis for this study is the research
papers on criminal procedure, civil law, general the-
ory of state and law, other legal sciences, psychology,
and sociology. The normative legal basis of the study
is the Constitution of Ukraine [15], the Criminal Pro-
cedure Code of Ukraine [13], current Ukrainian and
international laws and regulations, and decisions of the
Supreme Court of Ukraine [1; 16-17].

= Results and Discussion

Article 23 of the Criminal Procedure Code of Ukraine [13]
defines that “the court examines evidence directly”,
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and “receives the testimony of participants in criminal
proceedings orally”. This provision indicates that the
oral testimony of participants in criminal proceedings
as a result of their direct investigation in the course
of judicial proceedings is perceived and evaluated by
the court based on the so-called internal conviction
of the judge. The legislator repeatedly uses the concept
of “examination of evidence” in relation to the stage
of judicial proceedings (Art. 319, 322, 339, 349,
352, 357, 358, 359, 386 Criminal Procedure Code of
Ukraine) [18]. All subjects of judicial criminal pro-
ceedings are endowed with certain powers, rights,
and obligations in the field of evidence. The specifics
of these powers depend on the procedural function
of the relevant subject, its procedural status, and the
nature of the powers.

The court, to verify the ownership, admissibility,
and reliability of evidence provided by the parties to
criminal proceedings, has the following powers: to in-
clude questions in the decision to conduct an expert
examination (Part 3 of Article 332 of the Criminal Proce-
dure Code); to ask questions during the interrogation
of the accused (Article 351), witnesses (Article 352 of
the Criminal Procedure Code), the victim (Article 353 of
the Criminal Procedure Code) or an expert (Article 356
of the Criminal Procedure Code). Certain provisions
of the Criminal Procedure Code of Ukraine also indi-
cate the need for the court to carry out a certain ac-
tivity in establishing the circumstances of a criminal
offence. At the initiative of the court, some investiga-
tive (search) actions may also be carried out, in par-
ticular: interrogation of an expert (Part 1 of Article 356
of the Criminal Procedure Code); examination of docu-
ments (Article 358 of the Criminal Procedure Code);
on-site examination (Article 361 of the Criminal Pro-
cedure Code); examination in accordance with Part 2
of Article 332 of the Criminal Procedure Code; repeated
interrogation of a witness (Part 13 of Article 352 of
the Criminal Procedure Code); simultaneous interro-
gation (Part 14 of Article 352 of the Criminal Procedure
Code) [13].

An important group of issues to be resolved by
the court consists of those that are related to the provi-
sion and examination of evidence in the course of ju-
dicial proceedings. In the context of this, the authors
share the opinion of researchers from the University
of California, B. Thompson and E. Schumann, who
define the examination of evidence in court proceed-
ings as “the mental and practical activity of the court
regulated by the Criminal Procedure Code with the
active involvement of participants in court proceed-
ings and the assistance of other participants in crimi-
nal proceedings” [19]. At the same time, Ukrainian
researchers [20, p. 731] argue that this activity pro-
vides for establishing the ownership, reliability, and
admissibility of evidence by analysing each of them,
comparing them with other evidence, and obtaining
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evidence that confirms or refutes the ownership, re-
liability, and admissibility of the examined evidence.

The importance of such a areas of judicial activity
as the administration of justice requires the creation
of such conditions for studying the actual circumstances
of a criminal offence that would ensure the adoption
of an informed court decision. Considering the principle
of adversarial proceedings as one of the key principles
of judicial proceedings defined in paragraph 4 of Part 3
of Article 129 of the Constitution of Ukraine [15], par-
ticipants of criminal proceedings are endowed with
equal rights to examine evidence and prove its credibil-
ity in the criminal proceedings in court. Instead, the
court must create the necessary conditions for the par-
ticipants in the proceedings to exercise their procedural
rights.

According to Part 1 of Article 23 of the Criminal
Procedure Code of Ukraine, “the court receives the
testimony of participants in criminal proceedings
orally” [13]. Part 2 of this Article states that “informa-
tion contained in statements, items, and documents
that were not the subject of direct research by the
court, except in cases provided for by this Code, cannot
be recognised as evidence”. Thus, this refers to the
“immediacy of the examination of testimony, items,
and documents” as a general basis of criminal pro-
ceedings, which is defined in paragraph 16 of Part 1
of Article 7 [13].

It is important in the context of establishing
the circumstances of criminal proceedings, and its
objective solution. This refers to the ability of the court
to properly investigate and verify, evaluate them ac-
cording to the criteria provided for in Part 1 of Article 94
of the Criminal Procedure Code of Ukraine [13], on
the basis of which to form a complete and objective
idea of the actual circumstances of certain criminal
proceedings. Thus, paragraph 18 of the Resolution of the
Supreme Court of Ukraine of 01/21/2016 in case
No. 5-249ks16 States: “the immediacy of the examina-
tion of evidence means the requirement of the law
addressed to the court on the examination of all evidence
collected in a particular criminal proceeding by inter-
rogating accused, victims, witnesses, an expert, ex-
amining material evidence, announcing documents,
playing audio and video recordings, etc.” [16].

Determining the limits of the court’s participa-
tion in the examination of evidence in court proceed-
ings, the conclusions of V. Nor regarding the inad-
missibility of the perception of the court purely as a
passive observer of the legal duel of the parties are rel-
evant [21, p. 358-359]. After all, it is indisputable that
the court should not only monitor compliance with a
certain procedure for further making an informed deci-
sion, but also conduct investigative and judicial actions
regarding the study of evidence provided by the parties.

The most common procedural means of exam-
ining evidence in judicial criminal proceedings are
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investigative (search) actions, in particular, interroga-
tion in court. The general procedure and sequence of
interrogation of witnesses, victims, suspects, and ac-
cused persons, features of interrogation of minors of
different procedural status, conducting interrogation
in video conference mode, etc., are defined in Arti-
cles 351-354, 356 of the Criminal Procedure Code of
Ukraine [13]. In case of non-compliance with the pro-
cedural rules for conducting an investigative (search)
action, it is considered invalid.

Persons who have information about the cir-
cumstances of a criminal case give evidence in court,
which is actually considered a judicial interrogation.
And this method is not limited only to the process of
voicing the testimony of the person being interrogated
in court, and its essence consists in questioning the
person being interrogated, giving oral testimony (in
the form of a free story or answers to questions asked),
perception (listening) to the testimony by a subject who
procedurally or situationally conducts the appropriate
type (stage or phase) of judicial interrogation.

The person being questioned may be prompted
to give evidence by the court, prosecutor, defence law-
yer, the victim themself, or other participants in the
trial. The evidence provided allows proving or refuting
the facts consolidated in the procedural sources of ev-
idence, based on which the court forms an internal
belief about the facts of objective reality that have
become the subject of examination in court. N. Maksy-
myshyn statements [22, p. 136] regarding the fact
that during interrogation the person should be given an
opportunity to express themself exhaustively without
interfering or making comments, after which additional
questions can be asked to detail what has been said
and to establish the circumstances that are essential to
the case are appropriate. This is the essence of forensic
investigation as a cognitive and verification operation.

After interrogating a witness, victim, or expert
by the parties to criminal proceedings, they may be
asked questions by the presiding judge and judges
(Part 1 of Article 351, Part 12 of Article 352, Part 2
of Article 353, Part 2 of Article 356 of the Criminal
Procedure Code of Ukraine) [13]. The presiding judge
interrogates the accused last, which does not deprive
them of the right to clarify and supplement the answers
of the accused to ask them questions throughout their
interrogation by participants in court proceedings
(Part 1 of Article 351 of the Criminal Procedure Code
of Ukraine) [13]. Such powers of the presiding judge
to examine evidence during an interrogation in court
are much broader than those of other participants in it.

The study suggests that such a procedure for
interrogating persons does not create obstacles for the
court to take an active position in clarifying the circum-
stances of criminal proceedings during the interroga-
tion. It is necessary to clarify this position through
the prism of research into categories of “activity” and
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“initiative”. It is appropriate to consider the concept
by V. Vapniarchuk, according to which these terms
are similar in content, although they have different
shades of value. The researcher’s conclusions regarding
the fact that initiative activity is implemented on its
own impulse and “is not mandatory for the subject
who carries it out” are valid [23, p. 237]. At the same
time, this activity is usually determined by the lead-
ership of a particular body and corresponds to its
functional load, while activity serves as its essential
characteristic. In addition, within the framework of
the above conceptual vision, it is also necessary to con-
sider the interdependence of these categories, because
the initiative activity is a manifestation of a certain
degree of activity, while a high degree of activity will
encourage appropriate initiatives. In this context, ini-
tiative activity is a narrower category, that is, a com-
ponent of the court activity.

If during the trial there are contradictions be-
tween the already interrogated participants in crim-
inal proceedings, according to Part 15 of Article 352
of the Criminal Procedure Code of Ukraine, “the court
has the right to appoint a simultaneous interrogation
of two or more already interrogated participants in
criminal proceedings (witnesses, victims, accused) to
find out the reasons for the discrepancy in their tes-
timony, which is carried out according to the rules
established by Part 9 of Article 224 of the Criminal
Procedure Code of Ukraine” [13].

It is worth paying attention to the procedural
procedure defined by the Criminal Procedure Code of
Ukraine for clarifying the circumstances of criminal
proceedings in the examination of written and physical
evidence. Before starting the examination of material
evidence, the presiding judge explains to the partici-
pants of the court proceedings their right “to draw the
court’s attention to certain circumstances related to
the item and its inspection” (Part 1 of Article 357 of
the Criminal Procedure Code of Ukraine), and “the
right to ask questions about material evidence to
witnesses, experts, specialists who examined them”
(Part 3 of Article 357 of the Criminal Procedure Code
of Ukraine) [13]. At the same time, Part 1 of Arti-
cle 363 of the Criminal Procedure Code of Ukraine
States: “after clarifying the circumstances established
during criminal proceedings and verifying them with
evidence, the presiding judge at the court session is
obliged to find out from the participants in the court
proceedings whether they want to supplement the trial
and what exactly” [13].

The provisions of the Criminal Procedure Code
of Ukraine define general rules for determining the
reliability of testimony, items, and documents. For
example, to verify the authenticity of documents,
participants in criminal proceedings are granted the
right to: “ask questions about documents to witnesses,

experts, specialists”; “ask the court to exclude it from
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the list of evidence and decide the case on the basis of
other evidence or appoint an appropriate expert exam-
ination of this document” (Parts 2 and 3 of Article 358 of
the Criminal Procedure Code of Ukraine) [13].

Investigating this issue, A. Dekhtiar emphasises
the importance of such a method of establishing the
reliability of evidence (documents as the appointment
by the court of various types of examinations (author-
ship, handwriting, phototechnical, etc.) [24, p. 324].
Under these conditions, participants in criminal pro-
ceedings have the right to ask the expert questions
that are subject to inclusion in the court’s decision
on the appointment of an expert examination. At the
same time, “the court has the right not to include in
the decision questions raised by participants in court
proceedings, if the answers to them do not relate to
criminal proceedings or are not relevant for the trial,
justifying such a decision in the resolution” (Part 3
of Article 332 of the Criminal Procedure Code of the
Russian Federation) [13].

The authors of this study agree with the position
of M. Shevchuk, that legitimate and permissible is
also the activity of the court regarding the examina-
tion of evidence, which is manifested in its ability to
independently fill in the incompleteness of the study
of specific evidence, which is caused by the passivity
of the parties in its presentation in the court session,
by a more thorough, comprehensive examination of
the evidence [25, p. 108]. For example, the court may
examine in more detail the objects and documents
provided to it by the party or other participants in
the proceedings; ask the interrogated witness addi-
tional clarifying questions; consider it necessary to
conduct an inspection of the scene of the incident; in
addition, the court may ask questions to the partici-
pants of the criminal proceedings who participate in
it at the place of inspection.

The unconditional organisational influence of
the presiding judge in the court session, because the
judge, according to Article 321 of the Criminal Pro-
cedure Code of Ukraine, “directs the course of the
court session, ensures compliance with the sequence
and procedure for performing procedural actions, the
exercise of their procedural rights by participants in
criminal proceedings and the performance of their
duties, directs the trial to ensure clarification of all
the circumstances of criminal proceedings, eliminat-
ing from the trial everything that does not matter for
criminal proceedings” [13].

At the same time, according to Part 1 of Ar-
ticle 94 of the Criminal Procedure Code of Ukraine,
“the court, according to its internal conviction, which
is based on a comprehensive, complete, and impartial
study of all the circumstances of criminal proceed-
ings, guided by the law, evaluates each evidence in
terms of belonging, admissibility, reliability, and the
totality of collected evidence - in terms of sufficiency
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and interrelation for making an appropriate procedural
decision”. In addition, Part 2 of this Article states:
“no evidence has a pre-established force” [13].

The assessment of evidence is final in nature
for resolving issues that arise during the movement
of criminal proceedings [26-27], and the Criminal
Procedure Code of Ukraine provides for the appro-
priate procedure for the activities of participants in
criminal proceedings in identifying inconsistency of
factual data with the criteria of belonging, admissibility,
and credibility. Evaluation of evidence is actually the
mental activity of a judge aimed at establishing evi-
dence, its affiliation, and admissibility.

In the process of developing the theory of ev-
idence as one of the areas of the criminal process,
various approaches to defining the concept of evalu-
ating evidence were outlined. The positions of those
authors, according to whose research, the assessment
of evidence is not limited to the purely mental work
of the subject of knowledge, should be recognised as
appropriate. Thus, for example, A. Stoian substantiates
the two-component structure of the process of evalu-
ating evidence, that is, the presence of internal (logical)
and external (legal). This refers to logical and psy-
chological, and legal aspects [28]. Considering the
above, the assessment of evidence can be defined as
the practical and mental activity of authorised sub-
jects of criminal proceedings regulated by law to de-
termine the affiliation, admissibility, sufficiency, reli-
ability of evidence, and their relationship for making
an appropriate procedural decision.

One of the most important criteria for evalu-
ating evidence should be considered its admissibility.
The inadmissibility of evidence is the opposite of its
admissibility. The inadmissibility of evidence is deter-
mined by the following criteria: obtaining evidence
by unauthorised subjects; obtaining evidence from
an improper source; violation of the procedure for
obtaining evidence established by law. Clearly inad-
missible evidence is evidence that is: obtained by the
pre-trial investigation body in accordance with the
procedure not provided for by the procedural law;
obtained by the pre-trial investigation body in viola-
tion of the procedure provided for by the procedural
law; evidence obtained as a result of a significant vi-
olation of human rights and freedoms. Part 2 of Ar-
ticle 89 of the Criminal Procedure Code of Ukraine
states: “if an obvious inadmissibility of evidence is
established during the trial, the court recognises this
evidence as inadmissible, which entails the impossi-
bility of examining such evidence or the termination
of its evaluation in a court session, if such examination
was initiated” [13].

In the research literature, it has been repeatedly
noted that the court in no case can independently
initiate the procedure for declaring evidence inad-
missible during the trial, arguing that otherwise the

Scientific Journal of the National Academy of Internal Affairs, 27(1)




The court as a subject of examination and evaluation of evidence in criminal proceedings

principle of adversarial parties will be violated. The
court must decide on the admissibility of evidence
in the sentencing process, determining the reasons for
which it recognises this or that evidence as inadmissible.

The final evaluation of the admissibility of
evidence is carried out by the court when passing a
sentence. According to the Criminal Procedure Code
of the Russian Federation, it is the court that decides
the issue of admissibility of evidence during its as-
sessment in the consultation room when making a court
decision (Part 1 of Article 89).

The law requires that the court consider all the
circumstances of criminal proceedings in aggregate
and on this basis develop its internal conviction to
assess evidence based on an objective vision of what
has been done, that is, the results of an impartial
knowledge of the circumstances of a criminal case in
exact accordance with reality. Only then a complete
conviction that certain factual circumstances actually
occurred in the past can be developed.

Having systematised and analysed the opinions
of researchers, it can be concluded that internal be-
lief is an element of mental activity for the examina-
tion and evaluation of evidence, formed during the
consideration of criminal proceedings in essence, the
judge’s idea of how to resolve a dispute.

The court remains solely responsible for resolving
issues under Article 368 of the Criminal Procedure Code.
A guilty verdict cannot be based on assumptions, it is
accepted only if during the court session the defendant’s
guilt in committing a criminal offence is proved [29,
p- 78].

When administering justice, a judge is obliged to
form an internal belief based not on personal, subjec-
tive ideas or preferences, but based on value judgments
that are the result of proving or refuting the facts
available in procedural sources. Internal persuasion,
on the one hand, appears as a method of evaluating
evidence, and on the other — as a result of this assess-
ment, formed based on confidence in the reliability of
evidence, the correctness of the conclusions reached
by the court in the framework of criminal proceedings.

m Conclusions

Summing up the results of studying the issues of ex-
amination and evaluation by the court of evidence in

m References

criminal proceedings, it can be stated that during the
trial, the judge carries out research activities, examin-
ing and evaluating the available evidence, the result
of which is the reproduction of a particular fragment
of reality, the reconstruction of all the circumstances
necessary for the court to make a court decision.
Moreover, one of the key foundations of this process
is the immediacy of the study of testimony, items,
and documents in judicial criminal proceedings, which
structurally consists of two elements: personal percep-
tion of evidence by participants who examine it, and
substantiation of the decision by evidence that has
been examined and evaluated personally.

Evaluation of evidence as one of the stages of
proof is a type of mental activity. At the stage of judicial
proceedings, the basic factor in the establishment of
the assessment of evidence by the judge, along with
the procedural conclusions obtained in the course of
judicial proceedings, is the so-called internal belief,
which is the perception and understanding of per-
ceived information through the prism of knowledge
of substantive and procedural law, the judge’s cate-
gorical confidence that they give a correct assessment
of all the evidence available in the proceedings and
that the conclusion that they made based on studying
all issues is correct, meets the requirements of the law,
justice and in no way restricts human rights.

Internal conviction of the judge, which makes
allows forming in the consultation room conclusions
about the guilt/innocence of a person, which are the
basis of the verdict based on appropriate, permissible,
reliable, and sufficient evidence in their relationship.
The conviction of judges is based primarily on their
legal awareness, the whole set of views, ideas, a sense
of justice (as a subjective factor in forming the inter-
nal conviction of judges), on their direct examination
of evidence during criminal proceedings, oral hearing
of the testimony of participants in criminal proceed-
ings (as an objective factor).

These conclusions encourage further study on
the limits of the court’s activity as a subject of exam-
ination and evaluation of evidence in criminal pro-
ceedings, optimisation of the criteria of this process
to build a scientifically based concept for the further
development of legal proceedings in Ukraine.
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CyA 9K cy6’eKT AocnigaXXeHHs Ta OUiHKU AOKas3iB
Y KPUMiHasIbHOMY NpPoOBaaXXeHHi

Onekcin AHaToninosu4y Pmxxum

JIpBiBCBKMI AepXaBHUI YHiBepCUTET BHYTPIIIHIX CIIpaB
79000, Byn. l'opogounbka, 26, M. JIbBiB, YkpaiHa

m AHoTanisa. PedopMyBaHHsA KpUMiHaJIBHOTO MPOIECyaJIbHOTO 3aKOHOJABCTBa Ta Cy[OBOI CUCTEMH YKpaiHU
aKTyaJiszye HeoOXiIHICTh 3’ACYyBaHHA MeX aKTUBHOCTI Cyly B KPUMiHaJIbHOMY Mpolieci, ioro poJib y 301MpaHHi,
mepeBipIli ¥ OLiHII AOKa3iB 3 MeTOH BCTAHOBJIEHHA OOCTaBUH, IO MalOTh 3HAYeHHA AJIA KPUMiHAJIbHOTO
MpoBaikeHHA. MeTow HayKoBOl poOOTH € BHUBUEHHA NOJIOXKEHb YMHHOTO KPUMIiHAJIBHOTO MPOLieCyaibHOTO
3aKOHOJABCTBa B YaCTHHi [OCIiXeHHA M OLiHKU CyAoM AoKasiB. [Ijd AOCATHEHHA IIOCTaBJIEHOI MeTU
BUKOPHCTAHO CUCTEMY 3arajilbHOHAyKOBUX i CIielliaJIbHUX MeTOMiB JOCJIiIXKeHH:A, cepel AKUX JiaJIleKTUUYHUIH,
CUCTEMHO-CTPYKTYPHUM, CTATUCTUYHUI Ta METO/] CUCTEMHOr0 aHaJs1i3y. OOrpyHTOBaHO, II10 B MeXXaX CyJOBOTO
po3rJiAny B KpUMiHaJbHOMY IPOBAa[Xe€HHI CyAAA SAK Cy0’€KT OOCJiPKeHHA Ta OLiHKU AOKa3iB MpOBagUTh
NeBHY AOCJIiOHUIIBKY OisAJbHiICTHh. JloBeJeHO, IO 3a3HaueHa MOiAJIbHICTh CIpPAMOBaHA Ha BCTAHOBJIEHHA
o6CTaBUH i BiNTBOpEHH: MeBHUX (parMeHTiB AiMICHOCTI, AKi Jal0Th 3MOTy JOBECTU UM CIIPOCTyBaTu dakTy,
pe3yJIbTaTOM 40ro € GOpMyBaHHA B CyAAi BHYy TPIIHBOT'O IEpeKOHAHHSA Ta 3PEIITOI0 yXBaJia CyJ0OBOTO pillleHHA.
HaroJionieHo Ha mpiopuTeTHOMY 3HaUeHHi Takol 3acagu KPUMiHaJIbHOTO MPOBAXXeHHA, K Oe3rocepeHiCTh
JOCJIiIKeHHsA MOoKa3aHb, peueil i JOKYMEHTIB, 0 CIPHUsAE MOBHOMY 3’sCyBaHHIO OOCTaBUH MPOBAXeHH:A Ta
1i0ro 00’eKTUBHOMY BUpilleHHI0. OfiepkaHi pe3yJIbTaTh JOCJTiPKeHHA CIIPUATUMYTH PO3BUTKY CICTEMU IIPABOCY A
3 ypaxyBaHHAM KpalliX Mi>)kHapOJHUX IIPAKTUK ¥ KOHTEKCTi 3MaraJbHOr0 KpUMiHAJIbHOTO IIpoliecy, 3a0e3neuyoun
MpaBUJIBHUI Ta CBOEYACHUI PO3TJIAL KPUMiHaJIbHUX ITPOBAJXeHb

m Kuti090Bi cJ10Ba: cy1oBUIl pO3IJIAL; NOKa3aHHsA; JOCYA0Be PO3CIIiIyBaHHsA; NOKa3yBaHH:, BUPOK; IIPOLECyaIbHE
pilIeHHsA
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