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ensure community security. While conducting crime prevention awareness 

campaigns in communities, police also seek the assistance from community 

security guards to notify and encourage residents to participate in relevant 

activities. By providing anti-theft advice from police, serve as a bridge 

between communities and police agencies. The police departments, 

according to the results of satisfaction survey, will analyze what the key 

factors are contributing to crime, and conduct awareness campaigns 

accordingly to raise citizens’ crime prevention awareness. 

In China, there is a serious struggle for the moral character of 

society. Pornography is outlawed here. Control over print and video 

production is also entrusted to police units. Terrorism and drug business, as 

we know, are twins. The fight against drug trafficking is conducted not only 

by operational means, but also by propaganda, and not only through the 

media. The policemen are obliged to meet with schoolchildren, students, 

and talk with them about the harmfulness of drug addiction. Those who 

"hooked" on the needle or addicted to other "stupid" habits risk getting 

against their will for compulsory treatment. Moreover, the responsibility for 

addicted to the "dope" is not only relatives, but even his neighbors and local 

police inspector. 
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ACTUAL ISSUES OF PERSONAL DATA PROTECTION IN THE 
SOCIAL NETWORKS 

In recent years social networking sites are widely used not only for 

personal communication but also for solving business problems. For 

example, recruiters often use these resources to find candidates for the 

respective positions. The user must specify your personal data. How to 

protect yourself from fraudsters and other criminals in social net. 
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Any social network involves some information about the registered 

user. The list of the data can be quite wide - from the name, age, place of 

residence to favorite actor, colors, etc.  

Management of social networks together with users have a need to 

protect personal data. One of the most pressing security challenges in this 

context is to ensure the confidentiality, in other words - the provision of 

one’s personal data only to a predetermined group of people within a social 

network (such as friends only). In addition to privacy it is also important to 

ensure the integrity of personal data as well as mechanisms to ensure the 

authenticity of the user's page.  

Methods of protection. How can we protect one’s personal data? 

This will require the implementation of the following recommendations: 

Use the security mechanisms provided by the social networks; 

 Use common security mechanisms that are not tied to social 

networks;  

 Staying in a social network, perform actions which do not threaten 

your personal data.  

Let's explain what is meant by each of these points. 

Almost all social networks have rules of restricting access of 

different users to the information contained on the user page. For example, 

you can give access to one of your albums to all users, while to the other - 

only to friends.  Also you can provide the ability to view the posts' 

comments on your wall only to some of your friends. So, you can 

attentively configure access to your page in the social networks.  

We should also mention the search in the social networks which 

allows any user to view a specific list of information about a particular 

profile (even if it is protected from viewing by all other users of the social 

network). Its essence lies in the search of the (already known) profile using 

search filters. For example, all information we know about the profile is 

only the name and the country of residence. Entering this information in the 

search we get a number of profiles with the same parameters. Then we can 

add an additional filter such as the age. If the interested profile appears 

again in the search results, we can continue clarifying other information in a 

similar way, using other filters. If no, you need to use other filters. Of 

course the algorithm can be optimized [1]. 

Common security mechanisms which are not tied to social networks 

include the use of a secure protocol interaction with Webservers. In other 

words, when you enter and stay in the social network, you must use https. 

This ensures secure transmission of information over the network (but 

reduces the data transfer rate), including a bunch of login and password. But 

this protection technology must be supported by an information system 



44 

(almost all the social networks support it).The data of the user profile which 

is left by the browser in the form of files or records on the computer should 

be cleaned regularly. In some cases, such data may be used by malicious 

software to obtain from it some important information (e.g., the same bunch 

of login and password). It is also important to install suck pc programmes as 

antivirus. But do not forget about mobile devices with which recently many 

people enter the social network. These devices locally store personal data 

from social networks and also exposed to malware. Thus protect mobile 

devices too.  

Finally, social networks users should be mindful. For example, do 

not add strangers to friends or join suspicious groups, set incomprehensible 

applications within social networks. Also do not click on links received 

from strangers. In general, you need to follow some basic safety rules. 

 It is important to regard such thing as social engineering which is 

one of the most effective tools to obtain your personal information. Its 

essence lies in the creation of certain situations in which people by their 

own hands give their personal data to malefactor. Typically, these situations 

involve either introduction of a person in the uncomfortable psychological 

state in which it is necessary to take quick and usually wrong decision, or, 

on the contrary, the creation of the atmosphere of trust in which people are 

ready to talk about their personal information (but it will take much time).  

In the context of social networks an example of creating an 

uncomfortable psychological state can be on the phone call with the 

following phrase: "Good day! You are called from a social network 

"network name". My name is Andrey Ivanov, the operator № 4357. The fact 

is that at the present time somebody is connected to your profile from 

Canada and Indonesia. Please give me your login and password to protect 

your account." After such phrase some of the users will certainly give this 

information [2]. 

 So, here are some tips, how you can protect your account in the 

social network. I hope, they will be useful enough for you.  
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