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■ Introduction
The level of corruption, according to the research re-
sults of the international anti-corruption organisation 
Transparency International, remains consistently high 
in many countries of the world (for example, Azer-
baijan, Algeria, Iraq, Iran, Mexico, Nigeria, Pakistan, 
Uzbekistan)  [1]. Thus, one of the priorities of the 
domestic policy of these countries should be preven-
tion and counteraction to corruption, in particular 
its most widespread form – bribery (hereinafter the 
terms “bribery” and “obtaining illegal benefits by an 
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■ Abstract. Legislators and developers of by-laws and regulations, theorists and practitioners consider 
anti-corruption as one of the priorities of Ukraine's domestic policy. However, the work of law enforcement 
agencies in detecting and investigating corruption offences is not sufficiently productive. But it is in the legal 
regulation of operational and technical measures and covert investigative actions that several problems have 
accumulated, which determines the relevance of this study. The purpose of the work is to outline the range of 
problems of legal regulation and the practical application of operational and technical measures and relevant 
covert investigative actions in combating corruption offences related to bribery. The methodological tools 
are chosen according to the chosen purpose and considering the object and subject of the study. The study is 
based on the general dialectical method of cognition, which is used to explore social and legal phenomena 
and processes, and to establish their connections with the work of operational and investigative units of law 
enforcement agencies, prosecutors and courts. In addition, general scientific and specific methods of legal 
science were used, including: logical-legal (dogmatic); system-structural; comparative legal and comparative; 
and sociological. It is substantiated that a necessary condition for increasing the efficiency of the application 
of operational and technical measures and relevant covert investigative actions in combating corruption 
offences is the specification and detailing of legislative provisions that establish the content and procedure for 
conducting some activities. The law should define all operational and technical measures (and relevant covert 
investigative (search) actions), clearly distinguishing between audio, and video control of: a person; a publicly 
inaccessible place; a publicly accessible place, and visual surveillance of a publicly accessible place using 
photography, video recording and special technical means for surveillance. The practical value of the work 
is conditioned upon the prospects of using the results obtained to improve the legal regulation of operational 
and investigative activities and criminal proceedings
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official” will be used synonymously). In this regard, 
Ukraine is no exception.

For these reasons, the efforts of theorists and 
practitioners are devoted to overcoming corruption. 
Under international and state programs and grants, 
scientific research is conducted to identify the deter-
minants of corruption and improve anti-corruption 
activities. Therewith, these problems are raised both 
at the level of specific areas of public life (public ad-
ministration, education, medicine, construction, foreign 
direct investment) in individual countries (Brazil, India, 
China, Congo, Nigeria, Uganda, etc.) [2; 3] and in the 
global perspective [4; 5].

Admittedly, such studies are conducted by 
Ukrainian specialists. Among other things, they pur-
sue the purpose of using the international experience 
and achievements of scientists in Ukraine  [6;  7]. 
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Therewith, the attention of Ukrainian scientists and 
their colleagues from other countries is mostly de-
voted to general criminological measures to counter 
corruption. Therewith, there is a lack of attention 
to special criminological measures that are secretly 
used by law enforcement agencies.

Among such measures, operational and tech-
nical ones occupy an important place. Nowadays, 
counteraction to crime is impossible without using 
modern technical means (reconnaissance computer 
programs; means of removing information from 
transport telecommunication networks; means of 
covert visual and auditory control of publicly inac-
cessible places; means of covert entry into the prem-
ises; means of locating radio electronic means). How-
ever, the analysis of practice demonstrates that the 
legal regulation of operational and technical meas-
ures (OTM) is far from perfect. It has a very adverse 
impact on the efficiency of combating corruption of-
fences related to bribery and determines the relevance 
of this study.

The purpose of the research is to outline the 
range of problems of legal regulation and practical 
application of OTM in combating corruption offences 
connected with bribery ‒ with further identification 
of ways to solve these problems.

The achievement of this purpose necessitated 
the implementation of the following tasks:

‒ to cover the meaning of the concept of “opera-
tional and technical measures”; 

‒  to define the essence of specific OTM and 
identify problems that arise during their conduct in 
the framework of combating corruption-related bribery 
offences;

‒ to propose legal measures to eliminate these 
problems.

■ Literature review
In recent years, the vast majority of studies on com-
bating corruption crimes in Ukraine are criminolog- 
ical in their content, such as the works of V. Hura [8], 
A. Dobroskok [9], M. Kikalishvili [10], O. Lehka [11], 
V. Moiseienko [12], I. Tomchuk [13] and many oth-
ers. In addition, scientists from other countries prefer 
to explore the criminological component of the fight 
against corruption. Recently, the research results 
have been published on specific issues of combating 
corruption in Bangladesh [14], Brazil [15], Iran [16], 
China [17-19], Colombia [20], Nigeria [21; 22] etc. 
The same trend is observed in international studies 
on combating corruption in various spheres of social 
life, in particular, in the banking sector [23; 24], in 
the market economy [25; 26], in public administra-
tion [27], in sports [28], etc.

In addition, criminal law issues of fighting cor-
ruption are being actively explored in Ukraine. The works 
of A. Vozniuk [29], V. Kabaiev [30] are devoted to these 

aspects. V. Kartavtsev, I. Tomchuk & S. Prytula [31], 
I. Oheruk [32], I. Chuhunikov [33] and many others.

During this period, there were significantly 
fewer publications of research results on operational 
and investigative, forensic and criminal procedural 
problems of combating bribery-related offences. Such 
works include the work of I. Sukhachova [34], who 
covers the role of operational and investigative activ-
ities in detecting and investigating the receipt of il-
legal benefits by officials; R. Stepaniuk, V. Kikinchuk 
& M. Shcherbakovskyi [35], who explored the prob-
lems of proving corruption; O. Tarkan [36], who de-
termined the specifics of investigative actions within 
the pre-trial investigation of bribery by police officers; 
V. Shevchuk [37], who explored the identification of 
signs of corruption criminal offences as a structural 
element of forensic investigation methodology. In ad-
dition, there is a lack of research on forensic and crimi-
nal procedural problems of combating bribery-related 
offences, which are represented by single works [38].

Even narrower is the range of studies that ad-
dress using modern technologies and equipment in the 
fight against corruption. Such studies are mainly de-
signed to explore the efficiency of open use of infor-
mation and telecommunication technologies in pre-
venting and detecting corruption [39; 40]. The issue 
of legal regulation of the covert use of technology in 
the operative and investigative and criminal proce-
dural counteraction to corruption offences related to 
bribery has not yet been comprehensively explored.

Therewith, the scientific foundation for such 
research has already been established by Ukrainian 
(S. Albul [41], A. Cherniak [42], I. Kharaberiush [43], 
S. Kniaziev [44] etc.) and foreign (C. Atkinson [45], 
E. Kruisbergen [46], B. Loftus [47], R. Schlembach [48])  
scientists in the field of covert methods of obtaining 
information. In addition, nowadays, Ukrainian sci-
entists are exploring the issues of investigating crim-
inal offences using the latest digital technologies, 
integrating the latest achievements of science and 
technology into forensic science to implement a strategy 
for solving crimes in the digital era [49].

■ Materials and methods
Considering the subject and purpose of the study, 
its object and subject, the corresponding methodo-
logical tools were chosen. The main component of it 
was the general scientific dialectical method of cog-
nition, which was used in the study of the activities 
of operational and investigative units of law enforce-
ment agencies, prosecutors and courts in the field of 
counteracting corruption in their interconnection. 
In addition, the author used general scientific and 
specific methods of legal science, including: logical 
and legal (dogmatic) – to improve the terminology, 
develop proposals for amendments and additions to 
legislation, systemic and structural – to determine the 
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content of the studied categories and legal phenomena, 
in particular the development of the terminology, 
systematisation of theoretical achievements on the 
subject of this research, comprehensive analysis of 
the provisions of legal acts and the practice of their 
application; comparative legal and comparative  – for 
comparative analysis of Ukrainian legislation and 
regulations that constitute the legal foundation for 
using covert methods of work of law enforcement au-
thorities with using operational and technical means.

These methods were used at all stages of the 
study, which include: defining the scientific problem, 
setting the purpose and objectives of the study; de-
tailing the content of the category “operational and 
technical measures”; determining the legal and actu-
al content of each OTM, which was embodied in the 
legislation of Ukraine; analysis of the practice of us-
ing individual OTM in combating corruption offences 
related to bribery to identify problems of legal regu-
lation; development of ways to solve these problems.

The theoretical foundation of the study was based 
on the results of recent fundamental research of Ukrainian 
and foreign scientists in the following areas: combating 
corruption offences; conducting covert investigative ac-
tivities (CI(S)A) and operative-search activities (OSA) 
by law enforcement agencies; using operational tech-
niques for the detection and investigation of offences.

The empirical base of the study is the official 
statistical data, and materials of criminal proceed-
ings on corruption crimes related to bribery (a total 
of 89 criminal cases were explored, including un-
der individual articles of the Criminal Code (CC) of 
Ukraine: Art. 354 – five; 368 – forty-seven; 368-3 – 
seven; 368-4 – seven; 369 – three; 369-2 – twelve; 
369-3 – eight) [50]. The author conducted a sample 
of these proceedings by searching by the category of 
case (criminal), instance (cassation) and keywords in 
the Unified Register of Court Decisions – with fur-
ther analysis of the content of the relevant judgments 
and resolutions for relevance to the subject of the re-
search [51; 52]. In parallel, the author surveyed 20 op-
eratives and 26 investigators of the National Police, 
14 detectives of the State Bureau of Investigation of 
Ukraine (SBI) and the National Anti-Corruption Bu-
reau (NAB) of Ukraine; 17 prosecutors; 9 judges and 
23 lawyers. This author's survey (research) was in-
tended to confirm, correct or refute the conclusions 
drawn from the results of the study of criminal pro-
ceedings. All surveys were conducted with the consent 
of the respondents, and the information obtained is 
used only for scientific purposes.

■ Results and Discussion
In the process of documenting corruption offences re-
lated to bribery, investigators, detectives and officers 
of operational units actively use the term “operational 
and technical measures”. It is used to refer to both 

OSA and technologically based CI(S)A. Therewith, 
some actions and measures are designated by numbers 
assigned to them by closed departmental regulations.

Therewith, at present, the legislator does not 
use the phrase “OTM” either in the Law of Ukraine 
“On Operational and Investigative Activity” [53] or in 
the Criminal Procedure Code (CPC) of Ukraine. It can 
be found only in regulations. In particular, it is con-
tained in the Decree of the President of Ukraine of 
November 7, 2005, No. 1556/2005 “On the Observance 
of Human Rights During Operational and Technical 
Measures” [52]. It is widely used by the developers of 
departmental regulations of law enforcement agencies.

However, the definitions of OTM provided in 
such regulations often contradict the logic and practice 
of their application.

Exploring this issue, the author concluded that 
only those operational and investigative measures 
that cannot be performed without using operational 
and technical means should be considered operational 
and technical. It should become the main defining 
feature of OTM, which should be considered in the 
development of its regulatory definition.

An important issue is the correlation of the 
content of the OTM with the relevant covert investi-
gative (search) actions.

Each provision of Art. 8 of the Law of Ukraine 
“On Operational and Investigative Activity”  [53], 
which provides for the right of operational units to 
conduct a particular OTM, refers to the provision of 
the CPC of Ukraine which provides for the relevant 
covert investigative (detective) action. Consequently,  
when considering the issue of conducting OTM to 
document bribery-related corruption offences, the 
author will simultaneously consider the conduct of 
the relevant CI(S)A. And vice versa: when studying a 
specific CI(S)A based on using technical means, the 
author necessarily explores the operational and tech-
nical measures that correlate with it.

Based on the above, it can be argued that the 
OTM include: audio, and video control of a person – 
Art. 260 of the CPC of Ukraine [54]; removal of infor-
mation from transport telecommunication networks 
(TTM) – Art. 263 of the CPC of Ukraine [54]; with-
drawal and inspection of correspondence – Art. 262 
of the CPC of Ukraine [54]; inspection of publicly 
inaccessible places, housing or other property of 
a person  – Art.  267 of the CPC of Ukraine  [54]; 
establishing the location of a radio electronic de-
vice – Art. 268 of the CPC of Ukraine [54]; removal 
of information from electronic information systems 
(EIS) – Art. 264 of the CPC of Ukraine [54]; audio 
and video control of a place – Art. 270 of the CPC 
of Ukraine [54]. Consider each of these measures 
separately in terms of their application in the pro-
cess of documenting corruption offences related to 
bribery.
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Analysing Art. 260 of the CPC of Ukraine [54], 
it is concluded that the legislator has defined its pro-
visions in such a way that the prosecution is granted 
the right (in case of obtaining the permission of 
the investigating judge) to monitor and record the 
behaviour of a particular person through technical 
means of audio and (or) video control, regardless of 
where the person is (private house, apartment, office, 
car, yard, street, park, etc.) and where and how the 
person moves. Therewith, the investigating judge's 
permission to conduct audio, and video control of a 
person, and to conduct other CI(S)A, can be granted 
for a period of up to two months. Admittedly, in 
practice, it is quite difficult to organise continuous 
audio and video surveillance of a person even for a 
short period if the person changes location.

The analysis of the practical application of the 
provisions of Art.  260 of the CPC of Ukraine  [54] 
within the framework of documenting corruption of-
fences related to bribery demonstrates the coexistence 
of two approaches to the organisation of audio and 
video control of a person, which provide it with dif-
ferent content.

The first approach is to covertly install audio 
and video surveillance of a person in a specific room 
or vehicle, where, according to the investigator or 
operational unit, the person is supposed to be. It guar-
antees the achievement of the purpose of the CI(S)A 
only if this person is in a controlled room, and their 
actions, movements, words, and sounds will be rel-
evant to a specific criminal proceeding (operational 
investigation case). With this approach, the control is 
practically performed both regarding the individual 
and other persons who are in the room (vehicle). In ad-
dition, the premises may be monitored even in the ab-
sence of the person in respect of whom the permission 
for conducting the CI(S)A was obtained, as provided 
for in Article 260 of the CPC of Ukraine [54]. It con-
verts it into the control of a publicly inaccessible place.

The implementation of this approach to the or-
ganisation, and, accordingly, to the content of audio 
and video control of a person is frequently impossible 
without a preliminary inspection of publicly inacces-
sible places, housing or other possessions of a person 
(Article 267 of the CPC of Ukraine [54]). To install 
devices of audio and video control of a person in a 
particular room and vehicle, as a rule, it is necessary 
to enter it first.

Analysing the legislative regulation of covert 
inspection of publicly accessible places, housing or 
other property of a person, D.M. Tolpyho [55] indi-
cates it is imperfect due to the lack of regulation of 
the tactics of installation of audio, and video control 
devices on the relevant objects and their subsequent 
dismantling. According to the researcher, this results 
in the lack of a precise procedure for conducting this 
CI(S)A by authorised entities [55]. The statement 

about the imperfection of the legislative regulation 
of the studied CI(S)A can be agreed with. But it is 
not connected with the regulation of its tactics. Thus, 
the tactics of CI(S)A and OSA should be defined in 
methodological recommendations and only in some 
cases should be regulated at the level of regulations 
with the appropriate classification. The organisation 
of specific CI(S)A and OSA can be subject to legal 
regulation only at the level of departmental orders, 
instructions, guidelines, etc. It, among other things, 
concerns the inspection of publicly inaccessible places, 
housing or other property of a person.

The organisation of the CI(S)A, provided for 
in Article 267 of the CPC [54] is complicated con-
ducting. It is simplified when a relationship of covert 
cooperation is established with a person who has ac-
cess to the necessary premises and the ability to in-
dependently conduct an inspection there (or conduct 
it systematically at the right time).

The second approach of audio and video control 
of a person does not require inspection of publicly inac-
cessible places, housing or other property of a person.

This approach consists in involving the appli-
cant in conducting audio and video control of the 
person, who is provided with appropriate technical 
means placed in their clothes, shoes, accessories, etc. 
Such an applicant, involved in covert cooperation, can 
mostly document the actions of the controlled per-
son regardless of their location (without connection 
to specific premises or vehicle). With these means, 
an undercover officer can arrive at a place that is 
spontaneously and unexpectedly determined by the 
object of operational development. This approach to 
audio and video control of a person is used during the 
pre-trial investigation of corruption offences related 
to bribery. During a special investigative experiment, 
it is much easier to apply it than to audio, and video 
control of a person with the preliminary installation 
of technical devices for control and fixation in a spe-
cific office or vehicle. In addition, the provision of ap-
propriate technical equipment to the applicant allows 
for documenting the actions of the developer even 
if the latter unexpectedly moves the meeting place.

This approach is simple and effective in applica-
tion. There is no necessity to develop and implement 
operations on entering the premises to install control 
devices there (and their subsequent removal) with 
the involvement of a wide range of specialists, etc.

However, the high efficiency and simplicity of 
such an approach are combined with significant risks 
of its use not to protect legally protected interests, 
but to establish artificial indicators with unlawful re-
striction of the rights of the persons under develop-
ment, suspects and other persons, such as in criminal 
cases No. 164/104/18 [56]; No. 166/1199/18 [57]; 
No. 332/2723/15-k [58]. In these cases, there was 
actual control over the commission of a crime within 
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the framework of the execution of the decision of the 
investigating judge on the permission to conduct au-
dio-video control of a person with the involvement of 
covert officers.

Using confidential employees in the process 
of conducting covert measures, rightly emphasises 
M.A. Pohoretskyi, should be based on ensuring guar-
antees of legality, among which the European Court 
of Human Rights (ECHR) distinguishes two groups. 
The first includes guarantees that ensure legality dur-
ing the control over the commission of a crime. The 
second – procedural guarantees at the stage of crim-
inal proceedings in court [59]. Admittedly, this rule 
should be applied to the process of detection and in-
vestigation of corruption offences related to bribery.

Close in content to audio and video control of 
a person is the CI(S)A provided for in Article 270 of 
the CPC of Ukraine [54] – audio and video control of 
a place. This CI(S)A and the corresponding OTM are 
used to record criminal actions that are to occur in a 
specific place that has signs of public access.

The establishment of technical means of con-
trol in such places frequently causes difficulties. 
Therefore, as part of the control over the commission 
of an offence, based on the provisions of the men-
tioned article, audio and video recording devices are 
installed on the personal belongings of the person 
who is to provide an illegal benefit (IB), which is 
audio and video control of the person. Theoretically, 
this approach should result in the recognition by the 
court of the evidence obtained in such a way as in-
admissible, since there is a substitution of one CI(S)А 
by another.

However, numerous court decisions (rulings of 
investigating judges, verdicts and resolutions) gener-
ally use the term “audio, video control of the place (for 
the person)”. In the practice of the Supreme Court, 
the CI(S)A with such a name is found in 17 decisions 
(cases No.  212/5246/20; 655/570/17; 741/458/17; 
739/361/19; 725/1477/18; 263/10353/16-k etc.) [60]. 
Therewith, in many cases, these evidences are con-
sidered inadmissible not for the reason of the substi-
tution of the content of one CI(S)A by another, but 
on such grounds as failure to disclose their materi-
als to the defence under Article 290 of the CPC of 
Ukraine [54], conducting CI(S)A outside the scope of 
the investigating judge's ruling, etc.

Thus, the decision of the Supreme Court of 
December 12, 2019, in case No. 681/1024/16-k states: 
“Therewith, the arguments of the defenders of the 
convicted P.P. Posadovets & K.K. Kerivnyk on the in-
admissibility of evidence – protocol on results of tac-
it investigation activities on P.P. Posadovets, namely 
protocol on results of audio, video control of place 
(behind the person) No. 6351 of June 04, 2014, and 
audio record of results of audio, video control of 
place (behind the person) are fair [60].

Thus, it follows from the materials of the crim-
inal proceedings that they indeed do not contain 
information about obtaining the permission of the 
investigating judge to conduct the above-mentioned 
CI(S)A and their declassification.

Considering this, this protocol cannot be consid-
ered admissible evidence, and references to it should 
be excluded from the appealed court decisions.

The practice of accepting the protocol of “audio, 
video control of the place (by person)” as evidence is 
considered unacceptable. The CPC of Ukraine does 
not provide for such an CI(S)A. Analysis of the con-
tent of the provisions of Articles  258, 260, 270 of 
the CPC of Ukraine  [54] allows asserting that the 
main criterion for distinguishing between audio, and 
video control of a place and audio, and video con-
trol of a person should be interference with private 
communication. Such interference can occur during 
the CI(S)A provided for in Article 260 of the CPC of 
Ukraine [54]. When conducting the CI(S)A provided 
for in Art. 270 [54] – no. Indeed, audio and video con-
trol of the place is not included in the list of CI(S)A, 
which is an interference with private communication.

Thus, in proceedings on corruption offences 
related to bribery of the CI(S)A, the bribery associ-
ated with the receipt and use by the applicant (in-
volved in confidential cooperation) of audio and vid-
eo surveillance equipment should be determined by 
Art. 260 of the CPC of Ukraine [54]. Indeed, the fact 
that communication occurs in a publicly accessible 
place does not deprive it of privacy.

The analysis of the practice of applying the 
provisions of Art.  270 of the CPC of Ukraine  [54] 
to document corruption offences related to bribery 
demonstrates that investigators and operatives often 
make mistakes of technical, tactical and organisa-
tional nature, which subsequently results in the inad-
missibility of the evidence obtained.

Thus, in the ruling of 02/17/2021 in case 
No.  263/10353/16-k (criminal proceedings under 
Part 3 of Article 368 of the CC of Ukraine), the Su-
preme Court notes that from the video recording of 
the CI(S)A audio, video control of the place (by person) 
to record the meeting of P.P. First & D.D. Second, on 
12/17/2015, it is impossible to visually identify the 
persons whose conversation was recorded, due to the 
lack of images. Therewith, no phonoscopic examina-
tion of the voices of the persons between whom the 
conversation occurred was conducted. In the courts 
of previous instances, D.D. the Second categorically 
denied the fact of meeting with P.P. the First and  
receiving money from him in the vehicle. The pros-
ecution did not provide any other evidence to con-
firm the fact of the transfer of funds from IB to 
D.D. Second, except for the testimony of P.P. First” [61]. 
In this case, the court does not consider the fact that 
there was an interference with private communication, 
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which cannot be performed within the framework 
of the CI(S)A provided for in Article  270 of the 
CPC [54].

Therewith, the above decision allows conclud-
ing that the phonoscopic examination is an important 
source of evidence in criminal proceedings concerning 
the acceptance of an offer, promise or receipt of IB by 
an official. It concerns both audio control of a place 
and a person (which can be performed without video 
control), and, first of all, the removal of information from 
transport telecommunication networks (TTM) (Arti-
cle 263 of the CPC of Ukraine [54]). The actual audio 
recording of the conversation, where it is recorded 
how the person accepts the offer (promise) to provide 
IB and the results of the phonoscopic examination (in 
case of identification of the voice of this person) together 
can be evidence of the acceptance of the offer, the 
promise of IB in the actions of this person.

Therewith, the analysis of judicial practice allows 
concluding that criminal liability is brought precisely  
for obtaining IB or for actions specifically designed to 
obtain it, but for some reason not completed.

Within the framework of criminal proceedings 
on corruption offences related to bribery of the CI(S)A, 
the removal of information from TTM is mostly used 
only in conjunction with other investigative actions 
and serves to obtain both evidentiary information and 
information used for operational and tactical purposes.

The practical significance of extracting informa-
tion from the TTM is the ability to access the content 
of negotiations on the criminal intentions of the con-
trolled person, including the place, time and method 
of transferring the subject of the IB, the intermediaries 
who will be involved in this process, the caches, hiding 
places used, specific means of ensuring the conspiracy 
of criminal activity. Finally, through this CI(S)A, the 
fact of extortion of a bribe with the statement of spe-
cific requirements, and threats to the potential provider 
of IB can be recorded [62, p. 64].

In terms of this CI(S)A, it is important to iden-
tify and precisely record the investigator the features 
that allow unique identification of the desired con-
sumer of telecommunication services, namely their 
subscriber number [62, p. 64].

Similar in nature to the removal of informa-
tion from the TTM is the removal of information from 
electronic information systems (EIS) without the 
knowledge of its owner, possessor or holder (Part 1 
of Article 264 of the CPC of Ukraine [54]).

Analysis of the definitions and practice of ap-
plication of the provision of Part  1 of Art.  264 of 
the CPC of Ukraine [54] by operational units in the 
course of documenting the acceptance of an offer, 
promise or receipt of a Bribe by an official demon-
strates that there are specific features of its applica-
tion before and after the control of the crime (tactical 
operation to expose a bribe-taker).

Before and during such control (operation), this 
CI(S)A is conducted exclusively confidentially, which 
fully complies with the requirement of covertness. In 
this format, this measure can be divided into the fol-
lowing stages: gaining access to the necessary infor-
mation system (or part of it); searching and identifying 
the necessary information by known features; copying 
information; destroying traces that can indicate the re-
moval of information. All these stages (except the first)  
are exclusively software and technical operations.

The author is convinced that gaining access to 
the required information system (or part thereof) can 
be performed both by using intelligence computer pro-
grams and by using the possibility of physical access 
to the required information system or part of it. In the 
latter case, there can be a situational (one-time) estab-
lishment of confidential cooperation with a person who 
has the appropriate access and can independently re-
move the necessary information from a specific device.

Currently, according to the author, there are 
intelligence computer programs that allow both re-
mote and covertly obtaining data stored on a particu-
lar mobile device (information system), and obtaining 
the possibility of covertly capturing information from 
microphones and video cameras of this device in re-
al-time. When using such programs, there is a prob-
lem distinguishing between CI(S)A provided for in 
Part 1 of Article 264 of the CPC [54] and audio-video 
control of a person. Consider that the removal of in-
formation from the microphones and video cameras 
of EIS in real-time should be regulated as a separate 
OTM and the corresponding CI(S)A, which is an inter-
ference with private communication.

In addition, notably, nowadays the practice of 
extracting information from the EIS ex post facto – af-
ter control over the commission of a crime, detention 
of a person, inspection and search – has become wide-
spread. Information is taken from mobile phones, tab-
lets, and computers confiscated during the search and 
subsequently arrested.

In content, this brings the CI(S)A provided for 
in part 1 of Article 264 [54] closer to an examination, 
since it is generally not a secret for the owner of the 
confiscated property that their computer system will 
be examined by specialists for information relevant 
to criminal proceedings. The author's practical ex-
perience demonstrates that investigators and prose-
cutors frequently openly inform suspects and their 
defence lawyers that they will be removing informa-
tion from confiscated equipment based on the deci-
sion of the investigating judge. It is confirmed by the 
results of a survey conducted by the author, during 
which 100% of prosecutors, investigators and detec-
tives testified that they usually do not conceal from 
suspects and their defence counsel the fact that the 
CI(S)A provided for in Part 1 of Article 264 is used 
to explore confiscated computers and smartphones. 
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All respondents indicated that they sometimes use 
the verbal notification as a tactical and psychological 
technique to get a suspect to confess to a crime. All 
the lawyers interviewed by the author stated that 
such techniques are used by the prosecution. In ad-
dition, all procedures related to the removal of infor-
mation from the EIS are formally classified according 
to the Law of Ukraine “On State Secrets” [63].

This approach has replaced using the procedure 
of temporary access to things and documents to extract 
information from confiscated information systems. It, 
in the author's opinion, was a completely logical step, 
since temporary access to things and documents: firstly, 
is a measure to ensure criminal proceedings, not an 
investigative (search) action (it should provide access 
to the medium, not obtain information); secondly, it 
cannot replace interference with private communication, 
which inevitably occurs when exploring the content 
of the suspect's correspondence with other persons 
conducted through information systems.

The author's practical experience demonstrates 
that in rare cases, the transfer of the subject matter of 
the IB is performed through postal institutions. It is 
mostly due to an attempt to ensure the concealment 
of criminal actions and avoidance of liability in case 
of red-handedness. In such cases, the inspection and 
confiscation of correspondence should be an integral 
part of tactical operations to expose bribe-takers. 
Thus, the CI(S)A provided for in Article 262 of the 
CPC of Ukraine [54] are an important component of 
tactical operations to expose bribe-takers if the subject 
matter of the IB is sent by mail.

Undoubtedly, during the covert investigative 
(search) action provided for in Article 262 of the CPC 
of Ukraine [54], it can be necessary to: open letters, 
packages, and boxes – with their subsequent return to 
their original form; to determine the filling (content) 
of letters, packages, boxes without opening them – 
using special equipment; identify some items by their 
specific features, etc. Such actions may require the 
special knowledge, skills and abilities of a specialist. 
In addition, the relevant operational and technical 
units should have such specialists on their staff.

Establishing the location of a radio electronic 
device as an CI(S)A and OTM to detect and inves-
tigate corruption-related bribery offences is usually 
used for operational and tactical purposes. The re-
sults of this measure are not used in evidence on their 
own but only in conjunction with other evidence.

■ Conclusions
The lack of unambiguity in the legal provisions es-
tablishing the content and procedure for conducting 
the OTM and related CI(S)A results in problems with 
documenting bribery-related corruption offences. 
These problems are manifested in the following 
actions of operatives, detectives, investigators and 
prosecutors:

‒ actual control over the commission of a crime 
within the framework of the investigating judge's deci-
sion to allow audio and video monitoring of a person;

‒ using audio and video monitoring of a person 
by the decision of the investigating judge to allow 
audio and video monitoring of the place;

‒  audio and video surveillance of the place 
without proper grounds – by order of the investiga-
tor, prosecutor to conduct visual surveillance of the 
place using photography, video recording and special 
technical means for monitoring;

‒  conducting OTM and relevant CI(S)A not 
provided for by the CPC of Ukraine and the Law of 
Ukraine “On Operational and Investigative Activi-
ties” (audio, video monitoring of the place (by person)).

‒ using during the control of a corruption of-
fence related to the bribery of technical devices for 
audio and video monitoring of a place and person 
without the decision of the investigating judge to 
conduct the relevant CI(S)A.

Such actions are a violation of the rights of the 
suspect or accused and frequently result in the inad-
missibility of the evidence obtained.

In the author's opinion, the improvement 
of using OTM and relevant CI(S)A in counteracting 
crime should consist in specifying and detailing the 
provisions of the legislation that establish the content 
and procedure for conducting individual activities. In 
particular, at the legislative level, it is necessary to 
provide definitions of all OTM and relevant CI(S)A, 
clearly distinguishing between audio and video mon-
itoring of: a person; a publicly inaccessible place; a 
publicly accessible place, and visual surveillance of a 
publicly accessible place using photography, video re-
cording and special technical devices for surveillance.

In addition, the legislator should consider the 
necessity of introducing to the list of operational and 
technical measures the latest methods of obtaining 
information arising from modern scientific and tech-
nological advances, with the definition of the content 
and procedure for conducting such measures.
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■ Анотація. Законодавець і розробники підзаконних нормативно-правових актів, теоретики та практики 
розглядають протидію корупції як один з пріоритетних напрямів внутрішньої політики України. Проте 
робота правоохоронців з виявлення та розслідування корупційних злочинів є недостатньо продуктивною. 
Але саме в правовому регулюванні проведення оперативно-технічних заходів і негласних слідчих дій 
накопичилася низка проблем, що й зумовлює актуальність цього дослідження. Мета роботи полягає в 
окресленні кола проблем правового регулювання та практичного застосування оперативно-технічних 
заходів і  відповідних негласних слідчих дій у протидії корупційним злочинам, пов’язаних з підкупом. 
Методологічний інструментарій підібрано відповідно до обраної мети та з огляду на об’єкт і предмет 
дослідження. Підґрунтям дослідження є загальний діалектичний метод пізнання, який використано 
для вивчення соціальних та правових явищ і процесів, а також для встановлення їх зв’язків з роботою 
оперативних і слідчих підрозділів правоохоронних органів, прокуратури та суду. Крім того, використано 
загальнонаукові й спеціальні методи правничої науки, серед яких: логіко-юридичний (догматичний); 
системно-структурний; порівняльно-правовий і компаративний; соціологічний. Обґрунтовано, що 
необхідною умовою підвищення ефективності застосування оперативно-технічних заходів і відповідних 
негласних слідчих дій у протидії корупційним злочинам є конкретизація та деталізація законодавчих 
норм, якими встановлюється зміст і порядок проведення окремих заходів. На рівні закону потрібно 
подати визначення усіх оперативно-технічних заходів (і відповідних негласних слідчих (розшукових) 
дій), чітко розмежувавши між собою аудіо-, відеоконтроль: особи; публічно недоступного місця; публічно 
доступного місця, а також візуального спостереження за публічно доступним місцем з використанням 
фотографування, відеозапису та спеціальних технічних засобів для спостереження. Практична цінність 
роботи зумовлена перспективами використання отриманих результатів для вдосконалення правового 
регулювання оперативно-розшукової діяльності та кримінального провадження

■ Ключові слова: оперативно-розшукові заходи; негласність; слідчі дії; корупція; хабар; неправомірна 
вигода; правове регулювання; законність
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