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Interdependence of Marginality and Anomie

Vira I. Tymoshenko’

National Academy of Internal Affairs of Ukraine
03035, 1 Solomianska Sq., Kyiv, Ukraine

m Abstract. The causes, characteristics, and consequences of marginality and anomie, their mutual influence and
connection are considered. Anomie is essentially a complex of social and cultural pathologies that affect society.
Legal anomie has distinctive features. Marginality can be considered as a state of the individual, which implies
its exclusion from social structures and generates uncertainty of social positions, which affects the consciousness
of the person, their lifestyle and actions. Marginality underlies disorganisation and reorganisation processes
in the life of society, it contributes to the emergence of anomie, the grounds of which generally consist in the
discrepancy between the dominant ideology of priority of law and limited legal means and ways of satisfying
life’s needs. The consequence of anomie may be a sharp increase in the crime rate. Therefore, the study of
marginality as a prerequisite for anomie is justified and relevant. The purpose of the study is to identify factors
of marginal behaviour that have a destructive, even criminogenic potential; focusing on the fact that marginality
destabilises social relations, leads to conflicts, offences, and anomie. The methodological basis of the study
is a system of philosophical and ideological, general scientific and special scientific principles and methods,
in particular: the principles of objectivity, concreteness, complexity; dialectical, formal and logical, systemic,
structural and functional methods. The conclusions indicate that marginality is one of the causes of anomie,
which, in turn, contributes to the further marginalisation of society. The scientific originality of the study is
determined by the totality of the formulated conclusions and consists in explaining the interdependence of
marginality and anomie, identifying ways to neutralise anomie processes through the practical implementation
of the principles of the rule of law, legal equality, and eliminating the causes of marginal behaviour. The study
results contribute to identifying ways to influence people who are prone to marginal behaviour, improving the
means and methods of overcoming anomie in society, and reducing the manifestations of illegal behaviour. This
indicates their practical significance

m Keywords: conflict; offences; criminalisation; society; crisis

= Introduction

In modern society, anomie manifests itself in the deep-
ening of conflicts between different groups of the
population, undermining the moral foundations of
society, and increasing crime rates. There are many
prerequisites for anomie. One of these prerequisites
is marginality. The phenomenon of marginality sig-
nificantly affects social processes, contributes to the
disorganisation of public life, and creates a complex
of problems which require their own understanding
and solution by modern science, including legal science.

m Suggested Citation:

Tymoshenko, V.I. (2022). Interdependence of marginality and anomie.
Scientific Journal of the National Academy of Internal Affairs, 27(2),
9-16. doi: 10.56215/0122272.09.
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It is particularly important in societies that are in the
process of transformation, in a globalised world [1].
Now the process of globalisation provokes the strength-
ening of ethnic, cultural, and religious relationships
of different levels and content of social systems,
leads to the mutual dependence of the countries of
the world, the aggravation of contradictions between
them, the establishment of a new balance of power
on continents, the enrichment of some countries
and the accumulation of social problems in others,
an increase in the flow of migrants to developed
countries, a corresponding increase in the number of
people who have lost their social status, are forced
to adapt to changes and find their place in society
anew. At the same time, the state’s obligations in
the field of human rights protection, unfortunately,
are not always fulfilled [2]. This state of affairs con-
tributes to the deformation of legal consciousness.

Vol. 27, No. 2. 2022. PP. 9-16
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The war, in particular the war unleashed by Russia
against Ukraine on February 24, 2022, also adds se-
rious problems. This war brings not only destruction
and death to Ukrainians and Russians, but also an
acute food crisis to the world’s poorest countries,
which means an even greater spread of poverty. Be-
fore the war, Ukraine was a major food seller. Now
Ukrainian chernozems are littered with mines and
damaged Russian tanks, and Russia is preventing the
export of Ukrainian grain in every possible way. A
huge number of people have been forced to become
refugees and migrants since the beginning of hostili-
ties. As a result, new marginal strata appear that are
prone to deviant behaviour. This stimulates anomie.
Anomie, as is known, is a violation in the axiological
and normative system of society, in which the influ-
ence of social norms, including legal norms, on the
behaviour of members of society decreases, and the
scope of legal regulation sharply narrows. Anomie is
a threat to public safety. Accordingly, the study of
marginality as a prerequisite for anomie is justified
and relevant.

The purpose of the study is to identify factors
of marginal behaviour that have a destructive, even
criminogenic potential; focusing on the fact that mar-
ginality destabilises social relations, leads to conflicts,
offences, and anomie.

The scientific originality of the study is deter-
mined by the totality of the formulated conclusions
and consists in explaining the interdependence of mar-
ginality and anomie, identifying ways to neutralise
anomie processes through the practical implementa-
tion of the principles of the rule of law, legal equality,
and eliminating the causes of marginal behaviour.

m Literature Review

Anomie and marginality were studied by representa-
tives of various sciences: philosophers, sociologists,
psychologists, lawyers, political scientists, cultural
scientists, anthropologists, etc. The term “marginal
person” was first introduced into scientific use by
the American sociologist Robert Park back in 1928,
when he investigated the situation of migrants who
could not completely change their lifestyle and adapt
to the new environment. Such individuals occupied
an intermediate place in society, were a certain bor-
der between social groups. R. Park [3] considered a
marginal person as a person who is a carrier of cultural
conflict between different groups, different cultures,
and different civilisations.

The connection between Durkheim’s sociological
concept of anomie and the problems of criminology
was established as early as 1938 by the American so-
ciologist R.K. Merton [4] in his article “Social Struc-
ture and Anomie”. The main reason for crime, he
considered the contradiction between the values that

Scientific Journal of the National Academy of Internal Affairs, 27(2)

society directs people to achieve and the possibilities
of achieving them according to the rules established
by this society.

The concept of the “marginal person” was sub-
stantiated in the 1930s by the American cultural scien-
tist E. Stonequist [5]. Common features of such a per-
son are isolation, ignoring any norms, a heightened
sense of their race, and an inferiority complex. Such
a person is an apostate, finds themself between the
group from which they left and the group to which
they seek to join, they are characterised by various
forms of mental disorder and deviant behaviour.

Modern study on the theory of anomie in the
scientific English-language literature was conducted
by O.V. Pletniov [6].

V.A. Kuzmenkov [7] systematised scientific ap-
proaches to the study of anomie, identified six groups
of theories that explain this manifestation of social pa-
thology, namely: structural and functional, socio-cultural,
communicative and informational, criminological, psy-
chological, managerial.

The analysis of the concept of marginality in
the views of representatives of the Chicago School of
Sociology was carried out by M.D. Napso [8], who
considered the social, cultural, and psychological as-
pects of this phenomenon, studied the conditions for
the emergence of marginal forms, drew attention to
the processes of adaptation and integration of marginals
into a new socio-cultural context, showed the negative
and positive aspects of marginalisation processes.

The relationship between anomie and crime
in the works of E. Durkheim was considered by
B. DiCristina [9]. The activity of marginal groups
from the standpoint of criminology was investigated
by A.O. Yosypiv [10].

These authors investigated marginality as a prod-
uct of social mobility, noted the problem situation of
a person who is excluded from social relations. How-
ever, the fact that marginal behaviour not only desta-
bilises public relations, but also leads to conflicts, of-
fences, and anomie has been ignored. Such research
is the task of the author of the study.

=m Materials and Methods

The choice of research methods is determined by the
purpose of the study. The methodological basis is a
system of philosophical and ideological, general sci-
entific and special scientific principles and methods,
in particular: principles of objectivity, concreteness,
complexity; dialectical, formal and logical, systemic,
structural and functional.

The application of the principle of objectivity re-
veals that the causes of anomie can exist independently
of the subject of knowledge, that it is necessary to inves-
tigate not only their genesis and state at the moment,
but also to consider possible further transformations.

10
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Guided by the principle of concreteness, it is
assumed that truth is always concrete, abstract truth
does not exist. For example, the norm of behaviour
should be specified. Otherwise, this is not the norm.
The principle of complexity contributes to the investiga-
tion of various factors of anomie, including the mar-
ginalisation of society, the causes and consequences
of this process. The dialectical method allows under-
standing the process of spreading marginality and the
emergence of anomie, determining the factors con-
tributing to this, understanding the nature of these
phenomena and their manifestations through the con-
sciousness of a person and society. The formal and
logical method was used to define the concepts of “ano-
mie”, “marginality”, “marginal person”, “marginal be-
haviour” and the like.

The system method is applied in the process of de-
termining the impact of marginality on legal behaviour.
The structural and functional method explained the re-
lationship between social marginalisation and anomie.

m Results and Discussion

Marginality (from Latin margo — edge, border) refers
to complex social phenomena that are interpreted
differently in the scientific literature. From the stand-
point of social philosophy and sociology, marginality
is a state of an individual who is rejected by soci-
ety or a particular community due to its denial or
non-compliance with the norms, rules, and require-
ments of this society.

Marginal person is a person, the worldview and
the way of life of which do not correspond to what is
recognised as a standard in a certain society, is tradi-
tional. This is an individual who is “on the edge” and
this state affects their consciousness, lifestyle, and ac-
tions in a contradictory way. Usually, such a person
demonstrates alienation, isolation, self-doubt, and
uncertainty in society. Marginal behaviour can be
considered as based on the personal anti-social inter-
ests of the individual. Marginalisation is the process
of pushing certain social groups, or individuals, out
of society. A favourable environment for this process
is the crisis state of society [11].

Modern society creates conditions for the emer-
gence of a marginal state. Significant groups of the
population fall into the sphere of marginality, the
number of marginal persons is growing, which indi-
cates the expansion of the marginalisation space, the
gap between a person and the usual environment,
which leads to the emergence of internal personal
conflicts with oneself and society. In the context of
increasing social mobility, which leads to serious
changes in the social structure, marginality takes on
the features of a widespread negative phenomenon.
Marginal persons themselves are often associated with
those who are called social outsiders.

n

A marginal situation is associated with the
transition state of a certain group or person. Usu-
ally, migrants, persons without a specific place of
residence, alcoholics, convicts serving sentences, or
those who have already served their sentences get
into this situation. Even a law-abiding person can get
into such a situation, who will either seek to get out
of such a state, while acting within the framework of
the current legislation, or he is absorbed in the situa-
tion and becomes a criminal [12].

Anomie is also a negative phenomenon, a
manifestation of social pathology, a violation in the
axiological and normative system of society, which
is reflected in the following: a significant decrease
in the importance of moral and legal norms, their vi-
olation; disorganisation of social, political and legal
institutions, weakening of their influence, primarily
the influence of the state; a decrease in the stability
of the whole society, the destruction of social solidar-
ity; a significant decrease in social discipline; disin-
tegration of society; conflicts between social groups;
the division of society into “leaders” and “losers”.

The causes that give rise to anomie are pri-
marily social, they are systemic in nature. Endless
reforms, usually incomplete, unemployment, increas-
ing poverty, deepening social inequality, injustice
and inefficiency of social control mechanisms, inev-
itably leads to the degradation of social values, the
loss of the significance of moral norms, the destruc-
tion of the once established social system.

Anomie causes such a psychological state of a
person, characterised by loss of orientation in life, a
person faces the need to choose to fulfill or ignore
norms that contradict each other. The uncertain po-
sition of an individual leads to the fact that people
have increased frustration, a sense of helplessness,
isolation, emptiness, uselessness and meaningless-
ness of their existence. A person deliberately refuses
to comply with the current social norms, destroys ties
with society, loses moral guidelines, and the meaning
of life, and becomes marginal. All this increases the
depression in society, which loses the ability to effec-
tively regulate the behaviour of its members.

The cause of anomie at the micro level may
be a negative assessment of an individual by an
important and significant group. For example, for
young people, the main factor in the occurrence of
socio-psychological stress may be poor results in
sports competitions, negative attitude on the part of
their peers, low grades in an educational institution.
The source of individual marginalisation and abnor-
mal tension at the level of the individual is always
“negative relationships with others, in other words,
relationships in which the individual is not perceived
the way they would like to be perceived” [13]. A re-
searcher from Saudi Arabia, M.A. Alduraivish [14],
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hypothesised that there is a causal link between mar-
ginal parents and illegal behaviour of children, and
the presence of deviant friends and the establishment
of a criminal. The researcher found that the influence
of deviant groups of peers and deviant or marginal
parents in adolescence is quite similar. Both a group
of peers and parents occupy an important place in
the life of a teenager. It is their influence that deter-
mines the further behaviour of a person.

Detention and imprisonment have a signifi-
cant impact on a person’s behaviour. The key fea-
tures of the prison environment that affect a person’s
behaviour and character are the following: the in-
ability to communicate with family and friends who
have remained at large, the prisoner does not have
personal space, they cannot choose those who will
be around, must obey certain rules that they do not
always agree with. This has a very negative effect
on the psyche. Prolonged imprisonment completely
changes a person. Therefore, the studies highlight the
need for social and psychological support of convicts,
the organisation of patronage over persons who have
served their sentences [15].

A crucial role for marginal behaviour is played
by the factor of alienation, due to which an individ-
ual opposes themself to others, isolates from them,
ceases to be a full member of society, does not take
part in political, economic, legal processes, and re-
jects generally accepted values. Apathy, frustration,
and despondency towards society are complemented
by low self-esteem, feelings of inferiority, increased
emotionality, vulnerability, and anxiety. As a result,
there is a fear of being offended, forgotten, neglected,
which is confirmed in practice, especially in a mar-
ginalised society. Quite often, the only way out of
this situation, the marginal person considers suicide
or aggression towards others. A marginal person can
show aggressive behaviour not only openly, but also
covertly, disguised, direct their aggression at such
persons and objects that are not related to their state
of frustration at all, and take out anger on individuals
who are not involved in their problems. This state of
the marginal person, in turn, stimulates anomie.

Legal anomie has its own specific manifesta-
tions: its nature is determined by a complex process
of awareness of the discrepancy between life stan-
dards and social experience and the new require-
ments of the social environment; social inequality,
lack of opportunities to implement their legitimate
interests and needs in society.

Institutional prerequisites for legal anomie
are expressed in the dysfunctionality of the institu-
tion of law, the priority of implicit, latent functions
of law over declared functions, and the expansion
of opportunities for institutionalisation of non-legal
practices. First of all, the social structure of a modern
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marginalised society, whose members have mutually
exclusive social interests and use legal resources at
their own discretion and in their not always legit-
imate interests, contributes to reducing the impor-
tance of legal norms. This refers not just to non-com-
pliance with the norms, their violation, but also the
absence of sanctions for this. Nominally, the norms
continue to exist, they can be implemented, or they
can be violated with impunity. The authorities that
should bring violators to justice, at best, demonstrate
inaction, at worst — they themselves are involved in
the offence. The most effective way to solve every-
day problems is not to comply with the laws, but to
circumvent them, using not formal means, but their
“connections”, influence, and bribes. The idea that
it is impossible to achieve the protection of personal
rights legally prevails and is actively cultivated.

Legal anomie negatively affects not only the
marginal strata of the population, but also focuses
on various social groups. Legal anomie is associated
with the expansion of the sphere of illegal freedom,
inefficiency, up to the complete loss of state control
over the implementation of laws, the spread of illegal
behaviour, and criminalisation of society. The term
“criminalisation” usually refers to a form of anomie
in which there are no differences between positive
(for society) behaviour and negative, crime rates in-
crease, criminal authorities influence economic and
political processes, and the spiritual sphere. Crimes
that were previously quite rare are increasingly be-
ing recorded. Legal nihilism is becoming a lifestyle
for a huge number of people. The law loses its sig-
nificance, instead of it reigns personal interest, own
discretion, arbitrariness, the desire to achieve goal no
matter what, corruption, irresponsibility.

Evidently, the criminalisation of society is the
result of both objective and subjective factors. A dis-
tinctive feature of anomie in the modern world is the
complete disregard for the interests of society and
the priority of personal interests, even selfish ones
that violate the legitimate interests of other persons
and overall society.

Wars, riots, terrorist attacks, and cataclysms of
various types that can occur even under the influence
of atmospheric processes contribute to the spread of
anomie and the growth of the number of marginal
persons in society. All this leads to disorganisation
of management, chaos, deepening the social division
of the population, and mass illegal behaviour. In par-
ticular, according to the Prime Minister of Poland,
M. Morawiecki, Russia’s war against Ukraine already
has global consequences in the form of the current
situation in Ukraine and it is difficult to assess them
in the future. A prolonged war in the long run can
mean “the emergence of a new global hegemony that
can marginalise the Western world” [16]. The war
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started by a nuclear state is pushing the world towards
a potentially deep restructuring. This has led to an es-
calation of tension in the world and encourages the
European Union, the United Nations, NATO, and all
civilised countries to reconsider their attitude towards
Russia as an aggressor country and take new positions.

A particularly sharp and intense increase in ano-
mie is observed when crisis processes worsen, when
social protection systems of the population are destroyed,
the standard of living of citizens decreases, laws and
regulations are not implemented, the foundations
of social existence are undermined, individual and
public legal awareness is deformed, and the morality
of individualism prevails. To implement personal in-
terests, people are increasingly using not legitimate
means, but effective ones under these circumstances.
This is possible due to the destruction or loss of their
functions by institutions and groups that mediate
relations between the individual and the state.

Transformational processes that lead to nega-
tive phenomena in the spheres of economy, politics,
spiritual life, war, corruption, poverty — all this con-
tributes to the emergence of a normative vacuum
that levels the current legal norms, demoralises soci-
ety and the individual, and deepens the crisis of pub-
lic and individual consciousness. The main signs of
the modern crisis include: instability; change in basic
social values up to their loss; predominance of mate-
rial interests over spiritual ones; extreme individual-
ism and intolerance to any opinion other than one’s
own; injustice; promotion of arbitrary means of sat-
isfying basic needs. All this leads to the destruction
of a single spiritual space, the loss of socio-cultural
identity, the marginalisation of society, and marginal
behaviour.

A crisis is also possible in the field of human
rights. Thus, during the coronavirus (COVID-19) pan-
demic, older people were at a disproportionately high
risk of severe infection and mortality. They were also
vulnerable to loneliness and social isolation during a
pandemic. Consequently, the psychological and physi-
cal burden on such people increased, which is a certain
marginalising factor. In addition to physiological risk,
morbidity, polypharmacy (use of more than five medi-
cations per day) and increased mortality, various social
factors such as insecurity, loneliness, isolation, age-
ism, sexism, addiction, stigmatisation, ill-treatment,
and restriction of access to medical care are crucial
negative factors in a pandemic situation. Added to this
burden were weakness, cognitive and sensory impair-
ments, restrictions on freedom of movement due to
quarantine, and the traditional poverty of the vast
majority of pensioners. Marginalisation and restrictions
on human rights increase the suffering of older people
during COVID-19 pandemic[17]. All this contributes
to the spread of anomie.
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This state of affairs contributes to the demor-
alisation of society and depression of the individual,
who is aware of their rightness, but at the same time
helplessness. For some people, this is the cause of
apathy, despondency, loss of interest in life, even sui-
cide. Other people believe that they have the right to
achieve what they want, even if they have to commit a
crime to do so. Now, for example, in Ukraine, against
the background of violation of the principle of equal-
ity, sharp social division, inflation, poverty, corrup-
tion, manipulation of public consciousness, and war,
the deformation of all forms of legal consciousness
is noticeable. Focusing on own personal problems,
indifference to the problems of society, despondency,
or even despair becomes a distinctive feature of mo-
dernity. The majority of the population focuses on
their own problems and has little interest in public
life. Psychologists have proven that to protect against
the prevailing negativity in the world, an individual
needsnegative, notpositiveinformation. Realising that
he or she is not the only one having difficulties, com-
paring himself or herself with others who are also
suffering from injustice, lawlessness, helplessness,
the individual is only trying to survive. At the same
time, modern man is characterised by well-founded
aggressiveness and constant readiness for self-defence.

A certain place among the factors of anomie
and marginalisation is occupied by globalisation,
which contributes to the migration of people from
one country to another. Forced migration is usually
accompanied by severe consequences for a person:
physical and mental health worsens; people experience
post-traumatic stress, which manifests itself in in-
creased aggressiveness and deterioration of relation-
ships with other people. At the same time, they find
themselves in an unusual environment, where the
language, social norms and traditions, and religion
are different. Migrants often become outcasts in soci-
ety, which contributes to their marginalisation and the
spread of anomie.

To overcome the state of anomie and reduce the
level of marginalisation of society, it is necessary to
implement a set of political, socio-economic, ideological,
and legal measures that the state should provide.

In political terms, a change in socio-economic
policy, de-bureaucratisation of the state apparatus,
and strengthening control over the activities of the
authorities, which should make decisions taking into
account the opinion of relevant specialists, can con-
tribute to overcoming anomie and reducing the mar-
ginalisation of society.

The socio-economic policy of the state should
be based on real economic indicators, not fictional
ones, be effective and balanced, aimed at economic
growth, overcoming poverty, and social protection of
the entire population.
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In ideological terms, it is necessary to achieve
the establishment of a system of national values and
ideological guidelines. It is ideology that allows cre-
ating a system of values and guidelines that will un-
derlie political behaviour, determining specific goals
of national policy, and selecting the means to achieve
them. When developing an ideology, the state should
strive to achieve unanimity and consensus in society,
which are necessary for social and state stability, and
would contribute to the unification of the entire popu-
lation of the country into a single whole.

The state should work to improve legislation,
eliminate shortcomings in laws and regulations that
violate the rights and legitimate interests of citizens,
and achieve proper implementation of existing reg-
ulations. First of all, it is necessary to achieve social
justice, implement the principle of legal equality, reduce
crime rates and reduce corruption.

m Conclusions

Thus, marginality is one of the causes of anomie, and
anomie, in turn, contributes to the further marginal-
isation of society. Marginality can be considered as
the state of a person who is rejected and ignored by
society or a particular community because of its vi-
olation of the norms adopted by that community or
overall society.

Among the objective factors of marginality can
be distinguished: transformation processes in society,
economic, political, and social crisis, any conflicts in
society, globalisation. Subjective factors of marginal-
ity are determined by the psychological and physical
characteristics of each individual. Specific legal factors
of marginality are imperfect legislation, gaps in law,
criminalisation of society, deformation of legal con-
sciousness, violation of human and civil rights and
freedoms.

Marginality affects social processes, contrib-
utes to the disorganisation of public life, creates a
complex of problems, including conflicts, illegal be-
haviour, and anomie. Anomie is a manifestation of so-
cial pathology, in which social norms and institutions
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B3a€MoO3a/ie)XXHiCTb MapriHasIbHOCTI Ta aHOMii
Bipa IBaHiBHa TUMOLUEHKO

HarnionasnipHa akazemis BHyTpIIIHIX clipaB
03035, 1. Cotom’ssHCBKa, 1, M. KuiB, YkpaiHa

i B3aeMO3B’A30K. [[oBefjeHO, [0 aHOMisA CTAaHOBUTh KOMILJIEKC COIL{iaJIbHUX i KyJbTYpHHUX MaTOJIOTiH, AKi
BpaXxaroTh CyCIiJbCTBO. [I[paBoBa aHOMis 03HaUeHa MeBHOI0 crelrdikoio. MapriHajapHiCTh MOXHA PO3TJIANATH
AK CcTaH ocoOu, Mo Iepenbadae I BUKJIIOUEHHA i3 coLliaJIbHUX CTPYKTYp i CIpUYMHsE HEBU3HAUYeHiCThb
COlLliaJIbHUX MO3UIIil, 10 MO3HAYAETHCA Ha CBiJOMOCTi 0co0H, i cmocoO0i XXUTTA Ta AisAX. MapriHajbHICTh CIIyTy€E
OCHOBOIO [1e30praHi3aliliHuX i peopraHisaniliHiX NpoLeciB y XKUTTi CyCIiJIbCTBA, 3yMOBJII0OI0UM NOSABY aHOMII
SIK HaCJIiAKy pO30i’KHOCTi MiX JOMiHYI0UOIO i]e0JIori€lo MpiOpUTETHOCTI IIpaBa i 0OMeXXeHUMMU JieraJbHUMU
3acobaMu Ta croco0amMy 3aJI0BOJIEHHS XUTTEBUX IMOTped, I[0 MOXe NPU3BOAUTH A0 Pi3KOr0 3pOCTAHHSA
piBHA 3J104MHHOCTI. OOGI'PYHTOBAHO AaKTYyaJIbHICTh MOCJiJPKEHHsA MapriHaJIbHOCTI came fK IepegyMOBH
aHoMil. MeTow pobOTH € BH3HAUeHHA (HaAKTOPiB MapriHaJbHOI MOBENiHKH, IO MalTh PyHHiIBHUI, HaBiTh
KpUMiHOT'eHHUI [TOTeHIliaJl; 30cepe/KeHHs yBaru Ha ToMy (akTi, 110 MapriHaJIbHiCTh JecTabisli3ye cyCcniyibHi
BigHOCHHY, TPU3BOAUTH 0 KOHOJIIKTiB, IpaBONOpyIIeHb Ta aHOMil. MeTo0JI0TiYHOI0 OCHOBOIO CTATTi cTaaa
cucteMa GiiocoPchbKO-CBITOT/IAAHUX, 3araJJbHOHAYKOBUX Ta CIelliaJIbHO-HayKOBUX MPUHIUIIIB i METO/iB,
30KpeMa: MPUHLUNU O0’€KTHUBHOCTI, KOHKPETHOCTi, KOMIJIEKCHOCTi; MeTOAu MiaJIeKTUYHUN, (pOpMaIbHO-
JIOTiYHWMH, CUCTEMHUH, CTPYKTYPHO-QYHKILIOHAJIbHII. Y BUCHOBKaX KOHCTAaTOBAHO, ITI0 MAPTiHAJIbHICTD € OHI€I0
3 IPUYMH aHOMII, AKa CBOEI0 YeProlo0 CIIpUsAE NOAABIIIN MapriHaisanii cycnijibctBa. HaykoBa HOBU3Ha CTaTTi
MOJIATAE B TOSICHEHHI B3a€EMO3aJIeXXHOCTi MapriHajJbHOCTI I aHOMIil, BU3HauYeHHi cnocobiB HeHlTpasizaiil
aHOMIYHMX IMpOIeCciB Yepe3 MPaKTUYHy peaJi3allifo MpUHIWIIB BEpXOBEHCTBA NpaBa, IPaBOBOl PiBHOCTI
I yCyHeHHs IpPUYMH MapriHaJIbHOI NMOBEeMiHKW. Pe3ysbTaTul NOCHiKEHHs CHPUATHUMYThH BifHaAAeHHIO
ONTUMAaJIbHUX HUIAXiB BIUIMBY Ha OCi0, CXUJIBHUX A0 MapriHaJIbHOI MOBEeAiHKM, YAOCKOHaJIeHHI0 3aco0iB i
MEeTO/IiB IOJ0JIaHHA aHOMIl B CyCIiJIbCTBi Ta 3MEeHILIeHHIO BUABIB IPOTUNPABHOI MOBEiHKY, 110 MiATBEPIXKYE
IXHIO IPAaKTUYHY 3HAUYIIiCTh

m Ku110490Bi cjioBa: KOHOJIIKT; MPaBONOPYIIEHH; KpUMiHaIi3allis; CyCIiJIbCTBO; KpHU3a
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m Abstract. The relevance of the study is conditioned by the fact that the authors comprehensively investigated
the issues of intelligence-gathering counteraction to crimes related to gambling business, after the legalisation
of gambling in Ukraine in 2020. The study clearly identified and described all the elements of the system of
countering these crimes: crime prevention, crime detection, and response to crimes. The purpose of the study
is to investigate the features of intelligence-gathering counteraction to crimes related to gambling in order to
increase the effectiveness of counteraction to such crimes. To achieve this goal, the study used general scientific
and special legal methods: the general dialectical method of scientific cognition of phenomena and their ties;
formal and legal (dogmatic or legal and technical); system and structural; comparative law; generalisation.
The system of intelligence-gathering counteraction to crimes related to gambling business includes: crime
prevention, crime detection, and response to crime. Prevention of gambling-related crimes includes actions and
intelligence-gathering measures for general and individual prevention. Detection of crimes related to gambling
is carried out by operational units during intelligence-gathering activities to identify and suppress predicate
crimes. Response to identified crimes includes documenting criminal activity and transferring materials to the
appropriate investigative unit for making a decision on the initiation of criminal proceedings. The authors
propose specific mechanisms for intelligence-gathering counteraction to crimes related to gambling
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= Introduction

The Law of Ukraine “On State Regulation of Activities
on Organising and Conducting Gambling” No. 768-1X
of July 14, 2020 [1] allows gambling in Ukraine. By
the end of 2020, the authorised body of state regula-
tion and control over gambling — the Commission for
regulating gambling and lotteries — was established,
and in 2021, the issuance of licenses for organising and
conducting various types of gambling began. At the
beginning of 2022, more than 30 licenses were issued
for organising and conducting gambling in Ukraine:
8 casino licenses, 12 for slot machine halls (each
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gives the right to open up to 5 halls), 3 for organising
and conducting betting activities, and 15 online casino
sites were launched [2].

The legalisation of gambling has also contributed
to changes in the structure of crime and the emer-
gence of crimes related to gambling. Gambling-related
crimes include the following types of criminally pun-
ishable acts, the method or means of committing or
concealing which is the organisation and conduct of
gambling, while the gambling organisers themselves
are not always complicit in such crimes, and sometimes
do not know about them.

Thus, all over the world, gambling is one of the
tools for legalising corruption proceeds, proceeds from
crime, and the commission of other crimes. Such high
risks of gambling always determine its specific legal
regulation by the state according to a special manage-
ment model with enhanced monitoring and control
over gambling.
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At the same time, as of 2022, the monitoring
system in Ukraine still does not work, since the state
system of online monitoring has not been put into
commercial operation, and state control over the
gambling market is also not carried out, since all
control measures have been stopped for the period of
martial law. All this contributes to the development
of gambling-related crime, which leads to an increase
in the overall crime rate.

The emergence of new ways of committing
crimes using gambling requires the development of
new forms of means and methods of countering such
crimes, which determines the relevance of this study,
because the prevention, detection, and documenta-
tion of such crimes due to their high latency is quite
complex and requires scientific provision of operational
workers with knowledge about the features of crimes
related to gambling.

The studies from various branches of legal sci-
ence are devoted to the investigation of problematic
issues of state regulation of gambling business. In-
ternational researchers have studied the criminality
of pathological players, and crimes related to gam-
bling have been considered from the standpoint of
the nature and causes of crime related to gambling.
J. Banks & D. Waugh [3, p. 339] considered the sys-
tematisation and main features of crimes related to
gambling, and also analysed the relationship between
pathological players and their propensity to crime.
A. Adolphe, L. Khatib, C. van Golde, S.M. Gainsbury
& A. Blaszczynski [4, p. 395] investigated the in-
strumental relationship between problem gambling
and player crime. J.N. Arthur, R.J. Williams, &
Y.D. Belanger [5, p. 491, studied the relationship be-
tween legal gambling and crime.

In particular, S. Chernyavsky & O. Juzha [6,
p. 157] have investigated the issues of countering eco-
nomic crimes as part of the system of ensuring the
economic security of the state. L.V. Lefterov [7, p. 89]
considered issues of countering cybercrime, in par-
ticular, fraud on the Internet. V.O. Dopilko, &
R.V. Yavdoshchuk [8, p. 90] examined legal means of
countering smuggling. M. Shcherbakovsky, & R. Stepa-
niuk [9, p. 117] inspected the problems of countering
corruption crimes, focusing on the main mistakes of law
enforcement agencies during intelligence-gathering
activities and criminal proceedings, which affect the
proof of corruption facts. M.A. Pogoretsky [10, p. 36]
paid much attention in general to the issues of investi-
gative activity and the use of its results in criminal pro-
ceedings when counteracting certain types of crime, in
particular, fraud with financial resources. O. Tarasenko,
& A. Shevchishen [11, p. 105] focused on the use of
intelligence tools in pre-trial investigation.

At the same time, the issues of countering crimes
related to gambling in the course of intelligence-gathering
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activities have not been comprehensively considered,
which determines the relevance of this study.

The purpose of the study is to investigate the fea-
tures of crimes related to gambling and develop a sys-
tem of intelligence-gathering counteraction to them to
provide practitioners with effective means of countering
crime. To achieve this goal, the following tasks were set:

— carry out classification and determine the specifics
of crimes related to gambling;

— investigate the system of intelligence-gathering
counteraction to crimes related to gambling business,
and characterise its elements;

— provide recommendations on the specifics of
applying certain elements of intelligence-gathering
counteraction to crimes related to gambling.

=m Materials and Methods

The authors used general scientific and special methods
to achieve the purpose and consider the objectives of
the study. The general dialectical method of scientific
cognition of phenomena and their links is used to in-
vestigate the mechanism of criminal activity related
to gambling and its reflection in the environment,
and to study the forms, methods, and means of intel-
ligence-gathering counteraction to these crimes.

The formal legal (dogmatic or legal and technical)
method was used to study and interpret the norms
of legislative acts that regulate the issues of legal
regulation of gambling and intelligence-gathering
activities. Special legal methods were also used, the
system and structural method was used to determine
the features of crimes related to gambling and group
such crimes into a certain system by individual char-
acteristics. The comparative law method was used
to contrast the norms of legislative acts of various
branches of law regulating gambling, crime, and in-
telligence-gathering activities.

The method of generalisation allowed consis-
tently bringing certain facts together and formulating
reasonable conclusions of scientific research aimed at
improving the effectiveness of intelligence-gathering
counteraction to crimes related to gambling.

The theoretical basis of the study is the laws and
regulations of Ukraine regulating the issues of gam-
bling, intelligence-gathering counteraction to crime,
recognition of certain acts as crimes, and studies by
Ukrainian and foreign researchers in this area.

m Results and Discussion

Classification and features of crimes related to gam-
bling. Crimes related to gambling are grouped ac-
cording to certain characteristic features of the mech-
anism of criminal activity. Such characteristic features
make certain changes in the environment, manifested
in special traces, which determines the features of
intelligence-gathering counteraction to such crimes.
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Crimes related to gambling include such crimes
that are committed or hidden using the sphere of
gambling, in particular: articles 366-2 (declaration
of false information), 368 (acceptance of an offer,
promise or receipt of illegal benefits by an official),
368-5 (illegal enrichment), 369-2 (abuse of influence),
which are hidden due to the concealment of the facts
of obtaining illegal benefits under the guise of win-
ning a gambling game or lottery; 209 (legitimisation
(laundering) of property received, 222 (fraud with fi-
nancial resources), which provide for the provision of
false information about income in the form of gambling
winnings; and a number of other crimes that can be
committed by players in gambling establishments by
prior agreement with employees of gambling estab-
lishments or without such — articles 190, 191, 212,
212-1 of the Criminal Code (CC) of Ukraine [12].

Characteristic features of crimes related to gam-
bling are the presence of a mercenary motive, connec-
tion with the concealment of other criminal activities
using gambling; usually committed by prior agree-
ment with representatives of the legal organiser of
gambling (licensee), etc.

The authors of this study propose to divide the
crimes defined above into the following groups:

— legitimisation of corrupt income using gambling;

— legitimisation of income obtained by criminal
means (arms and drug trafficking, smuggling, human
trafficking) using gambling;

— other crimes related to the organisation and
conduct of gambling (fraud, computer crimes).

Broad discretionary powers of officials and
insufficient effectiveness of preventive functions to
prevent corruption (preventing conflicts of interest,
strengthening the role of the public, random verifi-
cation of declarations, increasing the transparency of
public service) an important role is assigned to re-
pressive functions and the effectiveness of criminal
prosecution of criminals [13].

When receiving corrupt income, a person usu-
ally plans a way to hide this fact and create a version
of the legal origin of such income. To do this, a per-
son can visit a gambling establishment or purchase a
lottery ticket to create the appearance of winning a
significant amount of funds. Unfortunately, today the
Unified State Register of Declarations of Persons Au-
thorised to Perform the Functions of the State or Local
Government is closed for the period of martial law.
However, a few years ago, the authors considered in
detail the example when a people’s deputy of Ukraine
declared three lottery winnings for large amounts
within a month, and another people’s deputy declared
lottery winnings for more than one million UAH [14].

To establish such facts, operational units can
get acquainted with the documents of the lottery
operator or gambling organiser, which record the
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facts of winnings for a certain period. For example, for a
lottery operator, such documents are records of drawing
panels, which record the fact that a winning game
combination falls out for a certain draw, and account-
ing documents confirming the fact of payment of a
certain amount of winnings. At the same time, gam-
bling organisers keep personal reports on the accrual
and payment of taxes on winnings, regardless of the
amount of winnings, and therefore, when paying win-
nings, the gambling organiser receives personal in-
formation of the player and the taxpayer code, and
also submits such information in the tax report for
quarter 1DF. Lottery operators keep depersonalised
tax reports, so it will be impossible to get personal
information about the player, but it is advisable to
compare information about the date of payment of
winnings to the lottery player, its amount, and whether
such amounts of winnings were recorded as lottery
winnings on a certain date.

Legitimisation of other income obtained by crim-
inal means through the use of gambling provides for
the legitimisation of funds received from criminal ac-
tivities through winnings in gambling establishments,
in particular: arms trafficking, drug trafficking, hu-
man trafficking, smuggling, tax evasion, etc. Such
actions are qualified under Article 209 (legitimisa-
tion (laundering) of property obtained by criminal
means); Article 222 (fraud with financial resources)
of the CC of Ukraine.

On the part of gambling organisers, such crimes
are usually accompanied by forgery of documents,
that is, drawing up and issuing a false certificate of
winnings for a certain amount. To establish this fact,
it is necessary to get information from the gambling
organiser about the visit of a gambling establishment
on a certain date by a specific person, because visitors
are identified in gambling establishments. In addi-
tion, operational units can also check the information
whether a win of this amount or several winnings for
the total amount in the gambling establishment fell
out. Now this information should also be available
in the online systems of gambling organisers, and af-
ter the introduction of the state online monitoring
system into commercial operation, this information
will be available to the Commission for Regulation of
Gambling and Lotteries, which is the authorised body
of state regulation and control over gambling.

Other crimes related to the organisation and
conduct of gambling include crimes whose method of
commission is related to the functioning of the gam-
bling business. Such crimes may be acts provided for
in Article 212 of the CC of Ukraine (tax evasion —
payment of wages as winnings or payment for work
performed or services rendered in cash) and 212-1 of
the CC of Ukraine (evasion of payment of SSC) and
other insurance premiums, Article 190 of the CC of
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Ukraine (fraud committed by casino players), com-
mission of crimes against property by gambling — de-
pendent players — articles 191, 185, 186 of the CC
of Ukraine, computer crimes.

Almost half of the scams committed using com-
puter technology, in particular phishing (and farm-
ing, which is a hidden variant of phishing), are com-
mitted through various fraudulent sweepstakes and
lotteries [15]. Bank payments also practise replacing
the MCC payment code on terminals — “black” ac-
quiring, due to this payment is accepted for “video
games”, “sweepstakes” instead of indicating the real
purpose of the payment — “gambling” (“The game is
getting dark”) . Such crimes can be committed only
with the participation of esquires, which allow to
make such a change in payment codes in payment
systems [10, p. 40].

Tax evasion using gambling is implemented in
countries where there is a certain amount of non-tax-
able winnings in a gambling establishment. Thus, the
draft law No. 2713-D is awaiting consideration by the
parliament, which is proposed to exempt from taxa-
tion income in the form of winnings in the amount of
up to UAH 65,000 [16].

The bodies that are authorised to identify and
investigate corruption crimes, and provided for in
Article 209 of the CC of Ukraine according to Article 126
of the CPC of Ukraine are the National Anti-Corrup-
tion Bureau and the State Bureau of Investigation, de-
pending on the status of the subject who commits the
crime, and in relation to crimes provided for in arti-
cles 212, 212-1, 222 of the CC of Ukraine — Financial
Investigations Service, which is provided for in Arti-
cle 216 of the CPC of Ukraine [17]. Intelligence-gath-
ering activities for these crimes are carried out by
the relevant divisions of these bodies: the National
Anti-Corruption Bureau of Ukraine — detectives, op-
erational-technical, internal control; the State Bureau
of Investigation — operational, operational-technical,
internal control, personal security; the Financial In-
vestigations Service of Ukraine — divisions of detectives,
operational-technical units.

System of intelligence-gathering counteraction to
crimes related to gambling. A well-established opinion
is that countering crime by its nature is a law enforce-
ment activity, which is considered as a multifunction-
al and diverse concept that covers almost all spheres
of state activity [18]. The process of responding to
a committed crime forms an independent system of
measures that are applied in a certain sequence [19].
The authors of this study agree with M.L. Gribov &
A.M. Chernyak [18], that the anti-crime system in-
cludes blocks for crime prevention, crime detection,
and crime response.

The Constitution of Ukraine [20] in a number
of Articles (29, 31, 34, 39) uses the term prevention
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of crimes. This term covers all preventive activities of
law enforcement agencies, while the detection and sup-
pression of crimes does not refer to preventive activities,
because it means that the crime has already been com-
mitted (even at the stage of preparation or attempted
crime, criminal activity is already taking place).

Crime prevention literally means activities that
prevent the commission of crimes. The main purpose
of preventive activities is to prevent the commission
of crimes, reduce their number and thereby reduce
the scale of crime [21].

Given the above, the authors agree that the
prevention of crimes of a certain type includes gen-
eral prevention (identification of the causes and con-
ditions that contribute to the commission of certain
crimes) and individual prevention — prevention of
crimes (identification of persons who are trying to
commit a crime, and the implementation of certain
measures to them in order to prevent the implemen-
tation of their plans).

Thus, operational general prevention includes
actions to identify the causes and conditions that con-
tribute to the commission of a certain type of crime,
that is, preventing the formation of criminal intent
in the future in persons who are prone to commit-
ting criminal offences or in persons who use certain
reasons and conditions. Such reasons and conditions
may be gaps in the current legislation, lack of proper
state control over the sphere of gambling or certain
types of it, certain gambling establishments, imper-
fection of the system of identification and admission
of players in a certain gambling institution, motivat-
ing a person to use them, as a result of which a crim-
inal intention to commit a certain crime related to
gambling is formed.

Now such reasons and conditions that contribute
to the commission of crimes related to gambling are:
the lack of a state system of online monitoring, the sus-
pension of control measures for the period of martial
law, violation of the procedure for identifying visitors
to a gambling establishment, negligence in the regis-
tration of accounting and tax accounting documents
regarding the recording of operations for accepting a
bet and paying winnings in a gambling establishment,
incorrectness, late entry of data into the online systems
of gambling organisers about all operations for accept-
ing a bet, returning a bet, paying winnings or any other
operations. Intelligence-gathering measures for general
preventive crimes related to gambling can be:

- holding meetings with gambling organisers (in-
cluding on the basis of the regulator — the Commission
for Regulation of Gambling and Lotteries) and cover-
ing information on the awareness of law enforcement
agencies about the facts and risks of using gambling
for criminal activities and on the readiness to respond
to any facts of illegal activities using gambling;
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— constant cooperation with authorised state bodies —
the Commission for Regulation of Gambling and Lot-
teries (in terms of compliance by the organisers with
licensing legislation and the procedure for organising
and conducting gambling), the Ministry of Finance of
Ukraine (in terms of compliance by the organisers with
legislation on preventing the legitimisation of proceeds
from crime), the state tax service of Ukraine (in terms
of the exchange of tax information). For example, the
Commission for Regulation of Gambling and Lotteries
and the Financial Investigations Service signed a mem-
orandum of cooperation and information exchange on
February 23, 2022. According to the memorandum, the
Ukrainian Commission for Regulation of Gambling and
Lotteries and Financial Investigations Service will coor-
dinate efforts in activities aimed at preventing, detect-
ing, suppressing, and investigating offences related to
the illegal organisation and conduct of gambling and
lotteries in Ukraine, in particular, creating conditions
for shadowing the sphere. Within the framework of the
Memorandum, the agencies agreed on the exchange of
statistical, reference materials, methodological recom-
mendations, consultations, and joint activities [22].

— media reports on the successful results of intel-
ligence-gathering activities, elimination of criminal
schemes, and exposure of criminal organisations that
help legalise funds obtained by criminal means using
gambling;

— implementation of continuous criminal analysis
of crimes related to gambling, for the implementation
of measures to prevent such crimes in the future by
means of general and individual prevention.

Operational individual prevention provides for
operational work to prevent the commission of a crime
by a specific person (at the stage of occurrence of
intent to commit a crime, preparation or attempt to
commit it), that is, to prevent the transition of a per-
son from the process of forming intent to commit a
certain crime to the implementation of criminal in-
tent (performing preparatory actions for its commission,
attempt or commission of a crime) and always has its
own object of influence.

Such operational individual prevention can be
carried out both in relation to employees of the gam-
bling organiser, and in relation to other persons who
are not employees of the organiser, but have acquain-
tances and influence on persons who work in a gam-
bling establishment and can “help” to realise criminal
intent, and in relation to persons who wish to realise
criminal intent using gambling.

Information about persons who wish to commit
a crime using gambling can be obtained from persons
who heard the conversation or were participants in
a conversation with a person during which a person
announced their intentions to use gambling to legal-
ise corruption proceeds, criminal proceeds, deception
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of a gambling establishment, etc. Perhaps in such a
conversation, the person asked the interlocutor to
assist in the search for persons who could become
accomplices in such a crime or help in concealing it.

Crime detection is the activity of searching
for and recording information about: preparation for
a crime; attempted crime; committing a completed
crime [18, p. 48]. Most gambling-related crimes are
preceded by predicate crimes, which result in income
that needs to be legalised. Thus, funds received as a
result of the sale of weapons, drugs, smuggling, etc.,
are further legalised through playing in a casino, a
person allegedly makes a bet and wins a large amount
of funds, then receives a certificate of winnings from
a gambling establishment and can then transfer such
funds to a bank account or use them as legal funds.

In official crimes, there is a similar mechanism
for legalising corrupt income: a person accumulates
a certain amount of illegal income received as an il-
legal benefit, then plays in a casino and receives a
certificate of winnings. After that, a person submits a
declaration of changes in the property status, where
they indicate income in the form of gambling win-
nings. For example, during the period of the ban on
gambling, such a scheme was actively used in state
lotteries, an example was mentioned when a people’s
deputy of Ukraine declared three lottery winnings for
large amounts within a month, another people’s deputy
declared lottery winnings in the amount of more than
one million UAH [23, p. 400].

A common way to conceal illegal enrichment
can also simultaneously be to obtain a certificate of
winnings from a gambling establishment, conclude
imaginary transactions, etc., that is, perform any actions
that would allow a person to obtain documents con-
firming the existence of income sufficient to acquire
the received assets [14, p. 306]. Often a person first
acquires an asset (real estate) under a preliminary
contract of sale, a contract of acquisition of property
rights, because in the register of real estate such con-
tracts are not indicated, then provides themself with
certificates of allegedly receiving additional income
(certificates of winning in a gambling establishment),
can even submit a notice of significant changes in the
property status, and after that already enters into a
contract of sale of real estate for the real amount of
the transaction with the reflection of information in
the annual declaration on the expenditure of funds
for the purchase of property.

In addition, the gambling business can be used
to pay wages to citizens, since when paying winnings in
gambling, the tax will be less than when paying wages,
since the employer additionally pays 22% of the sin-
gle social contribution, and also deducts 18% of per-
sonal income tax and 1.5% of the military fee from the
employee’s salary [24]. When paying out winnings,
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the gambling organiser, as a tax agent, only deducts
18% of personal income tax and 1.5% of the military
fee. In addition, the draft law No. 2713-D [16] is await-
ing consideration in the Parliament today, which are
proposed to exempt from taxation income in the form
of winnings in the amount of up to UAH 65,000. Af-
ter the adoption of such a law, it is expected that the
risks of paying “wages” without taxes as gambling
winnings will become more frequent. In this case, it
will be more profitable for employers to use the online
casino, adding funds to the player’s online wallet and
then “withdraw” funds from it as winnings.

Detection of such crimes is quite difficult due
to the high latency of both predicate crimes and ac-
tually those related to gambling due to the secrecy of
their commission, involvement of organised criminal
groups in the crime and preliminary collusion with
representatives of the gambling organiser, who pro-
vide such “services” on a permanent basis and only
through verified persons. Therefore, the organisation
of work of operational units to detect such crimes
requires special attention.

According to M.A. Pogoretskyi [25, p. 3601,
detection of a crime by units authorised to carry out
the intelligence-gathering activities, is a complex process
that consists in searching for factual data indicating
the signs of a crime, their operational-search docu-
mentation (recording) to obtain the materials of the
intelligence-gathering activities, research these ma-
terials, establish in them sufficient data indicating
the signs of a crime (their criminal and criminal-legal
assessment) and make a decision to initiate criminal
proceedings or refuse to initiate it. Considering the
norms of the current Code of Criminal Procedure of
Ukraine, if the results of the implementation of intel-
ligence-gathering activities reveal signs of a crime,
the head of the operational unit immediately sends
the collected materials, which record the facts of ille-
gal activities, to the relevant divisions of the pre-trial
investigation bodies or prosecutor to make a decision
on entering information in the Unified Register of
Pre-trial Investigation and the beginning of a pre-trial
investigation according to Article 214 of the CPC of
Ukraine, and the reason for starting criminal pro-
ceedings will be the independent identification from
the materials provided to the investigator or prosecutor
of circumstances that may indicate the commission
of a criminal offence [26, p. 220].

Conducting intelligence-gathering activities to
identify and suppress predicate crimes — arms traffick-
ing, drugs, smuggling, committing corruption crimes
(obtaining illegal benefits, illegal enrichment, abuse
of influence), during which operational units can re-
veal the facts of concealing such crimes using gam-
bling. Such activities are tasked with identifying in-
dividuals and facts of operational interest that have not
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previously come to the attention of operational units.
Intelligence-gathering is an organisational and tactical
form of intelligence-gathering activities, the essence of
which is to identify persons and facts of operational in-
terest to the internal affairs bodies [27, p. 191]. With
an intelligence-gathering, the process of identifying
criminal activity actually begins.

Confidential cooperation on the legitimisation
of proceeds from crime (from the sale of weapons,
drugs, smuggling) using gambling in Ukraine is usually
carried out at the international level. In this case, crimes
related to gambling are usually detected during the in-
vestigation of the facts of the main criminal activity.
In this case, international cooperation may provide
for the exchange between states of information that
is necessary for conducting secret investigations, con-
ducting joint operations by law enforcement agencies
of two or more countries to secretly control the com-
mission of crimes related to illegal crossing of state
borders and illegal movement through them of ob-
jects and substances prohibited for free circulation;
conducting a secret investigation (intelligence-gath-
ering activities) by law enforcement agencies of one
state at the request of law enforcement agencies of
another and others [28, p. 18].

In the process of prompt search, documents can be
drawn up that confirm the implementation of specific
activities with a reflection of their effectiveness. An op-
erational employee can provide: a report outlining the
results of oral interviews conducted by them, a cer-
tificate of studying the documents of an organisation
or enterprise for a certain period, indicating proposals
on the methods and time of subsequent receipt of in-
formation from this source by procedural means, and
other information and documents [29, p. 155].

An operational survey is effective for obtaining
information necessary for the prevention and detec-
tion of crimes, and for the operational development
of individuals. An operational survey is allowed
to be conducted by the Law of Ukraine “On Intel-
ligence-Gathering Activities” [30] of February 18,
1992 No. 2135-XII (Law No. 2135). Such a survey
is usually conducted when receiving messages from
citizens about facts of operational interest and is
conducted by an operational employee openly and
with the consent of the person being interviewed
and is usually reflected in the person’s own written
explanations.

Separately, attention should be paid to the in-
telligence (secret) operational survey, which consists
in direct communication of operational units with
individuals to obtain information about persons,
events, objects, facts of operational interest, but with-
out disclosing their identity and the purpose of the
survey. In order to identify possible facts of commit-
ting crimes related to gambling, operational units can
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conduct a secret survey of employees of gambling or-
ganisers. A secret survey is an event conducted by law
enforcement officers with the concealment of their
personal data and professional affiliation, which also
consists in obtaining information necessary for the
prevention of crimes, their detection, termination,
and investigation, by communicating with the inter-
viewed persons (oral or written; direct or indirect;
using technical means of communication or without
them) [31, p. 10]. Law No. 2135 [30] separately de-
fines only a survey of persons with their consent, that
is, as a public survey. Accordingly, a secret survey is
implemented not as a separate intelligence-gathering
activities, but as part of the implementation of other
intelligence-gathering activities (performing a special
task to uncover the criminal activities of an organised
group or criminal organisation, during confidential
cooperation or during the agent work of full-time and
freelance secret employees). The results of a secret
survey are reflected in the documents compiled by
the operational employee: report, reference, report. An
unspoken survey should be consolidated in the current
legislation of Ukraine, which would allow controlling
such activities and avoiding abuse [31, p. 16].
Obtaining reference and analytical informa-
tion consists in the open collection of information,
including by sending requests to the enterprise and
receiving information and documents from them. It
is possible to identify the facts of committing crimes
using gambling during familiarisation with the finan-
cial and economic activities of enterprises of both
gambling organisers and other enterprises, institu-
tions, and organisations. The task of such an intelli-
gence-gathering activity is: obtaining data describing
the activities of enterprises, institutions, and organ-
isations, regardless of ownership forms; obtaining
copies of documents that are important for solving
the problems of intelligence-gathering activities; leg-
ending the source of information; checking primary
operational information; establishing the causes and
conditions that contribute to the commission of a
crime; establishing persons involved in criminal ac-
tivity and their connections; establishing possible wit-
nesses to criminal activity; selecting candidates for
secret cooperation [32, p. 209]. When studying the
documents of gambling organisers, it is necessary to
pay attention to whether there is a frequent payment
of winnings to certain persons, what is the interval of
such payment, who works a shift in a gambling estab-
lishment, when a certain person “wins” in gambling
and receives winnings. The study of documentation
of other enterprises may be related to obtaining in-
formation from banking institutions, whether the
person provided a certificate of winnings to deposit
a certain amount of funds to the account, or whether
funds in a certain amount were received to the person’s
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account from the gambling organiser, from one or
more organisers funds were received as winnings
in gambling, what is the frequency and amount of
winnings. Such information is necessary to verify
possible facts of declaring false information (when
a person indicated winnings for a certain amount in
the declaration) or facts of illegal enrichment.

The facts of committing crimes related to gam-
bling can be revealed during the implementation of
a personal intelligence-gathering or operational pro-
ceedings in relation to a certain person on the facts of
such a person receiving illegal benefits or committing
criminal activities in respect of which in the future
there is a need to legalise the income obtained by crim-
inal means. Personal search is carried out in relation
to a certain person or place and involves the follow-
ing tasks: identifying a place (gambling establishment)
that is of operational interest among the network of
institutions; identifying the causes and conditions that
contribute to the commission of crimes in a particular
gambling establishment; identifying the criminal ac-
tivity of certain persons and its termination; identify-
ing other persons (accomplices) who intend to commit
a crime, plan, prepare for a crime or commit it; secretly
obtaining certain data about a person of operational
interest. Personal search can include audio or video
recording of a person or place of operational interest.
Fixing the results of a personal search is carried out
by documenting: a report, certificate, or written expla-
nation is drawn up. The response to crimes by opera-
tional units involves documenting criminal activities
and transferring materials to the appropriate investi-
gative unit for making a decision on the initiation of
criminal proceedings.

Materials that contain information about de-
tected criminal offences or events must contain in-
formation about: time, place, method, other circum-
stances of the commission of the crime; information
about the person (group of persons) who committed
(will commit) the crime (including the composition
of the group, the role of each of them, information
about the scheme of connections, bringing to crim-
inal or administrative responsibility, etc.); specific
criminal and illegal actions in which the specified
criminal offence manifests itself (legitimisation of
proceeds from crime through winnings in a gambling
establishment, tax evasion by paying funds as a win
in a gambling establishment, legitimisation of illegal
benefits received as a win in a casino; declaration of
false information in the form of information estab-
lished in the course of conducting intelligence-gath-
ering activities; instruments of crime that can be
seized or that can be seized, etc.

Materials of the intelligence-gathering activi-
ties can be operational — service documents that are
drawn up by authorised persons and other operational
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and search units (operational documentation, opera-
tional-technical units, ensuring the safety of par-
ticipants in criminal proceedings, etc.), documents
that are obtained both publicly and secretly by the
operational and search unit in the manner provided for
by law from individuals and legal entities, documents
and items discovered by the operational and search
unit during the intelligence-gathering activities. The
content of the materials of the intelligence-gathering
activities is operational and search information — any
information (factual data) included in the subject of
research in the operational-search case, which is ob-
tained in accordance with the purpose and objectives
of the intelligence-gathering activities in a manner
determined by law from any sources not prohibited
by law by authorised subjects, which can be the jus-
tification of relevant decisions in certain areas of
activity [25, p. 227].

These materials after the imposition of the res-
olution of the head of the investigative department
are subject to mandatory registration by the relevant
division of the pre-trial investigation body or prosecutor’s
office, in order to avoid possible information leakage
(duty station, database “Unified accounting”, (URPI)
without decoding the data about the person who
commits a crime, since Part 8 of the regulation on
the URPI, the procedure for its formation and main-
tenance, approved by the order of the Office of the
Prosecutor General of 06/30/2020 No.298 provides
that access to the information entered in the Register
regarding criminal offences related to the acceptance
of an offer, promise or receipt of illegal use of gam-
bling business opens from the moment of declaring
suspicion to a person or making a decision to close
the proceedings without declaring suspicion to a
person [33].

After checking the received materials of the
intelligence-gathering activities, the investigator or
prosecutor registers it in the unified state register of
legal entities and criminal proceedings begin. Making
such a decision is preceded by a legal assessment of
the materials received by the investigator. The mate-
rials of the intelligence-gathering activities are sent
to the investigative unit with a cover letter, filed and
numbered, with a description and analytical certif-
icate, which must necessarily reflect the identified
signs of the crime for which it is proposed to start
criminal proceedings, with reference to the materials
available in the case that confirm them.

The scientific originality of the study lies in
the fact that the authors were the first to comprehen-
sively investigate the issues of intelligence-gathering
prevention of crimes related to gambling, after the le-
galisation of gambling in Ukraine in 2020. The study
clearly identified and described all the elements of
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the system of countering these crimes: crime prevention,
crime detection, and response to crimes.

= Conclusions

The activities of operational units are extremely im-
portant for prompt response to any manifestations of
crime and minimising the crime rate in general.

The authors of this study propose to divide the
crimes defined above into the following groups:

— legitimisation of corrupt income using gambling;

— legitimisation of income obtained by criminal
means (arms and drug trafficking, smuggling, human
trafficking) using gambling;

— other crimes related to the organisation and
conduct of gambling (fraud, computer crimes).

The system of intelligence-gathering counter-
action to crimes related to gambling includes the fol-
lowing elements: crime prevention, crime detection,
and response to crimes. Each of these elements pro-
vides for the performance by operational units of cer-
tain actions, intelligence-gathering measures aimed at
fulfilling the tasks set.

In the system of countering crimes related to
gambling, special importance is attached to the preven-
tion of crimes, which is implemented through general
and individual prevention measures. General preven-
tion includes actions to identify the causes and con-
ditions that contribute to the commission of a certain
type of crime, that is, it significantly complicates the
commission of such crimes in the future. Individual
prevention measures are aimed at the work of opera-
tional units with a specific person and preventing the
development of intent to commit a crime into criminal
intent, preventing the commission of a crime by a
certain person.

Detection of crimes related to gambling is carried
out by operational units during the intelligence-gath-
ering activities to detect and suppress predicate
crimes — arms trafficking, drugs, smuggling, com-
mitting corruption crimes (obtaining illegal benefits,
illegal enrichment, abuse of influence), in the pro-
cess of which operational units can reveal the facts of
concealing such crimes using gambling. It is possible
to identify such crimes during confidential cooper-
ation, including international cooperation, conduct-
ing an operational survey, obtaining reference and
analytical information, studying documents, intelli-
gence-gathering or operational proceedings in rela-
tion to an individual, etc. Confidential operational
work of full-time and freelance secret employees is
important for detecting crimes related to gambling.
Response to identified crimes includes documenting
criminal activities by operational units and transferring
materials to the appropriate investigative unit for mak-
ing a decision on the initiation of criminal proceedings.
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Oco6nUBOCTIi onepaTUBHO-PO3LUYKOBOI NPOTUAII 3M104UMHaM,
noB’aA3aHUM 3 rpajibHUMM 6i3Hecom

OiaHa BopuciBHa Cepreesa’, 3opssHa MukonaisHa TonopeLbKa?

'KuiBcbkui HallioHAJIbHUH yHiBepcuTeT iMeHi Tapaca IlleBueHka
02000, Bys1. Bomogumupchka, 60, M. KuiB, YkpaiHna

’HanioHasIbHa aKaJieMisA BHYTPIlIHIX cripaB
03035, 1. Conom’ssHCBKa, 1, M. KuiB, YkpaiHna

m AHOTAaNisA. AKTYaJIbHICTh CTATTi IOJIATAE B TOMY, III0 aBTOPU KOMILJIEKCHO JOCJIiJUJIU TUTAHHSI OTlepaTUBHO-
PO3IIYKOBOI MPOTH/Ail 3JI04MHAM, MOB’sI3aHUM 3 TpajibHUM Oi3HecoM, MicJjiA Jierajisaillili rpajbHOro 6i3Hecy
B YkpaiHi 2020 poky. MeTowo AOCTiJKEHHA € BUBYEHHS OCOOJIMBOCTEN ONEepaTHBHO-PO3LIYKOBOI IPOTHIII
3JI0YMHaM, MOB’I3aHUM 3 TpajIbHUM Oi3HecoM, 3a[J1A HiABUIleHHA e()eKTHUBHOCTI Ifi€l mpoTufii. JlocArHEeHHIO
MOCTaBJIEHO1 MeTH CIIPUAJIO BUKOPHCTAHHA 3arajlIbHOHAayKOBUX i ClleliaIbHUX IOPUAUYHUX METOMiB: 3araJbHUIN
JiaJIeKTUYHUN MeTOJ HayKOBOI'O Ii3HAHHSA ABUIL Ta 3B’A3KiB Mik HUMU; HOPMaIbHO-IPABOBUI (HOTrMaTUIHUN
ab0 IPUANKO-TEXHIYHUI); CUCTEMHO-CTPYKTYPHUH; OPiBHAIBHO-IIPABUI; MeTO y3arajabHeHH:A. PO3TJIAHyTO
TakKi CKJIa[IOBI CHCTeMH OIepaTHBHO-PO3IIYKOBOI MPOTHUAil 3JI0YMHAM, MOB’SA3aHUM 3 IpajIbHUM Oi3HecoM:
3anobiraHH:A 3J10YMHaM, BUABJIEHHA 3JIOYMHIB i pearyBaHH:A Ha 3JIOYMH. 3anobiraHH:A 3J109MHaM, OB’ A3aHUM 3
rpajgbHuUM 6i3HecoMm, nepedavae 34iMiICHeHHA [ill Ta peasi3allilo onepaTUBHO-PO3NIYKOBUX 3aX0/IiB 3arajibHO1
Ta iHAuBiAyasbHOI NpodilakTUKU. BusABIeHHA 3JI0YMHIB, NOB’A3aHUX 3 I'PaJibHUM 06i3HecoM, 3LiMICHIOIOTH
OmnepaTHBHi MiAPO34iJN IiJ] Yac NpoBe[eHH:A ONepaTHBHO-PO3IIYKOBUX 3aXOMiB 3 BUABJIEHHA Ta IPUNHNHEHHSA
NpeAVKaTHUX 3JI0YMHiB. PearyBaHHA Ha BUsABJIEHI 3JIOYMHM IHepefdadae AOKYMEHTYBAHHS 3JI0YMHHOI
OiAIBHOCTI M mepenadyy MaTepiajiiB [0 BiANOBIAHOTO CJIiAYOTO MiApPO3MiJy AJIA NMPUUHATTA pillleHHA MPOo
N0YaTOK KPHUMiHaJIbHOI'O IPOBA)KeHH:A. [IpakTyHa 3HaYyL[iCTh pe3yJIbTaTiB AOCIi)KEHH M0JIATa€E B TOMY,
1[0 B CTATTi 3alpONOHOBAHO KOHKPETHI MeXaHi3MHU OllepaTUBHO-PO3IIYKOBOI MPOTH/Iil 3JI0U1HAaM, MOB’I3aHUM
3 rpaJibHUM Gi3Hecom

m KUTI09OBI cJ10Ba: ollepaTHUBHO-PO3IIYKOBA [isiIbHICTh; IPaJIbHUE 3aKJIaf; a3apTHA rpa; KOPYMIikHi 3JTOUNHHY,
Jlerajisaris JOXO0[4iB, OTPUMAHUX 3JI0YMHHUM LLIAXOM; ONlepaTUBHI IiAPO3aiiu
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m Abstract. The problem of countering the money laundering has always been in the centre of attention of
law enforcement, financial authorities, and international organisations. It has become particularly relevant
in the context of the COVID-19 pandemic, which has reoriented financial activities to the use of new modern
technologies, changed economic processes, opening up new ways to obtain criminal proceeds. The purpose of
the study is to investigate the current state of international regulation in the field of criminal law counteraction
to the legalisation (laundering) of property obtained by criminal means. Methodological tools include the
dialectical method of scientific cognition, formal and legal, system and structural, and comparative and legal
methods. The implementation of a systematic analysis of international legislation in the field of countering
money laundering provided the following conclusions: 1) the conceptual basis for effective counteraction to
the laundering of “dirty” property is international cooperation, within which the establishment of a national
system of legal norms took place; 2) international anti-money laundering legislation is sufficiently unified,
the provisions of legal acts are mutually agreed and do not contain fundamental contradictions, in particular,
regarding the description of objective and subjective signs of legalisation; 3) international standards are
mainly advisory in nature, but countries adhere to the requirements for their implementation; 4) among the
measures to prevent legalisation, the following are of the greatest interest: creation of a register of beneficial
owners; development of standards designed to ensure integrity in the work of public and private organisations;
introduction of a mechanism for monitoring the use of virtual currencies, etc. The results and suggestions
presented in the study can be used in the further development of criminal law mechanisms to counteract the
legalisation (laundering) of property obtained by criminal means

m Keywords: international standards; anti-laundering legislation; criminal proceeds; terrorist financing;
implementation

» Introduction

The problem of countering the legalisation (launder-
ing) of property obtained by criminal means contin-
ues to attract extraordinary attention of the entire
international community, especially in the context
of the COVID-19 pandemic, which has created new
challenges for Ukrainian and foreign law enforcement
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agencies in the field of combating economic crime,
primarily transnational. As noted by the State Finan-
cial Monitoring Service of Ukraine, the COVID-19
pandemic has caused changes in socio-economic pro-
cesses, primarily of a technological nature, which has
opened up new ways for criminals to obtain “dirty”
income in financial activities [1]. Changes in finan-
cial behaviour, including an increase in the volume
of remote transactions, have limited the ability of fi-
nancial institutions to detect anomalies. Analysis by
Financial Action Task Force (FATF)! also indicates

'The anti-money laundering Financial Action Task Force is an in-
tergovernmental body whose goal is to develop and implement in-
ternationally measures and standards to combat money laundering,
financing of terrorism, and financing of proliferation of weapons
of mass destruction.
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that criminals continue to take advantage of the
opportunities created by the pandemic around the
world, associated with an increase in cases of coun-
terfeit medical goods, investment fraud, cybercrime
fraud, and exploitation of economic stimulus mea-
sures introduced by national governments [2]. The
problem of money laundering, which now poses a
threat to both national and international economic
security, has become even more acute in the context
of the COVID-19 pandemic. Moreover, the armed ag-
gression of the Russian Federation against Ukraine
has become a challenge to ensuring the stability of
the financial system, and has created new risks in the
field of financial control and monitoring.

According to statistics of the Prosecutor General’s
Office of Ukraine, the number of registered facts of
legitimisation of criminal proceeds in Ukraine, re-
sponsibility for which is provided for in Article 209
of the Criminal Code of Ukraine [3], has increased
in recent years: so, in 2018, 242 facts of legalisation
of property obtained by criminal means were regis-
tered, of which 64 proceedings were sent to court
with an indictment; in 2019 — 283 (88); in 2020 —
348 (93); in 2021 - 395 facts legalisation of property
(103 proceedings were sent to the court with an in-
dictment) [4]. At the same time, crimes of this type
are characterised by a fairly high level of latency,
and therefore, there is reason to believe that the real
number of facts of money laundering is much higher.

FATF President M. Player said in his speech
that “ensuring the protection of citizens from harm
caused by criminal activities, including money laun-
dering and terrorist financing, should remain a pri-
ority for all governments around the world” [5].
Consequently, countering the laundering of “dirty”
property requires mutually agreed actions of law en-
forcement and financial authorities at all levels, and
first of all, compliance with the standards of legal
response set out in international acts. According to
international experts, even the best Ukrainian laws
against legalisation cannot be effective enough with-
out international cooperation, since criminals are
very rarely limited to the territory of one state, which
causes jurisdictional and organisational problems.
Therefore, the national legislation of states should meet
the needs of international cooperation, that is, have
common features [6, p. 31]. Consequently, it is ex-
tremely important to take steps to adapt the national
anti-money laundering legislation to international le-
gal standards, especially in the light of the intensification
of the European integration processes, in particular, the
signing by President Zelensky on 28 February 2022 of
Ukraine’s application for membership in the European
Union, which may become a prerequisite for Ukraine
to become an EU candidate in the near future.

Moreover, the study of these issues is of
increased relevance in the light of the amendments
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made to Article 209 of the Criminal Code [3] on the
basis of the Law of Ukraine “On Preventing and Coun-
tering the Legalisation (Laundering) of Proceeds from
Crime, the Financing of Terrorism and the Financing
of the Proliferation of Weapons of Mass Destruction”
of December 6, 2019 No. 361 [7].

The purpose of the study is to comprehensively
investigate international standards of criminal law on
combating money laundering, considering modern
challenges and threats in the field of financial control
and monitoring.

= Materials and Methods

Methodological tools are selected in accordance with
the goal set, the specifics of the object and subject of
research. In particular, the dialectical method was ap-
plied, which provided an interdisciplinary complex
character and an in-depth scientific analysis of the
provisions on criminal legal counteraction to money
laundering, in their unity and interrelation, contribut-
ed to the formulation of conclusions and proposals on
the topic under study. The comparative legal method
was used in the analysis of national and international
statutory regulations and other documents, allowed
identifying identical and different, general and special,
positive and negative in the problems of criminal law
counteraction to money laundering, which outlined
ways of potential borrowing useful experience. The
system and structural method was used to investigate
and identify the structural components of the theoret-
ical concept of international criminal law counterac-
tion to the legalisation of “dirty” property. The formal
legal method was used in the study of legal provisions,
legal terms, and wording, in particular, definitions of
legalisation and related acts, predicate crimes, etc.

The theoretical basis consists of the studies by
Ukrainian and foreign researchers (V.S. Beznogyh [8],
K.V. Bysaga [9], LI. Bilous [10], O.O. Dudorov &
T.M. Tertychenko [11], N.M. Nanyun & A. Nasiri [12],
W.R. Schroeder [13] and other scholars [14; 15]),
the provisions of international laws and regulations,
in particular:

— conventions (United Nations Convention
Against Illicit Trafficking in Narcotic Drugs and Psy-
chotropic Substances of March 16, 1989 [16], Con-
vention on Laundering, Search, Seizure and Confis-
cation of the Proceeds from Crime of November 8,
1990 [17], UN Convention Against Transnational
Organised Crime of November 15, 2000 [18] and
others [19; 20]);

— declarations (UN Declaration on Crime and Pub-
lic Safety of 12 December 1996 [21], Vienna Decla-
ration on Crime and Justice of 17 April 2000 [22],
Bangkok Declaration “Synergies and Responses:
Strategic Alliances in Crime Prevention and Criminal
Justice” of 25 April 2005 [23]);

— other laws and regulations [24-26].
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The paper also provides statistical data of the
Prosecutor General’s Office of Ukraine on the number
of registered facts of money laundering in Ukraine [4].

m Results and Discussion

In accordance with the provisions of the associa-
tion agreement between Ukraine and the European
Union, Ukraine has committed itself to implementing
international legal standards for regulation and mon-
itoring in the field of financial services. Article 20 of
the Agreement [25] defined the principles of coun-
tering money laundering and terrorist financing, in
particular, the need for international cooperation
is emphasised, ensuring the implementation by the
parties of relevant international standards, primarily
the FATF and other EU standards equivalent to them.
According to Article 127 of the Agreement [25],
such international standards include: “Basic princi-
ples of effective banking supervision” of the Basel
Committee [26], “Forty recommendations” and “Nine
special recommendations for combating terrorist fi-
nancing” of the FATF [27], etc.

Ukraine’s cooperation on countering money
laundering and terrorist financing is carried out within
the framework of cooperation with such international
organisations as the FATF (primarily the International
Cooperation Review Group (ICRG) and the Policy
Development Group (PDG), the International Monetary
Fund (IMF), the Egmont Group of Financial Intelligence
Units, the Council of Europe Committee of Experts
on the Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism (Moneyval), the World
Bank, the Organisation for Security and Co-operation in
Europe (OSCE). In general, in the structure of inter-
national intergovernmental organisations that form
the institutional basis of the global international sys-
tem for combating money laundering, the following
can be distinguished:

— organisations of general competence (the United
Nations (UN), the World Bank, the Basel Committee
on Banking Supervision (BCBS), IMF, etc.);

— law enforcement-type organisations (International
Criminal Police Organisation (Interpol), etc.);

— international organisations of narrow speciali-
sation [9, p. 46].

This category includes the already mentioned
FATF, Moneyval, Egmont Group of Financial Intelligence
Units, Asia-Pacific Anti-Money Laundering Group (APG),
East and South Africa Anti-Money Laundering Group
(ESAAMLG), Middle East and North Africa Financial
Action Development Group (MENAFATF), Eurasian
group on combating money laundering and financing
of terrorism (EAG), etc.

These international organisations and regional
groups are entrusted with the functions of ensuring
the process of implementation in the national legis-
lation of the participating countries of international
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norms in the field of countering the legalisation (laun-
dering) of property obtained by criminal means, and
their practical implementation. The Financial Action
Against Money Laundering (FATF) group, established
in 1989, will now play a leading role in this process.
In 1990, the FATF issued “Forty recommendations” [28],
which were designed to provide the action plan nec-
essary to combat money laundering, which were sub-
sequently supplemented by nine more special recom-
mendations for combating the financing of terrorism.
In 2012, the FATF completed a thorough review of its
standards and published revised recommendations [12].
These recommendations reinforced the need for coun-
tries to define the list and characteristics of opera-
tions related to the legalisation of criminal proceeds,
introduce rules for identifying customers and moni-
toring information, create authorised bodies in coun-
tries responsible for combating money laundering,
etc. Thus, according to Recommendation No. 3 on
the crime of “Money laundering” [27], the obligation
of countries to criminalise money laundering is es-
tablished on the basis of the UN Convention for the
Suppression of Illicit Trafficking in Narcotic Drugs
and Psychotropic Substances of 1989 (Vienna Con-
vention) [16] and the UN Convention for the Sup-
pression of Transnational Organised Crime of 2000
(Palermo Convention) [18]. This recommendation
defined approaches to describing predicate criminal
offences, in particular: a) by referring to all offences;
b) by setting a certain threshold, linking to the cate-
gory of “serious crimes”; or ¢) with reference to such
a type of punishment as imprisonment. The subject
of a crime is proposed to recognise any type of prop-
erty, regardless of its value, that was directly or indi-
rectly obtained by criminal means. It is emphasised
that “intent and awareness” as subjective signs of the
composition of a crime should be established accord-
ing to objective factual circumstances. An interest-
ing position is that it is necessary to extend criminal
liability measures to legal entities (if this practice
complies with the principles of national legislation).
Recommendation No. 4 “Confiscation and temporary
measures” [27] pointed out the need for countries to
take measures to grant the competent authorities of
these countries the authority to freeze or seize and
confiscate legalised property, income, tools of crime
used in money laundering or predicate crimes, etc.
These international FATF standards are advisory in
nature, but countries voluntarily adhere to the disci-
pline of multilateral monitoring and mutual control,
since failure to comply can lead to significant financial
complications. At the same time, UN Security Council
Resolution No. 1617 of July 29, 2005 obliged all UN
member states to comply with the FATF recommen-
dations when conducting financial monitoring (para-
graph 7) [24]. Based on the results of inspections, the
FATF publishes lists of “non-cooperative” countries in
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its annual reports that do not adhere to the targeted
measures provided for in the recommendations [14,
p. 13]. Thus, for example, on April 21, 2022, a regular
meeting of Ministers of the FATF member countries
was held, which, among other things, considered the
issue of including the Russian Federation in the FATF
blacklist and excluding it from the FATF for gross
violation of international standards [29].

The Basel Committee on Banking Supervision
(BCBS) is the main body that sets global standards
in the field of banking regulation and supervision.
The committee issues directives and recommenda-
tions, including on regulating the issue of combating
money laundering, “which are not binding, however,
in most cases are reflected in the national legislation
of the member states” [15, p. 38]. Such documents
include, for example, the basic principles of effective
surveillance of 1997, “Basel I” of 1988 (these stan-
dards, by the way, were implemented by more than
120 countries around the world [30]), “Basel II” of
2004, “Basel III” of 2011 and “Basel IV” (its main
provisions should come into force in 2022), proper
risk management related to money laundering and
terrorist financing of 2020, etc. [26]. Separately, it is
worth highlighting the Wolfsberg Group, an associa-
tion of international banks whose goal is to develop
the basics and recommendations for managing the
risks of financial crimes [31]. The general directives
on countering money laundering in the private bank-
ing sector (Wolfsberg principles) developed by this
group in 2000, which defined the requirements for
identifying customers, including beneficial owners,
the algorithm of actions when detecting suspicious
circumstances, etc., were implemented in the legisla-
tion of many countries [32].

Among researchers (for example, in the studies
by LI Belous [10, p. 84] & W.R. Schroeder [13, p. 4]),
it is widely suggested that in international practice for
the first time the concept of money laundering was
formulated in the UN Vienna Convention “On Com-
bating Illicit Trafficking in Narcotic Drugs and Psy-
chotropic Substances” of 1989 [16], which became
the basis for the creation and further development of
international legislation on combating money laun-
dering. Thus, Article 3 of the Convention [16] called
on the parties to recognise as criminal offences the fol-
lowing intentional actions: “conversion” or “transfer
of property”, if such property is obtained as a result
of committing a criminal offence, in order to conceal
the illegal source of its origin, location, or method of
disposal, and movement, concealment of true rights
in relation to such property or its acquisition, posses-
sion, or use. Notably, the Convention [16] focuses on
the need to establish subjective signs of corpus delicti
(“awareness, intention or purpose”). The same provi-
sion is found in the FATF recommendations outlined
above, in a virtually identical design. As a punishment,
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the Convention [16] proposes to apply “imprisonment
or other types of custody, penalties, and confiscation”.

The next international document in the field
of countering legalisation, which developed and sup-
plemented the provisions of the Vienna Convention
of 1989 [16], was the Council of Europe Convention
“On Laundering, Search, Seizure and Confiscation of
Proceeds From Crime” of 1990 (Strasbourg Conven-
tion) [17]. According to Article 1, “income” was de-
fined as “any economic benefit acquired by criminal
means”; the concept of “property” included “property
of any kind, tangible property, or property expressed
in rights, movable or immovable property, and le-
gal documents or documents confirming the right to
such property or a share in it”; and the “predicate
crime” included all criminal offences that resulted in
the specified criminal income. In the literature, there
is a position that the Strasbourg Convention [17] for
the first time established a penalty for laundering
proceeds obtained and accumulated in the course
of committing any crime, regardless of whether it
is related to drug trafficking, that is, expanded the
content of the predicate crime [8, p. 45]. However,
the UN Vienna Convention [16] did not narrow the
concept of a predicate act exclusively to those related
to the sale of narcotic drugs, and recognised all types
of crimes as predicates. The Strasbourg Convention
(Article 6) [17] did not introduce a new meaning to
the definition of “crimes related to money launder-
ing”. At the same time, provisions have been devel-
oped regarding the subjective characteristics of the
corpus delicti: “each party may take such measures
as it considers necessary to qualify all or some of
these actions as criminal by its internal law, in any
case where the offender: (a) had to assume that prop-
erty was income; (b) acted for the purpose of making
a profit; (c) acted with the aim of facilitating the con-
tinuation of criminal activity” [17]. In general, the
Strasbourg Convention [17] can be considered the
first international legal document aimed directly at
countering the laundering of “dirty” income. Signifi-
cant is the fact that it obliged the state party to crim-
inalise the legalisation of income received from most
criminal offences, and also regulated the confiscation
of such criminal income [11, p. 115].

The Council of Europe in 1995, to facilitate
the implementation of anti-laundering legislation in
national legal systems, developed a Model Law on
drug money laundering [33], which contained rec-
ommendations for the creation of legal regulation
mechanisms. For example, Article 20 of Section III
“Sanctions” contained the following version of the con-
struction of a legal norm on establishing responsibility
for the legalisation of criminal proceeds: “are punish-
able by imprisonment from ... to ... and a fine in the
amount of from ... to ... or any one of these measures
of punishment of persons who (option; intentionally)
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convert or transfer funds or property obtained, di-
rectly or indirectly, from illicit trafficking in narcotic
drugs, psychotropic substances or precursors, for the
purpose of concealing the illegal source of this prop-
erty or means, or providing assistance to any person
involved in the commission of one of the offences, so
that he can evade legal responsibility for such ac-
tions” [33]. In addition, the Model Law [33] regulated
the issue of liability for attempted crime and complicity
in a crime.

The UN Declaration on Crime and Public Safety,
adopted by General Assembly resolution 51/60 of
December 12, 1996 [21], emphasised the need to
strengthen the fight against transnational flows of pro-
ceeds from criminal activities, with the concealment
of the true origin of such proceeds, and the deliber-
ate conversion or transfer of such proceeds for this
purpose. It is significant that the Declaration [21]
emphasised the obligation to keep proper records by
financial and related institutions of member states
and, where appropriate, to provide information about
suspicious transactions, to ensure the adoption of ef-
fective laws and procedures allowing the seizure and
confiscation of proceeds from dangerous transnational
criminal activities, and also recognised the need to
limit the application of laws concerning bank secrecy
in relation to criminal transactions (Article 8). These
provisions were developed in the UN Convention
Against Transnational Organised Crime, adopted by
General Assembly resolution 55/25 of November 15,
2000 [18]. According to Article 6 “Criminalisation
of laundering of proceeds of crime” [18], each state
party takes measures to declare criminal the follow-
ing intentional acts: “conversion or transfer of property,
if it is known that such property is the proceeds of
crime, in order to conceal the criminal source of this
property; concealment of the true nature, location,
method of disposal, movement of such property; ac-
quisition, possession or use of such property; partici-
pation, involvement or collusion to commit any of the
crimes recognised as such under this article, attempt
to commit it, and assistance, inciting, or advising in
its commission”. At the same time, Article 11 [18]
establishes the principle that the definition of crimes
falls under the national legislation of each state party,
that is, the provisions of the convention [18] set only
the minimum standards that states must adhere to in
the interests of consistency. States parties may exceed
these standards, since each state reserves the right
not to be limited by them [34, p. 399]. As for predi-
cate crimes, the Convention [18] called on states to
assign a wide range of major offences to them. As
an anti-money-laundering measure, it is proposed to
establish “a comprehensive internal regulatory and
supervisory regime for banks, non-bank financial
institutions, and other vulnerable bodies, based on
requirements for customer identification, reporting,
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and providing information on suspicious transac-
tions”. Article 12 [18] regulated the use of confisca-
tion and seizure: “a) proceeds from crimes defined by
the convention, or property whose value is equivalent
to the value of such proceeds; b) property, equipment
or other means used or intended for use in the com-
mission of these crimes”. The Convention [18] fo-
cused on the close relationship between the activities
of organised criminal groups and the laundering of
“dirty” proceeds. As preventive measures, states are
invited to contribute to the development of standards
designed to ensure “good faith” in the work of public
and private organisations, in particular, codes of con-
duct; the creation of the possibility of depriving, by a
court decision or other appropriate means, for a rea-
sonable period of time, persons convicted of crimes
defined by the Convention [18] of the right to hold
positions of heads of legal entities; the creation of a
national register of persons deprived of the right to
hold positions of heads of legal entities, etc.

Further aggravation of the problem of countering
transnational organised crime led to the intensification
of efforts of the international community to combat
the legalisation of criminal proceeds as its “satellite”.
Thus, the Vienna Declaration on Crime and Justice:
Meeting the Challenges of the Twenty-First Century,
adopted on April 17, 2000, at the 10th UN Congress
on Crime Prevention and Treatment of Offenders [22],
declared that “the fight against money laundering and
economic crime is an essential element of strategies to
combat organised crime”. It was also noted that “the
key to the success of this fight is to coordinate ap-
propriate mechanisms to combat money laundering,
including supporting initiatives aimed at states and
territories offering offshore financial services that al-
low money laundering” [22]. A similar position of the
UN is reflected in the Bangkok Declaration “Synergies
and Responses: Strategic Alliances in Crime Preven-
tion and Criminal Justice” [23], adopted at the
11™ UN Congress on April 25, 2005, which expressed
and consolidated “deep concern” about the spread and
scale of transnational organised crime, including money
laundering, sharp growth, expansion of geography
and the consequences of new economic and financial
crimes that have become a dangerous threat to the na-
tional economy and the international financial system.

The adoption of the UN Convention Against
Corruption on October 31, 2003 [19], which is
considered the first comprehensive and systematic
multilateral international legal document aimed at
combating corruption [35, p. 410], was an equally
important step in countering money laundering,
primarily from the standpoint of preventing these
crimes. Thus, the Convention [19] consolidated key
preventive measures (Article 14), in particular: the
regime of regulation and monitoring in relation to
banks and non-bank financial institutions, first of
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all, the identification of the client and beneficial
owner, reporting and providing reports of suspicious
transactions; the establishment of a financial opera-
tional information unit concerning potential cases of
money laundering; cooperation of bodies in the field
of countering money laundering and the exchange of
information at the international and national levels;
requirements for individuals and legal entities to re-
port cross-border transfers of significant amounts of
cash, etc. Separately, the Convention [19] defined a
set of measures to prevent transfers of proceeds from
crime and detect them (Article 52), and measures for
the direct return of property (Article 53). Article 23
“Laundering of proceeds of crime” formulated a defi-
nition of laundering that is generally similar in con-
tent to the concept of this crime, which was given
in the UN Convention Against Transnational Organ-
ised Crime of 2000 [18]. The definition of laundering
consolidated by the Council of Europe Convention on
Laundering, Detection, Seizure, and Confiscation of
Proceeds from Criminal Activity and Financing of
Terrorism of May 16, 2005 (Warsaw Convention)
has not changed much [20]. According to Article 9,
“crimes related to laundering” [20] include: conver-
sion or transfer of “dirty” property; concealment of
such property or concealment of the actual nature,
origin, location, placement, movement of property or
rights to it; acquisition, possession, or use of prop-
erty; participation, complicity or conspiracy in the
commission or attempt to commit and assist, incite,
or advise in the commission of any of the crimes
established under this article. At the same time, ac-
cording to the provisions of the Convention [20],
a criminal who “suspected that the property was
profit, or should have assumed that the property was
profit, should be liable”. Article 13 [20] established
a requirement for the parties to take legislative and
other necessary measures to create a comprehensive
national monitoring regime to prevent money laun-
dering, considering existing international standards,
including, in particular, FATF recommendations.

In the future, the provisions of international
law on countering money laundering were developed
in the EU framework decisions (for example, Frame-
work Decision 2005/212/SVS on the confiscation of
proceeds from crime, dated 24 February 2005 [36])
and directives on preventing the use of the financial
system for the purpose of money laundering and ter-
rorist financing, in particular, Directive 2005/60/EC
of 26 October 2005 [37], Directive (EU) 2015/849 of
20 May 2015 [38] and Directive (EU) 2018/843 of
30 May 2018 [39], each of which supplemented and
improved the previous one. In the latest directive,
the European Parliament and the Council stressed
the need to further strengthen the transparency of
the EU’s economic and financial environment, and
the need to ensure the implementation of rules on
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countering money laundering and terrorist financing
by obligated entities. Attention was focused on the
problem of anonymity of virtual currencies — now a
significant part of this environment remains anony-
mous — which opens up the possibility of their illegal
use for criminal purposes. It is determined that in
order to counteract the risks associated with anonym-
ity, national financial intelligence agencies should be
able to obtain information that would allow linking
the addresses of virtual currencies with the identity
of their owner. In general, the Directive [39] recom-
mends the implementation of the following measures
to counter money laundering and terrorist financ-
ing: monitoring the use of virtual currencies by the
competent authorities and ensuring the effective im-
plementation of financial investigations in this area;
ensuring the “widest range of international cooper-
ation” of financial intelligence agencies regarding
money laundering and related predicate crimes, con-
sidering the recommendations of the FATF and the
principles of the Egmont Group; carrying out secure
remote or electronic identification of individuals and
legal entities; ensuring greater transparency of financial
transactions of legal entities, primarily trusts; creating
registers with information about beneficial owners, etc.

Summing up, it can be stated that the analysed
international documents became the basis for creating
a system of anti-laundering legislation and a guide
for its further development. The United Nations Of-
fice on Drugs and Crime (UNODC), defining the strat-
egy for 2021-2025 [40], noted the need to develop
national systems of legislation and criminal justice
to combat money laundering. Improving the effec-
tiveness of criminal justice in this area should take
place through the following measures: strengthening
the capacity to conduct financial investigations to
identify the proceeds of criminal activity; coordinat-
ing state programme initiatives to combat illegal fi-
nancial flows; providing support to member states in
tracking, arrest, freezing, confiscation, and recovery
of assets, etc. Special attention is paid to the need to
promote innovative methods of international cooper-
ation, primarily with international and regional finan-
cial institutions in the field of countering money laun-
dering and asset recovery. Close collaboration should
improve collective understanding of illegal financial
flows and lay a solid foundation for combating them.

= Conclusions

The systematic study of international legislation in
the field of combating money laundering provided
the following conclusions and generalisations:

1. International cooperation, within the frame-
work of which the Ukrainian legislative basis was
created, plays a key role in countering the legali-
sation (laundering) of property and the financing
of terrorism. Ukraine’s cooperation on these issues

34




Zhuk & Kaliz

is carried out within the framework of cooperation
with such international organisations as the FATF,
the Basel Committee on Banking Supervision, the
Council of Europe Committee of Experts on the Eval-
uation of Anti-Money Laundering Measures and the
Financing of Terrorism (MONEYVAL), the Egmont
Group of Financial Intelligence Units (EGFIU), etc.
These organisations are responsible for developing
anti-laundering measures (standards) and ensuring
the process of their implementation in national legal
systems. At the same time, Ukraine is not a member
of most of these organisations.

2. International anti-laundering legislation is
characterised by uniformity, which confirms the fact
of well-established interstate cooperation in coun-
tering money laundering. The provisions of interna-
tional regulations are consistent with each other and,
despite certain differences, do not contain fundamental
contradictions.

3. These standards are mostly advisory in na-
ture, but countries adhere to the discipline of multilat-
eral monitoring and mutual control, since their failure
to comply may result in financial complications.

4. When describing the objective and subjective
signs of laundering as a criminal act, the analysed le-
gal acts use a standardised approach, and in general, it
is reduced to the following: a) the subject of a crime is
proposed to recognise any type of property, regardless
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InoHa BacuniBHa XXyK', ArHewwka Kanix?

'HarmioHasibHa akafieMisi BHYTPillIHiX cripaB
03035, n1. CosioMm’siHChbKa, 1, M. KuiB, Ykpaina

T'maHChKUN YHiBEPCUTET
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m AHoTtamis. [IpoGyiema mpoTuzii Jieramizarii (BiAMHBaHHI0) MaiiHa, OAEPKAHOTO 3JIOUMHHUM IILJIAXOM,
3aBXau nepeOyBajia B I[eHTPi yBaru IpaBOOXOPOHHUX, (iHAHCOBUX OPraHiB i MiXKHApOJHUX OpraHizarii.
Oco0yiMBOI aKkTyaJbHOCTI BOHAa HaOyJsa B ymoBax maHfemii COVID-19, saka mepeopieHTyBasa (piHaHCOBY
OiAIBHICTh HA 3aCTOCYBaHHA HOBUX CyYaCHUX TEXHOJIOTiH, 3MiHMJIa eKOHOMIiUHi Mpoiiecy, BiAKPUBIIN HOBI
IUIAXA OTPHUMAaHHA 3JI0YMHHUX AOXOAiB. MeTol0 CTaTTi € MOCJiAXeHHs CyYacHOTrO CTaHy MiXHapOJHOTO
peryaoBaHHA y cdepi KpuMiHaJIBHO-IPABOBOI NPOTHUil Jleramizanii (BigMuBaHHI) MaliHa, OAepKaHOIO
3JIOUMHHUM NUIAXOM. MeTO[OJIOTiYHMI iHCTPYMEeHTapill CTaHOBJATH [JiaJIeKTUUYHUN MeTOJ HayKOBOTI'O
ni3HaHHA, GOpMaJIbHO-I0PUANYHUIN, CUCTEMHO-CTPYKTYPHUI Ta NOPiBHAIBHO-IIPABOBUI MeTOAU. 3AiVICHEHHSA
CHCTEMHOr0 aHajli3y Mi’KHapOAHOTO 3aKOHOJaBCTBa y cdepi MpOTHAil Jierasisamil 3JI0Y4MHHUX JOXOZiB
JaJjio 3MOry JiHTH TaKhX BHUCHOBKiB: 1) KOHI[eNTyaJbHUM 6a3ncoM edeKTHBHOI MPOTHUAil BigMHBaHHIO
“OpygHoro” MatiHa € Mi’kHapoJHe CIiBpOOiTHUIITBO, ¥ MeXaX sAKOTO BiA0yBaiocA CTaHOBJIEHHA HalliOHAJIbHOL
CHUCTEMHM IPABOBUX HOPM; 2) MiXXHapOoAHEe aHTHJIerasjisalliiiHe 3aKOHO/IaBCTBO € JOCTAaTHHO YHi(ikoBaHUM,
MOJIOXKEHHA IIPaBOBUX AaKTiB B3a€EMHO Yy3rojXKeHi 11 He MIiCTATh NPUHIUIOBUX CyIEpeyHOCTel, 30KpeMa,
o0 onvcy 06’€KTUBHUX Ta Cy0’€KTMBHUX O3HAK Jierastizallii; 3) MixkHapoAHi CTaHAAPTU MAlOTh ITePEBAKHO
peKoMeHIaliliHNI XapaKTep, OJHaK KpalHu JOTPHUMYIOThCS IPUMINCIB I[OAO IX iMIJIEMeHTallil Ta MoAaJbIIOro
BUKOHAHH:; 4) cepell 3aXO0/liB 3amobiraHHsA Jierasisalii HalOiIbIININ iHTEepeC CTAHOBJIATH TaKi: CTBOPEHHS
peecTpy OeHediliapHUX BJIAaCHUMKIB; po3pobKa CTaHAApPTiB, MpU3HAUeHUX OJiA 3abe3neueHHA CYMJIIHHOCTI
B po0oTi myOJIiYHMX Ta MPUBATHUX OpraHi3alii; 3alpoBa/)KeHHsA MeXaHi3My MOHITOPHMHIY BHKOPHCTAHH:A
BipTyasibHUX BaoT Toio. HaBeneHi B po6OTi pe3ysbTaTH i MPOMO3UIL[il MOXYTh OyTH BUKOPUCTAHI IiJ 4ac
MOAJIBIIIOTO PO3POOJIEHHs KPUMiHAIBHO-IPABOBUX MeXaHi3MiB MPOTUAil Jeramizalii (BigMUBaHHIO) MaiiHa,
OZlepKaHOT0 3JIOYNHHUM LIAXOM
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Tepopu3My; iMILJIeMeHTalisa
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m Abstract. The relevance of the study is conditioned by the major legal significance of documents in criminal
science, since they are an evidence base, means of certifying certain facts, and their diverse variability and
constant processes of change against the background of global informatisation. Based on the above, the
purpose of the study is to analyse the conceptual category of the term “document” and its proportionality with
such categories as criminalistics, forensic documentation, and criminal offences; in addition, the main task of
the study is to build a variable and structured classification of documents, which is necessary for its practical
application in document science in the field of forensic science. The systematic approach was central, and
the methods of terminological analysis, analysis, synthesis, and comparison were also used. The study result
is the presentation of variable forensic classifications of documents on the basis of a number of grounds that
were analysed and investigated by analysing the doctrine in the works of researchers and authors, with the
subsequent determination of the advantages and disadvantages of each approach to classification and based on
the comparative analysis and comparison of data on the proposal of the most dominant classification structure
of documents. The study of the forensic classification of documents, highlighting the optimal approach, will
simplify their further use in the theory of criminalistics and in practice, directly during the investigation of
criminal offences. The results can also be used in the course of the investigator’s work at a particular stage of
the investigation, determining the subject and tactical advancement of investigative actions

m Keywords: document management; criminalistics; documentation analysis; systematisation

= Introduction

The document as an independent type of evidence is
the object of most examinations conducted as a result
of an examination, in particular: forensic, technical
and forensic, photo-portrait, phonoscopic, etc. Given
the diversity and variety of forms of documents, and
variable ways of information and its fixation in it, it is
logical to have a large number of types of documents,
and the presence of several approaches to their clas-
sification in forensic science [1]. The diversity of fo-
rensic classification of documents is conditioned by
the rapid development of criminalistics and the level
of discussion of the issue, because the development
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of a unified approach to document differentiation is
impossible due to the needs of various areas related
to document management [2].

The most authoritative in the doctrine of crim-
inalistics is the division of documents according to
R.S. Belkin in the work “Forensic encyclopaedia” [3],
who proposed to classify documents according to
three groups: documents as physical evidence, doc-
uments as written evidence, and documents that are
samples for written research. I.M. Osyka in the pa-
per “Investigation of forgery of documents and their
use in the field of entrepreneurship” [4] suggests di-
viding the document carrier based on the form, for
example, into electronic, paper, etc. There are also
other divisions, in particular S. Gavrilin [1] suggests
a division based on the degree of access to documen-
tation: secret, top secret, etc. T. Bezsonna [5] proposes
the differentiation of documents by their origin, au-
thorship, purpose, etc.
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The significance and debatable nature of the is-
sue of document classification in the field of forensic
science is the basis for many studies in attempts to of-
fer a more comprehensive and basic version of classi-
fication. In particular, this issue is a thesis in the paper
devoted to the examination of judicial documents in the
21 century and the genesis of forensic research of doc-
uments as a branch of criminal science technology [6].

Also of great importance is the topic of the
general theoretical approach to the study of forged
texts and documents in forensic expertise, which out-
lines the fundamental classification approaches to
the division of documents [7].

The originality of the study lies in several as-
pects that significantly distinguish it from the devel-
opments of other researchers. The first aspect is that
a significant number of studies devoted to the topics
of document science and its relations with forensic sci-
ence only indirectly investigate the problems of docu-
ment classification in criminalistics, in particular, the
paper by 1. Yudina “Topical issues of forensic research
of documents with modified primary content” [8].

The next aspect is the importance of offering
a balanced approach to the forensic classification of
documents, which would consider errors, advantages
and disadvantages, unresolved questions of other re-
searchers regarding the classification of various ma-
terials in this area. This is of essential importance not
only for theoretical scientific application, but also for
the further implementation of this type of classifica-
tion in practice during the investigation of criminal
offences, determining the evidence base and other
actions of the investigator.

The main task is to find out and offer solutions
to the problems that exist in the field of document clas-
sification in criminalistics, it is necessary to investi-
gate the state of the theoretical and practical level
of content of existing approaches to the classification
of documents in this legal sphere. In particular, the
study should offer an overview of several scientific and
author’s approaches to forensic classification of docu-
ments, then identify their advantages and disadvantages
and find a balance between the positive and negative
elements of the selected classification approaches.

Considering all the above, to fully provide an
exhaustive analysis within the framework of the study,
it is necessary to investigate the theoretical aspects
of the issue of forensic classification of documents,
their significance in practical application through the
use of various variations of classification and, during
comparative analysis, determine the preferred classi-
fication approach of documents in the field of crim-
inalistics.

m Theoretical Overview

The term “document” from Latin means: a sample,
proof of something. Historically this word belongs

4

to the dialects of the Indo-European proto-language,
where it meant “to transmit something from out-
stretched hands”. With the development and modi-
fication of society, considering external and internal
factors, it acquired new meanings and interpretations.
For example, during the reign of Caesar, the concept
of “document” was used in the sense of lecturing. In
mid-century it was transformed to mean evidence,
written proof. This meaning was widespread and ex-
isted until the 19% century; only at the beginning of
the 20™ century, it acquired the form that is used
in the legal and other socio-state spheres: a material
object, an information carrier, proof or evidence of
something [9]. The category “document” and its es-
sential features are the basis on which the system of
scientific studies is based on what documents exist
that are necessary for forensic science, and how the
information available in them can be used for foren-
sic and legal purposes. Moreover, document science
in the field of criminalistics is designed to investigate
the development of a document, its genesis and causes,
approaches to differentiation and the significance of
the document for the overall social system [7].

Despite the fact that the document is used in
all spheres of social life, both at the grassroots and
state levels, there is a variable set of definitions that
characterise the concept of “document”, depending
on what specifics are inherent in a particular envi-
ronment in which this concept is introduced into
circulation. For example, in sociological studies, a
document is an information carrier of any type, both
traditional and innovative [10].

Researchers in the field of history refer to the
category of documents only that information that
was fixed by means that existed in ancient time inter-
vals [11]. Otherwise, the document is determined by
specialists in the legal field, officials, state managers,
in particular, for them, this is something that can fix
a particular action that has legal significance: a trans-
action, certification of a legal fact. Investigators, for
example, consider the document as one of the sources
of evidence [12].

The significance of the document is important
in a number of socio-political areas, in particular: the
sphere of general use of the document, the sphere of
socio-state, scientific, legal and forensic. Given the
subject of the study, it is most appropriate to pay
attention to the last two areas, especially forensic,
and the concept of a document that is significantly
related to these areas.

As for the legal definition of the concept of
“document”, it is based on a number of regulations
and provisions on document standardisation. Thus,
the Law of Ukraine “On information” [13] defines
it as follows: “a material carrier containing informa-
tion, the main functions of which are its storage and
transmission in time and space”.
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Given the appearance of the category “infor-
mation” in the terminology of the document, it is
advisable to find out what this element is and what
functions and tasks it solves. In particular, by study-
ing the above-mentioned Law “On information” [13],
Article 9 indicates what main types of information
activities exist. The provisions of the law include: use,
creation, collection, distribution, receipt, and protec-
tion of information.

Article 10 of the Law “On Information” [13]
provides a classification of information by content.
In accordance with this, information is differentiated
into the following types: information of a reference
and encyclopaedic nature; information about the
state of the environment; information about an indi-
vidual; information of a legal nature; scientific and
technical information; information about a product
or service; statistical; sociological information, etc.
Thus, based on a fairly expanded species diversity
of information, it is worth highlighting its main fea-
tures: information should be clear, not contradictory,
identical to itself, the use and collection of informa-
tion should be carried out legally, it should be acces-
sible for its perception and further transmission, and
not lose its content during processing. It is also worth
paying attention to such articles as 20 and 21, which
define the procedure for accessing information, in
particular, Article 20 states that according to the pro-
cedure for accessing information, it is advisable to
divide it into: one that of open character; one that is
limited [13].

In accordance with the provisions of the law,
any information that is not classified by law as in-
formation with restricted access can be considered
open. Article 21 provides an opportunity to study the
concept of information to which access is restricted, on
this basis, the law allocates: secret; official; confiden-
tial information. Confidential information should be
considered information about an individual, or that is
restricted by an individual or legal entity for personal
purposes and can be distributed only at their request
or consent, or in cases provided for by law [13].

Thus, the information contained in the docu-
ment, meeting all the requirements and characteristic
features, can give the document such essential prop-
erties as: uniqueness, reliability, which indicates its
legal weight and compliance with the requirements
of the present.

Highlighting the above-mentioned provisions
is quite an important aspect in the framework of
this study, because it allows us to identify addi-
tional classification bases for the forensic classifica-
tion of documents.

= Materials and Methods

The study was conducted using several basic meth-
ods. First of all, the method of analysis and synthesis
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was used to decompose the subject of research into
components, such as: document, forensic document
science, the basis for classifying documents, and ap-
proaches to such classification. Thus, a basic analysis
of each individual element provided a general idea of
the value and theoretical importance of research on
the classification of documents in the field of crim-
inal science. Using the historical method, the study
found the stages of development of the document as
a material carrier, a necessary element of criminal-
istics, its genesis in general and its special meaning.
Using a terminological methodological approach,
the essence of the terminology was analysed to pen-
etrate the main essence of the object under study,
its content, the volume of relationships with other
tangential categories, and to highlight the theoretical
significance for further analysis. The next approach
that was used is a systematic approach that allowed
investigating complex objects in criminalistics, such
as, document, criminalistics, classification; the mean-
ing of these objects was studied as the essence of a
separate object, with the clarification of all the neces-
sary characteristics, and the meaning of these objects
in an integral system, forming a single whole with
the coordinated functioning of all individual selected
parts and elements.

The comparison method was also used to find
out the ratios and quality characteristics of various
classification approaches to systematising documents
in criminalistics and further clarify their advantages and
disadvantages, in order to offer a balanced and pre-
ferred approach to classifying documents in this area.
In particular, using this method, such approaches as
classification of documents by the method of fixing,
by the nature of origin, by the procedural nature, and
others were compared. The research was carried out
on the basis of a number of theoretical works con-
taining an analysis of the doctrine of forensic clas-
sification of documents, both Ukrainian and foreign
researchers and scientists. With the help of a formal
legal methodological approach, the analysis of laws
regulating legal relations in the field of criminalistics
and document management was carried out. In par-
ticular, with the help of regulatory acts, such as the
Classification of Occupations of Ukraine, the concept
of a document was clarified [14].

Thus, the study was conducted in three main
stages:

1. The first stage consisted in the investigation
of the theoretical base, clarification of the terminol-
ogy; using the terminological method, in particular,
the concept of “document” and its genesis, correla-
tion, and significance in criminal science were an-
alysed; the concept of criminalistics and document
management in this legal sphere was defined; various
approaches to the interpretation of the above-men-
tioned concepts were proposed.
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2. At the second stage, an analysis of foreign
experience in the field of criminalistics and docu-
ment management was carried out to identify the
characteristic properties inherent in the forensic clas-
sification of documents with the identification of pos-
itive and negative features of a particular approach
to their differentiation.

3. At the third stage, considering all the analysed
approaches to forensic classification of documents,
the advantages and disadvantages of each approach
were determined separately. Based on the results ob-
tained, the classification approach is proposed that
would be most acceptable in terms of the number of
its advantages and disadvantages, for its further use
both for theoretical work and for practical application
in the field of criminalistics.

m Results and Discussion

Turning to the definition of the terminology of such
a category as a document, depending on the legal
area of certain documents, their concepts and fea-
tures vary and change, in particular, in civil studies,
the document is associated with transactions, obli-
gations, and other legally significant actions. Labour
law connects this concept with legal relations: em-
ployment, vacation, etc. [1]. Administrativists use the
concept of “document” mainly to refer to certain ad-
ministrative procedures: the procedure for bringing
to justice, the registration procedure, etc. [2]. As for
criminal and criminal procedure law, the document
is the subject of a crime, or as a carrier of information
that can act as evidence. In particular, the Criminal
Procedure Code of Ukraine has a definition confirm-
ing the above statement: “a document is a material
object specially created for the purpose of preserving
information, which contains information recorded
with written signs, sound, images, etc., which can be
used as evidence of a fact or circumstances established
during criminal proceedings” [14].

The use of the document in a significant number
of legal areas has led to the creation of a number of
requirements and conditions in accordance with which
it should be drawn up. They are consolidated in cer-
tain rules, norms, and standards and are designed to
facilitate and regulate the functioning of the govern-
ment apparatus and the interaction of state institutions,
enterprises, and other formations. Based on these re-
quirements, which consist in the fact that the creator
of the document must be a legal entity or individual,
the information containing the document must be such
that it corresponds to reality and show the true as-
pirations, intentions, and will of the person [10]. In
addition, the document must comply with a legally
defined form that defines the structure, language in
which the document is compiled, content, how it
should be drawn up and in what order its further
registration takes place.
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Each individual type of document, although
it differs in its functional purpose, but in general,
makes up the same set of basic functions that are in-
herent in it as a storage medium. Thus, the functions
of documents, depending on in which area the docu-
ment is used, can be divided into the main ones that
are inherent in each document, and special ones that
are inherent in individual types.

Main functions of the document:

- informational function, the meaning of which
is that the document appears as an object in which a
particular type of information is reflected, which may
contain knowledge, evidence, facts, evidence, etc.;

- fixing function is that using a document, one
can record, fix, and save the received information for
further use or transmission;

— function of a social nature is inherent in the doc-
ument due to the fact that it appears as a means that
individuals use to express their will or need;

— with the help of the cumulative function of a
document, the information that is in it can not only
be transmitted, but also accumulated and systema-
tised for longer storage;

— communication function of the document indi-
cates that it is one of the means of exchanging and
transmitting information, which primarily allows de-
veloping communication between people, their con-
nections at different levels, both at the level of simple
social groups, and at the power level, between lower
and higher officials, between state and non-govern-
mental structural entities;

— cultural function refers more to historical docu-
ments that are historical monuments and are designed
to convey information about traditions, customs, etc.

— the special functions of the document, due to
the specifics of the various activities in which the
document is used, consist in the following aspects:

— functional purpose of the document is manifested
in its ability to organise management processes, due to
the fact that with the help of such a material informa-
tion carrier, regulations, rules, charters, competence,
powers, and other necessary attributive elements of
each organisation, government or non-government;

— issue of planning the activities of certain or-
ganisations and formations is also resolved through
the planning function of the documents in which it
is recorded.

— drawing up regulations is impossible without
the legal function of the document, with the help of
which, in compliance with the established rules for
drawing up documents, it is possible to consolidate
the norms of law regulating relations between social
groups within state entities.

In particular, considering the functional char-
acteristics and features of both general and special
features inherent in the document, researchers in this
field tried to give it a terminological definition [15].
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They most often considered the functional direction
of the document (that is, the ability to transmit in-
formation); the presence of information and material
parts; integrity, an identical feature of the document,
which means the existence of the same essence of the
document, even through changes in its information
content; and the structure, which is mainly typical
for each individual type of document, and is condi-
tioned by the presence of a number of instructions,
norms, and provisions that define it [11].

Thus, examples of concepts that were provided
by researchers based on these characteristics are vari-
ants by G.M. Shvetsova-Vodka [16]: “a document is a
material object that contains fixed information and is
specially designed to transmit it in time and space, can
be used for public purposes”, “a document is a vari-
able carrier of a material nature, which contains fixed
or recorded information that has a social direction”.

It is also worth paying attention to the defi-
nition given by Belkin — the document is an object
of the material world, in which information is fixed,
using language, signs, and symbols [3].

Prominent Ukrainian forensic scientist
V. Lysychenko [17] proposed to define the concept of
a document as something that is a written act, or a spe-
cial material object, with the help of which certain but
defined expressions of will, information, and other facts
acquire legal significance, based on the norms of law.

M. Saltevskyi’s [18] definition of a document
is similar in its essential characteristics: “... it is in-
formation recorded by tangible media, which reflects
relations and facts in the field of legal regulation and
can change, terminate, or create legal relations by
using document”.

Analysing all of the above and considering
the experience and reasoning of researchers, which
are the basis of the scientific doctrine regarding the
understanding of such a category as a document, it
is worth noting that in all definitions, it appears as
something that has a material character, acts as a car-
rier of information that primarily meets the require-
ments of legal norms, is a certain fact, significant in-
formation or expressions of will.

It is the experience of authors and researchers
of such a topic and the consideration of their reasoning
that allows comprehending the meaning of the docu-
ment and its functional purpose not only in one spe-
cific area, but, considering different areas of applica-
tion of this category, which, in particular, determines
the variability of features those certain individuals
take into account when working with documents in a
particular area [19].

Considering the topic of research and its area
in the field of criminalistics, for further research it is
advisable to formulate a definition that would meet
the requirements of forensic science and regulations
of legal relations in this area.
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Thus, based on the provisions of the Criminal
Procedure Code of Ukraine [14], the document is an
object of the material world, which was created spe-
cifically for the purpose of preserving information
and contains information recorded using images,
sound, written signs and symbols, etc., and can later
be used as evidence of circumstances, facts that are
established during criminal proceedings.

In criminal science, a separate industry has
been formed, the functional purpose of which is pre-
cisely the study of documents. This area (a compo-
nent of forensic technology) is forensic document sci-
ence or forensic research of documents. Within the
framework of this industry, the issues of the essential
origin and nature of handwriting and written speech
are investigated, the types of seals and stamps with
which documents can be produced are studied, meth-
ods and techniques for working with documentation
for the purpose of investigating, disclosing, and
preventing criminal offences are analysed, and the
methods of forgery of documents and how they can
be recognised are also studied.

The retrospective of the emergence of the doc-
trine of the document in criminal science indicates
that it is advisable to link it with the processes of
generalisation and unification of variable achieve-
ments of practice and theory within such areas as
forensic studies of documentation and scientific (in
relation to certain types of documents), the study of
their inherent features, general and special elements,
the analysis of how and on the basis of what factors,
these documents can be distinguished and systema-
tised into separate systems based on the similarity of
characteristic features [20].

The branch of criminalistic study of documents
has emerged as an independent, due to the constant
deepening and study of sub-sectors and main scientific
areas in the field of document management, the analy-
sis of research branches in the field of documentation
processing and the development of new effective meth-
ods and means of processing documents in the field of
criminalistics based on both theoretical and empirical,
considering the advantages and disadvantages of each
of the existing achievements. One of the researchers
who investigated and paid attention to the issues of
forensic document science was O. Obraztsov [1], who
described the processes of generalisation and integra-
tion of forensic research of documents.

Notably, there is some discussion on the issue
of determining the subject of forensic research of
documents [21]. According to, I.I. Kohutych [22], fo-
rensic document science has a subject that studies the
regularities of the functioning and creation of docu-
ments that are within the scope of criminal proceed-
ings. K. Kovaliov [11] sees the subject in the patterns
associated with the formation of handwriting, writ-
ing, the influence of external and internal factors on
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these components, and which manifest themselves
during the creation of documents.

The concept of a document in this area is iden-
tical with the concept of a document in the Criminal
Procedure Code [14]: a document is understood as a
material carrier of information (facts, information)
that are directly related to the disclosure and inves-
tigation of crimes. It is advisable to disclose the es-
sential aspects and purpose of forensic documenta-
tion through its tasks, which are significantly closely
related to the tasks of technology and criminalistics,
and consists in assisting law enforcement agencies in
disclosure, investigation, and preventive activities.

There are also tasks that are unique to the
above-mentioned field of forensic technology: the
improvement of forensic tools for the experimen-
tal handling of documents, the development of new
methods and techniques with information containing
documents; the theoretical investigation of the con-
stituent elements of the subject matter of this branch,
the study of the mechanism of criminal offences com-
mitted with the use of documents [23]. First of all,
forensic documentation is also divided into certain
variable sub-sectors. This division occurs based on
the object composition of what is being studied. For
example, if handwriting is being studied, then this
issue is referred to the competence of the sub-branch
of forensic handwriting, which deals with methods of
handwriting recognition using handwriting expertise.

Forensic authorship study, which is based on
grammar, linguistics, etc., examines patterns of speech
behaviour of a person, in order to further establish the
authorship of a particular document. The sub-branch,
which is designed to investigate information and ways
of how a document containing records and chang-
es was made, through the use of certain means, is a
technical and forensic study of documents, for which
a technical examination of documents is carried out.

Given the above, it is important to emphasise
the importance of forensic documentation within the
scope of the subject of this research and in other areas
that use the theoretical and practical achievements of
forensic documentation research in everyday work.
In particular, the significance of considering the out-
lined industry is directly related to the subsequent
classification of documents due to the presence of
the described branches in the industry itself, that is,
its division into handwriting, authorship studies, and
technical and forensic. This determines the logical
existence of a difference in the types of documents
that are studied within each of the sub-sectors.

In addition, forensic documentation facilitates
the implementation of operational and investigative
actions, examining the document as a material car-
rier of information that acts as an evidence base in
the investigation of a particular offence at various
stages. Knowledge, within the framework of forensic
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documentation, is considered both during the judicial
and pre-trial consideration of the case, since both
during the first and during the second process, work
is carried out with documents. This industry allows
investigating and determining how a particular doc-
ument was produced, identifying traces that indicate
its forgery, movement, sale, and a number of other
illegal actions that are taken into account at all stages
of the investigation.

Forensic examination of documents is also par-
ticularly important during pre-expert examination of
documents within the framework of obtaining data,
which often contains legally significant facts and tes-
timonies, which, in fact, are evidence. According to
the same mechanism of interaction with documenta-
tion, forensic examination is also carried out [8]. The
accumulated and systematised amount of knowledge
in the field of forensic documentation is the main
source of information for such industries as: opera-
tional search, investigative, expert activities of offi-
cials and bodies authorised to use, investigate and
search for documents that are criminally significant
and essential within the framework of investigative
actions. In other words, the circle of people who use
the achievements of forensic documentation is made
up of lawyers, prosecutors, judges, investigators,
pre-trial investigation bodies, experts in auto and
handwriting studies, etc.

Assuming the widespread use of such a cate-
gory as a document in all spheres of social existence,
also considering its ambiguity, polyfunctionality, and
major significance of the document in the framework
of criminalistics, it would be advisable to investigate
the question of differentiating it as a material carrier
of information, considering the achievements of scien-
tific doctrine in this area.

Considering the functions, characteristics, and
terminology of the category “document” forensic sci-
entist O. Zhizhilenko [24] proposed a classification
of documents based on the following divisions:

— for their intended purpose, documents are evi-
dence, as a result of certifying a particular fact, ex-
pressions of will, or have acquired the properties of
evidence, considering the circumstances of the case;

— by primary origin: those authored by represen-
tatives of public authorities and private individuals;

— by content: those that record circumstances and
facts that are legally significant and can give rise to
legal consequences and those that do not have legal
significance and are not able to give rise to conse-
quences within the framework of legal relations;

— by form: those that are already drawn up accord-
ing to the existing and defined form and those that can
be drawn up without considering the provisions that
establish the necessary structure of the document;

— by method of certifying an event or fact: those
that cancel the ability to take into account evidence
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containing other documents and similar information
carriers and those that do not cancel this possibility;

— by their essential meaning: those that do not
participate in criminal proceedings, those that are,
on the contrary, procedural, and those that relate to
the spheres of the existence of social groups in society.

— by method of presentation of documents: in the
form of a certificate, application, etc.

As one of the most general and comprehensive
classification divisions of documents, which signifi-
cantly influenced the development of criminalistics
and improving the understanding of documents in
this area, it is worth describing the classification ac-
cording to Russian criminologist R. Belkin [3], who pro-
posed to divide documents on the following grounds:

— by the method in which the document was cre-
ated: typographic, handwritten, typewritten;

— by the nature of the information contained in
the document: open and encrypted;

— by legal origin: genuine and forged documents;

— by source of origin: those that come from pri-
vate individuals and those that come from public law
individuals.

It is advisable to present both the proposed and
important division of documents, which was proposed
by a foreign forensic scientist I. Vorobyova [25]. De-
scribing her view on what grounds should be consid-
ered when classifying documents; it is worth outlining
the following aspects:

— by basic method of recording: recorded in writ-
ing, on electronic media (for example, images, etc.),
movies, photos, videos, and documents of a general
and universal nature.

— by material from which the carrier of the infor-
mation recorded on it is made, the base can be either
artificial, that is, paper or polymer, or natural: wood,
stone, etc.;

— by source of origin: those created in government
bodies, enterprises and organisations, and those
whose authorship belongs to private individuals, i.e.,
unofficial documents;

— by their intended purpose: personal, financial,
official, etc.;

— by the order of origin: for a copy and duplicate,
for the original and draft, etc;

— by procedural significance: physical evidence, writ-
ten and those that are a model for comparative analysis.

— by authenticity: real and fake;

— by degree of openness: open nature; secret; doc-
uments required for official use;

— by storage time intervals: those that are stored
permanently, temporarily, or for a long time;

— place of occurrence: internal and external.

Of particular interest is the approach of
I. Aspen [4], who suggests classifying documents
based on a common division, namely according to
the form of the information carrier. Based on this
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foundation, I. Aspen [4] distinguishes plastic docu-
ments or combined documents, documents in which
information is recorded on electronic media and on
traditional paper documents.

Considering the appearance of the category
“electronic document” near the category “docu-
ment”, it is important to illustrate the reasoning of
V. Sezonov [26], which offers a definition of the con-
cept of an electronic document and outlines the spe-
cies diversity of this phenomenon. An electronic or
digital environment of activity should be understood
as systematised objects containing elements such as
computer tools, etc., and are in a certain ratio and
interaction with each other regarding the language
that is programmed, the standards on which they are
based and the technical parameters that are inherent
in them, processing, accumulation and further trans-
mission of the information that they contain [26].

The widespread use of electronic documents
is conditioned by a decisive step in the field of in-
novative technologies, which leads to progress at all
levels of global development, starting new ways of
transmitting information and improving the ways
and forms of media on which this information can
be stored. Thus, in particular, progress was caused
by the emergence of secure databases, which allows
storing legally important information that certifies
certain facts that can give rise to legal consequences
or other expressions of will, testimony, etc. The possi-
bility of using or familiarising oneself with this infor-
mation occurs in accordance with a certain available
and defined access procedure, including the use of
verification by e-mail, phone number, biometric data,
bank card data, and using passwords or codes [27].

But these are not the only means of access, for
example, access to electronic documents and more
has recently been made easier with the advent of the
QR code-, a two-dimensional barcode that can be
scanned with a smartphone or other device, and gain
quick access to the necessary data. Thus, the concept
of “electronic document” should be understood as in-
formation that is contained on an electronic medium
and access to it is carried out in the appropriate order,
which is defined.

According to V. Sezonov [28], electronic doc-
uments of legal significance should be classified ac-
cording to the following division bases:

— by origin: those created by private users, gov-
ernment agencies, enterprises, organisations, or other
authorities;

— by the form in which they are located: virtual,
which are information objects that are stored in special
electronic repositories, for example, state registers,
which are accessed according to certain algorithms;
material — those in which information is stored on an
electronic medium, it can be copied, read, etc., and it
is meaningful and legally significant;

46




Sezonov & Sezonova

— by the nature of the material media: placed on
external memory devices; placed in the computer’s
memory, such as virtual disks, etc.;

— by the level of security: inherently open and re-
stricted access;

— by content: graphic, animated, text documents,
or those that contain information that is recorded using
special codes.

Continuing the study of classification approaches
to the classification of documents in criminal science,
it is worth highlighting the opinions of another foren-
sic researcher, which are the basis for further clarifi-
cation of the prevailing classification approach that
would meet modern realities and the needs of both
theory and practice. In particular, I. Podvolotskyi [29],
suggests considering documents within two divisions
or groups.

1. Documents that are being studied in the field
of technical and forensic research:

— made of paper, polymer materials, leather, fabrics,
glass, etc.;

— according to the method of recording information
in them: using printing, writing; photo, film, video,
electronic documents, etc.

2. Documents that are the subject of a crime;
genuine and forged documents. Considering their
attitude to the criminal process: documents that are
material evidence; documents that certify certain
facts and are evidence that is legally significant in the
framework of the investigation of a criminal offence.

According to I. Podvolotskyi [29], it is ad-
visable to classify documents in criminalistics both
by their origin (into private and official) and by the
method of transmitting information.

It is worth noting that this approach to the
classification of documents is of essential importance
for technical and forensic examination of documents.
Technical and forensic research, as noted earlier, is a
sub-branch of forensic document science and consists
in studying and developing methods and methods ac-
cording to which the handling of documents is car-
ried out, for further investigation of criminal offences
and their prevention. With this particular type of
research, it is possible to fully and comprehensively
investigate the required document. Accordingly, the
document and its derived elements, such as materials
or written tools, are objects of technical and forensic
research [30].

There is also an internal division of this type
of expertise into one that examines the details of the
document and one that deals with material issues.

Regarding the functional purpose of each of
the subspecies of examinations, the requisite system
is designed to solve the following tasks:

— the need to establish the facts and methods by
which changes were made to the document, for example,
writing, re-pasting cards, or erasing information;
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— identification of characteristic features regarding
the printing means used to produce the document
and the presence of their traces;

- finding out the content of information available
on materials that are flooded, faded, soiled or poorly
visible, on materials that have been exposed to tem-
peratures and fire, only if the document manufacturing
material has not become ash;

— identification of the brand, system character-
istics, typological data on the category of printing
equipment, followed by clarification and identification
of these tools;

- finding out the font affiliation of a particular set
of letters;

— identification of the statute of limitations of a
document, whether holistic or fragmentary, solving
the issue of dashed drawing on a document and its
sequence;

— finding out the origin of writing tools by strokes;

— identification of such elements as: seals, stamps,
facsimiles; means of multiplication techniques; com-
poster signs behind clearings, etc.

A subspecies of technical expertise designed to
investigate the material composition of a document
performs the following fundamental tasks:

— clarification of the question of the time during
which strokes of handwritten notes were made in
documents;

— analysis and further determination of whether
documents belong to a genus or species according to
classification, etc.;

— determination of the material composition of the
document: paper, polymers, etc.

The most common category in the framework
of technical and forensic expertise is the study of the
so-called standard document, performed according
to template samples, contains a certain uniformity of
questions reflected in it. Thus, it can be noted that an
important element of the object of research (document)
in criminalistics is the banking details and the form.

Each document contains banking details, they
reflect a certain set of mandatory data and informa-
tion that must be submitted based on the provisions
of laws and regulations. There is a division of bank-
ing details, depending on the method of applying
them to the document: those that are applied accord-
ing to the template when creating the form, that is,
permanent, and those that are marked on the docu-
ment when directly filling in and have the name of
variables. The rules and regulations on the correct-
ness of filling out the form with banking details, both
permanent and variable, contain unified systems that
regulate the procedure for organisational and admin-
istrative documentation and establish requirements
for how documents should be processed [31]. As for
the form, as a mandatory element of a certain type of
document, it is a form of an approximate type, which
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is either in the form of a printed material object, or is
located on another material storage medium, and is
then filled in with the necessary data in certain places,
that is, filled in with banking details.

Returning to the issue of classification approaches
to document differentiation in criminal science, it is
advisable to start a systematic review of the obtained
theoretical basic approaches with the allocation of
their advantages and disadvantages and significance
for modernity. In particular, in general, each of the
classifications considered, although it is of outstanding
importance for the development of forensic knowl-
edge in the field of document research and has solid
provisions, does not fully meet the challenges of the
modern world in the framework of criminalistics that
arise today. Considering the significant time inter-
vals that exist between the proposed classification
approaches and the present, it is worth noting the
need for their updating and improvement to such a
level that would allow the use of such classification
bases not only for theoretical research, but also for
practical use in the work of investigators, legal prac-
titioners, expert researchers, etc.

The described classification approaches do
not allow fully depicting the possible variability of
the document and its polyfunctionality, which still
exists, considering high technical development and
development of IT, which creates new challenges for
criminologists to track new trends in the field of doc-
ument science with further research of newly formed
types of documents and find out their belonging to a
particular species or genus. For example, analysing
the classification approach of I. Podvolotskyi [29],
who proposed to divide documents on such grounds
as: by origin, by the method of transmitting infor-
mation, by the method of fixing information, by the
legal and material nature, and by the nature of the
materials from which the document was made. The
advantage of this classification is the division of dif-
ferentiated documents into two groups, with the al-
location of important elements that are necessary for
technical and forensic examination [29].

Regarding the shortcomings, the author missed
essential approaches to the classification of material
objects containing information, in particular I. Podvo-
lotskyi [29] did not divide the documents depending
on the type of information carrier of the document,
and the question of the number of authors who cre-
ated the document was also not taken into account;
the question of the purpose of the document was also
not taken into account, including what percentage of
the document was ready and at what stage of produc-
tion it was. This quantitative advantage of the disad-
vantages of this classification approach indicates that
its use for investigation purposes by investigators or
experts will significantly complicate the investigative
process and examination of document research.
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Regarding the classification bases of division
by L. Vorobyova [25], who proposes a fairly wide list
of grounds on which it is advisable to divide doc-
uments, in particular, by recording information in
them, by materials from which the document was
created, by the source of the document, i.e., by au-
thorship, by the order of execution of the material
medium, on what procedural value it has, by reliability,
openness, periods of storage and use of the document,
and on the place of origin which is assigned to it.

Obviously, the classification is quite compre-
hensive and in some aspects corresponds to moder-
nity, but the content of these bases of division is not
such that it would be quite appropriate to use it in
a practical area in the field of criminalistics. In par-
ticular, for example, such grounds as the retention
period of documents, their time and place of origin
are not important for criminalistics, but they are im-
portant for document science and other sub-sectors
in this field. In addition, such grounds as the method
in which the information was transmitted, the nature
of the information carrier and its legal significance
were not considered by the author, although they are
quite important for the process of investigative ac-
tions and the judicial process.

Classification approach of the prominent fo-
rensic scientist R. Belkin [3] also has a comprehen-
sive character, because it offers a number of bases
for separating documents, for example, by the nature
of the information content of the document, by the
method of creation, and by the legal significance and
source of origin of the document.

It is advisable to note that although this clas-
sification is not considered relevant, given the tech-
nological process and the existence of information
technologies and the introduction of such a concept
as an electronic document, which makes it impossi-
ble to consider this classification as corresponding to
the present, but its theoretical significance is difficult
to overestimate, because it was the basis for further
research and practical and theoretical improvement
of the forensic classification of documents.

The classification according to A. ZiZylenok [24],
which was necessary for theorists and practitioners
of the 20™ century, because it proposed the distri-
bution of documents on the following grounds: es-
sential importance, purpose, origin from the primary
source, contents, the form, the nature of the infor-
mation it contains, etc. Such differentiation at that
time showed its practical value at the stages of the
investigative and judicial process [24].

Within the framework of the present, this
system becomes the basis for the development of
specialists, theorists, and practitioners working in the
field of forensic research of documents and acquires
gradual improvement and adaptation to the realities
of the modern judicial and investigative process.
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Regarding the approach to differentiation by
I. Osyka [4], it is worth noting, although it is some-
what narrow and does not show all the specific and
variable variety of documents, but it sufficiently
meets the modern requirements, given the presence
of the basics of classification on a common basis — the
form of an information carrier, and distinguishes on its
basis documents from polymer, paper, and traditional
documents in paper form and electronic documents.

Considering the above analysis of the positive
and negative features of each of the approaches, it is
proposed to form the basis for classification, which
would be most acceptable for practical application
in the work of investigators, specialists in the field
of document science, experts, practitioners, and the-
orists. Based on the principles that were used by the
above authors, which include the division of docu-
ments into one basis, the foundations should not be
identical and occupy a certain place, considering the area
in which it is necessary to perform classification, etc.

Considering the provisions of legal norms and
modern conditions of the existence of criminal science,
the classification approach to the division of docu-
ments can be carried out on the following grounds:

— by the legal form in which the document exists:
application, contract, order, resolution, order, law,
management act, verdict, decision, will, etc.;

— by the origin of the media and the method of
fixing information on it: paper document; on mag-
netic media; on media that record audio information;
information is recorded by handwriting; photographic
method; information is recorded by optical or elec-
trical signals with special equipment, etc.;

— by source of origin: those that come from per-
sons of public law — official (from enterprises, insti-
tutions, organisations); and those that come from in-
dividuals — personal, for example, personal records,
manuscripts, letters, diaries, etc.;

— by the level of secrecy inherent in the document:
secret; documents intended for official use with the
appropriate algorithm that determines access to them;
confidential; those marked with a security stamp, for
example, “especially important”;

— by their intended purpose: those that are de-
signed to certify legal phenomena; those that contain
a certain type of information of any nature; securi-
ties; financial securities; reference and certification
documents (for example, a ticket);

— by how information is reflected: typewritten;
handwritten; printed; reprographic; photo documents;
film documents; video documents; audio documents;
electronic documents; combined documents;

— by meaning in relation to procedural law: they
are written evidence; material evidence (for exam-
ple, they are a means of committing a crime or its
object, they serve as an evidence base, because they
contain facts of legal significance); documents used
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for comparative research to establish the authenticity
of the document;

— by the ratio between the time of committing
an offence and the time of creating a document: the
one that was created during the commission of an
offence; before the commission of a criminal offence;
after the commission, but within the time limits of the
investigation;

- by its authenticity: the one that is authentic,
that is, the facts that are attested in it correspond to
the real state of affairs; and the one that is fake.

In particular, forgery can be of two types: in-
tellectual and material. Material forgery means com-
plete forgery of all attribute elements of the docu-
ment (form, content) and partial forgery, when only
a certain part is modified, for example, the banking
detail. Intellectual forgery is false evidence in favour
of a forged document and concealment of facts about
the present one. The establishment of the fact of in-
tellectual and material forgery occurs during the in-
vestigation process and with the help of a number
of forensic examinations using technical and forensic
tools, techniques and methods inherent in the tech-
nique of criminalistics and forensic documentation.

Considering the shortcomings of classification
approaches that were outlined earlier, and the nature
of the origin of a document that comes from the cre-
ation of a certain person, their mental and creative
activity, it is advisable to determine another basis for
dividing by the number of creators, performers of the
document: a document that was created, executed
by one person; two persons; three or more persons.
When examining a document during, for example, a
technical and forensic examination, it is necessary
to consider what type or type of material was used
to produce a particular document that is the object
of research. Therefore, based on this provision, it is
advisable to distinguish the following basis for clas-
sifying documents — by the type of document man-
ufacturing material: paper; glass; ceramics; fabric;
document made of polymer materials; plastic; metal,
rubber; wood; combined materials (that is, a combi-
nation of two or more materials with different prop-
erties during the production of documents). The next
basis for classification will be the degree of openness
and access to the information contained in the docu-
ment. Given this, it is advisable to divide it into: an
open-type document; an encoded document with a
specific access algorithm.

Thus, using the reasoning of researchers and
their best practices in the field of forensic document
science, and relying on those shortcomings that were an-
alysed, now the authors of this study have described
the preferred classification approach for a number of
division bases, which allows comprehending the con-
cept and main features of the document in the field
of forensic science.
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= Conclusions

Thus, the study on the topic of forensic classification
of documents allowed investigating more deeply and
in detail the issues related to the essential meaning of
the document in the modern world and identify the
category of electronic document as a logical conse-
quence of modern progress in the context of globali-
sation and information processes.

The attention paid to such an element of the
document as information and the study of its signifi-
cance based on the normative legal provisions of the
legislation allowed identifying and outlining the ba-
sics of division necessary for a comprehensive classi-
fication of documents in criminal science.

The analysis of scientific approaches to the
study of this topic with the allocation of shortcomings
and advantages of each, in accordance with the con-
ditions of modernity and the needs of specialists in
the field of criminalistics, researchers, practitioners,

investigators, provided a classification division of
documents on the following grounds: the organisa-
tional and legal form in which the document exists,
the origin of the carrier and the method of fixing in-
formation in it, the source of origin of the document,
the level of secrecy, the purpose, the way informa-
tion is reflected in the document, its value in relation
to procedural law, the ratio of the time of creation
of the document and the time of committing a crim-
inal offence, the degree of openness of information
in it, for reliability, the type of material from which
the document is made, and the number of document
creators.

The results of the study and the proposed fo-
rensic classification of documents are practically
valuable and such that it is advisable to use during
investigative actions, judicial and pre-trial processes,
within the framework of forensic examinations, in
particular, technical and forensic, etc.
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KpuMiHanictMuHa Knacudikauis AOKYMEHTIB

BikTop CtaHicnaBoBuY Ce30oHOB', Onbra MmnkosnaisHa Ce3o0HOBa?

'XapkiBChbKUI HAYKOBO-OCJIiIHUI eKCllepTHO-KpuMiHatictTuuHuii eHTp MBC Ykpainu
61036, Bysn. KoBTyHa, 34, M. XapkiB, YkpaiHa

2XapkiBChKUI HaIliOHAJIbHUM YHiBepcUTEeT pafioesIeKTPOHIKU
61166, npocn. Hayku, 14, M. XapkiB, YkpaiHa

m AHOTAaIisA. AKTyaJbHICTh CTaTTi 3yMOBJIEHa 3HAYYIIiCTIO POJIi AOKYMEHTIB y KpUMiHaIiCTHUIl, iX
BapiaTHBHICTIO Ta MOCTiMHMMU MNporecaMu 3MiH Ha TJi CBiTOBOI iH@opMmarusarii. MeTa AociiaKxeHH:A
M0JIATAE B aHaJIi31 3MiCTy NOHATTA «AOKyMEeHT» Kpi3b MpU3My HMOro CIiBMipHOCTi 3 TaKMMH KaTeropiamu, K
«KpUMiHaIiCTUKa», «KpUMiHaJIiCTUYHE NOKYMEHTO3HABCTBO» Ta «KPHMiHaJIbHiI IIPAaBONOPYIIEHH», a TaKOX
noOyZIoBi BapiaTUBHOI Ta CTPYKTypOBaHOl kKjacu@ikalili JOKyMeHTiB, 0 HeoOxifHa AJiA il IPaKTHUYHOTO
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3aCTOCYBaHH:A B JIOKyMEHTOBe[leHHi y cdepi KpuMiHamicTUYHOI Hayku. OCHOBHMMY MeTOAaMHU, IKi BUKOPUCTaHO
B IIpolLieci JOCJIiXKeHHA, € CUCTeMaTUYHNII, MeTOAU TePMiHOJIOTiYHOTO aHaJIi3y, CUHTe3y Ta MOPiBHAHHA.
Ha nifgcraBi pe3yJsibTaTiB BUBUEHHs HAyKOBOI AJOKTPUHU B Il cdepi HaBeeHO BapiaTUBHI KpUMiHaIiCTUYHI
kiacudikallii JOKyMeHTiB, BU3HaU€HO NepeBaru il HeJoJIiK1 KOXKHOTO MiAX0oay A0 Kiacudikariii. O6rpyHTOBaHO
HaUOiIbII TPUMHATHY K1acu@ikallifo CTPYKTYpU JOKYMeHTiB. JloBeJieHO, 1110 AOCi)KeHHA KpUMiHaJIiCTUYHO1
kiacudikalii JOKyMeHTiB, 30KpeMa BU3HaUeHHA ONTUMAaJIbHOTO MigAX0AY, JO3BOJIUTD CIIPOCTUTHU MOAaJIbIIle 1X
BUKOPUCTAHHSA B TEOPil KPUMiHAIiCTUKY I HA IPaKTHLi, 6e3nocepeHbO ITiJ] Yac po3CcyIilyBaHHA KpUMiHaJIbHUAX
npaBonopyuieHs. Pe3yabTaTul 4OCITi)KEHHA TaKOX MOXYTh OYTH BUKOPUCTAHI B Ipolieci pobOTU CJIiA90r0 Ha
MeBHOMY eTarli po3cJIigyBaHHA, BU3HAUeHHA MpeaMeTa I TaKTUYHOTO MPOCYBaHHA CJiqUUX Oii

m KJ1iI04oBi cJj10Ba: JOKyMEHTO3HABCTBO; KpUMiHAaJIiCTHKa; aHaJIi3 JOKyMeHTallil; chucTeMaTH3allis
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m Abstract. Conducting an interrogation of minors who have suffered from domestic violence, considering
the special procedural situation of the latter and the threatening trends in the growth of these offences,
determines the need to develop tactical features and formulate the optimal sequence of implementation of
this investigative (search) action, so the relevance of this study does not raise objections. The purpose of the
study is to investigate the procedural, tactical, and psychological features of conducting an interrogation of
underage victims of domestic violence and formulate appropriate scientific and practical recommendations
for timely and high-quality implementation of this investigative (search) action. To highlight the specifics
of the stages of conducting such an interrogation, to reveal the specifics of organising preparation for
the interrogation of underage victims, and on this basis to formulate appropriate scientific and practical
recommendations. Find out the possibility and conditions for conducting remote interrogation of underage
victims of domestic violence. Outline the main questions that need to be answered during the interrogation
of an underage victim of domestic violence. Methodology. During the research, a set of scientific methods
was applied: dialectical, methods of analysis and synthesis, induction and deduction, system and structural,
formal and logical, comparative legal, modelling, and generalisation. Conclusions. As a result of the conducted
research, it was determined that the interrogation of an underage victim of domestic abuse should consist
of a set of tactical, psychological, and legally regulated actions of the investigator to collect, evaluate and
record criminally significant information about the event of a criminal offence (the fact(s) of domestic
abuse) by direct communication of the investigator with the minor to obtain truthful information about
the circumstances of the committed illegal act. Attention was drawn to the need to establish psychological
contact and trusting relations with a minor. Attention is focused on the advantages of conducting remote
interrogation of underage victims of domestic violence. It is concluded that during the interrogation, the age,
individual characteristics, level of psychophysical development of an underage victim of domestic violence,
and a situational approach combined with appropriate correction of the investigator’s behaviour are subject
to consideration. The practical significance lies in the fact that the study formulates conclusions and proposals
aimed at improving the effectiveness of investigators’ interrogation of underage victims of domestic violence.
The study results can also serve as a basis for improving national legislation, as proposals were formulated to
amend the criminal procedure legislation of Ukraine

m Keywords: criminal proceedings; tactical technique; psychological contact; situational approach; investigative
(search) action; remote interrogation

= Introduction

In order to clarify the circumstances that are subject
to evidence in criminal proceedings opened on the
grounds of a criminal offence related to family vio-
lence, the testimony of a person who suffered from
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an illegal act is essential. They can be obtained during
interrogation, since the victim may be the only eye-
witness and, accordingly, the bearer of important
information related to the commission of an illegal
act, and can reveal the most important details of the
event.

Victims of domestic violence, for the most part,
are minors who have suffered physical, psychological,
or material harm by this act. They are the most vul-
nerable category of society, which is determined by
their age and socio-psychological characteristics. There-
fore, the specifics of conducting investigative (search)
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actions with their participation, in particular interro-
gation, should be based on taking into account a sig-
nificant number of factors, and using a wide range of
procedural and tactical means and techniques aimed
at obtaining information about the time, place, method
of committing domestic violence, the person(s) who
committed it.

The number of children who were questioned
during the domestic violence investigation, according
to a study conducted by T.V. Ishchenko [1, p. 133], is
relatively small. According to the researcher (and it
is difficult to disagree with this), the reasons for this
situation are the failure to provide the child with the
appropriate procedural status, reducing additional
trauma and negative impact on the child’s relation-
ship with an abuser. In addition, there are cases of
conducting search actions by investigators who have
little (or no) experience in investigating criminal of-
fences involving children. Therefore, one of the most
effective ways to eliminate this disadvantage is proper
professional training of investigators investigating
criminal offences of this category and building a theo-
retical model of the procedure for conducting an inter-
rogation as an important investigative (search) action.

Thus, considering the special procedural situation
of minors as participants in criminal proceedings and
the harmful consequences that can occur as a result
of violent actions committed against them by family
members, it seems relevant to study the specifics of
conducting this investigative (search) action with
their participation as victims of this type of criminal
offences.

The scientific originality lies in the fact that the
study comprehensively reveals the tactical features
of conducting an interrogation of an underage victim
of domestic violence, and defines the circumstances
that the investigator must consider when performing
this investigative (search) action. Based on the study
results, scientific and practical recommendations were
formulated that, during the interrogation of an un-
derage victim of domestic violence, would allow the
investigator to build a rational line of relations with
a victim and achieve the goal of conducting this in-
vestigative (search) action — obtaining objective and
most accurate testimony.

m Literature Review

Many criminologists and processalists have focused
their attention on issues related to the specifics of
legal regulation and interrogation of minors. The sci-
entific developments of this problem are quite infor-
mative, but they relate mainly to the general tactical
features of interrogating minors, without considering
the specifics of the illegal act, as a result of which
the child was harmed. Among the lawyers, it is ad-
visable to mention I.V. Bassist & S.O. Pryshlyak [2],
who quite thoroughly investigated the features
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of interrogation of underage victims of crimes
against sexual freedom and sexual integrity. Fea-
tures of interrogation of adolescents at the stage of
pre-trial investigation were also studied by some
researchers: L.D. Udalova [3], O.O. Prochenko [4],
O.A. Galustyan [5], O.V. Voloshyna [6] and others.
Psychological aspects of conducting an interroga-
tion with the participation of minors were con-
sidered by S.V. Kharchenko [7], T.O. Lutcenko &
S.V. Belan [8], M.P. Klymchuk & Y.V. Furman [9],
E. Slyozka [10], G.U. Nikitina-Dudikova [11]. Some
procedural and forensic problems of conducting in-
terrogation of minors during the investigation of
criminal offences are covered in the dissertation
research by S.V. Kharchenko [7], K.I. Dyachenko &
N.V. Shost [12], I.P. Osipenko & 0.0. Kalitnyk [13],
0.0. Kochura [14].

Considering the significant scientific contribution
to the development of these issues, the issues related
to the training of relevant specialists, whose compe-
tence includes conducting investigative (search) ac-
tions involving minors — victims of domestic violence —
remain relevant today. It is well known that minors
need special treatment, and the protection of their
rights, freedoms, and legitimate interests is a priority
task of law enforcement agencies at all levels. However,
it is precisely because of the lack of special knowl-
edge and skills necessary for the qualified conduct of
the relevant investigative (search) action that inves-
tigators quite often use techniques and methods of
conducting the same interrogation of minors without
taking into account their specific characteristics (age,
individual, corresponding psychological state). Such
a situation, in turn, can not only increase the occur-
rence of conflict-of-laws issues and negatively affect
the effectiveness of the investigation, but also harm
the interests or even the health of minors. Therefore,
knowing the specifics of conducting an interrogation
with strict compliance with the requirements of the
law will prevent these consequences and get truthful
and objective information about the fact of domestic
violence from the minor.

Thus, despite the relevance of the problem and
a significant amount of scientific experience, the is-
sues of procedural, organisational, and tactical features
of conducting interrogations of minors affected by do-
mestic violence require a thorough analysis. The difficul-
ties that arise before the investigative authorities during
this investigative (search) action during the investiga-
tion of domestic violence determine the expediency of
developing a methodology for interrogating underage
victims of this particular type of illegal encroachments.

= Materials and Methods

To achieve the goal of the study, a significant number
of scientific sources were analysed using both gen-
eral scientific and special legal methods of scientific
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cognition. The choice of these methods was determined
by the specifics of the study and the problems defined
in it. The research methodology was based on dialec-
tical, methods of analysis and synthesis, system and
structural, formal and logical, comparative legal, mod-
elling, and generalisation. The methodological basis
of the research was the dialectical method of scien-
tific cognition, which contributed to understanding
the object of research in the context of combining the
needs of science and practice. The dialectical meth-
od of cognition was used to determine the essence of
the concept of “psychological contact”, to determine
the features and specifics of conducting an interroga-
tion of an underage victim of domestic violence. The
use of the system and structural method contributed
to the study of the stages of conducting an interroga-
tion of an underage victim of domestic violence, and
also identified the tasks that are solved at each of the
stages of its implementation. The formal legal method
allowed analysing the content of the norms of the cur-
rent criminal procedure legislation of Ukraine. The
use of formal and logical methods (analysis, synthe-
sis, induction, deduction, and generalisation) allowed
forming conclusions and definitions and proposing a
system of tactical techniques and recommendations
for the preparation and direct interrogation of underage
victims. The generalisation method contributed to the
conclusion in this study.

During the study of this problem, the available
research papers by researchers were used and analysed.
The normative basis of this work consists of: the Crim-
inal Procedure Code of Ukraine [15], the Council
of Europe Convention on the Protection of Children
against Sexual Exploitation and Sexual Abuse [16]
and other laws and regulations of national legislation
on preventing and countering domestic violence.

m Results and Discussion

Many researchers speak about the complexity of the
interrogation due to the specific nature of its partic-
ipants. In Particular, L.D. Udalova [3] calls interro-
gation an independent way of obtaining information
about the circumstances of the event under study,
characterised by its specific methods of obtaining and
recording relevant information (procedural, tactical,
psychological), the conduct of which in the frame-
work of criminal proceedings is assigned to the powers
of the investigative bodies and the court [3, p. 200].
The specificity of interrogation as an investigative
(search) action is explained by the fact that the testi-
mony of the interrogated person, considering various
circumstances, may contain contradictory facts and
errors that must be identified and considered on the
way to achieving the goal of conducting the specified
investigative (search) action. In addition, the testimony
of a minor, for the most part, is inconsistent, has an
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emotionally increased colouring (excitability) and a
tendency to exceed the severity of the encroachment
committed against them. As a result, it is not nec-
essary to count on the full (maximum) frankness of
the minor during the interrogation. Minors may not
always be able to identify the main and significant
facts and circumstances of the relevant event or sit-
uation. According to O.0O. Prochenko [4], “They are
more likely than adults to make mistakes when de-
termining distances, time intervals, sequences of ac-
tions and events, rather forget the perceived events,
but quite accurately convey the facts that interested
them. For minors, a characteristic feature is the rapid
forgetting of perceived situations, but also a fairly
accurate transmission of facts that are of interest to
them. Minors are characterised by rapid changes in
mood and behavioural reactions, which significantly
affects their testimony” [4, p. 87]. The presence of a
limited vocabulary of a minor and an unstable psy-
che can also complicate the interrogation. Accordingly,
the interrogation of this “special” category of victims
requires professional and special knowledge from the
investigator, and considerable tactical efforts. Moreover,
according to O.A. Galustyan, “the process of obtain-
ing testimony from underage (minor) victims should,
if not exclude, then necessarily minimise the repeated
psychotraumatisation of the victim of violence during
interrogation” [5]. Attention should be drawn to the
inexpediency and inadmissibility of conducting a
repeated (additional) interrogation of minors, there-
fore, according to O.V. Voloshin [6], the investigator
needs to organise psychological interaction with the
victim in such a way that obtaining the most com-
plete and accurate testimony is carried out during
one interrogation.

As a general rule, the interrogation of a minor
consists of several aspects:

— procedural - strict compliance with legal re-
quirements for the organisation of the interrogation;

— psychological — considering the psychological,
age, gender, and socio-psychological characteristics
of the interrogated person;

— ethical — moral-tactful behaviour of the inves-
tigator;

— pedagogical (educational) — construction of the
interrogation considering the individual approach
(individual line of behaviour); tactical — use of tactical
and special interrogation techniques depending on the
existing situation [6, p. 191].

The specifics of the interrogation of minors,
S.V. Kharchenko [7, p. 126], defines: 1) normative and le-
gal regulation; 2) tactical considerations; 3) individual
characteristics of minors, combined with insufficient
knowledge and life experience, low ability to focus
attention, increased suggestibility, insignificant de-
velopment of analytical thinking in the perception and
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assessment of facts, a tendency to mix the real with
the imagined, increased emotionality of judgments
and actions.

Next, the study closely examines the specifics
of conducting an interrogation of underage victims
of domestic violence.The legal regulation of this in-
vestigative (search) action certifies that the inter-
rogation of an underage or minor person is carried
out in accordance with the general rules established
by Article 224 of the Criminal Procedure Code [15]
(hereinafter — CPC), and the provisions provided for
in Article 226 of the CPC [15], which regulates the
specifics of this investigative (search) action specifically
in relation to a minor.

According to the current legislation, the pres-
ence of: a) their legal representatives (articles 44, 59,
226 of the CPC) is mandatory during the interroga-
tion of minors. Such persons are parents, adoptive
parents, guardians, other close relatives or family
members, and representatives of guardianship au-
thorities, institutions and organisations under whose
guardianship a minor is located. According to Part 3
of Article 44 of the CPC of Ukraine [15], the deci-
sion to involve a legal representative of a minor sus-
pect is made by a resolution that the investigator and
prosecutor have the right to make [15]; b) a teacher
or psychologist (Articles 226, 227 of the CPC); c) if
necessary — a doctor (Articles 226, 227 of the CPC).
In this context, the provision of timely assistance to
children affected by domestic violence depends on
the joint (coordinated) activities of all participants
in the criminal process. Such activities should be
carried out in compliance with a number of princi-
ples: legality, mutual assistance, emotional support,
clearly defined guidelines for the activities of all spe-
cialists involved in the interrogation of minors. In
this aspect, the authors of this study fully agree with
O.A. Galustyan [5] that the investigator must main-
tain a balance between the obligation not to harm
the person under interrogation and the need to ob-
tain information. If the risk of harm exceeds the need
for information about the committed criminal act, it
is necessary to find out alternative sources of infor-
mation about the offence [5].

The specialised literature has repeatedly stated
that teachers or psychologists involved in criminal
proceedings are given the status of a specialist. Their
task is to assist the investigating authorities and the
court in establishing contact with the minor, promote
the legality of the interrogation, the accuracy of re-
cording, use the opportunities of other branches of
knowledge to obtain accurate testimony, mitigate the
uncomfortable situation, and encourage the minor to
engage in dialogue. According to some researchers
(T.O. Lutcenko & S.V. Belan [8], M.P. Klymchuk and
Y.V.Furman [9], E. Slyozka [10], G.U. Nikitina-Dudikova
et al. [11]), it is quite appropriate to involve persons
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with appropriate (psychological or pedagogical) edu-
cation in interrogations.

Participation of a teacher (psychologist), accord-
ing to T.O. Lutcenko & S.V. Belan [8], is desirable if the
minor has a significant lag from the appropriate level
of development for their age. Evidence of the latter
can be such signs and facts as a long-term illness, re-
peated retention of the student in grade, underdevel-
opment of intellectual abilities, etc. [8]. Therefore,
the participation of a teacher (psychologist) would
help to defuse a tense or unusual situation for a mi-
nor, create a normal psychological climate, or remove
conflict during investigative (search) actions. As noted
by M.P. Klimchuk & Ya.V. Furman [9], the transmis-
sion of information and the content of its presenta-
tion depend on the desire of the information carrier
to inform the investigator during the interrogation,
the presence of psychological contact. The content
and volume of information that the investigator re-
ceives from the interrogated person is larger than
only the speech description of the fact, event, since
it also covers the behaviour of the interrogated person,
the features of their speech, mental state, etc. [9,
p. 175]. Therefore, it is with the participation of a
teacher (psychologist) that psychological and social
support of an underage victim is carried out during
the interrogation, after which a professional conclu-
sion is provided. In certain cases, psychologists help
prepare the child for questioning. The task of the spe-
cialist in this case is to establish psychological con-
tact with the child and promote their psychological
(moral) attitude to the conversation and readiness for
the investigator’s questions. According to the inves-
tigator of the investigative department of the NPU
in the Odessa Oblast, having no psychological and
pedagogical education, the right decision was made
before the interrogation to involve a psychologist in
a conversation with the child in order to understand
whether they would agree to contact communica-
tion [10, p. 17].

When choosing a specialist to interrogate a
child who has been subjected to domestic violence,
or who has witnessed it, preference should be given
to a practicing psychologist in the field of age and
pedagogical psychology. T.V. Ishchenko [1, p. 136]
highlights the importance of such a condition. Given
the fact that the consequence of domestic violence
can be the occurrence of a significant psychological
trauma in the child, and the teacher does not always
have the appropriate experience of working with this
category, and may not have sufficient knowledge in the
field of psychology, accordingly, the effectiveness of
conducting an interrogation may significantly decrease.

The law does not provide for a period within
which it is necessary to interrogate a minor. However,
it is recommended to interrogate minors of younger
age groups as soon as possible after they perceive the
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event of a criminal offence. If there is information
about the emotional impact of a criminal act on the
interrogated person, it is advisable to postpone the
conduct of this investigative (search) action for two
to three days after the commission of the act.

Conducting investigative (search) actions at
night (from 22 to 6 o’clock), in accordance with Ar-
ticle 223 of the CPC [15], is not allowed. Only ur-
gent cases that may indicate that delay in carrying
out the relevant event may be accompanied by the
loss of traces of a criminal offence or the escape of a
suspect may be an exception to this provision [15].
According to Article 35, paragraph A, of the Council
of Europe Convention for the Protection of Chil-
dren from Sexual Exploitation and Sexual Abuse of
October 25, 2007 [16], a child should be interviewed
only after the facts are reported to the competent au-
thorities. The interrogation of a minor may not last
more than one hour without a break and more than
two hours a day (Part 2 of Article 226 of the CPC).
The authors agree with O.A. Galustyan [5] that such
time limits for questioning are rather possible for older
minors. Minors, the scientist notes, can focus their
attention for a much shorter time. And, considering
the fact that conducting an interrogation is accompa-
nied by a psychological burden, the duration of this
investigative (search) action should be “reasonable”
to obtain the necessary information for criminal pro-
ceedings. Therefore, the duration of the interrogation
for different age categories should be as follows:
a) from 5 to 7 years — no more than 15 minutes; from
7 to 10 years — no more than 20 minutes; from 10
to 12 years — no more than 25 minutes; older than
12 years — no more than 30 minutes [5]. That is, the
duration of the interrogation should be “proportion-
ate” for the possibility of obtaining the necessary in-
formation, since the specified investigative (search)
action is associated with severe psychological stress,
which entails the above consequences. In this regard,
the disadvantage can be called the lack of legislative
consolidation of the duration of the break — such a
“prerogative” is assigned to the investigator, who
must determine it personally according to their inner
conviction. These provisions are especially important
to take into account when planning an interrogation,
which would allow getting the maximum benefit from
this investigative (search) action.

According to Part 3 of Article 226 of the CPC
of Ukraine [15], minors are explained the obligation
to give truthful testimony, but they are not warned
about criminal liability in case of refusal to give evi-
dence and for deliberately false testimony.

An important circumstance that lawyers empha-
sise (K.I. Dyachenko & N.V. Shost [12], I.P. Osipenko
& 0.0. Kalitnyk [13], 0.0. Kochura [14]), the inter-
rogation of a minor should be preceded by a preliminary
receipt of testimony from adults and a meaningful
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study of other available information. This would al-
low the investigator to build reliable versions of what
happened and correctly determine the most effective
and rational tactics of actions for communicating
with a minor [10, p. 77].

The activity of organising and conducting an
interrogation consists of several stages, in particular:
1) organisational and preparatory; 2) actual conduct
of the interrogation; 3) final. Detail these stages as
follows: 1) the initial stage; 2) establishment of psy-
chological contact; 3) stage of free storytelling; 4) de-
tailing stage; 5) comparing the information received
with the available one; 6) final stage. Next, the study
will consider them in more detail [12].

The organisational and preparatory stage of
conducting an interrogation of underage victims of
domestic violence necessarily requires considering
the age and individual characteristics of the latter
and the preliminary training of the investigator. The
investigator’s preparatory actions for conducting an
interrogation should be reduced to:

— choosing a comfortable place of interrogation
for a minor (at home, in a children’s institution, in
the “green room”). A prerequisite for conducting an
interrogation with the participation of a minor is a
sense of complete security on their part. Therefore,
it is not recommended to conduct an interroga-
tion in a place associated with negative memories,
and where the latter was harmed. In this regard,
G.Yu. Nikitina-Dudnikova [11] emphasise that the ef-
fectiveness of conducting an interrogation of an un-
derage victim depends on the latter’s stay in a safe and
stable family situation. The researcher also notes the
need for the absence or presence at a significant dis-
tance from minor persons who can manipulate them
or even violate their safety [11, p. 79]. Given the fact
that domestic violence, as a rule, is a consequence of
an “abnormal” situation in the family, it is not advis-
able to interrogate a minor at their place of residence.
In some circumstances, the interrogation of a minor
may also take place in the investigator’s office or other
official institution, where staying may have a beneficial
effect on the minor and emphasise the importance and
responsibility of this investigative (search) action;

— determination of the time, optimal duration and
circle of participants in the interrogation, which should
be carried out taking into account the schedule of the
day and the interests of the minor [12, p. 80]. It is
necessary to avoid interrogating the child in the
afternoon, during daytime sleep, or (in case of illness)
while taking medication [18, p. 35]. Regarding the
expediency of involving an underage victim as a legal
representative of one of their parents in the interroga-
tion, the following can be noted. A minor may expe-
rience feelings of fear, shame, etc. in the presence of
their parents, react sensitively to the emotions of their
parents, monitor their facial expressions, gestures,
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movements and, accordingly, give evidence or refuse to
answer the investigator’s questions at all. To the above,
the same position was expressed by K.I. Dyachenko &
N.V. Shost [12] regarding the involvement in the in-
terrogation process of a teacher from the educational
institution where the underage victim is studying or
studied, if they are in a conflict relationship. Accord-
ing to researchers, the presence of such a participant
will only have a negative impact on the conduct of
the interrogation [12, p. 13]. Thus, supporting the
position of researchers, when interrogating underage
victims of domestic violence, it is not necessary to in-
vite parents (one of the parents) or close relatives or
those persons who, according to the investigator, can
negatively affect the interrogation of underage vic-
tims. If parents are held accountable for committing
domestic violence, their presence during the interro-
gation is not allowed. I.P. Osipenko & O.0. Kalitnyk [13]
state that the involvement and necessity of a doctor
is determined by the investigator due to the physical
and mental development of the child, the existence of an
illness or special medical needs

— study of individual and psychological character-
istics of a minor, their “strengths” and “weaknesses”;
tendency to fantasise or exaggerate; hobbies, etc. It
is advisable to read their social media account. The
investigator’s knowledge of the victim’s personality,
character, preferences, etc. will be important for es-
tablishing contact, and for possible forecasting of their
behaviour during an investigative (search) action;

— obtaining information about the social environ-
ment and family relations of the minor (family com-
position, family relations and relations with friends,
peers, family atmosphere, behaviour in everyday life,
what measures of encouragement and punishment
are applied to the minor, the child’s reaction to them,
the places where minors spend free time, whether they
visit children’s institutions);

- finding out the emotional state of an underage vic-
tim at the time of perception of the event — the fact of
domestic violence (for example, scared, agitated, wor-
ried, etc.); their actions after the criminal offence, how
exactly they spent the time between the event and the
interrogation (according to O.0. Kochura [14, p. 180],
“it is important for establishing the possibility of “lay-
ering” further impressions™);

— finding out the facts of discussion by adults of
the event that occurred in the presence of a minor
and the possibility of influencing their subjective
judgments on the position of the latter (to cause fear,
guilt, shame, etc.);

—obtaining advice from specialists (educator, psy-
chologist) with appropriate experience in working
with children of a certain category on proper prepa-
ration for conducting an interrogation; including
choosing a list of issues that are understandable and
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least traumatic for a minor. The question should be
formulated in such a way as not to focus on the cir-
cumstances of the illegal act committed against the
injured person, but in general to lead them to give
truthful and objective testimony. Such interrogation
tactics, given their rather sensitive nature, will be ap-
propriate for investigating cases of sexual violence
against a minor;

- organising preliminary meeting with the child
to establish and establish a trusting relationship (ide-
ally - several times);

— setting up a minor for the interrogation process
(a child of any age must consciously go to the interro-
gation, understand the purpose of its conduct);

- informing all participants about the conduct of
video filming during the interrogation;

— preparation of visual material (toys, layouts,
photos, drawings, etc. — taking into account their age
preferences). In some cases, it is easier for the child
to show than to express their opinion;

— preparation of technical means of recording the
interrogation process (video equipment, microphone
for shooting, etc.).

The information collected at the stage of plan-
ning the interrogation (depending on the circumstances)
is: 1) last names, first names, and contact details of
the parents/legal guardians/other guardians of the
child; 2) housing (household) conditions in which
the child lived (size, household composition; history
of omission; history of disorders in the relationship
of parents (disputes over guardianship, domestic vi-
olence, etc.); 3) injuries received earlier by the child,;
4) facts of domestic violence against the child’s sib-
lings; 5) the presence of mental health problems in
the family and/or in the close environment of the child
in the past; 6) dependence on harmful substances (in
particular alcohol and psychoactive substances 7) the
presence of previous criminal records of any of the
child’s family members; 8) the level of support for
the child from parents/legal guardians/other guard-
ians (in particular, a history of non-fulfilment of pa-
rental duties); 9) the possibility of access of the al-
leged abuser to the child; 10) the state of health of the
child (chronic diseases, neuropsychiatric disorders,
and/or disability). This information should not be lim-
ited only to a confirmed official diagnosis, but should
contain any information about possible, but not yet
diagnosed, neuropsychiatric disorders [19, p. 34].

Tactical and psychological techniques for es-
tablishing communicative interaction with an un-
derage victim, according to the authors, should be
reduced to the following aspects: a) the beginning of
the interrogation — a free conversation on the topic(s),
which(s) do not directly relate to the subject of the
interrogation, the basis of which is information ob-
tained in the course of forensic study of the victim’s
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personality; b) constant monitoring of nonverbal
manifestations (facial expressions, gestures, behaviour)
of the minor; ¢) considering the situational approach,
combined with appropriate adjustments to their own
activities (behaviour), including tracking the content of
statements, their presentation, intonation, etc.

Establishing a positive (trusting) relationship
between the investigator and an underage victim is fa-
cilitated by: a) addressing the minor by name; b) mod-
erately slow, clear, and understandable speech for
the minor; calm voice; c¢) sensitive statements and
c) friendly attitude; d) maintaining eye contact, but
without excessive (including continuous) observation
of the minor; e) the ability to reformulate the question
if the minor does not understand its content; f) in case it
is impossible to give an answer to the question, empha-
sis on the need to voice the truth about ignorance, and
not inventing an answer. Preliminary discussion with
the persons participating in the interrogation, the general
tactical plan, the role and degree of their participation
in the investigative (search) action will help reduce the
possible negative impact on the minor [20, p. 156].

Thus, psychological contact can be defined as
professional communication between the investigator
and the interrogated person by creating appropri-
ate favourable conditions and circumstances, which
is achieved by applying special, legally permissible
techniques to influence the minor, stimulating them
to give truthful testimony.

Stage of the interrogation. The effectiveness of
conducting an interrogation of underage victims largely
depends on the investigator’s consideration of the psy-
chological characteristics of minors [18, p. 182]. This
provision also fully applies to the tactics of interrogat-
ing underage victims of domestic violence.

Minors are characterised by excessive activity or
tacit behaviour. According to V.Yu. Shepitko [21, p. 16],
they, on the contrary, can succumb to the influence
of an adult, and therefore try to meet the expectations
of the latter. This state is an obstacle to the logical
and rational thinking of the child in the process of
information reproduction.

Psychological features, according to G.O. Hanova,
LI Prysiazhniuk, & M.S. Turkot [22, p. 47], which de-
termine the specifics of the interrogation of minors
aged 14 to 18 years (regardless of their procedural
status), include: a) an increased need for self-affirmation,
which, in turn, manifests itself in demonstrative in-
dependence (defending their maturity and indepen-
dence), bravado, an increased desire to imitate;
b) lack of sufficient life experience and incomplete for-
mation of the intellectual sphere of the individual. There-
fore, they are inferior to adults in the ability to under-
stand the event as a whole and highlight the main point.
In addition, minors are characterised by increased sug-
gestibility (the ability to be influenced, infused).
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The algorithm of actions of the investigator
during the interrogation of a minor who suffered from
domestic violence should be reduced to the following
aspects:

— checking the personal (biographical) data of the
participants in the interrogation, including familiar-
ising them with their rights and obligations;

- the investigator’s offer to an underage victim
to state (by free narration) the circumstances of the
event that took place known to them;

— the investigator, as a rule, asks questions prepared
in advance to the interrogation.

A tactical feature of the interrogation of a minor,
notes M.A. Gotvyanska [23, p 247], is the maximum
use of the possibilities of free storytelling. The latter
can also help to identify possible reservations and
contradictions, and avoid suggestibility of the inter-
rogated person. Given the not always sufficient possi-
bility of providing minors with detailed information
(in particular, due to insignificant life experience, due
to insufficient development of logical thinking), the
“question-answer” stage of interrogation becomes im-
portant [24, p. 1018]. Therefore, it is necessary to to
carefully think through and analyse the content and
form of questions that should be clear and understand-
able for perception, and not be leading. The tactics
of interrogating a minor should be aimed not only at
obtaining complete and truthful information about
the criminal actions that were carried out against them,
but also at the possible evidence that can confirm their
testimony.

The free narration stage involves telling the
minor about the course of the event at a personally de-
fined and convenient pace, in accordance with the spec-
ified content. Initiation of a free story by a specialist
should be carried out with the child’s full understand-
ing of the relevant expectations (and interrogator can
say: “Tell me what happened to you. I know it is hard
for you. Tell us about everything you remember and
what is important to you”). If the child has difficulty
starting a story, an investigator can help them by ask-
ing questions about the scene of the event related
to various emotional experiences (ask about colours,
smells, sounds), which can help reduce confusion in
the memories of the latter [14, p. 33-34]. During the
story, the minor should not be interrupted, even if
they deviate from the content of the story. If the in-
formation provided contains different content than
that known to the investigator, clarification, correc-
tion and refutation of their statements are also inap-
propriate [25, p. 21].

The fact that the child may not be aware of the
illegal nature of the actions performed with them is
subject to consideration. Accordingly, a positive atti-
tude towards their relatives remains, as the fear of com-
mitting actions that are unpleasant for them [18, p. 80].
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If a minor interrupts their story for a long time
and gets the feeling that they have lost their previ-
ous thought, the interrogator can encourage them to
continue the conversation with questions like: “what
happened later?” or “you said that... and what hap-
pened after?” [26, p. 97].

It is advisable to contact a minor not “from top
to bottom”, but descending to their height level. It is
forbidden to raise voice, make sudden movements,
push, criticise, and push the child. During contact
with a minor, the presence and intervention of other
people is subject to restriction. It is important to cre-
ate an atmosphere of silence and prepare means (ob-
jects) that would help establish contact with the child
(pencils, paper, toys, etc.) [25, p. 23].

Considering the peculiarities of the mecha-
nism of committing domestic violence, it is possible
to determine an oriented list of issues that are subject
to clarification during the interrogation of a minor:

— circumstances of domestic violence (where, when,
under what circumstances, and how often the violence
occurred (including the first act of violence), the time
of its commission);

— method and type of violence that was caused
(what words were accompanied and with what tools
and means);

— identity of the criminal (family relations and
relations with the victim, whether the offender com-
mitted illegal actions in relation to other family
members, what clothes they were wearing);

— consequences of committing violence (its nature,
type, and location of injuries on the body, expression
of verbal insults and what was done to the victim;

— presence of witnesses (who else was in the room,
except for the child and the abuser, that is, who can
witness illegal actions, how other family members be-
haved during the commission of an act(s) of violence);

— cases of violence that have occurred: (attempts
by the abuser to frighten the victim or resolve the con-
flict in another way, actions of the victim after commit-
ting violent actions (seeking medical help, contacting a
law enforcement agency, telling other family members
or other persons about a criminal offence, etc.).

The wording of the question about the part of
the day in which the illegal act was committed, as
noted by G.Y. Nikitina-Dudikova [11], it is necessary
to carry out taking into account the usual and daily
activities of the child’s actions, daily routine, namely:
watching children’s programmes, bathing, relaxing,
eating, returning them from a children’s institution
or developing classes, etc. The question concerning
the day of the event, time of year or year can be com-
pared with important or special dates, periods in the
life of the child [11, p. 81].

Researchers identify a number of prohibitions
that should be observed during the interrogation of
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minors [14, 32-33], namely: a) do not disturb the
physical space of the child, it is necessary to stay at
a safe distance; b) do not push the child, they need
time to think about their answers; ¢) do not try to
evaluate the child and what they say; ¢) do not show
excessive surprise at the strange or shocking state-
ments of the child; d) do not comment on the facts
stated by the child according to their ideas (for ex-
ample, “it was dangerous for you”, “it must be ter-
rible for you”); e) do not rush the child to provide
an answer, and even more so do not force; f) do not
make unfulfilled promises; g) do not discuss with the
child the possible punishment of the offender; h) do
not evaluate from their own position the actions of
persons close to the child;) do not get lost and do not
dramatise in case of negative emotions of the child,
for example, crying; it is advisable to support the
child by saying that you understand their reaction;
j) do not interrupt or correct the child. The conse-
quence of such actions may be a restriction of the
freedom to further present events, interference with
the train of thought, or a change in the order of indi-
vidual elements mentioned.

Thus, the actual stage of questioning underage
victims of domestic violence should be based on the
following provisions:

- beginning of the interrogation — a conversation
on general topics that are far from the subject of the
interrogation, using data obtained during the forensic
examination of the victim;

— observation of nonverbal manifestations (facial
expressions, gestures, behaviour) of a minor;

— operational adjustment of their own activities,
considering the situational approach, paying special
attention not only to the content of their own remarks,
assessments, but also to the intonation and tone of their
expression.

Detailing phase. At this stage, the goal of
the specialist conducting the survey, as stated by
N.O. Pashko [27], is an addition to the course of
events committed by a minor during the free narration
phase, and their ordering to clarify the circumstances of
the event of a criminal offence. The specialist should
take care of the smooth and natural transition to the
next phase of the survey. The child should not have
any anxiety due to the fact that he may not be able to
cope with the answers. The specialist should remember
that this stage of the survey should have a form of con-
versation that is selected taking into account the age
and psychological characteristics of the minor.

Detailing of questions, according to G.Yu. Nikitina-
Dudikova [11], should be carried out considering the
following forensic recommendations: a) addressing
the victim in a quiet tone, avoiding the expression of
emotions, regardless of the essence of the question,
start the conversation with ordinary (easy) questions,
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gradually complicating them. Questions should be
short and consist of simple terminology, it is advis-
able to avoid pronouns; b) the use of simple gram-
matical constructions, controlling that one question
reveals only one topic that should be explained; c) the
use of expressions used by the child earlier; d) con-
fidence (before asking the victim a question that re-
quires special knowledge) in the availability of suffi-
cient knowledge to provide an answer; e) providing
sufficient time for the answer [11, p. 83].

Remote interrogation. One of the important issues
that, according to the authors, should be discussed is
the conduct of interrogation of a minor in a remote
format (remote interrogation or videoconference in-
terrogation). In accordance with paragraph 3 of Part 1
of Article 232 of the CPC [15] of Ukraine, the inter-
rogation of a minor witness during a pre-trial investi-
gation may be conducted via videoconference when
broadcast from another room (remote pre-trial inves-
tigation). The need to conduct such an interrogation,
first of all, is associated with reducing the negative
psychological impact on the minor by other partici-
pants in criminal proceedings, takes place in a remote
place, which should be comfortable and convenient.
Both the investigator (judge) and the interested par-
ticipant can initiate an interrogation in a remote for-
mat (Part 2 of Article 232 of the CPC of Ukraine). The
course and results of procedural actions in the video
conference mode must be recorded on video (Part 9
of Article 232 of the CPC of Ukraine).

According to the authors, this type of interro-
gation can be quite effective, and therefore, should
be widely used during the investigation of criminal
offences of this category. In addition to the simplified
procedure for obtaining testimony and ensuring the
principle of efficiency, an important advantage over
other types of interrogation is to ensure that it can
be (for example, staying in another country, fear for
their own safety, etc.). Creating a sense of privacy,
which can be achieved through this type of interro-
gation, will help the minor feel more comfortable
and focused during the conversation. The authors of
this study suggest that this issue requires a thorough
analysis, and therefore in subsequent scientific studies
it is worth focusing on a detailed clarification of the
issue of conducting investigative (search) actions, in
particular, interrogation via video communication.

The final phase. Most often, during the final
phase, according to N.O. Pashko [27], the child, as
a rule, has complete relaxation. At the same time,
the researcher notes, after giving evidence, the child
may experience nervousness, anxiety, worries about
the consequences of their statements and their possi-
ble assessment, and further participation in criminal
proceedings. Therefore, the investigator at this stage
should help the minor cope with their emotions and,
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if necessary, calm them down. It is not superfluous
to tell the child that their emotions are clear, an in-
vestigator can praise a child for their frankness and
self-control, even if their testimony did not contain
significant information. It is recommended to find
out the child’s condition and mood after the survey,
and ask if they have any concerns. If the child is sup-
posed to participate in other investigative (search)
actions, it is necessary to warn them about this with
a detailed explanation of the purpose of their imple-
mentation [28, p. 25].

Experts recommend that the final stage of
working with the child should be set aside for about
10 minutes. Before completing the interrogation, it
is necessary to: make sure that the child is overcom-
ing stress; take a break — play a game that is not re-
lated to the topic of conversation; return to an un-
pleasant topic; thank the child for the conversation;
if there was a video recording, explain to the child
that people who do not deal with this problem will
never get access to such a video. It should be borne
in mind that victims of child pornography are par-
ticularly vulnerable, who are mostly afraid of video
cameras after the experience; find out if the child has
any questions; get advice or advice from specialists if
there are questions or problems during the interrogation
of a minor [5, p. 96].

The final stage of the interrogation involves
recording data by the investigator. Based on the infor-
mation received, the investigator comes to appropriate
conclusions. Their review takes place simultaneously
with comparison with the testimony of different per-
sons, and with the data of previous interrogations [29,
p. 187]. The main means of recording the course and
results of an interrogation, according to Article 104
of the CPC of Ukraine [15], is the protocol (Article 104
of the CPC of Ukraine).

A.R. Yatsyuk [30] draws attention to the need
for mandatory audio and video recording, which
will become a guarantee and direct evidence that
the investigator did not use prohibited methods of
psychological influence on the minor during the in-
terrogation. In particular, the significance of video re-
cording of interrogations of children affected by sexual
violence is manifested in the following: a) serves as
a means of protection against possible changes in the
testimony of the interrogated child; b) can be con-
sidered as an auxiliary means for conducting a psy-
chological and psychiatric examination of the child,;
¢) use for its intended purpose-recording the actions
of participants in the investigative experiment [13].
The authors support this position and believe that
video recording of the results of the interrogation of
minors is an additional proof of its indisputability
(will avoid possible changes in the testimony of a mi-
nor) and will protect the investigator from possible
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accusations by the prosecution of the illegality of
certain investigative (search) action, for example, re-
ceiving testimony from a minor with the use of any
influence.

Recording the testimony of an underage victim
in the protocol provides for taking into account the pe-
culiarities of their language (Ukrainian, Russian, “sur-
zhik”) and speech (insufficient clarity, indistinctness),
and therefore the testimony should be recorded in simple
and understandable sentences for a teenager [31].

As a result, a child who has become a victim
of domestic violence is, first of all, a child who was
harmed by the criminal actions of persons close to
them, and only after that — a participant in the crim-
inal process [31, p. 15]. In order to prevent the ag-
gravation of mental trauma and additional emotional
burden on the child, all efforts of participants in crim-
inal proceedings involved in investigative (search)
actions should be aimed at conducting one interroga-
tion with the participation of a minor. This meets the
requirements of the Council of Europe Convention
for the Protection of Children From Sexual Exploita-
tion and Sexual Abuse [16], which Ukraine ratified
on June 20, 2012 (Article 35).

m Conclusions

The interrogation of an underage victim of domestic
violence should consist of a set of tactical, psycho-
logical, and legally regulated actions of the inves-
tigator to collect, assess, and record criminally sig-
nificant information about the event of a criminal
offence (the fact(s) of domestic violence) by direct
communication of the investigator with the minor
in order to obtain truthful information about the
circumstances of the committed illegal act, of which
they became a victim.
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TakTUKa AOoNUTY HEMOBHOJIITHIX NoTepninnx
Big AOMALUHbOIoO HAaCUNbCTBA

IpuHa AHaToniiBHa BoTHapeHKo

HarioHasibHa akazieMisi BHyTPIllIHiX CIIpaB
03035, n1. CosioMm’siHCBKa, 1, M. KuiB, Ykpaina

m Auoratis. [IpoBejeHHA JOMNUTY HEMMOBHOJIITHIX 0Ci0, sKi mocTpaXkAajIn Bi] JOMAITHHOTO HACUJIbCTBA, O3HAUeHe
0CO0JIMBUM IIpOIleCyasiIbHUM CTAHOBUINEM OCTaHHIX Ta 3arpO3JIMBUMU TeHAEHIiAMU 40 30iJIbIIIeHHA KiJIbKOCTi
BKa3aHUX MPaBOINOpPYIIeHb, 10 aKTyadidye noTpedy B po3poO0JieHHI TaKTUYHUX OCOOJIMBOCTEN i BU3HAUeHHi
ONTHUMAJIBHOTO aJITOPUTMY 3AiHCHEHHS 1€l criquoi (po3mnrykoBoi) aii. MeTa cTaTTi — AOCJIiIUTH MpoLieCcyasibHi,
TaKTUYHI Ta TCHUXOJIOTiYHiI OCOOJIMBOCTI MpPOBeAeHHA OOMUTY HEMOBHOJITHIX MOTEpIiJIMX Biff JOMAIIHBOTO
HacuibcTBa Ta CcGOPMYJIIOBATU BiANOBiAHI HAYKOBO-IPAaKTHUYHI peKkoMeHAallil WH[oA0 IMOro CBOEYaCHOIO i
AKiCHOTO 3filicHeHHA. PO3KpUTO OCOOJIMBOCTI eTamiB MpPOBeAeHH: IIbOTO AONHUTY, CHeludiKy MiATOTOBKU OO
HBOT'0, Ha MifcTaBi yoro chopMysIbOBaHO BiANOBiAHI HAyKOBO-MPAaKTHYHi pekoMeHAauil. Bu3HaueHO ymMOBH
MpoBeAeHHA AWCTAHLIIHOIO0 JOMUTY HEMOBHOJIITHIX MOTEPIiJIMX Bi JOMAIIHHOTO HacuibcTBa. OKpecsieHO
KOJIO OCHOBHUX 3allTaHb, Ha sIKi HEOOXigHO OTpUMATH BiAIOBiAi IiJl Yac mpoBefeHHA 3a3HaueHOro JOIUTY.
Y Mexax OOoCJIigKeHHs 3aCTOCOBAaHO KOMILJIEKC HAyKOBUX METO/IiB: diaJleKTUUYHUI, METOU aHaJTi3y U1 CUHTe3Y,
iHOyKUil Ta AeAyKIil, CUCTeMHO-CTPYKTYpHUH, (OpMaJIbHO-JIOTiYHIN, TOPiBHAIBHO-IIPABOBUI, MO/Ie/IIOBaHHS,
y3arajibHeHHs. OOGTrpyHTOBaHO BHCHOBOK CTOCOBHO TOTO, I[0 AOMUT HEMOBHOJIITHBOTO IMOTEPIIJIOTO Bif
JOMAIITHBOTO HACKJIbCTBA Ma€E OXOILTIOBATH KOMILJIEKC TAKTUYHUX, IICUXOJIOTIUHUX i 3aKOHOAABUO BPeryJIbOBAaHUX
Ai¥i citiguoro moao 300py, OLliHKY Ta ¢ikcalil KpUMiHaJIiCTUYHO 3Ha4y1[01 iHpopMariil Ipo MoLit0 KpUMiHaIbHOTO
npaBonopymieHHs (pakTu OOMAIIHBOTO HACWIBCTBA) ILUIAXOM Oe3rnocepeqHBOro CIJIKYBaHHA CJIAYOro 3
HEeMOBHOJIITHIM 3 MeTOI0 OTPUMAaHHA MpaBAUBUX BifOMOCTell Mpo 0O6CTaBUHU BUYUMHEHOTO NMPOTUIIPABHOIO
OiAHHA, )XepTBOI0 AKOTO BiH cTaB. HaroJsomeHo Ha HeOOXiJHOCTI BCTAHOBJIEHHA ICUXOJIOTIYHOTO KOHTAKTY
I HajarofXeHHs MOBIpYMX BiAHOCHMH 3 HEMOBHOJIITHIM. HaBeJeHO mepeBaru MpoBedeHHS AUCTAHIIIMHOTO
JONUTY HEMOBHOJIITHIX MOTEPHiJIUX BiJl JOMAIIHHOTO HACUJIBCTBA. 3’ACOBAHO, 110 MiJ Yac IpoBeJeHHs JOMUTY
CJIi1 ypaxoByBaTU BiKOBi, iHAWBiyaJsibHi OCOOJIMBOCTi, piBe€Hb NCHUXO(]Pi3MYHOIO PO3BUTKY HENOBHOJIITHBOTO
MOTEPIiJIOro, a TAKOX 3aCTOCOBYaTH CUTYAL[iMHUI MiAXif, MO€AHAHUHI 3 BiIMOBiAHUM KOPUTYBaHHAM IOBEJiHKU
ciiguoro. [IpakTuyHa 3HAYYIICTh MOJIATAE B TOMYy, 1[0 B CTaTTi COPMYyJIbOBAHO BUCHOBKU Ta MPOIMO3UIIil,
CIIpAMOBAHI Ha IMiBHUINEeHHA e(eKTHMBHOCTI MPOBedeHHA CJIiAUUMU JOMUTY HEMOBHOJITHIX MOTepIIMX Bif
JOMAIIIHBOTO HACUJIBCTBA. Pe3ysibTaTu AOCTIiXKEHH TaKOX MOXYTh CJIYTYBaTU MiATPYHTAM JJ1s BOOCKOHAJIEHHA
3aKOHOABCTBA, IlepeIyCiM KPUMiHaJIbHOIO IIPOLiecyajibHOTO

m KitiouoBi cjtoBa: KpyMiHaJIbHEe MTPOBAXKEHHA; TAKTUYHUI TPUIOM; TICUXOJIOTIYHUE KOHTAKT; CUTYalliiHUE
miaxim; cigya (po3mykoBa) Iisl; JUCTAHI[IMHUN JOMUT

Scientific Journal of the National Academy of Internal Affairs, 27(2) 66




Scientific Journal of the National Academy of Internal Affairs

UDC 343.847
DOI: 10.56215/0122272.67

Social-Wide Prevention Measures in Relation to Vandalism
in The Modern Context

Andrii Yu. Dobroskok”

National Academy of Internal Affairs
03035, 1 Solomianska Sq., Kyiv, Ukraine

m Abstract. At the present stage of development of society, the problem of vandalism does not lose its
relevance, but is actively developing, expressing itself in new forms (vandalism in relation to landscaping,
outdoor lighting, and small architectural forms, vandalism in relation to Jewish monuments — anti-semitism).
Nowadays, vandalism reigns in various spheres of public relations with the participation of all segments of the
population, the legal nature of this phenomenon is constantly developing, improving, and does not correspond
to the conventional legal interpretation. Thus, the purpose of the study is to consider and characterise
measures of social-wide prevention aimed at effectively preventing the commission of vandalism in modern
conditions. The methodological basis of the study consists of dialectical, formal logical, system and structural,
and statistical methods. The theoretical basis of the study is the papers of Ukrainian and foreign researchers
on the analysed negative social phenomenon and improving the effectiveness of countering it in Ukraine in the
modern context. The study examines the issue of vandalism as an urgent problem of modern society, because
in modern social conditions vandalism poses a real threat to the national security of the country and requires
an urgent state response. The author formulated the definition of the concept of prevention of criminal
offences related to vandalism, which fully reveals the structure of prevention, considering the significance
and area of vandalism. During the study of the procedure for preventing vandalism, it was established that
one of the areas of prevention in law enforcement activities are social-wide measures. It is determined that
social-wide prevention, first of all, should be aimed at improving the well-being of the population through
influencing social transformations that determine the social, economic, cultural and educational, ideological,
legal, organisational and managerial existence of society. It is highlighted that the peculiarity of prevention
measures in modern conditions is to consider all elements of criminal offences initiated on the grounds of
committing acts of vandalism. The practical significance of the study is both theoretical and practical, because
the described scientific provisions, individual generalisations, conclusions, and recommendations can be used
in the future in research and in the educational process, because today there is a tendency to a comprehensive
study of vandalism to improve the effective mechanism for preventing it

m Keywords: acts of vandalism; political measures; economic measures; social measures; ideological measures;
cultural and educational measures; organisational and managerial measures; legal measures

= Introduction

Vandalism is one of the most common manifestations
of aggressive illegal behaviour, which has a number
of features, in particular: group character, latency,
surprise, unpredictability, speed of actions, and crim-
inal orientation. V.V. Vytvitska [1, p. 69] notes that
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quantitative and qualitative indicators of vandal-ori-
ented offences are a specific barometer that demon-
strates the “degree of the internal state of society”.
Ultimately, the actions of vandals committed in pub-
lic places acquire a special anti-social connotation
and negative social significance. Moreover, their con-
sequences become known to a large circle of people,
which causes resistance, indignation, and rejection
of such behaviour. Despite the fact that the problem
of vandalism has always been relevant, in modern
conditions it has increased significantly in new co-
lours and has gained importance at the social-wide
level [2, p. 57].
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As the review of scientific studies and research
papers shows, interest in vandalism does not decrease
over time, and this negative phenomenon is inves-
tigated by representatives of various branches of
knowledge, including criminologists, psychologists,
sociologists, specialists in the field of criminal law,
etc. This paper will consider studies on vandalism pre-
vention in recent years. Thus, K.A. Bocharova [3] in
the study “Vandalism as a manifestation of aggressive
illegal behaviour” examines the essence of aggressive
illegal activities, investigates the motives and reasons
that contribute to the commission of such actions,
and also focuses on the imperfection of sanctions
defined by the Ukrainian legislation. In addition,
K.A. Bocharova [4] in the publication “Aggression
as a dominant behaviour of a vandal criminal” de-
scribes the criminological structure of the criminal’s
personality according to socio-demographic, moral
and psychological, social role, criminal and legal
characteristics. K.A. Salayeva [5] in the study “Pre-
vention of vandalism in modern conditions” makes
proposals for rationalising preventive activities in the
field of countering acts of vandalism and the mecha-
nism for implementing these recommendations in the
current legislation. A.S. Skorokhodova [6] describes
the degree of prevalence of vandalism and the so-
cial consequences caused by it, the socio-psycholog-
ical characteristics of persons prone to committing
an offence, the motives that control them, and ways
to prevent and control vandalism. O.V. Kruzhkova
and I.V. Devyatovskaya [7] in the paper “Organisa-
tional vandalism: to the problem of the destructive
behaviour of personnel” investigate the problem of
destructive behaviour of persons within the frame-
work of complex organisational vandalism, its forms,
psychological basis, and factors contributing to the
manifestations of vandal orientation, and character-
ise prevention considering the psychological causes
of this phenomenon. S.Yu. Malakhov [8] in the paper
“The concept of “vandalism” as a subject of crimino-
logical research” describes the etymology of the oc-
currence of vandalism, its classification and the gen-
esis of criminal liability for committing the analysed
criminal offence.

The concept of “vandalism” is quite common
and often used in various genres of literature. As a
rule, this term is used to define destructive actions
with the humiliation of honour and dignity of a per-
son, aimed at destroying or damaging someone else’s
property. In legal science, the definition of “vandal-
ism” has a specific meaning. For example, in legal
encyclopaedic publications, it is interpreted as “il-
legal, senseless destruction or damage of material
and cultural values” [9, p. 63]; “deliberate illegal (or
non-normative) damage or destruction of someone
else’s property, which is a goal in itself” [7]; “inten-
tional damage or destruction of property that is in
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public or private ownership” [3, p. 16]; “actions of
a person who intentionally destroys (distorts, spoils)
property without the consent of the owner or a person
who has the right to use it” [8, p. 64].

The purpose of the study is to describe the set of
measures used to prevent acts of vandalism commit-
ted in Ukraine in the modern context, and positions
on making appropriate changes to the legislation of
Ukraine to improve the performance of the system
for preventing this phenomenon.

The object of research is the process of committing
acts of vandalism, which entails negative consequences
both for the individual and for the overall society.

=m Materials and Methods

During the study of the analysed problem issue, con-
sidering a certain goal, the following methods were
used: analysis, since the system of preventing vandal-
ism was studied comprehensively, for an in-depth un-
derstanding of the issue, in the process of studying a
single whole was divided into appropriate parts. The
study also used the modelling method, since the essen-
tial signs of vandalism were considered according to
a particular model, the purpose of the study was for-
mulated; formal and logical method, which described
a set of measures to prevent acts of vandalism; dia-
lectical method, since in parallel with the prevention
measures, the causes, patterns, and other phenomena
that contribute to the commission of this criminal
offence were investigated.

These methods were used at all stages of the
study, in particular, during the definition of scientific
problems, their relevance, goal setting, presentation
of the main material, and formulation of conclusions.

The theoretical basis of this study was the
papers of researchers on the concept, content, and
existing system of vandalism prevention, and a set
of laws and regulations, in particular, the Criminal
Code of Ukraine [10], the Criminal Procedure Code
of Ukraine [11], Code of Administrative Offences of
Ukraine [12], the Law of Ukraine “On Amendments
to Article 194 of the Criminal Code of Ukraine (Con-
cerning Liability for Vandalism)” [13], Draft Law of
Ukraine “On Amendments to the Criminal Code of
Ukraine Concerning the Protection of Monuments,
and Historical and Cultural Landmarks” [14].

= Results and Discussion

Vandalism as a negative social phenomenon. In the
public consciousness, there is a certain stereotype of
a “vandal”, who appears as a primitive being with
disabilities in mental development. And at the same
time, the danger of vandalism is manifested in the
fact that these actions not only grossly violate public
order, the peace of citizens, and the norms of pub-
lic morality, but also cause great property damage,
and as a rule, budget funds are spent on restoring
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destroyed objects. In addition, it increases the public
danger of vandalism committed by a group of per-
sons, and committed on the grounds of race, religion,
nationality, hatred of a certain social group, etc.

Destruction of property most often occurs im-
pulsively, under the influence of a situation involv-
ing several people. There are usually three or four of
them, and they are most often the same age. Even a
well-mannered person, once in a group with a neg-
ative leader, will not behave as usual, and may also
resort to vandalism. In addition, vandalism is often
accompanied by other, more serious offences.

Vandalism is related to mass riots (Article 294
of the Criminal Code of Ukraine), hooliganism (Arti-
cle 296 of the Criminal Code of Ukraine), intentional
destruction or damage to cultural heritage objects
(Article 298 of the Criminal Code of Ukraine), grave
desecration (Article 297 of the Criminal Code of
Ukraine), intentional destruction or damage to prop-
erty (Article 194 of the Criminal Code of Ukraine),
damage to communication routes and vehicles (Arti-
cle 277 of the Criminal Code of Ukraine) [10]. Most
often, judicial practice develops in such a way that
the court covers all actions of a convicted person with
one more serious offence, indicating that damage
to property, desecration, damage or destruction of
buildings and other structures were the result of mass
riots, hooliganism, deliberate destruction or damage
to property, etc. The difference between vandalism and
other offences is made by the subject or place of the
crime.

The fight against vandalism should be carefully
planned and carried out at different levels and ar-
eas. Prevention of vandalism is carried out by applying
measures to eliminate the main causes of such crime,
using a separate influence, in particular, preventive,
on the behaviour of persons prone to illegal actions [5].

Measures of social-wide prevention. Important
and effective measures to prevent vandalism are mea-
sures that are implemented at the social-wide level.
Having analysed the existing scientific approaches to
the interpretation of the essence of social-wide crime
prevention, it becomes clear that this is the devel-
opment and implementation of measures by special
subjects defined at the legislative level to identify and
eliminate political, economic, social, ideological, cultural,
educational, and legal factors that have a negative im-
pact on society in general. A.P. Zakaliuk [15, p. 123]
notes that in general, actions aimed at preventing the
emergence, development, and implementation of the
causes and conditions of crime in society are carried
out by various subjects both at an early stage of pre-
ventive activities and before the prevention of recur-
ring crimes.

Thus, the study suggests that measures to prevent
vandalism should be grouped into 7 blocks: political,
economic, social, ideological, cultural and educational,
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organisational and managerial, legal, which together
would have an impact on each branch of social exis-
tence and, at the same time, reduce those determinants
that contribute to the commission of vandal crimes.

The first group of general vandalism preven-
tion measures — political, the main goal of which is
to improve the diplomatic situation and overcome
the systemic crisis in the country. Ukraine is going
through difficult times both in terms of legal policy
in general, and in terms of management in the field
of crime prevention in particular [16, p. 87]. Negative
phenomena and processes that exist in the political
sphere provoke aggression, cause distrust of political
figures and political parties, reduce the level of social
tolerance of the population, generate a thirst for de-
monstrative self-affirmation, and a desire to destroy
and establish justice. As a result, cases of abuse of state
symbols, damage to administrative buildings, painting
or destruction of propaganda posters have become
more frequent.

It is worth outlining the following main mea-
sures of political orientation in preventing vandalism:

- implementation at the national level of specially
developed programmes for the prevention of vandal
crimes. An important aspect is the development of
state programmes in various areas of society’s devel-
opment, in particular, in the context of general eco-
nomic, social, cultural, and spiritual functioning;

— improvementof the quality of life of citizens by
changing state minimum standards;

— strict compliance with the requirements of Con-
stitution [17] and other legislation of the state aimed
at strengthening the rule of law in the field of protec-
tion of human rights and freedoms, expanding their
reserves. Understanding and feeling the possibility of
implementing human rights and freedoms is an inte-
gral element of legal awareness, to increase the latter
in Ukraine, it is important to ensure that everyone has
a clear idea of the law, while the state should direct
its policy in educational activities to consolidate each
citizen’s awareness of their rights and obligations as
a subject of law and legal relations [18, p. 249];

— implementation of a rational national policy to
eliminate racial and interethnic conflicts;

— development of a state strategy for the appropriate
protection of cultural heritage sites. In addition, it is
necessary to develop and implement a decommunisa-
tion policy in historical sequence;

— introduction of more effective mechanisms for
implementing the national policy of the family in-
stitution in the context of child protection, based on
international standards.

The second group of general vandalism preven-
tion measures — economic. The existence and repro-
duction of vandalism are also influenced by economic
factors. The socio-economic situation in Ukraine is
difficult, the standard of living is declining, inflation
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is growing, and this, of course, outrages citizens and
forces them to resort to decisive actions. According
to 0.0. Bilousova [19, p. 25], the instability of the
economy has a significant impact on the activities
of criminal groups, which leads to the strengthening
of their illegal positions. S.A. Khalipaeva [20, p. 56]
points that people’s dissatisfaction with the imple-
mentation of their spiritual or material needs leads
to the accumulation of feelings of emptiness, frustra-
tion, confusion, and humiliation, which causes the
search for comfort in an antisocial environment. In
addition, it increases the level of aggressiveness of
people, encourages illegal offensive actions to meet
personal needs. Moreover, an oligarchic model of the
economy has been established in Ukraine [6, p.18],
as a result of which the phenomena of the shadow
economy are observed, labour relations are decreas-
ing, and the poverty of a significant part of the pop-
ulation increases. All this causes an increase in the
criminogenic potential of society and increases the
scale of crime [21, p. 18].

Economic measures should improve the overall
level of profitable development of the country, in
particular, they should include:

—launch of an uncompromisingly new programme
of socio-economic recovery of the state;

— constant state control over the pricing policy for
goods, reducing the level of inflationary manifestations;

— improvement of the level of income of citizens,
reviewing the financing of relevant national and local
programmes;

— increase the social payment system;

— support of domestic producers at the state level
in all areas;

— development of the cultural and educational
sphere, social infrastructure;

— development and modernisation of Ukrainian
production, restoration of the activities of a number
of enterprises;

— creation of new jobs and addressing issues related
to unemployment.

The third group of general vandalism preven-
tion measures — social. Some types of vandalism (for
example, damage to religious buildings, shrines, re-
ligious buildings, cultural heritage sites, inscriptions
with offensive statements about certain national groups)
can provoke social conflicts [6].

This group of measures concerns the social sphere
of public life and provides for the following:

- compliance of living conditions with social stan-
dards of all segments of the population;

— work with social contradictions in order to elim-
inate them;

— various state support for the younger generation;

— improvement of the social and living conditions
of residents;
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— more effective implementation of measures to
counteract domestic violence and provide appropriate
assistance to persons who have been subjected to such
violence;

— elimination of social inequality on such grounds
as material, political, national, racial, etc.

The fourth group of general vandalism preven-
tion measures — ideological. Ideological vandalism
occurs when the destroyer imposes their own po-
litical or ideological beliefs, thereby demonstrating
dissatisfaction with the existing government, people
or nation living in the territories of the state. This
behaviour is inherent in people who are prone to
aggression against representatives of ideology, who
broadcast the opposite position [4, p. 189].

The following ideological measures to prevent
vandalism can be noted:

— restoration of forgotten spiritual values, moral
principles, national culture, etc.;

— resolution of interethnic, interreligious, and
interethnic disputes;

— restoration of patriotic education of the younger
generation at the national level;

— rapid application of measures to respond to the
propaganda of cruelty, cynicism, debauchery, immo-
rality, and vandalism in the media;

— increase state control over the functioning of in-
formal extremist unions, which are dominated by the
cult of violence and cruelty;

— short-term and rapid response to crimes com-
mitted on the basis of racial intolerance, ethnicity,
religion, etc.;

— development and introduction of a clear national
idea, the so-called “national-state ideology”.

Measures aimed at preventing these crimes
should include a large array of actions of an ideological,
and cultural and educational nature to neutralise
criminal and subcultural customs and traditions in
society, reduce jargon, and minimise negative stereo-
types of behaviour in everyday life [16, p. 26-27].

The fifth group of general vandalism prevention
measures — cultural and educational programmes,
aimed at improving the cultural and educational level
of citizens:

— identification and further adoption of appropriate
measures regarding disrespectful attitude to generally
accepted norms and rules of conduct and demonstration
of such actions to the public;

— development of government platforms aimed at
promoting cultural and historical heritage [22, p. 85];

— raising the degree of education and upbringing of
citizens with a special focus on young people;

— overcoming of legal nihilism and social parasitism;

— improvement of the knowledge, skills, and abili-
ties of teachers and educators in teaching skills;

70




Dobroskok

— development and introduction of educational pro-
grammes to combat vandalism into the academic process;

— setting up teaching activities with minors who
are characterised by illiteracy, neglect, and belong to
the risk group;

— support of clubs, creative groups, and youth
centres whose activities are aimed at comprehensive
personal development;

— organisation of festivals, exhibitions, fairs, and
Olympiads aimed at developing the creative abilities
and talents of the younger generation;

- conducting educational work with adolescents
who have an uncoordinated or deformed system of
value orientations;

— implementation of national cultural and spiritual
measures;

— promotion of orderly, exciting socio-cultural work,
tourism, energetic recreation, and other forms of leisure;

— implementation of explanatory work among the
population to disseminate legal knowledge of the
provisions of the current legislation.

Sixth group of general vandalism prevention
measures — organisational and managerial, aimed at
improving the work of entities that carry out measures
to counteract vandalism and increase their effectiveness,
in particular:

— increased control over law and order, discipline
and legality in public life;

— promotion of the effective functioning of major
social institutions;

— timely regulation of social contradictions that
arise in the spheres of society’s life;

— systemic destruction of causality, which causes
vandal behaviour and contributes to the commission
of aggressive and violent offences with a destructive
nature;

— improvement of the material well-being of the
population, housing and living conditions, and working
conditions;

— increasing the limits of responsibility of state
bodies and local self-government bodies for improper
protection of objects of cultural value for modern and
future generations;

— involvement of most public organisations in the
implementation of measures to prevent vandalism;

- providing support to charitable and volunteer
organisations that aim to improve the cultural level
of individuals, develop the institution of family and
childhood, and provide assistance to socially vulnerable
segments of the population;

— development of measures to prevent vandalism
together with international experts.

Seventh group of general vandalism prevention
measures — legal, which aim to identify shortcomings
in the regulatory framework for preventing vandalism
and eliminate them:
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— development of a special programme for the
prevention of criminal offences that encroach on
public order and morality;

— implementation of certain plans and programmes
for the prevention of certain administrative offences;

— development of laws and regulations, the purpose
of which will be to effectively protect motherhood,
the institution of family, prevent the commission of
domestic violence, strengthen the protection of cul-
tural heritage objects, and resolve conflict situations
against the background of interethnic and interethnic
intolerance;

— conduct a so-called “audit” of the current Ukrainian
legislation in these areas and further develop, make
changes and additions, eliminate the identified short-
comings and gaps;

— improvement of the conceptual and categorical
apparatus in the field of countering vandalism at the
legislative level;

— measures aimed at improving the legal culture
of the individual and their legal awareness.

M. Shepitko [23, p. 282] noted that the activity
of the state to protect citizens and society from criminal
attacks, and crimes in general, opens up an opportunity
to study in more depth the prevention and counter-
action of criminal offences by measures of public and
state influence on the reform of criminal justice and
its bodies in the long term.

= Conclusions

As a result of the conducted study of the existing state
mechanism, a list of key measures aimed at social-wide
prevention of the population as a whole is presented.
However, the set of measures provides for an indirect
nature, because it has an impact at the general level,
so it is quite difficult to determine a direct connection
with the dynamics of crime. Social-wide prevention
is a kind of foundation for special and individual pre-
vention, as it creates political, ideological, economic,
legal, social, organisational, cultural, and educational
conditions, is carried out by state bodies, public or-
ganisations, and also covers all sectors of society and
directs its activities to identify the causes of acts of
vandalism and criminal offences related to it.

Thus, the paper describes seven groups of mea-
sures for social-wide prevention, each of which has
an inexhaustible list of positions. The first group is
political measures that are aimed at raising and im-
proving the diplomacy of the state, since there are
vandal actions in political life in order to radicalise
society. The economic component was studied next,
because the presence of a shadow economy, a re-
duced standard of living, and the poverty of a signif-
icant number of Ukrainians, who are overwhelmed
with aggression, humiliation, and frustration, leads
to mass acts of vandalism.
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A group of social measures is also an import-
ant element in the prevention system, because they
are aimed at meeting people’s needs for material
goods, services, reproduction of the family, and the
development of public communications to strength-
en the state. The next group of ideological measures
provides for the resolution of interethnic and inter-
state conflicts, the rapid response of the relevant au-
thorities to manifestations of cruelty and cynicism,
educating young people in patriotism, and monitor-
ing the activities of informal entities that promote
violence.

Cultural and educational measures are de-
signed to improve the level of education and culture
by introducing legal education classes into the ed-
ucational process, improving the skills of scientific
and pedagogical specialists in pedagogical skills,

continuous development and providing state support
for the activities of diverse circles, conducting ex-
planatory conversations among the population, etc.
Organisational and managerial measures in the sys-
tem of social-wide prevention provide for measures
to support charitable organisations, intensive control
over the legal order in society, regulation of social
contradictions, etc. And the final block of the study
is legal measures, the essence of which is to identify
gaps in legislative acts.

Thus, when preventing offences related to van-
dalism, it is necessary to consider the multiplicity and
possibility of new forms, consider the latency of this
phenomenon, identify difficulties and eliminate them
by conducting measures to prevent this phenomenon
that entails significant negative consequences for
society and the state as a whole.
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Social-wide prevention measures in relation to vandalism in the modern context

3axoaum 3arasibHocouiasibHOI NpodiNlaKTUKKM BaHAaNisMy
B YMOBaX CbOrogeHHq

AHApin IOpinosuy [lo6poCKOK

HarioHasibHa akazemis BHyTPIllIHiIX cIIpaB
03035, n1. CosioMm’siHCBKa, 1, M. KuiB, Ykpaina

m Avotamisa. Ha cyyacHOMy eTami pO3BUTKY CYCIIiJIbCcTBa mpoGJieMa BaHAasIi3My He BTpayae aKTyasbHOCTI,
aJIKe O3HavYeHa IMOsIBOI0 HOBUX (hOPM I[bOTO ITPOTHITPABHOIO SIBUIIA (BaHIAIi3M IT[0/10 03eJIEHEeHHS1, 30BHIIITHHOT'O
OCBITJIEHHS Ta MAJINX apXiTeKTypHUX (HOPM, BaH/IaJ1i3M CTOCOBHO €BPENCHKUX MTaM’ATOK — aHTHceMiTi3M). Huni
BaHJAJIi3M HasABHUU y Pi3HUX cepax CyCcHiJbHUX BiJHOCHH 3a y4YacTIO BCiX NMpoIIAapKiB HaceseHH:. [IpaBoBa
npupoa I[bOro ABUIIA MOCTilHO PO3BUBAETHCS, VIOCKOHATIOETHCA Ta He BiJINOBi A€ TpaAuLliTHOMY I0pUANIHOMY
TJayMadeHHI0. MeTO0 CTaTTi € pO3TJiAf i XapaKTepHuCTHKa 3axXO[iB 3arajbHOCOI[iajIbHOI MpOoQiJIaKTUKU, 1[0
CIIpAMOBaHi Ha eeKkTHBHe 3ano0iraHHAa BUNHEHHIO BaHaJIi3My B yMOBaX cy4acHOCTi. MeTOq0JIOTiuHy OCHOBY
JOCJIiI)KeHHA CTaHOBJIATH [iaJIeKTUYHNU, GOpMaIbHO-JIOTiYHUIN, CUCTEMHO-CTPYKTYPHUHN i CTaTUCTUIHNUN
Metoau. TeopeTnyHoI0 6a3010 CTATTi CJIYryBajy Npalli yKpalHCbKUX Ta 3apy0i’kHUX yUYeHUX 100 IUTaHb
JOCIiXKEeHHsA aHaJIi30BaHOTO HEraTUBHOI'O COI[iaJIbHOTO fABMINA i BAOCKOHaJeHHA e(deKTHMBHOCTI MPOTUMil
riomy B YkpaiHi. JloBefjeHO, 0 B Cy4aCHUX COILliaJIbHUX YMOBax BaHOaJli3M CTaHOBUTH peajibHy 3arposy
JJ1A HallioHaJbHOI Oe3neku KpaiHM Ta moTpebye HeBiOKIagHOTO AepXaBHOro pearyBaHHs. ChHOpMyJIbOBaHO
aBTOPChKe BU3HAUeHH:A MOHATTA 3arobiraHHA KpUMiHaJIbHUM IPaBONOPYIIeHHAM, OB’ A3aHUM 3 BaHAasIi3MOM,
y MeXax IKOTO BpaXOBaHO CTPYKTYPY 3anodiraHHA, 3HAUYIIiCTh i CIPAMOBAHICTD I[bOTO MMPOTUIIPABHOTO ABUIIA.
BcTraHoBJI€HO, 1[0 OAHUM 3 HaIPAMIB 3ano0iraHHA B IPaBOOXOPOHHIN AisAJIBHOCTI € 3aX0AH 3araJIbHOCOIiaJIbHOTO
CIpAMYBaHH:A, 1[0 MepeadavyalTh IOKpalleHHA OoOpoOyTy HacesjleHHs dYepe3 BIJIMB Ha CYCHiJIbHI
TpaHcdopmMmallii, AKi AeTepMiHyIOTh colliajbHe, eKOHOMiuHe, KyJbTYPHO-BUXOBHE, i/le0JIoTiuHe, MpaBoBe I
oprasisariifiHo-ynpasJiiHCbke OyTTA cycnisibecTBa. Oco6IMBICTIO 3aX0/1iB 3an100iraHHA BU3HAHO BpaXyBaHHA BCiX
CKJIa[iB KpUMiHAJIbHUX NPaBOIIOPYIIeHb, PO3MOYaTUX 3a O3HAKaMH BUMHEHHA aKTiB BaHAati3my. [IpakTuuHa
3HAYYNIiCTh CTATTi MOJIATAE B TOMY, III0 ONKCaHi HayKOBi MOJIOXKEHHs, OKpeMi y3araJbHeHHs, BUCHOBKU 11
pexoMeHfarllii MOXyTh OyTH BUKOPHUCTaHiI B HAYKOBO-AOCJIiAHIIN AisA/JBHOCTI 11 OCBITHROMY Hpolieci, agxe Ha
ChbOTO[HI TIPOCTEXYEThCA TEHJEHIliA [0 BCceOiYHOro BUBUYEHHA BaHAA/Ii3My 3 METOI0 BAOCKOHAJIEHHA Ji€BOTO
MeXaHi3My 3anobiraHHsa oMy

m Ki1io4oBi cjtoBa: akT BaHaai3My; pyHHYBaHHS; MOJIITUYHI 3aX0/11; eKOHOMIYHi 3aX0[u; colliaibHi 3aX0u;
ieoJsioriuHi 3ax0q1; KyJIbTYPHO-BUXOBHI 3aX0Q1; OpraHi3aliliHO-yIpaBJIiHChKi 3aX041; IPaBOBi 3aX04U
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m Abstract. The relevance of the study is conditioned by the scientific originality and practical significance
of using modern capabilities of unmanned aerial vehicles by law enforcement agencies. The purpose of the
study is to investigate the history, current state, and prospects of development of the unmanned aerial vehicle
as a technical and forensic tool and object of forensic science. The study is based on the dialectical method
of cognition of social and legal phenomena and concepts. Along with it, such general scientific and special
research methods as historical, comparative legal, system and structural, sociological, statistical, logical, and
other modern approaches were used, allowing the study to formulate assumptions and draw conclusions.
Based on the findings, an analysis of the history of the development of an unmanned aerial vehicle was carried
out, where the author identifies five main stages, namely: the period of the late 19% — early 20" century,
the period of the First World War and the post-war period, the period of the Second World War, the period
of the Cold War and local military conflicts of that time, and the modern period, which was characterised
by the involvement of modern unmanned aerial systems not only in the military sphere, but also in various
spheres of human life, including criminal activities, and in the activities of law enforcement agencies to
disclose, investigate, and prevent criminal offences. Based on the intended purpose, technical characteristics
and parameters, the classification of unmanned aerial vehicles is given, depending on their types, size, weight,
power plant, and control method. In this regard, attention is focused on unmanned aircraft systems related
to multicopters, as the most promising unmanned aerial vehicles that can be implemented in the work of
law enforcement agencies. Certain aspects and features of using an unmanned aerial vehicle as a technical
and forensic tool and an object of forensic research are considered. In this regard, problematic issues related
to definition of a unified legal terminology for systems and elements of an unmanned aviation complex.
Priority areas of introduction of unmanned aerial vehicles in the activities of law enforcement agencies are
highlighted. Considering international standards in the aviation sector, the main areas are proposed for
improving Ukrainian legislation on registration, licensing, and certification of unmanned aerial vehicles, and
the grounds and procedure for its use by relevant law enforcement agencies in the detection, investigation,
and prevention of criminal offences. The practical significance of the study is conditioned by the fact that it
examines topical issues of the history of development, the current state, and prospects for improving Ukrainian
legislation on issues related to the practical use of an unmanned aerial vehicle as a technical and forensic tool
and the object of forensic research

m Keywords: drone; quadcopter; unmanned aviation system; unmanned aircraft; statutory regulation

= Introduction

Over the past few decades, man has conquered more
natural forces than in the entire previous history of
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mankind. Nowadays, the use of modern informa-
tion and digital technologies is no longer considered
something unusual. Moreover, due to their accessi-
bility and capabilities, they have found their wide
application not only in the military sphere, but also in
law enforcement, civil, economic, and administrative
activities [1-3].

Admittedly, most technological developments,
to one degree or another, are closely related to the
military-industrial complex. Unmanned aerial vehi-
cles (hereinafter — UAVs, drones) are no exception to
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this rule, the main purpose of creating which was to
implement and perform certain combat and recon-
naissance tasks on enemy territory [4].

To date, unmanned aerial systems are one of
the most promising areas of development of modern
military aviation. Even today, the use of drones has
led to significant changes in the tactics of conducting
combat operations. It is believed that modern war-
fare is a war of drones and howitzers, where drones
are the eyes of artillery. Their value is expected to
increase even more in the near future. Now the mar-
ket for combat drones is on the rise. According to
some estimates, in the period from 2020 to 2029, the
volume of its turnover will be at least UAH 38.7 bil-
lion [5]. Progress in their creation is probably the
most important achievement of modern aviation over
the past few decades.

At the same time, UAVs have become the subject
of public discussion, in particular, regarding their ir-
responsible use in military intelligence operations and
law enforcement activities. The incident that occurred
in 2020 in Libya, as a result of which, the drone-ka-
mikaze Kargu 2, without a specially given order, using
artificial intelligence, independently tracked down and
attacked an innocent person (a live target) [6].

It is also impossible to ignore the fact that
today there is a need for proper legal regulation of
Ukrainian legislation on the use of UAVs over private
property, critical infrastructure facilities, and other
protected objects. A separate study requires legislative
regulation of the grounds for the use of drones by
authorised law enforcement agencies and their offi-
cials, including during the detection, investigation,
and prevention of criminal offences, etc.

In this regard, the discussion of problematic
issues of scientific and technical support for the ac-
tivities of law enforcement agencies is not new for
legal science. They have been the subject of many sci-
entific discussions of researchers and practitioners in
the fields of criminal procedure, criminalistics, and
intelligence-gathering activities not only in Ukraine.
At the same time, the issue of using UAVs as a tech-
nical and forensic tool and object of forensic re-
search, in contrast to military exercises, is relatively
new areas of scientific study. However, some of their
aspects, in particular, concerning the regulation of
legislation on the use of drones in the activities of
bodies and divisions of the National Police, are re-
flected in scientific discussions by Ye. Bakutin [1],
V. Bilous [7], V. Korshenko [8], Ye. Kuzmenko [9],
A. Movchan [10] and others. The scientific and the-
oretical developments of these authors are important
for solving the problem of using UAVs by law en-
forcement agencies when performing their assigned
tasks. With this in mind, this paper will investigate in
more detail the history, current state, and prospects of
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drone development in the context of their use as a tech-
nical and forensic tool and object of forensic research.

Purpose of the study: the main purpose of the
study is to investigate topical issues related to the
history of UAV development, features of their classi-
fication, and the current state and prospects for im-
proving the statutory regulation of the use of unmanned
aerial systems in the detection, investigation, and
prevention of criminal offences.

= Materials and Methods

The methodological basis of the research was general
laws and categories of cognition. To achieve the goal
of the study, general scientific and special methods
were used, which allowed formulating assumptions
and drawing conclusions. Formal and logical meth-
ods allowed for studying laws and regulations, ana-
lytical materials, concepts, and authors’ opinions on
certain issues related to the subject of research. Based
on the descriptive and analytical, dogmatic method,
the interpretation of legal categories, the formula-
tion of definitions and clarifications of the terminol-
ogy, the development and formulation of proposals
for improving legislation on the research topic were
carried out. Using the comparative legal and for-
mal legal method, the analysis of international and
Ukrainian laws and regulations defining the concept
and legal grounds for using UAVs was carried out.
Using the modelling method - general conclusions
and proposals were formed to improve the current
legislation regulating public and legal relations in the
aviation industry and law enforcement activities.
The study is based on the norms and pro-
visions of the Air Code of Ukraine No. 3393-VI of
05/15/2011 [11], Convention on International Civil
Aviation of 07/12/1944 [12], Aviation Regulations
of Ukraine “Regulations for the use of Ukrainian air-
space” approved by a joint order of State Aviation
Service of Ukraine and the Ministry of Defence of
Ukraine dated 05/11/2018 No. 430/210 [13], Rules
for the use of flights by unmanned aircraft complexes
of the State Aviation of Ukraine, approved by Order
No. 661 of the Ministry of Defence of Ukraine dated
12/08/2016 [14], Instructions for the use by police
bodies and divisions of technical devices and tech-
nical means that have the functions of photo and
film shooting, video recording, approved by order of
the Ministry of Internal Affairs of Ukraine No. 1026
dated 12/18/2018 [15], Rules of registration of state
aircraft of Ukraine and rules of certification of a copy
of a state aircraft of Ukraine: approved by Order
of the Ministry of Defence of Ukraine No. 63 dated
02/07/2012 [16], Regulations on the use of Ukrainian
airspace approved by resolution of the Cabinet of
Ministers of Ukraine No. 945 of 12/06/2017 [17],
Aviation Regulations of Ukraine, part 47 “Rules for
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registration of civil aircraft in Ukraine”, approved
by order of the State Aviation Service of Ukraine
No. 153 dated 02/05/2019 [18], Aviation Regulations
of Ukraine “Technical requirements and administra-
tive procedures for flight operation in civil aviation”,
approved by order of the State Aviation Service of
Ukraine No. 682 dated 07/05/2018 [19].

= Results and Discussion

History of UAV development. The development of
UAVs can be divided into five historical stages, each
of which was marked by its own important dates and
events, which as a result contributed to their spread
and improvement.

Stage I (early period). Unmanned piloting sys-
tems are inextricably linked to the beginning of the
20" century. It was during this period that radio
waves were first used to transmit information wire-
lessly. With the development of radio technology, the
frequency range of waves that can be generated and
perceived by radio equipment has also expanded. This
circumstance in 1903 allowed the Spanish engineer
and inventor, Leonard Torez de Quevero, to invent a
radio control system called “Telekin”. The principle
of its operation was a robotic device capable of exe-
cuting simple commands, and its main purpose was
to remotely control airships, boats, and torpedoes.
Subsequently, due to lack of funding, the inventor was
forced to abandon these projects [20].

Notably, “Telekin” was the second device, the
operation of which was controlled by radio commu-
nication. Nikola Tesla is considered the inventor of
the world’s first patent for a radio-controlled device;
his invention was called “Teleautomat” [21].

Stage II (the First World War and post-war period).
The war of 1914-1918 gave an impetus to the develop-
ment and introduction of unmanned radio-controlled
devices in the military sphere. For example, the squad-
ron of unmanned aerial combat vehicles described by
N. Tesla as early as 1915 inspired English physicist
and inventor Archibald Montgomery Lowe in 1916 to
make the first attempt at unmanned aerial targets with
an internal combustion engine [22, p. 120-186].

Around the same time, the prominent inventor
and entrepreneur Elmer Ambrose Sperry, together
with the company’s designers “Hewitt-Sperry”, de-
veloped by and they tested a bomber aircraft known
as the “Flying Bomb” or “Hewitt-Sperry automatic
airplane”, which had the ability to deliver explosives
to specified targets without a crew [23].

At the beginning of 1918, the chairman of
the French Senate Committee on the Army, Georges
Clemenceau, announced the launch of a state project
to introduce “unmanned aircraft” into the French
armed forces. The first French UAV was designed,
manufactured and tested in 1923 by engineer Maurice
Percheron [24].
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In 1935, aircraft modelling enthusiast Reginald
Leigh Dugmore (Denny) developed the first large-
scale production model of a remote-controlled target
“0OQ-2 Radioplane” [25].

During the same period UAVs received their
second name — a drone. The word drone refers to males
in the honey bee family. In the 1930s, this word,
in a joking form, began to be informally referred
to English automated versions of aircraft “DH.82
Queen Bee”. Due to the fact that these UAVs had a
low speed and noisy flight more similar to a bumble-
bee (rather than a bee), they received the unofficial
nickname “drone”. Subsequently, in 1941, this name
took on an official form and was adopted by the US
Army [26, p. 67-81].

Stage III (the Second World War period). In 1940,
Reginald Denny founded the company for the produc-
tion of UAVs “Radioplane Company”, which during
the Second World War increased the model range of
drones, not only for performing combat tasks, but also
for training pilots [25].

In Germany, developments on the creation
of radio-controlled drones began in 1938. As a re-
sult, a target drone of the “V1” model was created.
Vergeltungswaffe — weapons of revenge), which was
powered by a pulsed rocket engine. Today, the V1
is considered the first cruise missile in the history of
Aeronautics [26, p. 96-101].

The use of UAVs during World War II was also
reflected in intelligence purposes. For this purpose,
the Luftwaffe was armed with aircraft-type drones
of the Argus as-292 model, which also had the name
Flakzielgerat 43, they were equipped with a camera for
aerial photography and a parachute to prevent dam-
age to the film during the landing of the drone [27].

Stage IV (post-war period and the Cold War).
The post-war period was marked not only by the
Cold War, but also by a number of local military con-
flicts, including the Korean War, the Tonkin incident,
the Vietnam War, the Egyptian-Israeli war (War of
Attrition), the Doomsday War (Arab-Israeli war), the
1982 Lebanon War, the Afghan War, etc.

All these armed conflicts have become an im-
petus for the production and testing of UAVs in the
conditions of real military operations. One of the rea-
sons for their rapid development and widespread use
in military aviation was announced in 1972 by the US
Air Force Command as a doctrine of “zero deaths”, the
main purpose of which was that the use of drones al-
lows performing military tasks without sacrificing the
life and health of military personnel [28; 29, p. 65-72].

This was confirmed by Israel’s development of
the world’s first drone IAI Scout, which was equipped
with equipment that allowed to conduct real-time
surveillance. The images and radar false targets pro-
vided by these UAVs helped Israel completely neu-
tralise the Syrian air defence system at the beginning
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of the Lebanese war in 1982, as a result of which none
of the Israeli pilots were shot down [29, p. 14-20].

In the 1950s, for the first time, American com-
pany Ryan Aeronautical, developed a series of UAVs
“Fairby” capable of launching from an airplane or
ground launcher using a single rocket accelerator.
Subsequently, in 1966, the Lockheed D-21 supersonic
reconnaissance drone was developed [29, p. 25-30].

In the Soviet Union, since the 1950s, devel-
opments were also carried out to create military
drones. The first such drone was a reconnaissance
UAV model La-17 designed by the Lavochkin Design
Bureau. The next UAV developed in the USSR was
the Tu-123 supersonic long-range unmanned recon-
naissance aircraft, which was designed and manufac-
tured by the Tupolev Design Bureau in 1961. But the
greatest success was the Tu-143 “Reys” reconnais-
sance UAV of 1970, designed for conducting tactical
low-altitude reconnaissance in the frontline zone by
photo and television reconnaissance of objects and
individual routes, and monitoring the radiation situ-
ation along the flight route [30].

Stage V (modern period). The current stage of
UAV development, first of all, was marked by high-
tech innovations, the introduction of which took place
in the development and improvement of unmanned
aircraft systems. This circumstance gave an impetus
to the introduction of unmanned aircraft in the com-
mercial and civilian industries. Thus, in order to use
UAVs for civilian purposes, in 2002 the European
Union initiated the CERESON project, for which EUR
2.8 million were allocated and which attracted more
than 20 international organisations, educational and
scientific institutions, and leading manufacturers and
developers in the aerospace industry [29, p. 44-49].

In 2014, the first commercial UAV flight to
Alaska was made in the United States. Already to-
day, issues related to the use of drones for domestic
purposes are being publicly discussed, for example,
during the delivery of food, medicine, mail, etc. In
addition, the development of intelligent technolo-
gies and power supply systems has led to the use of
drones not only for consumer purposes, but also in
general aviation. As of 2022, drones show a wide de-
mand among the population, they are used not only
as entertainment and hobbies, but also in sports com-
petitions. As a result, this circumstance created pre-
requisites for the emergence of new manufacturers
of UAVs for entertainment and civilian needs in the
start-up market.

The main market for the production and oper-
ation of drones belongs to the United States, Israel,
China, India, Iran, Turkey, Great Britain, and the
European Union (Germany, Italy, France, Spain,
the Netherlands). Some of the most famous military
UAVs in the world are MQ-1 Predator manufactured
by General Atomics Aeronautical Systems equipped
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with air-to-ground missiles. It is the main combat
drone in service with the United States [29, p. 4-6].

The smallest UAV is considered to be a helicop-
ter-type micro drone Black Hornet 3, which belongs
to the personal intelligence system used by the armed
forces and law enforcement agencies. The system in-
cludes two drones controlled by a ground control sta-
tion. The drone has a rotor diameter of 12.3 c¢m, a
body length of 16.8 cm and a weight of about 33 g.
At these sizes the Black Hornet 3 has a best-in-class
audio and visual surveillance signature. In addition,
the drone produces very little noise, which allows it
to be used in secret operations. It is capable of op-
erating at wind speeds from 7.5 to 10 m/s and air
temperatures from -10 to 43°C [29, p. 15-18].

With the beginning of the military operation in
the East, the Armed Forces of Ukraine, the National
Guard and Border Guards also began to need UAVs,
which gave an impetus to the development of do-
mestic industries for their production. Leaders in this
field are a number of state and private enterprises,
including the Oleg Antonov Aviation research com-
plex, LLC NPP “Athlon Avia”, “Aerotekhnika-MLT?,
JSC “Meridian’ named after S.P. Koroliov, etc.

It is impossible not to mention the Ukrainian
enterprise “Motor Sich” whose engines are installed
on UAVs not only Ukrainian companies, but also leading
foreign UAV manufacturers [31].

Classification of UAVs. Classification of UAVs is
carried out based on its intended purpose, technical
characteristics and parameters, depending on its type,
size and weight, flight altitude and range, engine
installation and control method, etc.

Thus, depending on the type, drones are divided into:

— aircraft-type UAVs. That is aircraft with fixed
wings like an airplane;

— helicopter-type UAVs (single-rotor), having a
rotating wing on the helicopter shaft;

— glider-type UAV, which also has the name “skim-
mer” or “multicopter” [7, p. 170-175; 32, p. 44-49].

Unlike aircraft and helicopter-type drones,
which use a complex system of blades with a vari-
able angle of inclination, the multicopter has three or
more propellers corresponding to the total number of
its rotors, and relatively simple flight control.

Depending on the number of rotors, skimmers
are distinguished by:

— tricopters — equipped with three motors;

— quadrocopters — equipped with four motors;
— hexocopters — equipped with six motors;

— octocopters — equipped with eight motors.

The most common type of multicopter is a
quadcopter. In terms of external parameters, its body
usually has a cross-shaped appearance, and the rotors
that it is equipped with are usually located at its ends.
To direct the movement and flight of the quadcopter, a
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mechanism is provided that causes the first pair of pro-
pellers to rotate in one direction, and the other in the
opposite direction. Thus, by changing the relative speed
of diametrically located one-from-one propellers, con-
trol of the flight and movement of the glider is achieved.

This configuration of the propellers allows you
to reduce the net torque around the angle of move-
ment of the aircraft to zero and by creating the op-
posite torque - to fly without the tail rotor, which is
utilised by helicopters (Fig. 1).

n 3 ‘.
I\(+\-I\ I\+l\ n+n

n

a) b) c)

Figure 1. The figure shows the direction of movement of rotating quadcopter robots
in which the following actions are performed

Note: a — hover or adjust the height (applying equal traction to all four screws); b — roll, pitch, and yaw adjustment (by increasing
the thrust of diametrically located rotors rotating in one direction); ¢ — quadcopter roll adjustment (by increasing the thrust of one
or two adjacent rotors, which leads to its horizontal movement)

Given its small size, simple control system,
and relatively low price, the quadcopter has become
one of the most popular UAVs on the private market,
which as a result allowed its widespread use not only
in entertainment, commercial, military or law en-
forcement purposes, but also during the commission
of torts, including its use as a tool for committing a
criminal offence.

The literature describes other types of moto-
rised and non-motorised UAVs, which differ in design
features in paragliders, aerial sleds, blimps, drones
based on the bionic principle of a flapping wing (fly-
wheel, ornithopter), copying the movements of birds
or insects, etc., but all of them have not found their
wide application in practice [2; 4].

Depending on the size and maximum take-off
weight, drones can be divided into three groups, namely:

— UAVs with a maximum take-off weight of no
more than 50 kg (ultralight — with a take-off weight of
up to 5 kg; light — with a take-off weight of up to 50 kg);

— UAVs with a maximum take-off weight of 50
to 300 kg (small — take-off weight of up to 100 kg;
medium - off weight of up to 300 kg);

— UAVs with a maximum take-off weight of 300 kg
(heavy — with a take-off mass of up to 1.000 kg; su-
per-heavy — with a take-off weight of more than
1.000 kg) [3, p. 44-49].

Depending on the flight altitude and range, ac-
cording to NATO standards, drones are divided into
three classes, namely:

— UAVs whose range does not exceed 40 km (nano —
range up to 1 km and flight altitude up to 100 m; micro
—range up to 10 km and flight altitude up to 3 km; mini
—range up to 40 km and flight altitude up to 3 km);
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— UAVs whose range does not exceed 500 km
(short-range — range up to 150 km and flight altitude
up to 4 km; medium-range — range up to 500 km and
flight altitude from 5 to 8 km);

— long-range UAVs (LALE - range of more than
500 km and a flight altitude of up to 4 km; MALE -
range of more than 1,000 km and a flight altitude of
up to 8 km; HALE - range of more than 4,000 km and
a flight altitude of up to 20 km) [3, p. 44-49].

Depending on the type of engine, drones are di-
vided into electric and those that run on an internal
combustion engine, including hydrogen or solid fuel
(piston, rotary, gas turbine (turboprop, turbofan,
propeller-driven), jet).

The power plant system, along with the electronic
computer control system, communication system and
navigation system, is part of the main systems of the
unmanned aviation complex.

Depending on the list of tasks set, additional
systems and devices can be installed, such as:

— intelligence system (optoelectronic, thermal im-
aging, radar, radio engineering, radiation, chemical,
bacteriological, and other types of intelligence);

— means for electronic warfare or electronic inter-
ference devices; devices for guidance and correction
of guided weapons;

— means of hitting various types of targets;

— means of control and communication with the
ground control point;

— automatic piloting and landing equipment;

— transport cassettes, compartments, fasteners,
etc. [8, p. 12-24; 33, p. 7-17; 17].

Depending on the period of use, unmanned vehicles
are divided into multiple-use UAVs (reconnaissance,
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reconnaissance and strike, transport, weapons car-
riers, with advanced carrier functionality, with pos-
sible separation, interceptors) and single-use UAVs
(false targets, barrage kamikazes, reconnaissance and
strike kamikazes, interceptors) [34, p. 139-146].

The above classification is not exhaustive, and
therefore UAVs are also divided depending on their
intended purpose and scope of use (military, civil,
commercial, industrial), according to the method of
control (remote, automatic, and combined), accord-
ing to the nature of the tasks performed (strategic,
operational-tactical, and tactical, can perform such
tasks as observation, collection of intelligence data of
the area and objects, cargo transportation, electronic
strikes, patrolling and monitoring of the area and
objects, aerial photo and video shooting, striking air
and ground targets of a potential enemy), etc. [28].

The International Civil Aviation Organisation
of the United Nations, which is responsible for the
organisation of world aviation, does not refer flight
models (models of aircraft of reduced or miniature
size) used for entertainment or air sports to UAVs.
In turn, US legislation refers to drones as any air-
craft without a crew, regardless of its size [29]. In
Ukraine, the attitude to remote-controlled aircraft
models is not clearly defined and remains open.

III. Statutory regulation. In accordance with in-
ternational and national legislation, UAVs refer to
aircraft whose use is regulated by specific laws and
regulations. In Ukraine, one of the main codified le-
gal acts regulating legal relations in the aviation in-
dustry is and remains the Air Code of Ukraine [11].
Thus, according to its norms, “unmanned aircraft - is
an aircraft that is part of the unmanned aviation sys-
tem, and is intended for performing a flight without
a pilot on board, whose flight control and control is
carried out remote pilot (operator) using a special con-
trol station located outside the aircraft” (paragraph
23 of Part 1 of Article 1 of the Tax Code of Ukraine).

A similar definition is found in the provisions
of the Aviation Regulations of Ukraine, approved
by the Joint Order of the State Aviation Service of
Ukraine and the Ministry of Defence of Ukraine dated
05/11/2018 No. 430/210 [13], according to which,
“unmanned aircraft — is an aircraft designed to per-
form flights without a pilot on board, whose flights
are controlled by a special control station located
outside the aircraft” (paragraph 6 of Section 1).

A similar concept is contained in the norms of
the Chicago Convention on International Civil Avia-
tion of 1944 [12], where “an unmanned aerial vehicle
(pilotless aircraft) includes any aircraft capable of fly-
ing without a pilot on board” (Article 8).

In turn, to the elements unmanned aviation
system, according to the Rules for the use of flights
by unmanned aircraft complexes of state aviation,
approved by the Order of the Ministry of Defence

of Ukraine dated 12/08/2016 No. 661 [14], it was
assigned “an unmanned aircraft, associated remote
piloting points, necessary control lines, and other
equipment, including, but not limited to any device,
mechanism, appliance, software, or accessory neces-
sary for the safe operation of an unmanned aircraft”.

With this in mind, when formulating the defini-
tion of the concept “unmanned aerial vehicle”, the pro-
visions of the above-mentioned regulations focus on
the phrase “aircraft”. One of the reasons that contrib-
uted to this was that in Ukraine the term “unmanned
aerial vehicle” appeared relatively recently. Having
a virtually foreign-language origin (from English an
unmanned aerial vehicle — UAV), this phrase is mostly
reflected in international regulations and recently ad-
opted Ukrainian bylaws, including by the Ministry of
Internal Affairs of Ukraine.

These may include, for example, the Annex
and Regulation of the Council of the European Union
No. 428/2009 of 05/05/2009!, or paragraph 2 of
Section 1 of the Instructions for the use by police
bodies and divisions of technical devices and techni-
cal means that have the functions of photo and film
shooting, video recording, approved by the Order
of the Ministry of Internal Affairs of Ukraine dated
12/18/2018 No. 1026 [15], where under the con-
cept of “unmanned aerial vehicle”, it was defined as an
aircraft designed to perform a flight without a pilot
on board, the control of which is carried out using a
special control station located outside the aircraft —
which actually literally repeats the definition given
in paragraph 6 of Section 1 of the Aviation Regula-
tions of Ukraine [13].

Given the above, it can be concluded that “un-
manned aerial vehicle” refers to “unmanned aircraft”
in the same way as “unmanned aerial system’ refers to
“unmanned aviation complex”. That is, these terms
are absolutely identical and lexically synonymous,
and therefore, their definition should not be misin-
terpreted and perceived differently.

This is also emphasised by the Rules for per-
forming flights by unmanned aircraft complexes of
the state aviation of Ukraine, approved by Order
No. 661 of the Ministry of Defence of Ukraine dated
12/08/2016 [14] according to which, “an unmanned
aerial vehicle (UAV) is an aircraft whose flight control
is carried out remotely, using a remote piloting point
located outside the aircraft, or an aircraft that flies
autonomously under the appropriate programme”.

In turn, “an unmanned aviation complex (un-
manned aviation system) is an unmanned aircraft,
its associated remote piloting points (ground con-
trol stations), necessary control and control lines,
and other elements specified in the approved proj-
ect of the type of unmanned aviation complex. An
unmanned aviation complex can include several
UAVs”.

According to Annex I of the EU Council Regulation No. 428/2009 of 05.05.2009, a UAV is any aircraft capable of starting and maintaining
a controlled flight and its navigation without the presence of a pilot on board.

Scientific Journal of the National Academy of Internal Affairs, 27(2)

80




Yefimenko & Sakovskyi

According to the norms of Ukrainian legislation,

all aircraft of Ukraine by scope of use are divided into:

— state-owned aircraft — aircraft used in the military,

border guard, civil protection service, National Police

and customs authorities — paragraph 31 of Part 1 of
Article 1 of the Tax Code of Ukraine);

— civil aircraft — all other aircraft that do not be-
long to state-owned aircraft (Paragraph 103 of Part 1
of Article 1 of the Tax Code of Ukraine) [11].

Registration and certification procedure of
state-owned aircraft of Ukraine defined by the Rules
of registration of state aircraft of Ukraine and the
Rules of certification of a copy of the state aircraft
of Ukraine, approved by the Order of the Ministry of
Defence of Ukraine No. 63 dated 12/07/2012 [16].
In accordance with these rules, UAVs that relate to
state aircraft of Ukraine, including those used by
the National Police, without exception are subject to
mandatory registration in the Register of state aircraft
of Ukraine, the introduction of which is entrusted to the
Department for regulating the activities of state avia-
tion of Ukraine of the Ministry of Defence of Ukraine
(Section II of the Rules for registration of state aircraft
of Ukraine). At the same time, flights of state-owned
aircraft of Ukraine that are not registered in the rele-
vant register are strictly prohibited, since they violate
a certain procedure for using Ukrainian airspace in ac-
cordance with the Regulation on the use of Ukrainian
airspace approved by resolution of the Cabinet of
Ministers of Ukraine No. 945 of 12/06/2017 [17].

In turn, the procedure for registration and cer-
tification of civil aircraft of Ukraine is regulated by the
relevant Regulations for registration of civil aircraft
of Ukraine [18] approved by the Order of the State
Aviation Service of Ukraine of 02/05/2019 No. 153,
and the Aviation Regulations of Ukraine “Technical
requirements and administrative procedures for flight
operation in civil aviation”, approved by the Order of
the State Aviation Service of Ukraine of 07/05/2018
No. 682 [19].

According to the above-mentioned bylaws,
UAVs are subject to state registration of civil aircraft
of Ukraine, the introduction of which is entrusted to
the authorised body for Civil Aviation (State Aviation
Service of Ukraine) or an institution authorised by it,
except for those, maximum take-off weight which do
not exceed 20 kg, and which are used for entertain-
ment or sports activities (Section II of the Rules for
registration of civil aircraft of Ukraine, Article 39 of
the Tax Code of Ukraine) [18]. In this case, the regis-
tration procedure for UAVs classified as civil aircraft
that are not subject to registration is regulated by
the relevant provisions (part 9 of Article 4 of the Tax
Code of Ukraine) [11].

The complexity of this issue lies in the fact that
referring to such an indicator as “maximum take-off
weight”, it was not taken into account that most
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UAUVs that are freely available do not contain this in-
formation in the operating documentation. At best,
the technical documentation provides data on the
mass of the UAV itself, taking into account its battery
and rotors. This circumstance, first of all, is explained
by the fact that most UAVs that are freely available
for sale do not technically provide any fasteners for
lifting additional cargo. However, ignoring the pro-
vision of indicators for the maximum take-off weight,
the manufacturer created conditions under which a
person would be able to deliberately avoid the regis-
tration procedure for registering a UAV. When solv-
ing this issue, it is also necessary to consider the fact
that today a wide range of parts and spare parts is
available for free sale, allowing for independent as-
sembly of a UAV at home, which would require regis-
tration according to its technical characteristics.

Unregistered UAVs, along with legal nihilism
and a low level of legal culture of citizens, pose a real
threat to aviation security, the interests of the state
and national security in general. This refers to the
use of UAVs for the purpose of committing criminal
offences related to smuggling, terrorist activities, col-
laboration, sabotage, espionage, etc.

Special attention should also be paid to the is-
sue of unauthorised filming that violates the right to
privacy and privacy of citizens. Thus, for example,
with the help of UAVs, it is possible to conduct aerial
photography of the private (personal) life of citizens,
and property belonging to them, in order to further
publish provocative photos and videos on the Inter-
net that can negatively affect the business reputa-
tion of an individual or humiliate their honour and
dignity [1, p. 314-327].

During the violation of the use of Ukrainian
airspace, there is also a threat to people’s lives and
health. The possibility of accidents caused, for ex-
ample, by a UAV falling on passers-by citizens, their
vehicles, houses, and other property located in locali-
ties is not excluded. In addition, the use of UAVs over
critical infrastructure facilities or within air routes
can lead to particularly serious consequences or even
disasters. This, first of all, indicates that the UAV as
an aircraft is a source of increased danger, since its
unauthorised use by an incompetent person can lead
to irreparable consequences for people, society, and
the state as a whole.

= Conclusions

Thus, it is possible to conclude that today, in Ukraine,
a number of issues related to the definition of a single
terminology for an unmanned aviation complex, its
systems and elements, the procedure for its registra-
tion, licensing, and certification need to be clearly
regulated. When resolving these issues, it is advisable
to consider the possibility of legal liability for non-reg-
istration or late registration of the UAV by its owner.
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This is a confirmation of the relevance and
need to develop common international approaches to
the legal regulation of the Ukrainian aviation sector
by implementing international standards in national
legislation. In order to remove the Soviet influence
from the legislation of Ukraine and bring its norms
to international standards, it is advisable to consider
the provisions of legal acts regulating legal relations
in the aviation industry:

— establishment of uniform rules for registration
(certification) of UAVs, mandatory for all copyright
holders, including individuals;

— determination of the main restrictions and pro-
hibitions on unauthorised use of UAVs related to en-
suring flight safety, protecting the private life of cit-
izens, and compensation for damage caused during
the use of UAVs;

— establishment of general rules and prohibitions
on the use of UAVs by civilians, including in areas
where military facilities, penitentiary institutions,
power lines are located, in crowded places, in rural
areas during aviation processing of fields, etc.;

— granting the right to the relevant law enforce-
ment agencies to stop the operation of unauthorised
UAVs in the airspace in order to protect the life,
health, and property of citizens, during mass events,
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IcTopis, CydyacHMI CTaH i NepCcrneKTUBU BUKOPUCTAHHSA
6e3niNnoTHUX NiTasibHUX anapaTiB K TEXHIKO-KPUMiHaNiCTUYHOro
3acoby Ta 06’eKkTa KpUMiHaNICTUYHOIrO AOCNiA)KEeHHS

Irop Mukonamnosuu €dpimeHKo, AHApPIN AHaToninoBny CakoBCbKUM

HarnionasibHa akazemisa BHyTpIIIHIX cripaB
03035, 1. Cotom’ssHCBKa, 1, M. KuiB, YkpaiHa

m AHOTaIiA. AKTyaJIbHiCTh TEMU JOCIi)KeHHS 3yMOBJIeHa HAyKOBOI0 HOBU3HOIO Ta MPAKTUYHOIO 3HAYY[iCTIO
BUKOPHUCTAHHSA CYYaCHUX MOXJIMBOCTeN Oe3MiJIOTHUX JIiTaJIbHUX anapaTiB opraHaMu IpaBonopAAKy. MeToio
CTATTi € OOCJigXeHHA iCTOpii, Cy4aCHOrO CTaHy Ta IepPCHeKTUB PO3BUTKY BUKOPHCTAaHHA Oe3MiJIOTHOTO
JIITAJIBHOTO amnapaTry SK TeXHiKO-KPUMiHaJiCTUYHOTO 3ac0o0y Ta 00’€KTa KPpUMiHAJiCTUYHOTO AOCIiJXeHHA.
OCHOBOIO METOAO0JIOTiYHOT'0 iHCTpyMeHTapilo CIyryBaB AiaJIeKTUUYHUI MeTO/ Mi3HaHHA COIliaJIbHUX i TPaBOBUX
SABUII] Ta MOHATH. [IOpAM 3 HUM 3aCTOCOBAHO TaKi 3arajibHOHAYKOBi Ta crelliajibHi MeTOAU OOCJigXeHH:A, AK
icTOpHUYHMI, OPiBHAJIBHO-TIPABOBUMN, CUCTEMHO-CTPYKTYPHUL, COI[iOJIOTiYHUI, CTaTUCTUYHML, JIOTIUYHUN Ta
iHIIi cydacHi MeToqu AOCiKeHH:A. Ha migcTaBi BUBYEHHA iCTOPil pO3BUTKY 6€3MiJIOTHOTO JIiTaJIbHOTO anapaTa
BUOKPEMJIEHO II’AATh OCHOBHUX eTarliB: nepiof KiHIA XIX — moyaTky XX cToJiTTsA; nepiof Ilepmioi cBiTOBOI BiliHU
Ta MicJIABOEHHUM nepiox; mepiox Jpyroi cBiTOBOI BiliHU; Nepioa XOJOAHOI BifiHM Ta JIOKaJbHUX BOEHHUX
KOHQJIIKTIB TOTO Yacy; CydyacHUH mepiof, O3HAuUeHUI BIPOBA[KEHHAM CydacHUX Oe3MiJIOTHUX JIiTaJIbHUX
CHCTEM He JiUIlle y BilicbkoBy cdepy, a 1 B pi3Hi chepu XKUTTENIAIBHOCTI JIIOAUHN, 30KpeMa B 3JI0YNHHY
OiAJBHICTD, a TAKOX Yy AiAJIbHICTh IPAaBOOXOPOHHUX OPTaHiB 3 PO3KPUTTA, PO3CIiAyBaHHA Ta NonepeaKeHHA
KpUMiHaJIbHUX MPaBONOPYIIeHb. 3 OTJIAAY Ha LiJIbOBe MpU3HaYeHHsA, TEXHIYHI XapaKTePUCTUKU Ta HapaMeTpu
HaBeJleHO Kjacuikallifo 6e3miJIOTHUX JIiTaJIbHUX amaparTiB, M0 3ajJeXWTh Big iX TUMiB, pO3MipiB, Barwu,
CUJIOBOI yCTAaHOBKM Ta cioco0y KepyBaHH:A. be3MmijIoTHI aBialliliHi cucTeMu, sKi HajieXaTh 10 MyJIbTUKOITEPIB,
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BH3HAHO HaUOiJIbII MepCleKTUBHUMH 0e3NMiJIOTHUMH JIiTaJIbHUMU anapaTaMiy JiA BIPOBAaXeHHS B POOOTY
MIPpaBOOXOPOHHUX OpraHiB. J[OCiiIKeHO 0COOJIMBOCTI BUKOPUCTAHHA 0E3MiJIOTHOrO JIiTaJbHOTO amapara fK
TEeXHIKO-KpHMiHaJIiCTUIHOT 0 3ac00y Ta 00’€KTa KPUMiHAIICTUYHUX JOCJIiIKeHb. OKpecsieHo IIpiopruTeTHI HanpsMU
BIPOBA)KeHHA Oe3MiJIOTHUX JIiTaJbHUX amnapariB y OiAJbHICTb MPaBOOXOPOHHUX opradiB. Ha mifgcrasi
MiXHapoOOHUX CTaHAApPTiB B aBialiliHiil cdepi 3aMpoONOHOBAHO HANpPAMU BAOCKOHAJIEHHA YKPAlHCHKOTO
3aKOHOJABCTBA 3 MUTaHb peecTpallil, JlilleH3yBaHHA Ta cepTudikallil 6e3MiJIOTHUX JIiTaJIbHUX anaparTiB, a TaKOX
MmifCTaB i MOPAAKY 1X BUKOPHCTAHHA BiANOBiAHMMM IIPaBOOXOPOHHNUMU opraHaMu. [IpakTuyHa 3HAUyIIiCTh
CTaTTi OJIATAE Y BUCBITJIeHI aKTyaJIbHUX IUTaHb iCTOPil PO3BUTKY, CY9aCHOI'O CTaHy 1 [IepPCIeKTHB YI0CKOHAJIEHHS
HaIliOHAJIBHOTO 3aKOHOAABCTBA 3 IUTaHb, ITI0 CTOCYIOTHCS MPAKTUYHOIO 3aCTOCYBaHHs O€3MiJIOTHOTO JIiTaJIbHOTO
amnapara sK TeXHiKO-KpUMiHaJIiCTUYHOIo 3aco0y Ta 00’€KTa KPUMiHAIiCTUYHOTO JOCIiKeHHA

m KitiouoBi cjioBa: NIpoH; KBaJpOKONTep; Ge3MiJIOTHa aBialfifiHa crucTeMa; Ge3MijioTHe MOBITpAHE CYOHO;
HOPMAaTHBHO-IIPABOBE PEryJII0BaHHs
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m Abstract. The relevance of the study is conditioned by the investigation and delineation of counterintelligence
powers of border authorities and units of Ukraine in different historical periods, determining the areas of their
development. The paper is devoted to the study of historical aspects of the development of counterintelligence
activities of border agencies, and national and state security bodies on the territory of Ukraine, in particular,
the history of transformation of the relevant units and their powers. It is noted that the study of the history
of the establishment and functioning of national special services is of practical importance and can become
relevant when adjusting the national security strategy. The purpose of the study is to analyse the historical
aspects of the development of counterintelligence activities and counterintelligence measures by border
authorities and units on the territory of Ukraine in light of retrospective changes in national special services.
The methodology of scientific research included a set of interrelated general scientific and historical and legal
methods, namely: chronological - to periodise the development of counterintelligence authorities and units of
national special services, and the border guard service; comparative legal analysis — a comparative approach
to the past and modern legislation, which determines the authority to carry out counterintelligence activities
or conduct counterintelligence measures; structural and functional - to classify the threat system, which is
carried out by active measures of the main enemy. Features of the legal status of border authorities and divisions
of Ukraine in different historical periods are highlighted. It is indicated on the main counterintelligence
methods (measures) that were carried out by authorised state bodies and units, namely: the legendary method
of capturing prisoners to be interrogated, first mentioned in the annals of the Kievan Rus and conducted
mainly during military campaigns; perlustration (interception) of correspondence and external surveillance,
their conduct is most characteristic of the period of the Russian occupation; agent measures, during the
first liberation competitions, were consolidated in the legal field by the relevant provision, which specifies
the main functions of the army special service of the Ukrainian People’s Republic; operational surveillance,
legend and operational disinformation (used by both the security service of the organisation of Ukrainian
nationalists and Soviet state security agencies). Based on the studies by Ukrainian and foreign researchers,
a classification of “active measures” that can be carried out by the aggressor state is presented. The areas of
development of the powers of bodies and divisions of the State Border Guard Service of Ukraine to conduct
counterintelligence activities are determined
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= Introduction

Nowadays, the relevance of studying the genesis of
counterintelligence activities by border authorities
and units of Ukraine is conditioned by the need for
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critical use of historical experience to improve the
forms and methods (measures) of counterintelligence
activities of the security and defence sector of Ukraine,
including the State Border Guard Service of Ukraine.

The importance of investigating the history of
transformation of the relevant state bodies and their
powers is determined by many factors, in particular:
the importance of historical experience for profes-
sional training and patriotic education of employees
of the border authorities of Ukraine authorised to
carry out counterintelligence activities.
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Scientific substantiation of the priorities of or-
ganisational and legal support for the activities of the
State Border Guard Service of Ukraine regarding the
conduct of counterintelligence activities is impossible
without investigating and considering the historical as-
pects of the development of organisational and regu-
latory bases of counterintelligence activities of border
authorities, and national special services on the terri-
tory of Ukraine. Relevant here is the statement of one
of the founders and directors of the Central Intelligence
Agency of the United States of America, Allen Dulles,
who believed that the best method of mastering the
specialty is “analysis of historical precedents”.

Before proceeding to the study of the historical
development of counterintelligence activities of bor-
der authorities, it should be noted that the difference
between such fundamental categories as measure
and method, considering the retrospective, is some-
what unclear and it is advisable to identify them until
the moment of historical stages when counterintelli-
gence activities acquire clear outlines and its regula-
tory consolidation occurs at least at the internal level
of the relevant state bodies of Ukraine. At the same
time, the authors of this study fully agree with the
conclusion obtained by O.V. Kozhelyanko [1], who
notes that the method of counterintelligence activi-
ties is implemented in practice by carrying out a set
of measures and is a broader concept in content.

The analysis of available papers on the his-
torical development of national special services and
their powers has shown that this issue has been com-
prehensively studied in Ukrainian legal science. At
the same time, Ukrainian and foreign researchers have
not sufficiently disclosed the genesis of the imple-
mentation of counterintelligence activities and the
conduct of counterintelligence measures by border
authorities and units on the territory of Ukraine.

In the course of analysing the results of research
in this area, it was established that certain issues of coun-
terintelligence search are covered by V.V. Polovnikov,
V.0. Beletsky & Yu.A. Overchenko [2] in the research
of the criminological profile of a person who com-
mitted high treason. In their study, researchers have
formed a typical profile of such individuals, which
will narrow the search for factual information about
the intelligence and subversive activities of the spe-
cial services of foreign states and will contribute to
the interests of criminal proceedings, and obtaining
information in the interests of the security of citizens,
society, and the state [2]. The issue of profiling was
also considered by S.I. Halimon, V.V. Polovnikov &
P.P. Volynets [3] in the study of the socio-psychological
profile of a person who confidentially provides assis-
tance to an operational unit. The profile was created
based on an analysis of the results of a survey of op-
erational employees who have experience in cooper-
ation with confidential informants, the characteristic
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features inherent in confidential informants of the
State Border Guard Service of Ukraine were identified
and summarised [3]. A. Krzak [4] presented a theo-
retical and, at the same time, doctrinal approach to
the phenomenon of such a counterintelligence mea-
sure as operational disinformation. Referring to Soviet
counterintelligence agents, the author claims that the
main disinformation techniques developed in the early
1920s were successfully applied during the Cold War.
Many techniques have evolved, and despite the tech-
nological revolution, misinformation has not been
abandoned, but, on the contrary, its importance has
increased, and it has become the most important
measure used in operational practice. Analysing the
methodological aspect of disinformation, it is quite clear
that virtually no game or operational combination
of Soviet intelligence and counterintelligence could
have taken place without one of the many types of
disinformation. Therefore, A. Krzak [4] concludes that
disinformation was and remains one of the universal
paradigms of Soviet operational work and its Russian
heirs —intelligence and counterintelligence. S. Hosaka [5]
notes that active measures, commonly known as Soviet
operations of external influence, were a concept and
practice in which offensive counterintelligence es-
sentially served as foreign intelligence. In the 1960s,
counterintelligence officers of the Soviet Union’s State
Security Committee were called upon to take active
measures, instead of passive surveillance, by selecting,
studying, and recruiting foreign visitors and Soviet
citizens, with the aim of using them to infiltrate Western
institutions and collect confidential information. The
counterintelligence department occasionally oversaw
foreign operations in order to introduce offensive
tactics. Given the parallels between the Soviet and
Russian special services, the latter continue the prac-
tice of active measures [5]. O. Bertelsen [6] high-
lights Soviet active measures aimed at concealing the
scale and consequences of the Chornobyl disaster,
which had the opposite effect to what was expected
and helped American intelligence accurately predict
a potential political crisis in the Soviet Union, aggra-
vated by cover-up operations and state violence. U.S.
analysts argued that public concern about the violent
nature of the Soviet regime and discriminatory con-
scription and decontamination policies would continue,
exacerbating ethnic tensions in the Soviet republics.
Looking back, their analysis had deep predictive
value [6]. D.V. Gioe, R. Loving, & T. Pachesny [7] point
to an imbalance in scientific research that has distorted
the academic understanding of active activities, con-
sidering them in terms of goal (or sacrifice).

Thus, these researchers consider one of the tech-
niques of counterintelligence search — profiling, coun-
terintelligence — operational disinformation, and ac-
tive measures. The main problematic issue that has
not been resolved remains the discussion about the
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expediency of the existing counterintelligence powers
of the relevant bodies and divisions of the State Border
Guard Service of Ukraine, and the expansion of these
powers from the level of the subject of counterintelli-
gence measures to the subject of counterintelligence
activities. In addition, the classification of active ac-
tivities needs to be supplemented.

The scientific originality of this study is condi-
tioned by the fact that the following counterintelli-
gence measures were established most characteristic
of the considered historical periods: perlustration of
correspondence, external surveillance, agent measures,
operational surveillance, legend and operational misin-
formation. The author’s classification of active mea-
sures is provided. In addition, it was found out that
the functions of the State Border Guard Service of
Ukraine cannot be implemented without powers in
the field of counterintelligence.

The purpose and objectives of the study are to
conduct a retrospective analysis of the powers of border
authorities and divisions, and national special services
in the counterintelligence sphere on the territory of
Ukraine.

= Materials and Methods

The methodological basis of the research was the
principles of objectivity, scientific nature, consistency,
and historicism. General scientific research methods
(analysis, synthesis, and comparison) allowed reveal-
ing the content and components of modern Ukrainian
historiographic studies of the history of counterintel-
ligence activities by border authorities and divisions,
by National Special Services in the counterintelli-
gence sphere on the territory of Ukraine. Methods of
historical science (periodisation, historical and com-
parative, historical and system) contributed to the
disclosure of the relevant powers of the mentioned
state bodies, and to the definition of the main types
of counterintelligence measures in the general con-
text of studying the counterintelligence history of
Ukraine.

The chronological boundaries of the study are
determined by the first references to the conduct of
counterintelligence (intelligence) activities in the
Kievan Rus and Cossack period (9™-18™ centuries) —
from the beginning of the creation and operation
of Ukrainian border bodies and units, and national
special services for the period of modern Ukraine.
The choice of the lower limit of research of the his-
toriographical process is associated with the rapid
growth of scientific and public interest in the pre-
vious experience of conducting counterintelligence
activities on the territory of Ukraine. The upper limit
allows revealing the features of the current stage of
development of scientific knowledge on the history of
counterintelligence activities of relevant state bodies
on the territory of Ukraine.
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The theoretical basis of the study consists of the
studies by Ukrainian and foreign researchers in terms
of retrospective identification of such fundamental
categories as “measure” and “method”, the main types
of counterintelligence measures that were carried out
in certain historical periods, the provisions of the leg-
islation of Ukraine regarding the powers of border
authorities and divisions, and national special services
of Ukraine.

= Results and Discussion

It is advisable to investigate the genesis of counterin-
telligence activities and counterintelligence measures
by authorised units of the State Border Guard Service
on the territory of modern Ukraine in the plane of
historical and political progress of our society, includ-
ing retrospective changes in national special services
and border authorities and divisions. Having anal-
ysed the state of development of these aspects, it is
appropriate to agree with such researchers as V.S. Si-
dak, T.V. Vronska, & O.V. Skrypnyk [8], who clearly
defined, in the multi-volume scientific publication
“Special services of Ukraine from ancient times to the
present”, historical periods of research: the Kievan
Rus, Cossack Ukraine, wars of national liberation of
1917-1921, special service of the State Centre of the
Ukrainian People’s Republic in exile, intelligence and
counterintelligence of the Organisation of Ukrainian
Nationalists and the Ukrainian Insurgent Army, spe-
cial services during the recent history of Ukraine.
The period of activity of Soviet special services on
the territory of Ukraine in this publication, which is
prepared and published under the auspices of the Na-
tional Academy of Sciences of Ukraine, the Institute
of History of Ukraine, and the National Academy of
Security Service of Ukraine, is considered from the
standpoint of the fact that it was another state — the
Union of Soviet Socialist Republics, and Ukrainian
counterintelligence units at that time worked in the
interests of the Soviet Union [8]. Considering the
best practices of these researchers, seven periods of
establishment of national special services can be
distinguished.

Kievan Rus and Cossack period (9*-18" century).
The secret activities of this period included both in-
telligence and counterintelligence, and were closely
related to military intelligence and military operations.
The middle ages are not characterised by an organ-
ised and purposeful structure of counterintelligence,
which operated constantly and systematically, as is
happening in modern time. The need to counteract
the intelligence of foreign countries arose from the
moment of the establishment of bodies and divisions
of their special services. Therefore, the very term
“counterintelligence” in relation to the times of the
Kievan Rus and the era of the Ukrainian Cossacks is
very conditional [9]. The chronicles indicate that the
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military leaders of Kievan Rus used the method of
capturing prisoners to be interrogated during a mili-
tary campaign, which may indicate the actual origin
of the agent method in the activities of special ser-
vices (their analogues at that time) [9]. According to
0.S. Peliukh [9], the capture of prisoners to be inter-
rogated has led to the use of methods and techniques
for extracting information about the state of combat
readiness of the enemy army, its number, weapons,
and plans for an offensive or defence. Moreover, the
use of methods of collecting information in those days
during military operations during the appanage frag-
mentation of the Kyivan Rus in the 12% century [9].

During the time of the Ukrainian Cossacks and
the Zaporozhian Sich, the introduction of agents into
the environment of representatives of various social
strata and groups of the population, nationalities,
and faiths was effectively used. There was also a reversal
of agents from other countries [9].

In addition, O.S. Peliukh [9] notes that: “during
the reign of Hetman Bohdan Khmelnitskyi, it was
possible to create an agent network in Warsaw and
the capital of the Grand Duchy of Lithuania, which
delivered the necessary information of both political
and military nature on time. Using the counterintel-
ligence service, B. Khmelnitskyi began using disin-
formation to introduce self-doubt and panic in the
enemy army. In his universals to the population and
instructions, the Hetman insisted on the need to cre-
ate moods of doom, tension, and uncertainty among
the enemy. Thus, for the first time in the practice of
Ukrainian operational art, disinformation was used
for the purpose of beneficial psychological influence
on the enemy. Such methods were used during the
battles of Korsun, Pylyavtsi, and Berestechko. The art
of capturing prisoners to be interrogated was further
developed to extract the necessary information from
prisoners from an enemy camp. The Cossack art of
capturing prisoners, as noted in those days, was one
of the best in Europe” [9].

The analysis of the identified sources describ-
ing the National Liberation War of 1648-1657 gives
grounds to assert that the Hetman, the General Mil-
itary Chancellery, as the highest state military and
administrative institution [10], and other authorities
paid great attention to the secrecy of military and po-
litical plans, successfully opposed the measures of for-
eign intelligence and began the process of formation
of counterintelligence bodies in the Ukrainian state.

In the 1650s, control over intelligence and coun-
terintelligence was carried out by the General Military
Chancellery, which was headed by Ivan Vyhovskyi.
The latter turned this state body into an effective bu-
reaucratic institution. The General Chancellery was
essentially the Ministry of Foreign Affairs and at the
same time — internal ones. Military and political infor-
mation was received here from all over Ukraine and
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foreign countries, numerous embassies were taken and
sent there, important decisions were made that, along
with military victories, determined the fate of Ukraine.

At the same time, there is no documentary evi-
dence of the functioning of a clearly defined, separate
intelligence or counterintelligence agency in Ukraine
during the Liberation War under the leadership of
Khmelnitskyi. The study suggests that the highest and
operational and tactical management of the work of
intelligence and counterintelligence was carried out
by the relevant management bodies and troops, the
command of the Ukrainian state: the Hetman as the
head of state and the supreme commander-in-chief,
the General Military Chancellery as the highest level
of the state apparatus, the regimental and hundred
petty officers.

V.S. Sidak [11] points out the existence during
the reign of Khmelnitskyi of the following leading
bodies and divisions that conducted activities in the
field of intelligence or counterintelligence and carried
out appropriate measures, namely:

— Cossack intelligence and patrol service (protected
the borders of Ukraine, prevented their violation);

— intelligence service (engaged in military intelli-
gence, organised the work of intelligence residencies
on the territory of the enemy and the personal intelli-
gence network of the Hetman, collected confidential
information under the legendary cover of Cossack
diplomacy);

— counterintelligence service (carried out the fight
against attempts on the state system, exposing spies
and intelligence and subversive activities of the enemy,
ensured the secrecy of troops and political events,
personal inviolability of senior officials, and counter-
acted subversive propaganda).

Since the above-mentioned divisions were not
clearly structured, their powers were determined
more by separate instructions of the general office than
by well-established regulations, so, in addition, they
were jointly or separately, organised:

— intelligence and subversive activities (measures
to disable enemy command and control personnel,
strategic and tactical objects, means of armed strug-
gle of the enemy, sources of its combat and material
supplies);

— rebel movement on enemy territory (sent Cossack
detachments for conducting riots, scouts-instructors
to the rebels, to help create rebel formations and co-
ordinate their activities, expand the regions controlled
by the rebels) [11].

The period of Russian and Soviet occupation
(18%-20% centuries). It remains indisputable that during
the Russian or Soviet occupation, in the service of
the Imperial state security agencies, the enemy actu-
ally used the abilities and skills of the best represen-
tatives of the Ukrainian people to their advantage,
motivating them, on the one hand, with the help of
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repression, and on the other, by granting privileges
and freedoms.

To some extent, this involves counterintelligence
activities in the time of Peter the Great in the part
concerning the fight against espionage. Since the
18™ century, this function of the state was entrusted
to the quartermaster general service of the army. Ini-
tially, among the duties of this service was to study
the terrain, organise the location and movement of
troops, and hospitals, preparation of maps, fortifica-
tions, provision of rear infrastructure. Later, intel-
ligence and counterintelligence activities, building
bridges, keeping detailed records of battles and other
responsibilities were added to them.

The predecessor of the counterintelligence agen-
cies of the Russian Empire and the Soviet Union can
safely be considered the Third Department of the polit-
ical police and gendarmerie, which actively introduced
such methods of counterintelligence activities as agent,
combination, secret surveillance, and secret inspection.

V.M. Chysnikov [12] draws attention to the fact
that one of the leaders of this state body, A.H. Benck-
endorf, noted the effectiveness of secret inspection of
postal correspondence [12]. According to him: “perlus-
tration is one of the most important means to discover
the truth, thus representing a way to stop evil at its very
beginning; it also serves as an indicator of the public’s
thoughts and way of thinking about modern events and
various government measures and regulations”.

The methods used to combat political opponents,
which were aimed at combating espionage, were per-
ceived by the personnel of the Third Department as
an unusual function for these units, due to their in-
efficiency in combating intelligence and subversive
activities of opponents. Therefore, at the beginning
of the 20 century, when the subversive activities of
foreign intelligence agencies significantly intensified
and began to be carried out on a professional basis,
the political investigation bodies were unprepared
for effective counteraction to the intelligence units of
foreign states. The most ineffective was the so-called
“provocateur” method, which consisted in inciting
individuals to commit illegal actions and was usually
used against political opponents, but in countering
espionage it was not effective [9].

O.S. Peliukh [9] states that it is necessary to
distinguish the “provocateur” method, which is now
prohibited by law and is not used by special services
and law enforcement agencies of Ukraine, from a
combination that does not involve inciting a person
to commit illegal activities, but embodies in its es-
sence and content a hidden beneficial influence. At
that time, the combination was mainly used to cre-
ate conditions for the introduction of confidential
sources into the sphere of activity of special services
of foreign states. Not the full use of the potential
of combination in practice and the preference for
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provocation did not allow getting the maximum effect
from these methods [9].

External surveillance is the most commonly
used method of the third branch of the political po-
lice and gendarmerie. The significance of this method
is evidenced by the fact that in 1902, the chairman
of the Council of Ministers and the minister of in-
ternal affairs P.A. Stolypin adopted and approved a
special “Instruction on external surveillance”, which
testified to the establishment of the legal basis for
counterintelligence activities at that time [9].

In 1911, counterintelligence departments were
established on the basis of the “Regulations on coun-
terintelligence departments”. These were the first
counterintelligence agencies and units that began
operating in the non-war period. In addition, the
“Instruction of the head of the counterintelligence
department” was approved. These regulations actu-
ally formed the legal basis of counterintelligence
activities at that time. According to the Regulation,
10 counterintelligence departments were created, two of
which carried out counterintelligence activities on the
territory of modern Ukraine, in particular, in the Head-
quarters of the Kyiv and Odesa military districts [9].

At the same time, the study disagrees with
0.S. Peliukh [9] in the part concerning the conclu-
sion of the management of counterintelligence de-
partments on the need to change the methods of
their work from passive surveillance of “suspicious”
persons to active offensive methods of counterintel-
ligence activities, in particular, the introduction of
agents into intelligence centres of foreign special
services, their disinformation, and the beginning of
operational games. The study suggests that in terms
of the method of introducing agents widely used by
the third branch, employees of counterintelligence
departments changed only the object: political oppo-
nents to intelligence centres of foreign special services,
and the method itself has not changed and they have
not invented or implemented something new [9].

From 1917 to 1921, during the War of National
Liberation, Ukrainian national counterintelligence
bodies and units appeared, which had to be created
from scratch. On January 22, 1918, the Ukrainian
Central Rada adopted the Fourth Universal, which
proclaimed the Ukrainian People’s Republic an inde-
pendent and sovereign state. The process of forming
security and defence bodies of Ukraine, including State
Border Guard, has begun.

During 1918, the state borders of the Ukrainian
People’s Republic were recognised by international
agreements with all neighbouring states, and state
entities that emerged against the background of the
collapse of the Russian Empire.

On March 20, 1918, at a meeting of the gov-
ernment of the Ukrainian People’s Republic, it was
decided to create a Separate Border Guard Corps.
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The main tasks of a Separate Border Guard
Corps were determined by:

— organisation of border protection by setting up
special posts;

— control over the movement of persons across the
border in the presence of relevant documents and
counteraction to the illegal import (export) of goods,
weapons, ammunition, etc.;

— detention of deserters and criminal elements;

— performing the duties of quarantine and police
services at the border.

In the official activities of a Separate Border
Guard Corps, priority was given to law enforcement,
not counterintelligence activities, but the structure
was built on a military model.

An administrative and political department
was established under the Ministry of Internal Affairs
of the Ukrainian People’s Republic, which served as
counterintelligence and had units under provincial
and county commissars. Among the powers of the
department were counterintelligence duties:

— countering the counter-revolutionary and anti-
state movement;

— external surveillance of persons who were hostile
to Ukrainian statehood;

— identification and elimination of counter-revo-
lutionary uprisings.

From the research by A.V. Tymoshchuk [13],
it is known that in the Ukrainian State of Hetman
Skoropadskyi, state security was handled by the State
Guard Department of the Ministry of Internal Affairs,
namely the Informative Department (May — Novem-
ber 1918). Employees of this department paid at-
tention to countering enemy intelligence, and the
activities of Ukrainian opposition parties. For example,
A.V. Tymoshchuk [13], in his study, notes the existence
of two state bodies with parallel functions — the men-
tioned Informative Department of the State Guard
Department and the Special Department of the Hetman’s
Headquarters, whose main tasks were intelligence and
counterintelligence in the political sphere.

According to the historical data revealed by
Yu.A. Mikhalchyshyn [14], after the retreat of the Ger-
man allies of Hetman Skoropadskyi and the uprising of
the Ukrainian opposition, the Department of political
information of the Ministry of Internal Affairs of the
Ukrainian People’s Republic was created (December
1919 - December 1920) [14], whose powers included:

— counteraction to anti-state activities of opponents
of the Ukrainian People’s Republic;

— counteraction to espionage;

— collecting data about the enemy and their troops;

—organisation of intelligence activities in countries
that could become potential opponents or allies of the
Ukrainian People’s Republic.

Operational work in the department was car-
ried out by two departments — domestic and foreign

Scientific Journal of the National Academy of Internal Affairs, 27(2)

information. The Department’s structure included
provincial and county political departments, which
were mainly engaged in counterintelligence.
“Regulations on counterintelligence in the active
army of the Ukrainian People’s Republic” which ap-
peared in August 1919, consolidated in the legal field
the following main functions of the army special service:

— collecting information about enemy intelligence
activities;

- obtaining information about specific intelligence
and subversive actions of enemy agents on the territory
of military operations and in the rear of an active army;

— active counteraction to enemy intelligence and
counterintelligence activities in the areas of deploy-
ment of units of the army of the Ukrainian People’s
Republic, detention of enemy agents and their pur-
poseful disinformation and direction on a false path;

- sending own agents to the enemy’s rear to collect
information about the work of its intelligence agencies.

According to V.S. Sidak [15], organisationally
military counterintelligence existed as a structural
element of the intelligence service of the active army
of the Ukrainian People’s Republic. The highest gov-
erning body of military counterintelligence was the
Counterintelligence Department of the Intelligence
Council of the Main Directorate of the General Staff
of the Army of the Ukrainian People’s Republic [15].

L.V. Borodich claims that during the Directory,
in comparison with the period of the Ukrainian Peo-
ple’s Republic and the Hetmanate, from the stand-
point of forming law enforcement agencies, the gov-
ernment of the Ukrainian State actively attempted to
create military intelligence and counterintelligence
bodies, which was conditioned by objective circum-
stances and the situation on the fronts and in the rear
of the country [16].

Yu.A. Mikhalchyshyn [14] also recalls the
West Ukrainian People’s Republic, which had a na-
tional counterintelligence body - the State gendar-
merie of the secretariat of internal affairs, and the
Field gendarmerie of the Ukrainian Galician army,
which performed the functions of military counter-
intelligence (November 1918 — November 1919) [14].
Military counterintelligence units worked at the level
of corps and brigades and were subordinate to the
Intelligence Department of the Supreme Command
of the Ukrainian Galician Army. Professional detectives
were directly involved in counterintelligence activities.

From 1922 to 1937, during the first Soviet
occupation, the establishment and development of
Soviet special services based on the Russian state
security agency took place the All-Russian Emergency
Commission for Combating Counter-Revolution and
Sabotage, which was founded by Felix Edmundovich
Dzerzhinsky in December 1917.

In December 1918, the Bolsheviks created the
All-Ukrainian Emergency Commission, which included:
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the legal department (carried out investigations and
prepared cases for transfer to the revolutionary tri-
bunal); the Department of foreign control (fought
against the activities of agents of foreign states); the
operational department (carried out the prevention,
suppression and detection of crimes primarily of polit-
ical opponents). From 1918 to 1922, the Bolsheviks
repeatedly reformed the Emergency Commission in
Ukraine, created regional bodies and divisions, and
also tried to achieve its maximum centralisation. Since
May 1919, the Emergency Commission has become
part of the People’s Commissariat for Internal Affairs [17].

After the abolition of the Emergency Commission,
in the period from 1922 to 1924, the state political
administration operated under the People’s Commis-
sariat for Internal Affairs of the Ukrainian Socialist
Soviet republic. The tasks of this special service of the
Bolsheviks included: the prevention and suppression
of open counter-revolutionary actions, both economic
and political; the fight against banditry and armed
uprisings; the disclosure of counter-revolutionary or-
ganisations and persons whose activities are aimed
at undermining the economic life of the republic;
the protection of state secrets and the fight against
espionage in all its forms; the protection of railway
and water routes, the fight against theft of goods and
crimes aimed at destroying transport or reducing its
legal capacity; the political protection of the borders
of the republic, the fight against economic and polit-
ical smuggling and illegal border crossing; the imple-
mentation of special tasks for the protection of the
counter-revolutionary order [17].

In 1924, the process of merging the state secu-
rity bodies and internal affairs bodies began, when
the Bolsheviks expanded the powers of political de-
partments, subordinating them in operational terms
to local police and criminal investigation bodies, and
later removed them from the People’s Commissariat
for Internal Affairs. In July 1934, the political ad-
ministration bodies again became part of the People’s
Commissariat for Internal Affairs [17].

The study suggests that such inconsistent ac-
tions of the Bolsheviks, in relation to the unification
of state security and internal affairs bodies, were dictated
by a “request for repression” against their own people,
on the part of their criminalised ruling elite, and
the separation reflected the fear of this elite before
usurpation of power in the hands of the leadership of
such a united state body.

Border units, during 1937-1939, operated as
part of the Main directorate of border and internal
troops of the People’s Commissariat for Internal Af-
fairs of the former Soviet Union, and from February
1939 were separated into a new body of the People’s
Commissariat for Internal Affairs: the Main direc-
torate of border troops. Before that, in 1918, border
guards were part of the People’s Commissariat for
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Finance, in 1919 - the People’s Commissariat for
Trade and Industry, in October 1922, the Ukrainian
border district of the State political administration
was formed with the centre in the city of Vinnytsia,
from July 1934, the border troops were led by the
Main Department of Border and Internal Security of
the People’s Commissariat of Internal Affairs of the
Former Soviet Union [17; 18].

From 1938 to 1950, during the second war
of national liberation, the special body of counterin-
telligence protection was the Security Service of the
Organisation of Ukrainian Nationalists, which was
assigned the following tasks:

— identification and elimination of agents intro-
duced by Soviet special services to the Underground
of the Ukrainian Insurgent Army;

— creation of agent positions in Soviet partisan
detachments;

- training of agents for introduction to the Soviet
authorities, state security and police.

As D.V. Vedeneyev [19] notes, the Security
Service staff carried out counterintelligence support
for secret communication lines. All military person-
nel, regardless of their official position, were obliged
to cooperate with the Security Service, and com-
manders and guides who received new members of
the Ukrainian Insurgent Army without first checking
them by the Security Service were equated with “ob-
vious enemies” [19].

According to D.V. Vedeneyev [19]: “The net-
work of Security Service bodies was built in accor-
dance with the structure of the military-administra-
tive division of the Ukrainian Insurgent Army. The
commandant of the rear was subject to the reference
of the Security Service, the latter — references of mil-
itary regions, military super-districts, and districts.
Attempts were made to introduce a certain staffing
table of reference centers of the Security Service of
military-territorial units. To perform counterintelli-
gence functions, “counterintelligence agents” were
used, which were introduced and selected at all inde-
pendent combat units, support units and headquar-
ters at the rate of one operational source per swarm
(8-10 military personnel)” [19].

It is interesting that to train its personnel, the
Security Service of the Organisation of Ukrainian Na-
tionalists used the experience of counterintelligence
activities of foreign special services, primarily the
experience of Soviet counterintelligence agencies, as
the main likely enemy.

From 1951 to 1990, during the second Soviet
occupation, the border troops, until 1953, were
under the jurisdiction of the Ministry of State secu-
rity, during 1953-1957 - the Ministry of Internal Af-
fairs of the former Soviet Union. In 1957, the Main
Directorate of border troops was established as part
of the State Security Committee of the former Soviet
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Union [20]. The Soviet period, as part of state se-
curity agencies, from 1957 to 1991, was a time for
border guards to form a stable and reliable system of
state border protection using appropriate technical
means. In addition, authorised full-time employees
of the border detachment had the right to carry out
intelligence and counterintelligence activities.

At this time, the structure of counterintelligence
bodies, forms, and methods of their activities were
improved in accordance with the development of the
operational situation associated with changes in the
priorities and directions of special services of foreign
states. Among the operational methods used by the
Soviet state security agencies in Ukraine, the following
can be distinguished: operational surveillance, depri-
vation of foreign intelligence officers of access to intel-
ligence facilities, operational experiment, operational
modelling, legend, operational disinformation [21].

In addition, during this period, special opera-
tions, so-called “active measures”, aimed at influenc-
ing the policies of other states using measures other
than espionage or counterintelligence, were widely
used [22].

Despite practical activities to counteract “ac-
tive measures”, the very concept of “active measures”
still does not have a clear outline. At the same time,
D.V. Dubov, AV. Barovska, T.A. Isakova, I.A. Koval
& V.P. Horbulin [22] formulated its definition, ac-
ceptable for the needs of practical use in modern, in
particular Ukrainian, realities and a general assess-
ment of the potential of modern “active measures” of
the aggressor state. “Active measures” — is an activity
aimed at achieving the foreign and internal political
goals of the state — subject of influence, implemented
with the aim of negatively influencing public opinion
in the state — object of influence, changing the activ-
ities and policies of its government and undermining
confidence in its political leaders and institutions,
and disorienting world public opinion in assessing
the activities of the state — object of influence. Nega-
tive impact means, first of all, setting the population
against the current government, its institutions and
the efforts that they make in the sphere of economy,
diplomacy, and military affairs [22].

Current forms of active measures are largely based
on models already known and described in the past.
A historical perspective can help assess and identify
their hidden mechanisms. The current aggressive actions
of the Russian special services are improved versions
of the old ones, to which new information and com-
munication technologies have contributed.

Based on the analytical report “Active Measures”
of the USSR against the United States: a prologue to
hybrid warfare” by the author from the National In-
stitute for Strategic Studies [22] and the scheme by
S. Whittle [23], the study identified the main “active
measures” that can be carried out by the aggressor
state, and also classified them as follows:
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Classic active measures:

— conducting disinformation (posting materials in
the press, social networks; forgery of documents; il-
legal radio and television broadcasting, using various
internet services);

— use/creation of “fraternal organisations”, friendship
and peace communities, foundations, social movements,
and cover structures (organisations) ;

— initiation of mass events (demonstrations).

Operations of political and economic influence:

— use/recruitment of agents of influence (journalists,
politicians, businessmen, oligarchs);

— use/creation of mass media, financial and eco-
nomic structures, oligarchic clans that are not pro-
vided for by law by paramilitary or armed groups;

— support for diametrically opposed political par-
ties, such as the left and far-right, in order to disperse
the political elite and create conflicts in the power
structures of other states;

— incorporation of personnel into non-govern-
mental organisations that are part of international
organisations;

— restriction/blocking of receipt by other states of
foreign aid, the status of members of international as-
sociations of a political, military, or economic nature;

— creation of economic ties that are beneficial for
foreign companies and opportunities for them to re-
ceive super-profits, including through “flexible” com-
pliance with licensing and tax norms of the legislation
of the aggressor state;

— situational (special) activities (misleading, black-
mail, intimidation, murder, terrorist attacks).

Confrontation in the field of education, science,
culture, sports, and religion:

— creation/use of educational institutions, scien-
tific communities, cultural societies and centres, art,
sports, religious organisations, and related events;

— use/recruitment of agents of influence (employees
of educational institutions, scientists, cultural figures,
artists, athletes, priests);

— spreading the idea of alternative civilisational
development of society, the true essence of which is
to appropriate the achievements of other peoples and
states, and to seize their territories or take control of
political elites and power structures.

Given that the “active measures” of the
Russian Federation make up most of its hybrid ac-
tions, the ability of Ukraine’s counterintelligence
and intelligence agencies to respond to these actions
should be significantly increased. This applies not
only to increasing economic and technical resources,
but also to strengthening the educational and regu-
latory component [22].

The period of the modern Ukraine. Since 1991,
the establishment and development of the State Border
Guard Service of Ukraine has been associated with
democratic processes, defending sovereignty, terri-
torial integrity, and democratic constitutional order
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and other important national interests from real and
potential threats.

The current State Border Guard Service is the
legal successor of the State committee for the protection
of the state border of Ukraine and was created based
on the border troops of Ukraine, which inherited the
Soviet structure and had in its composition an intelli-
gence body that carried out intelligence activities to
ensure the interests of the state in the areas of border
and immigration policy, and in other areas related
to the protection of the state border and sovereign
rights of Ukraine in its exclusive (maritime) economic
zone and on the continental shelf [24]. The intelli-
gence body of the border troops of Ukraine carried
out counterintelligence activities guided by internal
laws and regulations, and, only in 2002, counterin-
telligence activities were consolidated at the legisla-
tive level by the adoption of the Law of Ukraine “On
Counterintelligence Activities” [25].

In 2016, the right to conduct separate counter-
intelligence measures to ensure the security of certain
objects of protection, receive units of internal and
internal security of the State Border Guard Service
of Ukraine, and in 2020, the legislator expanded the
powers for all subjects of counterintelligence mea-
sures, removing the word “separate” from the law
of Ukraine “On Counterintelligence Activities” [25].

Thus, the authorised bodies and divisions of
the State Border Guard Service of Ukraine, in accor-
dance with the current legislation [25-27] on the
one hand, are integrated into the system of coun-
terintelligence, search, regime, administrative and
legal measures, and on the other, can only con-
duct counterintelligence measures in the interests
of ensuring the protection of the national border of
Ukraine [25; 28].

The scientific originality of the results obtained
lies in the fact that counterintelligence activities were
an important and necessary part of the state during
the considered historical periods of development of
Ukraine, and in the light of the current hybrid threats
of regional and global scale, counterintelligence be-
comes of particular importance for ensuring the na-
tional security of Ukraine, and the protection of the
state border. Along with this, the border guard ser-
vice, whose main function is precisely the protection
of the state border, in one form or another, was often
either part of a special service or a separate body
with appropriate powers to carry out intelligence and
counterintelligence activities.

m Conclusions

The result of the study on the implementation of
counterintelligence activities by authorised units of
the State Border Guard Service on the territory of
modern Ukraine in the plane of historical and po-
litical progress of our society, and the transformation
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of national special services and border authorities
and divisions, was the following conclusions:

1. The main counterintelligence methods (mea-
sures) that were used by the Ukrainian special services,
and some of them by border guards, were the follow-
ing: the legendary method of capturing prisoners to
be interrogated, first mentioned in the Chronicles of
Kievan Rus and carried out mainly during military
campaigns; perlustration (interception) of correspon-
dence and external surveillance, their conduct is most
characteristic of the period of the Russian occupation;
agent measures, during the first liberation competi-
tions, were fixed in the legal field by the relevant pro-
vision, which specifies the main functions of the Army
Special Service of the Ukrainian People’s Republic;
operational surveillance, legend and operational dis-
information (used both by the security service of the
Organisation of Ukrainian Nationalists and by Soviet
state security agencies).

2. The special services of the aggressor country,
in their paranoid pursuit of restoring world-class
leadership, which is not aimed at improving the
well-being of its own population, but only satisfies
the boundless appetites of the Russian oligarchy (the
main part of which are these special services), relied on
the implementation of “updated Soviet active mea-
sures”, as the main tool in the asymmetric confron-
tation with the West, the outpost and experimental
platform of which Ukraine has become. Therefore,
countering such forms of hybrid warfare should have
the highest priority, first of all for state bodies and
their units authorised to carry out counterintelligence
and intelligence activities or carry out appropriate
measures, including for the State Border Guard Service
of Ukraine.

3. Studying the retrospective of counterintel-
ligence activities and measures by authorised bod-
ies and divisions of the State Border Guard Service
of Ukraine, it was concluded that the functions and
tasks inherent in border guards cannot be properly
implemented and solved without powers in the field
of counterintelligence and intelligence activities.
From the time of Kievan Rus to the present day, the
establishment of the Ukrainian Border Guard took
place mainly, if not as part of special services, then
in close cooperation with them.

Thus, the generalising conclusion is the fact that
border guards occupy an important place in the na-
tional security system, being a kind of “filter” on
the path of external threats, and it is quite natural that
they have the right to carry out intelligence activities
and conduct counterintelligence activities.

In the future, it is proposed to continue intelligence
in order to find ways to improve the organisational and
legal support for the activities of the State Border Guard
Service of Ukraine to conduct counterintelligence activ-
ities at the internal level.
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FeHe3Mc NpoBeAeHHA KOHTPpPO3BiAyBallbHMX 3aXoaiB
NPUKOPAOHHMMM OpraHaMu Ta nigpo3ainamMmm YKpaiHu

BikTop BonoauMmmnposu4 TULLYK

HanionanpHa akaznemisa [epxaBHOI IPUKOPAOHHOI CJ1yk0u YKpaiHu
iMeHi borymana XMeabHUIIBKOTO
29000, Byn. llleBueHka, 46, M. XMeJIbHULBKUI, YKpaiHa

m AHOTaIis. AKTYaJIbHICTb CTATTi MOJIATAE B JOCIiIKEHH] MOBHOBaXKeHh KOHTPPO3BiIyBaJIbHOTO CIIPSAMYBAHHS
MIPUKOPAOHHUX OPTaHiB i MiIpo3AisiB YKpalHU B pi3Hi iCTOpHUYHI Nepioan, BU3HAUYEeHHI HAIPAMIB 1X PO3BUTKY.
BucBiTsieHO icTOpUYHi acnekTh KOHTPPO3BiAyBaIbHOI AiAJIbHOCTI IPUKOPJOHHUX OpraHiB, a TAKOX OPraHiB
HalliOHAJIBHOI Ta JiepkaBHOI O6e3neKy Ha TepuTopil YKpalHH, 30kpeMa TpaHcdhopMmallil BiANOBiAHNX MiAPO3AiIiB
Ta 1XHiX MOBHOBaXkeHb. HaroJiomeHo, mo pe3yjabTaTh BUBUYEHH:A iCTOPil CTaHOBJIEHHA Ta (QYHKI[iIOHYBaHHA
Hal[iOHAJIPHUX CleliaJIbHUX CJIyXk0 MalTh IpPakTUYHe 3HaueHH:A, aJke MOXYTbhb OyTH BUKOPUCTaHi MiJ dac
KOPUT'YBaHHA CcTpaTeril HallioHa/IbHO1 Oe3neku. MeTa cTaTTi — mpoaHali3yBaTH iCTOPUYHI acleKTH PO3BUTKY
3MiMiCHEHHA KOHTPPO3BilyBaJIbHOI HiAJIbHOCTI Ta NMpOBeAeHHA KOHTPPO3BilyBaJIbHUX 3aXO[liB MPUKOPAOHHUMU
opraHaMu U MiApO3[ijlaMM Ha TepuTopil YKpaiHM y KOHTEKCTi PeTpPOCHEKTHMBHUX 3MiH HalliOHaJIbHUX
crerniaabHUX CJyx6. MeTomoJsiorii HayKOBOTO MJOCJiJKEHHA OXOIUIIOE KOMIIJIEKC B3a€EMOIIOB’ I3aHUX
3araJibHOHayKOBHMX Ta iCTOPHKO-IIPAaBOBHUX METOLiB, a caMe: XpOHOJIOTiYHUN — AJiA mepioausanil po3BUTKY
KOHTPPO3BilyBaJIbHUX OPTraHiB i MiApO3/ijIiB HAI[iOHAJbHUX CHeLiaJIbHUX CJIyX0, a TaKoX MPUKOPAOHHOI
cJIyx0M; NOPiBHAJIBHO-IPABOBUI aHaJli3 — KOMIAPATUBICTCBKUIN MiAXil A0 MMHYJIOTO Ta Cy4YacHOTO
3aKOHO/ABCTBA, 1[0 BHM3HAYA€ ITOBHOBAKEHHA Ha 3[1ifICHEHHA KOHTPPO3BiAyBaJIbHOI AiAJIBHOCTI YU IIPOBEEHHS
KOHTPPO3BilyBaJIbHUX 3aXO0/iB; CTPYKTYPHO-OYHKI[iOHAJIBHUI — MOA0 KJacu@ikallil cucteMu 3arpos3 3 60Ky
OCHOBHOT'0 ITPOTHBHUKA. BrokpeMsieHO 0cO6IMBOCTi TPaBOBOTr0 CTaTyCy NPUKOPIOHHUX OPTaHiB i mipo3AisiB
YkpaiHu B pi3Hi icTopruuHi nepiogu. HaBegeHo KiIl040Bi KOHTPPO3BiAyBabHI METOAU, AAKi BUKOPUCTOBYBAJIN
YIIOBHOBaXK€Hi Iep>kaBHi OpraHu U Nipo3Ainy, a came: JereHaapHUi MeTO 3aXOIJIEHHA «A31KiBy, 1[0 BIleplie
3raJiyeThbcs B JiTonucax JlaBHbOI Pyci (70 HbOTO BAaBaJIMCs MEepeBaXKHO ITij] Yyac BilIChKOBUX KaMIIaHii);
nepJrrocTparlis (mepexoryieHHs) KOPECTOHeHIIil Ta 30BHIIITHE CIIOCTEPeXeHHs (€ HaNOi/IbIII XapaKTePHUM JJIsT
mepioly poci¥ichKoi oKymailii); areHTypHi 3axoau (3a 4aciB mepinx BU3BOJIBHUX 3MaraHb OyJIM 3aKpillJieHi B
IIpaBOBOMY IIOJIi BiANOBiHMM IOJIOK€HHAM, y IKOMY 3a3HaueHO I'OJIOBHI (YHKI[il apMilicbKOl cIeniajibHOL
cJryx6u Ykpaincbkoi HapogHoi Pecrny6J1iku); omepaTHUBHE CIIOCTEpPEXeHHs, JIereHAyBaHHsA Ta olepaTUBHA
nesindopmariia (ix akTUBHO BUKOpHcTOByBasin Ciyx6a 6e3neku Oprasizanii yKpaiHChKUX HalliOHaJIiCTiB
Ta pajsAHCBKi opraHu JepxaBHOI Oe3meku). Ha mifcTaBi HampalfoBaHb YKpaiHChKUX i 3apyOiKHUX y4eHUX
3OilicCHEeHO KJy1acudikamilo «aKTUBHUX 3aXOLiB», IKi MOXYyTbh IPOBOAUTHUCH JilepKaBol-arpecopoM. BrszHaueHo
HanpsAMU PO3BUTKY IOBHOBaXXeHb OPraHiB i MiApo3fiiiB JlepkaBHOI NPUKOPAOHHOI CITy>KO0M YKpalHU I[OA0
3OiliCHEHHA KOHTPPO3BilyBaJIbHOI AiAJIBHOCTI Ta IpOBeJeHHA KOHTPPO3BiyBaJIbHUX 3aX0iB

m KuTiouoBi cjioBa: KOHTPPO3Bi[Ka; aKTUBHI 3axX0[u; HalliOHAJIbHA CrielliajibHa CcJIyk0a; areHTypHUH 3axXif;

JleTeHAyBaHHA; OIepaTUBHe cliocTepexeHHA; IIpukopAoHHi Bilicbka Ykpainu; JlepkaBHa IPUKOPJOHHA
ciyx0a Ykpainu
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m Abstract. The course towards Ukraine’s European integration provides for the harmonisation of national
and European law, starting with the cultural and traditional foundations of the latter, laid down in the era
of antiquity. In addition, according to the analysis of current issues in the field of modern evidence law,
the main sources of methodological contradictions in approaches to its solution go back to their historical
roots in this particular era. Accordingly, it seems appropriate to study the ancient origins of both the
methodology of legal argumentation itself and the modern technique of its effective application. Moreover,
these issues are still insufficiently investigated. Therefore, the purpose of the study is to identify those logical
foundations of evidentiary reasoning that are the property of ancient thought and can be effectively used in
the development of modern methods of legal evidence. Hermeneutical and comparative analysis methods
were used to critically evaluate classical and modern methodological concepts in the field of evidence law,
and to identify fundamental differences in the interpretation of goals, means, and methodological approaches
to the construction of evidentiary procedures. When searching for ways to resolve contradictions between
alternative methodological paradigms, each of which reveals both its own constructive points and some
functional limitations, the method of dialectical synthesis is applied, which provides for rational integration
of oppositely oriented approaches based on the principles of their relevant involvement and complementarity.
Methods of deductive and logical analysis, as well as inductive generalisation, probabilistic and statistical
estimates, and analogy were used to substantiate the results and formulate the conclusions of the study.
Scientific originality. It is proved that the appeal to the logical and methodological foundations of rational
thinking, formulated and systematised by ancient Greek scholars and technically used in the system of Roman
law, opens up wide opportunities in terms of solving a number of topical problems of modern theory and
practice of legal evidence. To solve the actual problems of the modern methodology of evidence law, it is
advisable to retrospectively analyse its previous historical development, since this makes possible, first, to
find out the essential causes of such problems from their very origins. Second, the proposed approach, being
aimed at studying the logical and methodological foundations of the theory of legal argumentation, provides
for the search for solutions to these problems at a fundamental level. In particular, turning to ancient sources
of proof methodology will help solve many debatable issues of its modern development, among which the
dilemma of the deductivist or probabilistic and statistical paradigm, the problem of criteria for the sufficiency
of evidence, etc., are distinguished. The use of argumentative strategies based on basic logical criteria of
rationality and evidence will help increase the degree of objectivity in the practice of making legal decisions,
being an effective means of countering subjectivism in the course of their development
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= Introduction

The determining influence of ancient culture on
the vector of development of the entire European
civilisation has long been considered an indisputable
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scientific fact. Therefore, the study of the historical
dynamics of any socio-cultural phenomenon in the
context of this development involves, first of all,
tracking its ancient sources, where its primary foun-
dations and basic guidelines for further evolution were
laid. In this regard, the legal culture, of course, is no
exception. Accordingly, when investigating the direc-
tions of reforming Ukrainian jurisprudence in line with
the European integration measures, priority should
be paid to finding ways to harmonise Ukrainian and
European law as closely as possible, starting from
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historical traditions to modern forms of their normative
consolidation and mechanisms of functioning.

As even a cursory analysis of modern scien-
tific literature shows, this problem is the subject of
numerous and multidimensional studies aimed at
studying the genetic connections of European legal
institutions with the conceptual foundations estab-
lished in ancient Greek philosophy and Roman law.
At the same time, there is an extremely small number
of studies devoted to the identification and effective
application of the fundamental foundations of legal
evidence developed in ancient times, in particular,
by scholars of Ancient Greece. This circumstance is
mainly conditioned by the fact that Athenian democ-
racy, admittedly, did not have what is now associated
with the concept of “evidence law”: court decisions
were made exclusively by voting. However, the log-
ical and methodological foundations of the theory
of argumentation in general and legal in particular
were quite carefully formulated and systematised by
Aristotle [1], and their “spontaneous” use was quite
clearly traced in the analytical reasoning of sophists,
Protagoras, Socrates, Plato [2] and many other prom-
inent representatives of this historical era. Therefore,
the main purpose of the study is an attempt to identify
those logical foundations of evidentiary reasoning
that are the property of ancient thought and can be
effectively used in the development of modern meth-
ods of legal argumentation and solving some topical
problems of the theory of evidence (in particular, cri-
teria for the sufficiency of evidence [3-5], contradic-
tions in the concept of standards of evidence [6; 7],
competition of alternative methodological paradigms
in evidentiary practice [3; 8], etc.).

= Materials and Methods

During the preparation of the paper, the authors
worked out both some primary sources that indi-
cate the genesis of the foundations of evidence-based
methodology in Ancient Greece (in particular, in the
works of Plato, Aristotle, etc.), and the latest publi-
cations of Ukrainian and foreign authors that investi-
gate the influence of the ancient intellectual tradition
on the development of European legal culture and
legal methodology [1-3]. The main attention was fo-
cused on the paper devoted to the investigation of
the role of the logical foundations of rational analysis
initiated by ancient Greek scholars for the further
development and improvement of the methodology
of legal evidence. Hermeneutical and comparative
analysis methods were used to critically assess the
conceptual content of such studies, and to identify
fundamental differences in the interpretation of the
goals, means, and methodological approaches to the
construction of evidentiary procedures.

When searching for ways to resolve contradic-
tions between alternative methodological paradigms,
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each of which reveals both its own constructive points
and some functional limitations, the method of di-
alectical synthesis is applied, which provides for ra-
tional integration of oppositely oriented approaches
based on the principles of their relevant involvement
and complementarity. This allows, on the one hand,
compensating for the disadvantages of each of them,
and on the other - to optimally using their advantages
in such an integrated application.

In addition, methods of deductive and logical
analysis, inductive generalisation, probabilistic and
statistical estimates and analogies were used to sub-
stantiate the results and formulate the conclusions of
the study.

= Results and Discussion

Ancient Greek philosophy as a source of European
legal methodology, describing in the most general
and concentrated terms the worldview of the ancient
era, can be called cosmocentric, which, in turn, deter-
mines its ontological and mainly rationalistic orien-
tation. This refers to the fact that the main cognitive
object in this era was the universe as a single, inte-
gral system with universal laws inherent in it, from
which the fundamental principles of organisation
and functioning of all its subsystems and elements
(including human society and any human individual)
were derived. Accordingly, in the ideological sphere,
there is a transition from myth to logos, which im-
plies a strict distinction between real and imaginary,
knowledge and fiction, truth and fiction. The expla-
nation and justification of certain phenomena can no
longer be reduced to anthropomorphic or zoomorphic
mythological interpretations: “logos” is based on
the idea of explaining the world by its own means,
without resorting to any fantastic images and “inter-
mediaries” between the subject and the object, since
only in this way can the objectivity, “impartiality”
of human knowledge about the world be ensured. In
the plan under consideration, it is not what seems
possible can be considered true, but only what is
proven, that is, logically derived from the fundamen-
tal laws of universal world existence (Cosmos). That
is why ancient philosophy is marked by a dominant
ontological orientation, and its rationalism is condi-
tioned by the priority of the logos — the justification
of knowledge based on the laws of reason that cor-
relate with the laws of being. Just as nothing can be
recognised as true without logical proof, nothing can
be dismissed as false without a corresponding logical
refutation. It is precisely in these features that a
rational (philosophical) worldview primarily differs
from a mythological and religious one.

At the same time, despite the mentioned progres-
sive changes in the field of philosophical worldview
and its logical and methodological foundations, at
these times there is a rather contrasting dissonance
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between philosophical and legal culture: if the for-
mer, as noted above, acquired the features of ob-
jectivist and rationalistic orientation, the latter re-
mained “captive” of subjectivist and emotional and
psychological paradigms. For example, already in the
6%-5% centuries BC, Pythagoras and Parmenides used
strict logical schemes to prove their positions, not re-
lying solely on intuition or arguments such as “ma-
jority opinion” or “authoritative position” [9]. For
example, people are unlikely to still use the famous
Pythagorean theorem, if the latter was recognised
as true on the basis of the results of voting of the
People’s Assembly (Ecclesia) — the highest authority
in the system of Athenian democracy or the Council
of Five Hundred (Boule), elected by simple drawing
lots from men at least 30 years old and intended to
conduct current affairs in between the convocation of
the People’s Assembly. After all, Pythagoras proved
that the square of the hypotenuse of any right tri-
angle is equal to the sum of the squares of its legs,
demonstrating that, regardless of the dimensions of
such a triangle, the area of a square with a side equal
to the mentioned hypotenuse, with necessity it will
be equivalent to the sum of the areas of two squares
constructed on the basis of these legs. The guarantee
of this necessity was that Pythagoras did not consider
a specific right triangle, showing on it the validity
of his guess (since in this case the proof procedure
would never have been completed due to the infin-
ity of potential options for constructing this type of
triangle), but by abstracting from the specific values
of the length of its sides and justification universal
(and, consequently, the natural) nature of their cor-
relation due to the independence of the latter from
the values of variables. Therefore, despite the fact
that at that time there was no logical theory of argu-
mentation, Pythagoras, so to speak, “spontaneously”
applied a strict logical scheme for direct proof of gen-
eral judgments, formulated much later in this theory.
The mentioned scheme involves obtaining a constant
inference based on the variables of the initial bases,
without introducing any assumptions (for example,
how to prove the universality of the equation: a>-b?=
=(a+b) (a-b) by opening parentheses and reducing
similar terms on the right side of this equation, as a
result of which it will be reduced to the left side of
it, which will prove their identity regardless of the
values of variables).

Similarly, long before the formulation of the
logical scheme of argumentation by the method of
reducing to absurdity, Parmenides refuted the the-
sis of atomist philosophers that the world consists of
a combination of atoms (as the smallest particles of
matter) and emptiness (that is, the position on the
unity of “being” and “non-being”) [10]. Based on the
argument that “non-existence” is something that does
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not exist, which is absent in reality, even a hypothet-
ical assumption about the existence of “non-existence”
leads reasoning to an insurmountable logical contra-
diction (that is, to the absurd), namely, to the conclu-
sion that “the existence of the non-existent”. Hence, he
made a well-founded conclusion about the impossibil-
ity of the existence of a void that is not filled with mat-
ter. This conclusion was empirically confirmed more
than 2500 years later by modern research in the field
of quantum physics, according to the results of which
the basic form of existence of matter is a continuous
quantum field, and the particles of matter represent
only certain perturbations of the latter [11].

As for the ancient Greek legal culture, in par-
ticular, the methods of legal argumentation, they
were usually reduced to formal voting procedures,
which were preceded not so much by a competent
discussion aimed at finding a rational solution to the
case, but by an appeal to the emotional and psycho-
logical inclinations of the voters in the direction of
maintaining a verdict corresponding to certain lob-
bied subjective interests. Admittedly, this paradigm
turned out to be quite tenacious. Its application is still
quite common today, since the desire for objective
truth, unfortunately, is not always competitive in re-
lation to the subjective interest and mood of the persons
authorised to make such decisions.

Quite significant in this respect is the trial of Soc-
rates, accused of corrupting young people by warning
his students against blind faith in socially recognised
gods and contributing to the formation of their skills
of independent intelligent thinking, thereby “eras-
ing” the authority of state rulers and official laws.
According to the results of voting by the Council of
five hundred with a slight margin of votes, an initial
decision was made on the application of the death
penalty in relation to the defendant. But after Socrates,
refusing to defend himself, easily and convincingly
refuted all the accusations against him, stating in the
end, according to Plato’s memoirs, that ‘the will of
the law or the court must be tolerated in the same
way as the will of his parents; it can be unfair, but it
is subject to unconditional execution” [12, p. 784],
the number of supporters of his execution, paradox-
ically, increased significantly during the final vote.
This was conditioned, firstly, by a surge of envy on the
part of judges in relation to mental, analytical, and
argumentative abilities of Socrates, and, secondly, the
prosecution applied tactics of influencing the paren-
tal emotions of members of the judging panel, while
appealing to the argument that Socrates, inclining
young people to independent thinking, instilled in
them the idea of disobedience to parental will (which
quite obviously contradicted the last words of Socrates
before he, confirming their sincerity, drank poisonous
hemlock).
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Such extreme subjectivism in the resolution of
this court case caused widespread indignation, which
went far beyond the borders of Athens and for quite
a long time stimulated the area of cognitive activity
in the communities of the intellectual elite to develop
methodological foundations and criteria for rational
thinking. At the same time, only such thinking was
considered rational, the fundamental organisation of
which was consistent with the universal laws of be-
ing. Only under this condition could its results claim
to be objective truth and be called knowledge, and not
just a subjective opinion. As Plato emphasised, only “the
knowledge that is built according to nature deserves to
be called wisdom” [2, p. 117]. Accordingly, “prudence”
in relation to thinking to natural existence “is similar to
a certain consonance and harmony” [2, p. 119].

The first attempts to generalise and systema-
tise the logical and methodological foundations of
evidentiary reasoning were made by Aristotle. They
set universal criteria for the rationality of both human
thinking and any systematic organisation of its re-
sults (be it a system of knowledge, legal laws, social
norms, etc.) and were based on two axiomatic prin-
ciples: 1) “prohibition of contradiction” and 2) “ex-
cluded third”. These principles appeared as basic
rational restrictions on the freedom of thought, ad-
hering to which humanity will not fall into the inher-
ent mythological thought arbitrariness and keep their
thinking in line with the ordering of real existence.

The first of them, in the formulation of Aristotle,
is as follows: “it is impossible that the same thing si-
multaneously was and was not inherent in the same
thing in the same relation” (“Metaphysics”, IV, 1005
b 19) [13, p. 22]. That is, rational thinking cannot
contain contradictions, since reality does not imply
the possibility of the simultaneous presence and ab-
sence of any state of affairs; accordingly, the simul-
taneous affirmation and denial of the same thought
will always be a mistake. By the way, in modern text-
books on logic, the Aristotelian reservation about the
prohibition of contradictory statements is quite often
omitted, taken in the same relation. However, it is very
significant, since it is taken from the different in rela-
tion to a moving train, contradictory judgments can
be simultaneously true: for example, in relation to
a moving train, its passenger does not move; at the
same time, in relation to the platform, it moves with
the train. However, relative to the same coordinate
system, “move” and “do not move” are not possible at
the same time.

The second is the principle of the “excluded third”,
which provides: “in the same way there can be noth-
ing in the middle between two judgments that deny
each other, because something must be affirmed or
denied about one” (Metaphysics, IV, 7, 1011 b 23) [13,
p. 22-23]. In other words, two contradictory judgments
(thesis and antithesis) cannot be false at the same
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time; therefore, the refutation of one of them is the
basis for recognising the validity of the other. It was
this axiom that formed the basis for formulating the
principle of bivalence, on which almost all legal sys-
tems are based, starting with Roman law. According
to this principle, any court verdict can be either guilty
or acquitted; the third is not given.

The mentioned axiomatic laws are also the log-
ical and methodological basis for such criterion mea-
surements of the rationality of constructing scientific
theories and normative systems (including legal ones)
as consistency and completeness. These criteria are
also applicable to the assessment of any systems of ar-
guments (in particular, the evidence base for all types
of legal argumentation). Therefore, the adoption of ra-
tionally justified legal decisions on the basis of a par-
ticular legislation and the available set of evidentiary
materials in the case provides that both the system
of this legislation itself and the mentioned materials
meet the above-mentioned criteria. This means, firstly,
that the system of legislative norms should not con-
tain mutually exclusive provisions (according to the
criterion of consistency) and should ensure that the
lawful or illegal nature of any action is determined
(according to the criterion of completeness). As for the
evidence base, these criteria provide for the absence of
incompatible evidence in it and the ability to prove or
refute the existence of the composition of the offense
under consideration on its basis. At the same time,
the completeness of the regulatory system is usually
guaranteed by the principles: “everything that is not
prohibited is allowed” (for private law), or, conversely,
“everything that is not allowed” is prohibited (for pub-
lic law). The completeness of the evidence base (that
is, its sufficiency for making one of the two alternative
decisions) is ensured by the presumption of innocence:
a person is considered innocent until the opposite is
proved [13].

Although Aristotle does not find the formula-
tion of the laws of identity and sufficient basis as fun-
damental axioms of rational thinking (and, accord-
ingly, the principles of certainty and validity), he
nevertheless outlined them as technical means of con-
structing evidentiary reasoning. Thus, for example,
describing the laws of prohibition of contradiction
and the excluded third, the ancient Greek scholar also
notes that it is impossible to think anything if you do
not think one thing every time, which actually cor-
responds to the principle of certainty reproduced in
the law of identity (according to which any thought
should be fixed in a logically unambiguous language
form and not change its logical content during rea-
soning [14, p. 225]). It is in order to comply with this
criterion of rationality that modern legislation formu-
lates not only regulatory prescriptions, but also reg-
ulatory definitions, which must be strictly observed
in all legal procedures. As for the law of sufficient
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reason and the principle of validity of thought fixed
by it, it is known that Aristotle, without formulating
them in a general form, instead proposed the first
system of very specific logical rules, on the basis of
which the evidentiary value of reasoning is ensured.
In other words, such rules are criteria for the suffi-
ciency of available grounds for a reasonable conclusion
on the subject of analytical research. And these rules
are still used to distinguish between evidentiary and
unsubstantiated arguments.

Intellectual tradition of antiquity and topical
issues of modern evidence law. Thus, modern evi-
dence law (that is, a law based not so much on the
results of subjective expression of will by voting, but
on the logical justification of legal decisions made,
based on verified evidence and factual materials) has
its origins in the ancient intellectual tradition. At the
same time, it is worth noting that there are still very
heated discussions about some aspects of the appli-
cation of the described logical and methodological
foundations.

First of all, this concerns the question of the
meaningful relationship between the concepts of
“proof” (adopted in exact theoretical sciences) and
“evidence” (used in relation to argumentative pro-
cedures in legal practice). “If the term “proof” refers
to a strict logical operation that provides for justify-
ing the truth of a certain thesis (hypothesis, theory,
version, etc.) by demonstrating its necessary inference
from existing arguments (grounds whose truth is either
actually obvious or proved earlier), then the content
of the term “evidence” generally provides for beliefs
participants of the discourse in the expediency of
making a particular conclusion. In the latter case, it
is not just about objective data grounds for a final de-
cision, but above all about the possibility’s subjective
declension of the parties to it” [15, p. 6]. The differ-
ence between logical proof and legal evidence is also
that the latter is not always intended to establish the
truth. Often, for example, a judicial process is aimed
at resolving disputes between conflicting parties; “at
the same time, the verdict of the court provides not
so much for identifying the “true picture” of the con-
flict (objective conditions, causes and mechanisms
of its occurrence and deployment), but for making a
decision in favour of one of these parties. Although
such a decision must be justified, its reasoning is usu-
ally based on the principle of competition, according
to which the case can be won not only by providing
sufficient and irrevocable evidence, but also because
of the comparable weakness of the opponent’s po-
sition” [15, p. 8-9]. Therefore, such conceptual dif-
ferences between “proof” and “evidence” often lead
to mutual distancing of the logical foundations of
argumentation, on the one hand, and legal evidentiary
procedures, on the other. Moreover, it is even quite
common that in the current conditions “in the process
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of investigating crimes, instead of past archaisms such
as dialectics, analytics, evidence-based syllogism,
modern specialists use technical innovations, including
chemistry, biology, genetics, fingerprinting, automatic
facial recognition system, spectral and other analyses.
The object of interest is broad databases, analogue com-
parisons, that is, what gives not philosophy, but chemis-
try, biology, genetics, computer technologies, etc.” [16,
p. 81]. Accordingly, new specialised methods and tech-
niques of investigative and forensic activity are being
developed [17-19].

Indeed, to date, the importance of these in-
vestigative tools cannot be overestimated. However,
these funds are exclusively a source of facts, which,
firstly, despite their obvious nature, can be ambigu-
ously interpreted (for example, the fact that a mur-
der weapon was found during a search of a suspect’s
home can mean not only that he is the culprit of the
crime under investigation, but also that someone
benefits from such a version). Secondly, the facts
themselves do not prove or refute anything. It is only
on their basis that the relevant authorised person
should build their argument, the evidentiary value
of which is determined precisely by the logical and
analytical criteria that the cited author attributed to
the “archaisms of the past”.

Also, quite controversial in modern jurispru-
dence is the question of criteria for the sufficiency of
evidence (especially if we dissociate ourselves from
the logical and methodological foundations that were
laid in ancient times). Thus, Article 79 of the Criminal
Procedure Code of Ukraine provides for: “1. Sufficient
evidence is evidence that, in its entirety, allows for the
conclusion that there are or are not circumstances
of the case that are included in the subject of proof;
2. The question of the sufficiency of evidence to estab-
lish the circumstances relevant to the case, the court
decides in accordance with its internal belief” [20].
At the same time, however, many key issues remain
open. First, it is a question of what exactly is there
objective; secondly, the conclusion about the presence
or absence of the circumstances of the case that are
included in the subject of proof should also not be
the result solely of the subjects’ own discretion of the
evidentiary process, but should be based on certain
general criteria, regardless of anyone’s will or inter-
ests. Thirdly, in the above normative provisions, it is
not difficult to identify a “circle in justification” that
is unacceptable from the standpoint of the logical
foundations of argumentation: it turns out that the
court can make a certain decision justified the solu-
tion is only provided that sufficiency evidence, while
the latter is considered sufficient if they allow the
court to make a particular decision on the case. At
the same time, the court itself is authorised to qual-
ify evidence as sufficient or insufficient at its own
discretion (in the absence of clearly defined criteria
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for measuring such an assessment) [3]. Thus, the form
of normative determination of the conditions for the
sufficiency of the evidence base in a case presented in
the current Code of Criminal Procedure of Ukraine im-
plies an almost unlimited range of subjective freedom
in making court decisions. Therefore, “without solving
this problem, the very idea of justice can be very easily
replaced by the idea of judicial arbitrariness. Moreover,
judicial practice increasingly certifies cases of such
an opportunity” [3, p. 63].

Analysing possible ways to solve this problem,
A. Khmyrov [21, p. 211] comes to the conclusion that
there are no other grounds to consider the evidence
sufficient, except that “sufficiency of evidence is de-
termined by the possibility of making an appropriate
decision in criminal proceedings based on their avail-
able totality”. However, as already mentioned, the
decision in the case under consideration is made in
any case: if there is sufficient evidence, it will be ac-
cusatory, and if there is insufficient evidence, it will
be acquitted [4, p. 239]. Therefore, according to this
criterion, the study comes to a somewhat paradoxical
conclusion: if a decision on a case must necessarily
be made, then the evidence is always sufficient, even
if it is insufficient.

Moreover, it is hardly possible to agree with
such proposed criteria for the sufficiency of evidence
as “the possibility of obtaining a correct decision based
on them” [22, p. 126-127], “the subject’s conviction
in the reliability of justified circumstances” [5, p. 721,
etc., since “correctness”, “conviction”, etc. are too
subjective characteristics. As for the objective factors
of “inner conviction” in making exactly the “correct”
conclusion, they are precisely predetermined logical
unambiguity inference of such a conclusion from the
existing system of evidence. Only such schemes of
reasoning since the time of Aristotle are considered
“correct” (evidentiary, demonstrative), which provide
for no more than one version of the conclusion accept-
able on the basis of available arguments. After all, if
there are more than one such options, then the “source
of doubt” about the truth of any of them will be the
non-exclusion of the possibility of confirming alterna-
tive versions of the conclusion. It follows that “evidence
sufficient to justify the intended conclusion must be just
as sufficient to refute all its other alternatives” [3, p. 65].

The above information should not be understood
in such a way that we must first anticipate all possi-
ble scenarios for the development of the events under
study, and then, alternately checking them for com-
patibility with the available evidence, “filter out” the
only one among them that will not be excluded by
this evidence. This would be too cumbersome and
irrational procedure. But by recalling two trivial
Aristotle axioms, this criterion can be simplified as
much as possible. If, for example, it is necessary to
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establish the sufficiency of the available evidence to
support version V, then since its statements and its
objections cannot be simultaneously false (according
to the law of the excluded third), if it is possible to es-
tablish the falsity of the denial of this version (i.e., its
antithesis), this evidence will be considered sufficient
to recognise the truth of V. In turn, the establishment
of the falsity of the antithesis of the considered ver-
sion is carried out by the method of its “reduction to
absurdity” (that is, to mutually exclusive logical con-
sequences), since, according to the law of prohibition
of contradiction, such consequences are a universal
logical “detector of falsity” of the hypotheses from
which they follow. If, on the contrary, the assump-
tion about the truth of V gives contradictory conse-
quences at the output, but the assumption about its
falsity does not, then the evidence will be sufficient
to refute this version. If neither the statement nor the
denial of V is irreducible to the point of absurdity
(that is, when neither the assumption of the truth of this
version nor the assumption of its falsity can be rejected
as incompatible with the existing system of evidence),
then the latter will be considered insufficient to prove
or refute V. Ultimately, the refutation of both of these
alternative assumptions will mean that there is false
information among the evidence collected.

However, it is worth noting that the described
criteria for the sufficiency of evidence “work” exclu-
sively in deductive models of argumentation, where
the most basic grounds must be unquestioningly true
and provide for an unambiguous conclusion. At the
same time, “legal argumentation has its own spe-
cifics. It is conducted in conditions of incomplete
information, unclear wording, clash of interests of
the parties, conflict of views” [23, p. 39], which sig-
nificantly narrows the possibilities of applying such
a model in legal practice. Accordingly, in modern
research of the problem under consideration, an al-
ternative branch is clearly outlined, aimed at devel-
oping a probabilistic and statistical approach to de-
termining evidence-based standards [6, 8, 24]. The
latter are based on the established “threshold” values
of probabilistic coefficients for evidence in various
branches of procedural law. For example, in civil pro-
cedure disputes, the standard is the “probability bal-
ance” (or “preponderance of evidence”): each proof
must be “true rather than false” (i.e., cross the 50%
probabilistic threshold). In criminal cases, this index
should be significantly higher than 50% (that is, it
should be “beyond reasonable doubts”) [25, p. 1193].

The described approach is often quite fairly
criticised. After all, first of all, the dubious point that
can hardly be considered evidence of a certificate
whose truth is less than 100% is striking, since this
means that it is improperly verified and cannot claim
the status of a confirmed legal fact. In addition, this
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approach is subject to a number of insurmountable
paradoxes related to determining the probabilistic
value of a set of several proofs. Thus, for example, if
the probability of an “eagle” falling out when tossing
a coin is 0.5 (50%), then the “eagle” falling out twice
in a row will be 0.5 x 0.5 = 0.25 (25%). Similarly,
when a civil claim contains elements A and B, each of
which has a “pass-through” probabilistic indicator of
evidence for this sphere of law (for example, 0.6 and
0.7), then the probability of their simultaneous con-
firmation will be 0.6 x 0.7 = 0.42, which is below
the “pass-through threshold” [7, p. 267-268].

It seems that the way to resolve such contra-
dictions in determining the criteria for the sufficiency
of evidence is to turn to the very logical and semantic
foundations of the concept of “sufficient foundation”,
studied by Aristotle. In general, the basis A is suffi-
cient for inferring B if the scope of definition a (i.e.,
the set of cases in which A is a true opinion) does
not extend beyond the scope of definition B (i.e., it
is either a subset of it or identical to it) [3]. Why, for
example, is knowing that a person works as a law-
yer (A) sufficient to conclude that they have a higher
legal education (B)? Because the set of all existing
lawyers is a subset of lawyers; therefore, it is impos-
sible to fall into the set A and be outside the set B.
But not the other way around: the fact that a person
has a higher legal education is not sufficient to con-
clude about his legal activity, since, being a lawyer
by training, a person can find themself both within
and outside the set of lawyers.

Thus, the logical condition for the sufficiency of
evidence for a certain conclusion is that the cross-sec-
tion of the regions of their definition does not extend
beyond the scope of the definition of this conclusion.
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At the same time, each individual proof may not be
sufficient for such justification, but in their totality
(determined by the cross-section of the areas of con-
firmation of each of them), the sufficiency condition
may become met. Therefore, in the context of evi-
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AHTUYHI BUTOKM MeTOo[0NOrii Cyd4aCHOro AOKa30BOro npaBsa

PoMaH BacunboBu4y BaHa)Xypak

HarioHasibHa akazieMis BHyTpIllIHiX cIIpaB
03035, 1. CosioMm’siHCBKa, 1, M. KuiB, Ykpaina

m AHoOTaIiAa. AKTyaJbHICTh CTaTTi MOJIATAaE B TOMY, IO KypC Ha €BpoiHTerparijito YKpaiHu nepenbavac
rapMoHi3alilo Hal[iOHaJIbHOTO Ta €BPOINENCHKOrOo IpaBa, MOYMHAIUM 3 KyJIbTYPHO-TPAAULIMHUX OCHOB
OCTaHHbOTI'0, 3aKJIaJIeHUX I1le B ennoxy AHTUYHOCTi. Ha mifcTasi BHBUeHHA npobsieMaTHku y cdepi cydacHOro
J0Ka30BOr0 ITpaBa KOHCTAaTOBAaHO, 1110 METOAO0JIOTiYHi CylIepevyHOCTi B ITiAX0ax A0 11 BUPillleHH:A CATalTh CBOIM
iCTOpUYHUM KOpPiHHAM came Ifi€l ernoxu. JIOCJIiI)KeHO aHTHUYHI BUTOKU AK BJIaCHE MeTOHOJIOTil I0pUAUYHOL
aprymeHTariii, Tak i cy4acHOI TexHiKU 1I e()eKTUBHOI'0 3aCTOCYBaHHA. MeTOow CTaTTi € BUABJIEHHA JIOTiUHUX
iABaJIMH JJOKA30BOT0 MipKyBaHH, sKi € HaI0AHHAM aHTUYHOI AYMKH Ta MOXYTh Oy TH e(peKTHBHO BUKOPUCTAaHi
mig 4ac po3poO0JieHHA CyYaCHUX MEeTOMiB IOPUAUYHOTO JOKa3yBaHHA. [[JiA KPUTUYHOI OI[iHKU KJIACUYHUX i
Cy4acHHUX MeTOAOJIOTiYHMX KOHIeMIill y cdepi NOKa30BOTO MpaBa, a TaKOX JJIA BUABJIEHHA KapAWHAJIbHUX
po30iXkHOCTel y TJIyMadueHH:AX IfiJieii, 3ac0o6iB i MeTOAOJIOTiYHUX MiAX04iB 10 MOOYA0BU JOKA30BUX MPOLEeayD
BHUKOPHUCTAHO METOAU epMeHEeBTUYHOI'O Ta MOPiBHAJIBHOIO aHasi3dy. Y MeXax MOLIYyKy NUIAXiB MOJOJIaHH:A
CyIepeYHOCTel MiX aJlbTepHaTUBHUMHU MeTOA0JIOTiYHUMU MTapagyurMaMu 3aCTOCOBAHO MeTO AiaJleKTUYHOTO
CUHTe3y, 1[0 INepefbavae paijfioHajibHe iHTerpyBaHHA MPOTUJIEKHO OPIEHTOBAHUX MigXOMiB Ha 3acajax ix
peJIeBaHTHOI'O 3aJIlyuyeHHsA Ta B3aE€MOJOINOBHEHHA. [[yia OOrpyHTyBaHHs pe3yJbTaTiB i (GoOpMyJioBaHHA
BHCHOBKIB TNPOBENEHOr0 MAOCJiMKeHHSA BHUKOPHUCTAaHO MeTOAU OeJyKTHUBHO-JIOTIYHOTO aHaidy, a TakKoX
IHAYKTUBHOI'O y3arajbHeHHs, MMOBipHICHO-CTaTUCTUYHUX OIL[iHOK Ta aHasoril. JloBeAeHO, IO 3BEpHEHHS
[0 JIOTiKO-MeTOMOJIOTiYHMX 3acajl pallioHaJbHOTO MHCJIEHHsA, CcHOPMYJIbOBAHUX i CHCTEMATU30BAHUX
JaBHbOI'PEeIbKMMH MUCJIUTEJIAMU Y TEXHIYHO BUKOPUCTAHUX Y CUCTEMi PUMCBKOTO0 MpaBa, BiIKPUBA€E MINPOKi
MOJIMBOCTI VI pO3B’A3aHHA HU3KU aKTyaJIbHUX IPoOJeM cydyacHOI Teopil Ta MPaKTUKU IOPHUANYHOTO
JOKa3yBaHHsA. 3a3HauyeHo, IO BUPIMIeHHI0 aKTyaJIbHUX NUTaHb CyYacHOI MeTOZOJIOTil JOKa30BOro IpaBa
CIIpUATHME PeTPOCHEKTUBHUI aHaJli3 il monepegHbOr0 iCTOPUYHOTO PO3BUTKY, III0 YMOXKJIMBIIIOE 3’ ACYBaHHA
CYyTHICHUX MPHUYMH BHHUKHEHHA TaKuX NpobseM. 3anpollOHOBAHUM MiAXid CIPAMOBAHUI Ha AOCiIKeHHS
JIOTiKO-MEeTOOJIOTiYHNX MEepPIIOOCHOB Teopil IOPUAWYHOI apryMmeHTallil, a oTxXe, mepefgdayae MOMIYKH
IJIAXiB pO3B’A3aHHA IUX pobsieM Ha ¢yHAaMeHTaJbHOMYy piBHi. HarosomeHo Ha ToMy, 1[0 3BEpHEHH:
[0 aHTHUYHUX JKepeJl MeTOJOJIOTil AJOKAa3yBaHHA CIpUATHMeE BUpILIeHHI0 0aratbox AUCKYCiMHUX NUTaHb 11
Cy4acHOTO PO3BUTKY, cepell AKUX — OujieMa AedyKTUBICTChKOI UM MMOBipHiICHO-CTaTUCTUYHOI MapagurMmu,
npobJieMa KpUTepiiB JOCTAaTHOCTI AoKa3iB Toilo. [IpakTuyHa 3HaYyIMiCTh JOCTiIXeHHA MOJIATAaE B TOMY, 1[0
3aCTOCYBaHHA apryMeHTal[illHUX cTpaTeriii, noOyJoBaHNX Ha 0a30BUX JIOTIYHUX KPUTEPiAX paljioHaJIbHOCTi
11 TOKa30BOCTi, CIpUATUME MiABUIIEHHIO CTyNeHsA 00’€KTHUBHOCTI B MPAKTUIi IPUHHATTS NPaBOBUX pillleHb,
cJIyryBaTUMe Ai€BUM 3aco00M MpOTHAil cy0’eKTHBi3My B mpolieci IX BUpOOIeHHA

m Ki1i04oBi cjtoBa: fokasu; MeTO0JI0Tis MpaBa; 0pHUNYHa apryMeHTallis; KpuTepii JoKa30BOCTi; TOCTAaTHICTh
JIOKa3iB
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m Abstract. Ukraine as a European state implements a set of strategic measures for economic development on
a global platform, collecting, processing and analysing information about suspicious financial transactions that
may be related to money laundering, but the prevention mechanisms are not effective enough and the ranges
of such crime pose a real threat to the national security of the country, which determines the relevance of this
study. The purpose of the study is to comprehensively analyse foreign strategies to prevent money laundering
and, accordingly, consider the possibility of implementing certain measures in the legal plane of the Ukrainian
state. In the course of the entire study, a group of general logical methods was used — comparison, analysis,
synthesis, and generalisation, which allowed objectively assessing the level and effectiveness of national and
legal phenomena to prevent illegal legitimisation by foreign states, which is carried out both on the territory
of the country and abroad. The theoretical basis of this study is the investigations of Ukrainian and foreign
researchers on aspects of preventing money laundering, and government websites created for the purpose
of storing public information in the form of open data and ensuring access to it to a wide range of people.
Based on the conducted research in the context of the existing foreign system of combating money laundering,
its normative, organisational, and to some extent, socio-cultural aspects were considered. In particular, the
activities of the central office represented by the inspector general of financial information of the Polish
anti-money laundering system are described. The system of preventing the money laundering of the main
financial intelligence unit within the Ministry of Economy, Finance and Industry of France is investigated.
The analysis of measures to prevent money laundering carried out by the federal agency for supervision of the
activities of financial institutions of the Federal Republic of Germany is carried out. The study considers the
practice of preventing money laundering by a professional unit operating as part of the organised crime group
in Austria. The state system of measures implemented by the commission for combating money laundering
of the Kingdom of Spain is analysed. The preventive activities of the anti-money laundering service of the
monetary and financial administration in Italy are described. Attention is focused on effective legal means
that have a significant positive impact on the activities of economic processes in the global market economy
and proposals were made to supplement the current national legislation regulating the sphere of money
laundering prevention. The practical significance of the study is conditioned by the fact that the studied
scientific provisions, generalisations, conclusions, and recommendations have both theoretical and applied
significance, which can later be used in research activities and the educational process

m Keywords: division financial intelligence, money laundering, prevention, financial services market, group
for the development of financial measures to combat money laundering, strategy

= Introduction

The global community recognises that the laundering
of proceeds from criminal or other illegal activities
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has become a global threat to economic security, and
therefore, states are required to adopt, implement,
and use coordinated measures to prevent and combat
this socially dangerous phenomenon both at the na-
tional and international levels.

Conducted in 2016 and 2019, the National Risk
Assessment identified as a high-level threat — im-
proper detection and improper levelling of shadow-
ing (elimination of economic activities that function
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outside of state accounting and control) of the Ukrainian
economy [1].

Notably, the State Financial Monitoring Service
pays special attention to investigating the facts of
money laundering. In particular, in 2019, 893 materials
were transferred to law enforcement and intelligence
agencies, including 503 generalised materials and
390 additional generalised materials. State Financial
Monitoring Service sent 12.981 request files to 69 bank-
ing institutions to provide additional information [2].

In January — March 2020, the level of the
shadow economy, according to preliminary calcula-
tions of the Ministry of Economy, amounted to 31%
of the official Gross Domestic Product (GDP). At the
same time, the level of the shadow economy in 2019
amounted to 28% of the official GDP [3].

In 2020, the State Financial Monitoring Service
sent to law enforcement agencies 204 materials (61
generalised materials and 143 additional generalised
materials) related to suspicion of corruption. In these
materials, the amount of financial transactions that
may be related to money laundering, and to the com-
mission of another crime defined by the Criminal Code
of Ukraine [4], is UAH 8.1 billion. Participants in
suspicious financial transactions in these 204 materi-
als were persons authorised to perform the functions
of the state or local self-government and equated to
them [5].

During May 2020 — September 2021, the State
Financial Monitoring Service of Ukraine received
37.728 (in 2020 - 11.465 and in 2021 - 25.763)
reports of suspicious financial transactions from
primary financial monitoring entities [1]. After an-
alysing the available data, it was found that in both
2020 and 2021, more than 50% of suspicious activi-
ties and “cases” were received with the mark “other
signs”. Thus, operations by management entities that
are characterised by the attributes of “fictitiousness”
have a “transit character”, which later leads to tax
evasion, using various schemes with the subsequent
transfer of non-cash funds to cash. In addition, in
2021, there were a large number of suspicions about
“conversion of non-cash funds into cash”, “financial
transactions with assets that do not correspond to the
client’s profile”, “fictitious entrepreneurship”, “fraud-
ulent actions” using tax and fee evasion schemes [1].

Many researchers are interested in the prob-
lem of preventing money laundering. The study will
consider research papers of the last few years. Thus,
O.V. Baranetska & A.V. Khomyak [6] briefly analysed
the activities of the International Group on combat-
ing dirty money laundering FATF (Financial Action
Task Force) and offered its own priority measures in
the fight against illegal income. V.S. Ponomarenko,
O.M. Kolodizev & O.V. Lebid [7] identified a com-
plex of the most important elements of the system
of preventing and countering money laundering and
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using a methodological approach proposed standard
stages for evaluating the system of preventing and coun-
tering money-laundering in Ukraine. N.V. Moskalenko
cites [8] the construction of an international system for
countering and preventing money laundering, in par-
ticular, the basic principle of functioning of financial
intelligence units of some FATF member countries, and
examines the determinants of occurrence and describes
the main activities of subjects of the prevention system.
A.O. Zolkover & S.V. Minenko [9] described interna-
tional general legal and specialised institutions and the
significance of their activities in the context of the an-
ti-money laundering system, and analysed the system
at the international and national levels in modern con-
ditions. .M. Kopytsia & O.V. Smaglo [10] investigated
and analysed the systems of preventing and countering
the legalisation (laundering) of proceeds from crime in
foreign countries, and considered the general and dis-
tinctive features of the organisation of financial moni-
toring in foreign countries.

The purpose of the study is a description of for-
eign experience in the existing state systems for pre-
venting the legitimisation of property obtained by
criminal means and consideration of the possibility
of changes and additions by productive mechanisms
of national legislation.

= Materials and Methods

In the course of the study, considering the purpose and
objectives, the following methods were used: analysis,
since the systems of the EU countries to prevent the le-
gitimisation of property obtained by criminal means
have been comprehensively investigated, for a qual-
itative interpretation of this issue, in the process of
studying a single whole it was divided into separate
parts. In addition, the study used dialectical method to
analyse the socio-legal phenomena of states, patterns,
and determinants of the chosen illegal act; comparison,
since the national and foreign legislation in the field
of preventing money laundering was compared, and
gaps in the system that currently exists were analo-
gised; formal and logical method, with the help of which
elements of the legal mechanism for preventing such
a crime were identified; modelling, since the identifi-
cation of essential signs of phenomena and processes
was carried out using the model, the purpose and ob-
jectives of the study were determined.

These methods were used at all stages: setting
a scientific problem, determining its relevance, for-
mulating the purpose and objectives of the study,
presenting the main material, and during the pro-
cess of generating conclusions, etc. The theoretical
basis of this study was the works by the following
researchers: O.V. Baranetska & A.V. Khomyak [6],
V.S. Ponomarenko, O.M. Kolodizieva & O.V. Lebid [7],
N.V. Moskalenko [8], A.O. Zolkover & S.V. Mynenko [9],
I.M. Kopytsia & O.V. Smagl [10], who investigated
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the existing system of preventing money laundering
in individual countries of the world and official pages
of government bodies on the Internet, which contain
general information about departments that imple-
ment measures to prevent money laundering at the
legislative level, and statistical data on their work.

However, the study conducted a general brief
analysis, so it is appropriate to consider the preven-
tion system more broadly, using official laws, in par-
ticular the Law of Ukraine of 02/06/2019 No. 361-IX
“On Preventing and Countering the Legalisation (Laun-
dering) of Proceeds from Crime, Financing of Terror-
ism and Financing of Proliferation of Weapons of Mass
Destruction” [11], the Law of Poland of 03/01,/2018
“On Countering Money Laundering and Terrorism
Financing” [12], German Law of 08/08/2002 “On
Improving the Fight Against Money Laundering and
Combating the Financing of Terrorism” [13], Decree
of the Cabinet of Ministers of Ukraine No. 435-R of
05/12/2021 “The Main Directions of Development of
the System of Preventing and Countering the Legalisa-
tion (Laundering) of Proceeds from Crime, Financing
of Terrorism and Financing of Proliferation of Weapons
of Mass Destruction in Ukraine for the Period up to
2023” [14], and Government Websites in Their Own
Translation and Interpretation from the Original Lan-
guage, Which Will Have Scientific Originality for the
Established Community of Researchers, Students of
Specialised Universities, Citizens of Ukraine, Other
Persons Interested in the Chosen Problem.

To achieve this goal, the authors performed
the following tasks: analysed and described the sta-
tistics of preventive measures for suspicious transac-
tions linked to money laundering related to predicate
crimes by the State Financial Monitoring Service, as
a body authorised by Ukraine to perform the func-
tions of a financial intelligence unit; investigated the
management and legal system for preventing prop-
erty laundering in six countries that are part of the
European Union; isolated from the analysed crime
prevention systems provided for in Article 209 of the
Criminal Code of Ukraine [4] several aspects that should
be implemented in Ukrainian legislation, which can
further improve the prevention and counteraction of
crime at both the general and special criminological
levels.

m Results and Discussion

M. Shepitko [15, p. 282] noted that criminal policy
provides an opportunity to more deeply investigate
the strategic counteraction to criminal offences by
means of public and state influence on the systemic
reform of criminal justice and its bodies in an archaic
perspective.

The system of preventing and countering money
laundering within the framework of United Nations
documents, international conventions ratified by Ukraine,
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standards of the group for the development of finan-
cial measures to combat money laundering (FATF)
and standards equivalent to those adopted by the EU
is recognised as a mandatory element of the economic
security of a modern state [14].

At the national level, the Law of Ukraine “On
Preventing and Countering the Legalisation (Launder-
ing) of Proceeds from Crime, Financing of Terrorism
and Financing of Proliferation of Weapons of Mass
Destruction” [11] identifies subjects of financial mon-
itoring at the primary and state levels, which are tens
of thousands of employees of the private and public
sectors.

The Ukrainian system of preventing money
laundering represented by supervisory authorities,
except for the Ministry of Justice and the National
Bank, had restrictions in the implementation of activi-
ties for a certain period of time. From the summer of
2014 to January 2017, a moratorium on supervision
was in effect on the territory of the state. However,
the impact of this moratorium on the National Secu-
rities and Stock Market Commission and the National
Commission for State Regulation of Financial Ser-
vices Markets was only partial, since these two su-
pervisory authorities have been able to monitor major
licensees since the summer of 2015. The intensity of su-
pervision of non-bank licensees changed very rarely
or did not change at all.

Most oversight bodies have conducted outreach
to facilitate understanding of obligations and risks.
Especially effective and positive activities were car-
ried out by the financial intelligence units of the Na-
tional Bank of Ukraine (for banks) and the National
Commission for State Regulation of Financial Services
Markets (National Financial Services Committee).
The activities of financial intelligence units in this
context extended to all categories of subjects of pri-
mary financial monitoring [16].

In the European Union, legislation on money
laundering was formed under the authority of US
policy, considering the traditions of the Romano-
Germanic legal system. The rule of law of this legal
system is a cross between dispute resolution — a spe-
cific application of the rule — and general principles
of law [16]. Legal systems of the European continent
have exhaustive patterns of development and similar
features of sources of law with appropriate legal force,
important social significance, and mass prevalence.

First, the study considers the neighbouring state
of Ukraine — Poland. The form of the Polish system of
countering money laundering and terrorist financing
is determined primarily by the laws and regulations of
both Poland and European Union. The main legal en-
actment in this area is the Polish Law of 03/01/2018
“On Countering Money Laundering and Terrorist Fi-
nancing” [12]. This legal enactment defines the numer-
ous obligations of the General Inspector of Financial
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Information (GIFI) — as the central element of the
Polish anti-money laundering system; obligated in-
stitutions and institutions that cooperate, especially in
the field of cooperation and information exchange.

First of all, the required institutions recognise
and assess the risk of money laundering and terrorist
financing associated with economic relations con-
cluded with clients or with accidental transactions
that they carry out by informing the GIFI of circum-
stances that may indicate suspicion of the crime of
money laundering or terrorist financing, and reason-
able suspicions that a particular transaction or a spe-
cific value of property may be related to one or an-
other of the above-mentioned crime. Moreover, the
required institutions provide GIFI with information
about so-called “over-threshold” transactions, i.e.,
transactions whose value exceeds the value of PLN
15.000 and these are deposits or withdrawals (i.e.,
cash transactions), money transfers, purchase or sale
of currency valuables, etc. Based on this risk and its
assessment, to prevent the commission of unlawful
acts, GIFI applies financial security measures aimed
at obtaining information about its clients and their
ultimate purpose of using the services and products
offered by the obligated institutions. The inspector
has the right to delay all suspicious transactions for
48 hours and transfer documents related to them to
the prosecutor’s office, where the prosecutor has the
right to delay the transaction if it does not meet the
requirements of the law [12].

In addition, to prevent the possible commission
of a criminal offence, the Border Guard Service and
heads of customs and tax authorities provide GIFI with
information about the declaration of cash transporta-
tion across the EU border.

In addition, GIFI checks suspicions of money
laundering or terrorist financing contained in the mes-
sages sent for consideration, and information provided
by foreign financial intelligence units (FIUs) in order
to prevent money laundering. If a crime has already
been committed and there is a reasonable suspicion of
money laundering or terrorist financing, GIFI notifies
the competent prosecutor, who, in cooperation with
law enforcement agencies, takes steps to bring charges
against the suspects. In turn, the prosecutor is obliged
to inform GIFI about: making a decision to block the
account or withhold the transaction; starting proceed-
ings; suspending proceedings; starting suspended pro-
ceedings; filing charges; filing an indictment; making
a decision to charge with a crime [12].

In case of suspicion of a crime or tax offence
other than the offence of money laundering or terrorist
financing, GIFIwill provide information substantiating
that suspicion to the competent authorities (i.e., law
enforcement agencies, special services, and the Head
of the KAS) at the disposal to take measures arising
from their statutory tasks. In addition, if he becomes

m

aware of a reasonable suspicion of violating the
rules regarding the functioning of the financial mar-
ket, GIFI submits information justifying this suspi-
cion to the Polish Financial Supervision Authority
(PFSA) [17].

Due to the international aspect of money laun-
dering and terrorist financing crimes, GIFI shares
information with foreign financial intelligence units
(i.e., foreign FIUs). At the reasonable request of a
foreign FIU, GIFI may allow the disclosure of infor-
mation provided by it to other authorities or foreign
FIUs, or the use of this information for purposes other
than those of the FIU. Similarly, GIFI may also ask
a foreign FIU to give consent to transfer the infor-
mation received from it to the courts, prosecutor’s
offices, and other cooperating units of other foreign
FIUs, or to use such information for purposes other
than performing its tasks. In addition, GIFI may re-
quire suspension of the transaction or blocking of the
account at the reasonable request of a foreign FIU,
“which implies suspicion of money laundering or ter-
rorist financing” [17].

Thus, the Polish money laundering prevention
system has a peculiar algorithm of actions in the per-
son of the General Inspector of Financial Information
of Financial Intelligence, who carries out intermedi-
ary activities for the collection, analysis, evaluation,
and transmission of data, and coordinates interaction
between various financial institutions and law enforce-
ment agencies.

In a state whose territory consists of a metrop-
olis in Western Europe and a number of overseas
possessions — in France, the central body of the sys-
tem for preventing money laundering and combat-
ing terrorism financing is TRACFIN (Traitement du
renseignement et action contre les circuits financiers
clandestins). The director of the Treasury serves as
chairman of the body, while the Secretariat functions
are performed by the staff and director — general of
the office for customs and indirect rights, which is
the secretary — general of TRACFIN. The financial in-
telligence unit consists of the information collection
centre, the financial expertise department, and the op-
erations department and is controlled by the French
Ministry of Economy, Finance, and Industry. TRACFIN
is a body that provides information about the accounts
of individuals and legal entities opened in banks [18].

In February 2020, a 5% directive was intro-
duced into French law — EU Directive No. 2018/843
of 30 May 2018 [19] with the aim of strengthening
transparency in the operations of legal entities and
complex legal structures by expanding access to reg-
isters of beneficial owners [20].

A characteristic feature of French legislation is
that it does not require providing information about
financial transactions if the amount of a financial
transaction exceeds a certain limit.
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The financial intelligence service collects and
processes a variety of information, including suspi-
cious transaction reports received from financial in-
stitutions and requests received from its foreign part-
ners. It carries out active international cooperation,
which is the key to an effective fight against money
laundering. And can also exchange information with
the central office for combating serious financial
crimes, customs, control authorities in areas where
employees are required to submit applications, and
with foreign services with the same competence. In
case of obvious non-compliance with the require-
ments or serious negligence, following the example
of the functioning of the anti-money laundering mech-
anism, TRAKFIN, which does not have the authority
to apply sanctions, notifies the supervisory authority
or federal body [18].

Signs for financial monitoring entities to pro-
vide data on financial transactions are a motivated
suspicion that money laundering is being carried out.
If the person of the owner or beneficiary of a legal
entity is in doubt about a trust fund or a deliberately
created asset management organisation, in which the
person of the beneficiary or the person of the prin-
cipal is unfamiliar, then such information must be
reported to TRACFIN for verification [18].

In addition, one of the activities carried out by
the authority is the development of an annual control
plan together with the banking commission, which,
for example, is followed by the National Directorate
of Customs Intelligence and Investigations.

Thus, TRACFIN conducts only verification in
connection with suspicions that initially arose, assess-
ing the economic validity of financial flows and try-
ing to find out whether or not there is an alleged con-
nection with the criminal environment, while using
partnerships with the banking network and public
financial institutions.

As for the Federal Republic of Germany, the
Gesetzzur Verhinderungder Geldwéschevom was ad-
opted on August 14, 2002 (the Law on prevention of
money laundering of 08/14/2002) defines that the
German financial intelligence unit belongs to the po-
lice, and the priority areas of work of this unit are:
collection and analysis of reports on suspicious finan-
cial transactions; transmission of analysis results to
law enforcement agencies; statistical analysis of reports
on suspicious financial transactions; publication of an-
nual reports; providing institutions that are required
to carry out financial monitoring with information on
typologies and methods of money laundering; cooper-
ation with other financial intelligence units [13].

The central bank of this state is the Bundesbank,
but it does not perform regulatory and supervisory
functions in the field of preventing the laundering of
proceeds from crime and the financing of terrorism.
The Bundesbank carries out commercial financial
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transactions — currency exchange, and repayment
of Bundesbank cheques, since according to German
law it is a financial institution that provides banking
services and, thus, has an obligation to report on
operations [21].

The body that oversees the activities of finan-
cial institutions in Germany is the Federal Financial
Supervisory Authority — BaFin. If an institution main-
tains business relations with any listed persons and
entities and, in particular, maintains accounts in the
name of such individuals or entities, it is obliged to
notify BaFin immediately by sending a detailed re-
port. Under the constant supervision of BaFin is the
financial institution VPE Wertpapierhandelsbank AG,
which has a permit in accordance with 32" Banking
Act [22].

As a federal body, BaFin has the right to impose
penalties on companies. In addition to reviewing these
general reports, BaFin, a second-tier institution, takes
action only when its intervention is necessary. BaFin
must intervene when the group finds a violation or
when the company under review refuses to cooperate.
At the request of supervisors, law enforcement agen-
cies, and courts, BaFin can provide them with relevant
data. This measure is intended to help identify finan-
cial flows that contribute to money laundering.

Thus, the German regulator for supervision of
financial services markets — the BaFin — effectively per-
forms its supervisory function, regulating the banking
and non-banking sectors.

Activities to counteract the legalisation (laun-
dering) of criminal proceeds in Austria are carried
out by a special unit created as part of the group for
Combating Organised Crime (EDOK - the Central
Department for Combating Organised Crime, Report-
ing Office). This financial intelligence unit regularly
meets with employees of credit and financial insti-
tutions on combating money laundering. All lists of
accounts of entities that may be related to laundering
are sent to EDOK, the National Bank of Austria, credit
institutions, and the Austrian Chamber of Commerce.
This special unit reviews reports of suspicious trans-
actions sent by credit and financial institutions. At
the legislative level, EDOK has the right to find out the
legal status and detailed data about a foreign client in
credit institutions and financial institutions regard-
ing clients who have open and closed accounts, loans
received, etc. [23].

Banks and credit institutions are required to
provide the EDOC with data on all suspicious trans-
actions, and employees of the National Bank and the
Ministry of Finance of Austria, who have monitoring
functions and, accordingly, have information about
the facts of money laundering. EDOC officials have
the right to stop the implementation of a suspicious
transaction for 24 hours, and to conduct a check on
the fact of money laundering [23].
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A special task force has been formed within
the Federal Ministry of the Interior, which, together
with the Counter-Terrorism Unit and the Organised
Crime Unit, is taking the necessary measures at the
national level. But there is no identical understanding
of risks between these government agencies, who are
entrusted with the function of supervising the sec-
tor of primary financial monitoring entities, so these
institutions are based more on the requirements es-
tablished by law, rather than on an appropriate risk
analysis. Moreover, the financial penalties imposed
by the financial intelligence unit are not significant.
There is also no understanding of whether all these
authorities can apply sanctions of the same level,
and whether they apply them on a permanent basis
to achieve compliance in the economic sector [16].
Thus, EDOK financial intelligence has broad powers
to control economic crimes, but there are certain
shortcomings in the prevention system.

Spain has established an Executive Service of
the Commission for the Prevention of Money Laun-
dering and Monetary Offenses — SEPBLAC (Servicio
Ejecutivo de la Comision), which is assigned a spe-
cific task to prevent and investigate cases of money
laundering, including analysing incoming informa-
tion and sending it to other competent authorities.
The office of the deputy director-general supports
the chairman in their work, prepares working docu-
ments, monitors prevention policies on a daily basis,
and represents Spain in international organisations
involved in the combating money laundering and ter-
rorist financing [24].

An example of the results achieved through ef-
forts to streamline structures and procedures is the
development and approval of review plans at Commis-
sion headquarters, which result in an orderly selection
of entities to be reviewed by SEPBLAC. Subjects of
financial monitoring include: auditors, accountants,
tax consultants, and organisations engaged in the
sale of antique items of historical and artistic value
and works of art. The supervision process on a regu-
lar basis makes it possible to identify, eliminate, and
impose sanctions in time, since the existing viola-
tions in the ML/FT management processes (legalisa-
tion (laundering) of proceeds from crime, financing
of terrorism and/or financing of terrorism) are risks.

Subjects of financial monitoring should inform
the financial intelligence unit about transactions
if they are related to the transfer of cash, cheques,
or other documents, currency exchange, and about
transactions with residents of offshore jurisdictions
in the amount of more than EUR 30 thousand [24].

The Central Bank of Spain has improved guard-
ianship in the field of preventing and combating le-
galisation (laundering) [24]. Reciprocal relationships
with obligated entities are, for the most part, sufficient
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in most sectors where suspicious transaction reports
are repeatedly filed. Spain demonstrates the ability of
its systems, financial supervision, and monitoring to
effectively control the financial institutions of crimi-
nals and their accomplices. Systematically, the service
identifies, eliminates, and imposes sanctions for vio-
lations in the risk management processes for money
laundering.

However, SEPBLAC should also work to improve
oversight of the legal department. Spain should review
the existing risks in the real estate sector and the sec-
tor of foreign criminal networks and reflect this in
the methodology for combating money laundering,
because this is an important aspect [16]. Overall, Spain
has a strong surveillance system. The types and scope
of corrective measures and sanctions applied in the
relevant areas are satisfactory.

In Italy, financial institutions must report all
suspicious transactions to the Ufficio Italiano dei
Cambi (UIC), a special body of the Bank of Italy
that performs financial intelligence functions. The
functions of the FIU used to receive and investigate
reports of suspicious activity are performed by the
anti-money laundering service of the Italian Monetary
and financial authority. Thus, the Italian Monetary
and financial authority may, at the request of investi-
gators, on the basis of Section 6 of Law 197/91 [25],
suspend financial transactions for up to 48 hours, if
this does not interfere with investigations and does
not lead to the curtailment of current operations of
intermediaries. Another document appears to be an
order from the Italian Ministry of Environment to
transfer funds to Ufficio Italiano dei Cambi bank.

First of all, the Italian Monetary and financial
authority (MFA) and the Italian financial intelligence
unit (FIU) are not two different government agencies.

Eventually, through its Permanent Mission,
the Italian government was informed of what needed
to be done to search for the missing contribution, af-
ter which it contacted its Ufficio Italiano dei Cambi
Bank, which provided the required information di-
rectly to Chase on 10 September 1999 [25]. In the
event of any serious deviation indicating the pos-
sibility of money laundering, the Italian Monetary
and financial authority conducts formal financial
investigations and, by general agreement with the
relevant supervisory authorities, notifies the inves-
tigative authorities.

The management of criminal capital in Italy
and timely control over it is carried out due to an
effective prevention mechanism, but the existing
model is more directed towards indicators of law en-
forcement agencies and does not attract sufficiently
indicators that are more significantly coordinated with
the risk of legalisation (laundering) of proceeds from
crime [16].
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= Conclusions

As a result of the conducted study, the legislation
and systems of organising actions to prevent money
laundering to ensure high-quality economic security
of individual countries of the European Union were
investigated. Each country has both successful indi-
cators and a low level of compliance with its obliga-
tions in this area, so there is still a need for moderate
improvement in the process of oversight of money
laundering.

Thus, the Polish system operates in the per-
son of the General Inspector of Financial Informa-
tion — GIFL, which acts as an intermediary between
financial institutions, law enforcement officers, and
provides such structural divisions with information
about the existing riskiness of planned financial
transactions. The key body of the French system for
preventing money laundering is TRACFIN, which
in its professional activity performs the main func-
tion — checking financial flows and further deter-
mines their belonging to the criminal stratum based
on comparative analysis of information provided by
banking and public financial institutions. The federal
agency BaFin, the supervisory authority that controls
the German financial services market, if necessary,
imposes penalties on companies that intend to carry
out criminal laundering. Austria’s financial intelli-
gence unit EDOK oversees high-risk credit institu-
tions, which is based more on statutory requirements
than on detailed risk analysis. Austrian supervisors of
financial institutions and specially defined primary
financial monitoring entities should strengthen their
influence to promote a better understanding of the
risks of money laundering among controlled entities
and their prospects for implementing a risk-based
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Kundelska

AocBip okpeMux KpaiH €Eeponemncbkoro Colosy 3 nobynosm
cucTteMm 3anobiraHHA neranisauii poxonis,
OTPUMaHMUX 3/TOYNHHUM LLUJTAXOM

IpuHa CepriiBHa KyHAaenbcbKa

HarnionasibHa akazemis BHyTpIlLlIHIX clpaB
03035, 1. Cotom’siHCBKa, 1, M. KuiB, YkpaiHa

m AHoTarisa. YkpaiHa 5K €BpoIelicbka AepXaBa peasli3oBy€ KOMILIEKC CTpaTeriyHuX 3axOfiB 3 PO3BUTKY
€KOHOMIKM Ha CBiTOBil miaTdopmi, 3AilicHIoI0oun 30ip, 0OpoOKy U aHasii3 iHdopMmalil moao migo3pianx
(iHaHCOBUX omepallili, AKi MOXyTb OyTU MOB’sA3aHi 3 BiAMUBAHHAM JOXOiB, IPOTe MeXaHi3MM 3alo0iraHHsa
€ HeOOCTaTHbO Mi€BUMH, a CTYIiHb MOIIUPEHHA TaKol 3JIOUMHHOCTI CTAaHOBUTH peaJibHy 3arposy AJjid
HallioHaJIbHOI 6e3MeKy KpalHy, 110 BU3HAUA€ aKTyaJIbHICTh [OCJIi)KeHHs BKa3aHOro NuTaHHA. MeTolo cTarTTi
€ BceOiUHUI aHasIi3 3apyO0iXHUX cTpaTteriii i3 3anmobiraHHa BiAMUBAHHIO JOXO[iB, OAep>XaHUX 3JIOUUHHUM
IUJIAXOM, Ta PO3TJIAL MOXJIMBOCTI iMIIJIeMeHTallil OKpeMHX 3aXO0iB Y IPaBOBY IJIOMNHY YKPalHChKO1 lepXaBH.
Y mporieci JOCTiIXKeHH BUKOPUCTAHO TPYIY 3araJbHOJIOTIYHUX METOiB — MOPiBHAHHSA, aHAJIi3y, CUHTE3y
y3arajibHeHH:, fAKi JalTh 3MOT'y 00’€KTHMBHO OI[iHUTU piBeHb Ta e(peKTUBHICTh AePKaBHO-NMPABOBUX ABUI] i3
3anobiraHHA iHO3eMHUMM JlepkaBaMU He3aKOHHIN Jierasisaiii, 1110 BUMHAETHCA K HA TEPUTOPIl KpaiHu, Tak i
3a 11 mexaMu. TeopeTHyHNM 6a31CcOM CJIyTyBaIM IMyOJIiKallil yKpalHChKUX Ta iHO3eMHUX YY€HUX, IPHUCBAYEHi
acrnekTaM 3amnoOiraHHs BiIMHUBAHHIO JOXOiB, a TaKOX YypsAOBi BeOGCaTH, CTBOpEHi 3 MeTOl0 30epiraHHsa
ny6siyHol iHpopmauii y popMi BiAKpUTHX JaHUX i 3abe3neueHHs HAAaHHA AOCTYIY A0 Hel INPOKOMY KOJTy
oci6. Ha ocHOBi mpoBeA€HOT0 TOCJTiI)KeHHs B KOHTEKCTi HasABHOI 3apy0ikHOI cricTeMy 60poThOU 3 BiIMUBAaHHAM
JOXO/iB pO3IJIAHYTO 11 HOPMaTUBHI, OpraHi3alliliHi Ta IeBHOI MipoIo COLliaIbHO-KYJIbTYPHI acnekTu. OnrucaHo
AiANBHICTh IIEHTPAJIbHOTO amapary B oco0i reHepaJibHOTO iHcmekTopa (iHaHCOBOI iH@opmaril MoJIbCbKO1
cucteMu 3anobiraHHa BiAMUBaHHIO rpoileil. J[ocigkeHO cucTeMy 3amobiraHHsa Jierasizailil He3aKOHHUX
JOXOAiB OCHOBHOTO Mifgpo3aisnly (iHaHCOBOI po3BiAku B ckjadi MiHicTepcTBa eKOHOMiKH, (piHAHCIB Ta
ingycTpii @paniry3skoi Pecniybutiku. [IpoaHasizoBaHo 3axou i3 3anobiraHH:A jerajisallil 3JI0UMHHUX JOXO/IB,
o npoBoaAThesa denepasibHUM BiJOMCTBOM HArjAdy 3a OisyIbHICTIO (iHAHCOBHX ycTaHOB denepaTHBHOI
Pecny6sikn HimewunHu. PO3rjIAHYTO NpaKTHKYy 3anobiraHHA BiMHBAHHIO 3JIOYMHHHUX JOXOJiB (axoBUM
MigpO34iJioM, M0 MPOBAaAUTH CBOW HiAJbHICTH y ckjafi I'pynmu 60poThbM 3 OpraHi3oBaHOIO 3JI0YMHHICTIO
Pecny6stiku ABctpii. Po3risAaHyTO aHasnoriyny cucreMy 3axofiB KopoJtiBeTBa Icnanii. OnucaHo npeBeHTHBHY
AianpHicTh Ciyx0u 60poThOM 3 BigMMBaAHHAM rpoinell BasoTHo-(diHaHCOBOro ymnpasiiHHA [Tamificbkol
Pecny6s1iky. AKIIEHTOBaHO yBary Ha [Ji€BUX MPaBOBUX 3aco0ax, M0 MO3WTUBHO BIJIMBAIOTh HAa €KOHOMiuHi
Tpolfecu B YMOBaX CBiTOBOI PUHKOBOI eKOHOMiKH. BUCJIOBJIEHO IPOMO3KIlil CTOCOBHO JOIOBHEHHS Cy4YaCHOTO
HalliOHaJIbHOTO 3aKOHOABCTBA, 110 peryJioe chepy 3anodiraHHs:A Jieraiszallil JOX04iB, OTPUMAaHUX 3JIOUMHHUM
nuiaxoM. [IpakTuvHa 3HAUYYINiCTh HAYKOBOI Mpalli MoJiArae B TOMY, L[0 JOCJiIXyBaHi HayKOBi MOJIOXXKEHHH,
y3arajibHeHHs, BUCHOBKH 1 peKoMeHallil Hafajli MOXyTh OyTU BUKOPHUCTaHi B HAyKOBO-AOCJiAHi I iAJIbHOCTI
Ta OCBiTHBOMY IIpPOLIeCi, a TaKOX Y MeXax ONTUMi3allil MexaHi3My 3ano0iraHH:a 3JI0YMHaM BKa3aHO1 KaTeropii

m KitrouoBi cstoBa: miapo3fin dinaHcoBol po3BigKy; BiAMUBaHHSA JOXOMAiB; pUHOK HiHAHCOBUX MOCITYT; I'pyma
3 po3pobkU (piHaHCOBUX 3aX0AiB 6OPOTHOU 3 BiAMUBAHHAM TpOIIeli; cTpaTeria
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