Bonouwiun Onexciti 'namosuu,

CTapIMi BUKIaAa4 Kadeapu KpUMiHaTICTHIHOTO
3a0e3nevyeHH s Ta CyJJOBHX eKCIIEPTH3 HaBYAIHHO-
HaykoBoro iHcturyry Ne2  HamioHansHOT
akazeMii BHYTPIIIHIX CTIpaB;

Iloniwyx Bimanin Bauecnasoeuu,

KypcaHT HaBYaJIbHO-HAYKOBOTO iHCTUTYTY Ne 2
HarmionansHOi akageMii BHYTPIIIHIX crIpaB

KIBEP3JIOYMHHICTb SIK ®OPMA BEJIEHHS
Tr'IBPUHOI BIMHU

3 omsany Ha Te, IO MpodieMa KiOep3JIOUMHHOCTI HA CYy4aCHOMY
eTam po3BUTKY YKpaiHH HaOyBae TriI00allbHOTO BHMIipy Ta CTaHOBHUTH
3arpo3y iHpopMaIifiHOMY CYCIIJIbCTBY OTpUMaia BimOOpakeHHS Yy
HOPMATHBHO — NPAaBOBHUX aKTaX HalliOHAJIHHOTO Ta MIXXHAPOJHOTO PIBHIB.
KibepaTaky 3HAYHO TOYACTINIANH, TOMY OYyJI0O BHPIIICHO ITOCHIUTH
MEXaHI3MH 3axXHCTy JAEpKaBHHX KOMI'IOTEPHUX CHCTeM. 15 OepesHs
2016 poxy IIpesunent Ykpainu BuzmaB Yka3z «[Ipo BBelneHHs B [it0
pimennas Panu HamioHanpHOI Oe3meku Ta 000poHM YKpaiHu Bix 27 cidHs
2016 poky «IIpo Crparteriro kibepOe3neku YKpaiHu».

VY cknani Pagn HanionanbHOi 6e3meku cTBOpeHO pobounii opran —
HamionansHuili koopauHamitHUKA meHTp KibepOesmeku. I[losBa 1BOTO
opraHy IIIKOM OOTPYHTOBaHa, aJpKe OPYY 3 IepeBaraMu iHpopMaminHuX
TEXHOJIOTiM, iX  aKTMBHO  BHMKOPHUCTOBYIOTH ISl «3JIiHCHEHHS
TEPOPUCTHUYHHUX aKTIB, B TOMY YHCII [UIIXOM MOPYIICHHS IITaTHUX
PSKMMIB ~ aBTOMAaTH30BAaHMX CHCTEM  YHPABIiHHA  TEXHOJOTIYHUM
mporecamu Ha 00’ ektax iH(ppacTpykTypu [1].

Y HaykoBiil JiTepaTypi 00poThOa 31 3JIOYMHHICTIO PO3TIIAIAETHCS
SK TIEepIIOYEeproBe 3arajbHOJIEpXKaBHE 3aBIaHHs, SKE € CKIaJ0BOIO
YaCTHUHOIO JisSTTLHOCTI opraHiB nepxkaBHoi Biaaau. OcoOnuBe Miciie B
60poTh0i 31 3MOYNHAMU, TOB’SI3aHUMH 3 NMPOTHUIIPABHUM BHKOPHCTAHHSIM
KoMIT'foTepHOi iH(popMamii Ta KOMIT'IOTEPHHX TEXHOJIOTiH, HE0OXiIHO
HaJaTU MpaBOOXOPOHHUM opraHaMm Ykpainu. Hakazom MBC Vkpainu Ne
575 Bim 07.07. 2017 p. «IIpo 3arBepmxenHs Inctpykuii 3 opranizarmii
B3a€MOJIii OpraHiB JIOCYZOBOI'O PO3CIiAyBaHHS 3 IHIIMMH OpraHaMH Ta
migposnizamu  HarioHanpHoi  momimii  YkpaiHm B 3amoOiraHHi
KpUMiHAIBPHUM TIPABOTIOPYIICHHSIM, iX BHUSABJICHHI Ta PO3CIiAyBaHHI» 1
po3mini XV 3a3HayeHHi ocoONMBOCTI oOpraHizamii B3aemMonili mpu
JOCYJJOBOMY pO3CIiJyBaHHI KpHMiHaJIBHUX IIpaBONOpyLIeHb Yy cdepi
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BUKOPHUCTAHHS KOMII'IOTEPiB, CHCTEM Ta KOMII IOTEPHHX MEpEeX i Mepex
€JIEKTPO3B 513Ky (KiGep3nounHiB) [2].

B ymoBax chOTOAEHHSA, IO XapaKTEPU3YETHCS arpECUBHUMU IiSIMU
Pociitcekoi @enepariii mpoTu YKpaiHH, IUIIXOM 3aCTOCYBaHHS METOIIB
riOpuaHoi BiifHH, BUKOpHUCTaHHS KibepaTak B iH(OpPMaIiifHOMY IPOCTOpI €
oiHi€r0 3 1 hopm.

IHdopmaniiina BiliHa — I¢ Y3rO/PKEHA IisUTbHICTh 3 BUKOPUCTAHHS
iH(popmarii sk 30poi Jis BeleHHs 00HOBUX Nil. ['0OJIOBHUM CTpaTerivHUM
HalliOHAIBHUM PecypcoM crae iHdopManiiHuii mpoctip, To0TO iHpOpMaris,
MepexeBa THPpacTpyKTypa Ta iH(opMaIliiiHi TEXHOJOTI. 3DOCTaHHS SKHX
Mmae micre [3].

OnmHUM 3 KITFOYOBUX KOMIOHEHTIB TiOpUIHOI arpecii mpotu Ykpainu
CTaja TpomaraHja, sika CTBOPWJIA CHPHUSATIMBUI IPYHT IUIS IHII[IFOBAaHHS
BHYTPIIIHIX 3aBOPYIICHb, CKOHOMIYHOTO THCKY a TakKoX Kibepatax. [Ipm
oMy [HTEpHET BHKOPHCTOBYETbCS JUIL IOUIMPEHHS paJuKaIbHOI
ineosorii, BepOyBaHHS NPHUXMIbHUKIB 1 (DIHAHCYBAaHHS HE3aKOHHOI
JISUTEHOCTI, TTOB’SI3aHOT 3 TEPOPU3MOM.

OnuuM 13 HachiakiB mpomaranmu Pocifickka ®epepairist MOCTIHHO
30UIbIIye  KUIBKICTH oOmepaiiii no kiGepuimioHaxy, Ta Bce Oiblie
HAMaraeTbCsi BIUIMHYTH Ha TPOMAJCBKYy JIyMKy, He TIpeOyroun
BUKOPHUCTaHHSIM (EHKOBUX HOBHH. SIKi CIIPSIMOBaHa, MEpII 3a BCE, MPOTH
CITabKuX MicIb YKpaiHu.

Tomy kibepOe3neka — OfHA 3 OCHOBHHX HpoOJeM, IO BUKIHKAE
3aHENOKOEHH. ['10puHa BiifHa Mae BUMipH Kibep Ta iHpopMaIiiHu i Ha
ChOTONHI BOHM HaOyBarOTh 0COONMBOrO 3HadeHHSI. OCOONHUBICTIO
comiaTbHAX MEPEXK € Te, IO Yepe3 HUX HeTaTHBHUH iH(POpPMAamiiHUI BILTUB
YacTO 3/IMCHIOEThCS NPHUXOBAHO 1 Mae TPUBAIMHA XapakTep 10 MOMEHTY
CBOI'O BHSBJICHHS Ta «BKIIOYEHHS» BaxkeniB mporuaii. OueBHIHO, IO
comianbHI Mepexi Bce Oinplie CTaloTh apeHoro mportubdopctBa. Hacmimku
TAKOro MPOTHOOPCTBA /Uit YKpaiHU 3aliearh B MEpLLY Yepry BiJ 3aXHUCTY
0COOMCTHX JaHUX [HTEpHET-pecypciB Bij Kibep3arpos.

KiGepmpoctip, mopsa i3 3emiero, MOBITPSM, MOPEM i KOCMOCOM,
BHU3HAHO HOBHMM OIIEPAaTHMBHUM IIPOCTOPOM, a Kibeporeparllii — HeBix’eMHOIO
YacTHHOIO TibpuaHoi BilfHU. iH(pacTpykTypH Bin kibeparak. Tox Pociero
TIOCTIHHO MPOBOAATHCA KiOEpHETHUHI omnepanii MpoTH 00’€KTIB KPUTHYHOL
iHppacTpyKTypH, TPUBATHOTO CEKTOpY, a TakoX iH(opmaniiiHo-
TeJICKOMYHIKaIiHHUX cucreM 30poiiHMx Cun YkpaiHm sKi MOXYTh
MPU3BECTU 10 HACHIJKIB KOXXKHA 3 Ki0Oeparak, II0 BHKOPHCTOBYIOTHCS IIiJ|
4ac MpOoBeACHHS Kibeporepariii:

120



— BaHIAJII3M — aTaka, sKa, 3BICHO, He BOMBac IIOlEll, ajle 3aBaac
yaapy IO aBTOPUTETY JIEpKaBH sSIK y CBiTi, TaKk 1 cepel HaCeJCHHS,
MIPOCTHMU CIIOBaMH, 3aBJa€ PEIMyTallifHNX BTPaT;

—TpomaraHAa — pO3CHIKAa CIHaMy, IO MICTHTh iH(pOpMAIio
MPOMAraHANUCTCHKOTO XapakTepy, (eiikoBi HOBMHM AL IPOCYBAaHHS
BHT1THOI TOYKH 30py Ta AE30pi€HTAIli] HACETCHHS;

— 30ip iHdopmanii — 3710M NPUBATHUX CTOPiHOK abo cepBepiB 6a3
JaHux Jist 300py wiHHOI iH(popMauii Ta ii 3amMiHK Ha iH(pOpMaIlito, KOPUCHY
iHIII# cTOpoHi. [HIIIa Ha3Ba — KIOEPIIUTYHCTBO;

— BIIMOBa CepBiCY — aTakM 3 BEJHMKOI KIIBKOCTI KOMII FOTEpIB,
OCHOBHa MeTa SIKMX — NOpYIIeHHS (YHKUIOHYyBaHHS caWTiB abo
KOMII'FOTEPHUX CHUCTEM;

— BTpY4aHHs B poOOTy 0ONagHAaHHS — aTakd Ha KOMII'IOTEpH abo
cepBepH, SKi, HamNpHUKIaL, 3a0e3nedyroTh poOOTy KOMYHIKaIlitHUX
IUBUIPHAX 200 BIHCHKOBHX CHCTEM, IO, y CBOIO UEpry, IpHU3BEIE IO
BiIKJIFOUEHHS a00 BUHUKHEHHS TOMUJIOK TIPH OOMiHI JaHWMH, a IIe TipIre —
Oyne BTpadeHO 3B’S30K, a BIATaK MOMIIMBICTh YIPABIIHHS IisIMH
i APO3ALIIiB;

—araku Ha O00’€KTH KpUTHYHOI iHQpacTpykTypm — aTaku Ha
KOMIT FOTEPHU Ta CUCTEMH, 110 3a0€3MeUyI0Th KUTTENISUIBHICTh MICT, a caMe:
CHUCTEMH BOJIOINIOCTA4YaHHs, €JIEKTPOSHEPTil, TPAHCIIOPTY.

BukopucToByroun KibepnpocTip, Xakeps MOXKYTb 3J1aMaTH 3aXHUILeHi
Mepexi Ta OTpUMaTH HeoOxinHy iHdopMmalilo, TOMy MH MYyCHMO
CHpsIMyBaTH 3yCHJUIS Ha 3aXHCT CBOIX Mepex 1 3abe3mednTH iX Oe3mexy,
BHKOPHCTOBYIOYH TaKi piBHI 3aXUCTy iH(popMaIii:

— 3amo0iraHHsa — MOCTym 1O iH(OpMAIll Ta TEXHOJOTIi HANAEThCA
TIIBKH IS TIEPCOHANY, KU OTPHMAaB JIOIYCK Ta Ma€ BiqmoBigHI (paxoBi
HaBUYKH;

— BWSBJEHHS — 3a0€3IeYyeThCS pPAHHE BUSBICHHS 3JIOYMHIB 1
3JI0BXKHMBaHb, HAaBiTh SKIIO MEXaHi3MU 3axucTy Oynu o0iiaeHi;
OOMEKEHHSI — 3MEHIIYEThCS PO3MIp BTpaT, SKIIO 3J0YMH BCE-TAaKU
BiOyBCs, HE3BaXKAIOUM HA 3aXOJIH 100 HOro 3amoOiraHHs Ta BUSBICHHS;
BiIHOBJIEHHS — 3abe3mneuyeTbes epeKTHUBHE BigHOBIECHHS iH(opmarii 3a
HasBHOCTI TOKYMEHTOBAHHUX 1 MEPEBiPEHMX IIJIaHIB 3 BiTHOBICHHS [7].

CBoi ocoOmmBocTi Mae poOOTa NPaBOOXOPOHHUX OPTaHiB IO
npotuaii kibepataku B ymoBax mpoBeaeHHs Omeparii 00’€JHaHMX CHII
Bigrak HallakTyanbHilI HanpsMKA poOoTH kibepnonineicbkux JloneaunHu
ta Jlyranmuau — ne 6opors0a 3 iHTEpHET-IIaxpaicTBamH, (K MpaBUIIO,
3HAXOJATHCS. HA HEMIIKOHTPOJBHIN TEpUTOPIi) MpoTHais 3arpozam B cdepi
KiOepOe3meKH, a TAKOX «PO3BiJKa» B KiOEpPIPOCTOpI 010 [ HE3aKOHHUX
30poiiHNX (POpMyBaHb.
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Mo crocyerhest iHGOpMamiHHO-TIOPUOHOI BiMHM, TO MIOAHSA,
moguHaroun 3 2014 poky 1 MO CHOTONHIMIHIN [eHb, 3IIACHIOETHCS
OIOZCHHUIN MOHITOPHHT MEpeki IHTEepHET 3 METOI0 BHABJICHHSA OCi0,
MPUYETHUX 1O HE3aKOHHUX 30pOHHHUX (OpMyBaHb 1 IMOBaJICHHS BIAIH, a
TAaKOX IIOMO BHUSBJICHHA HECAaHKIIOHOBAHMX MITHHTIB, MOPYIICHHS
IPOMAJICEKOTO MOPAAKY, CeIapaTH3MYy.

BuCHOBOK, SIKMif MU TOBMHHI 3po0OHTH Uil ceOe, — 1e 301IbIIEeHHS
iHBeCTyBaHHs B KibepOe3IeKy, 11100 3armobiraTi aTakam Ha BEJIMKI JepikaBHi
W npuBaTHI  KoMmmaHii 1 MOPOTUCTOSITM HaMipaM  JiectalimizyBaTu
CyCIIJIBCTBO.

KpiM TOro, koxHe CYyCIIBCTBO MNOTpeOye MpaBWil, CTaHAAPTIB,
HOPM, MOJIOKEHb, IHCTPYKIIH Ta IHIIMX JOKYMEHTIB, II00 MOYyBaTH cede
3axXHINEHUM y KiOepIpocTopi Xo4a 6 y MpaBOBOMY BiTHOIICHHI.
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