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AEAKI ACIIEKTH ®OPMYBAHHS BUMOT 10 CUCTEM
IIPOTUAII BE3IIIJIOTHUM ITOBITPSIHUM CYIHAM

Y s68’asky 3i weudxum posnosciodcenmnsm Gesninommux nosimpanux cyden (BIIC)
WUPOKOZO BUKOPUCIAHHS NEped NPasooxoporHumu nioposdiramu nabysaiomv sasdamnus
YHEMOIUCTUSUIMU HAHECEHHS WKOOU JCUMMIO Ma 300P06’I0 2POMAOAH I 6UNAOKAX HEOBEPENCHOZ0
abo 3M06MUCHOZO 3ACTMOCYBAHHA 3A3HAUEHUX 3aCOBIE.

Y cmammi posensiymo npunyunu 0ii ochosnux eyanie BITC wupoxozo euxopucmanms,
npoanani308ano KaHau 36°s3KYy Nynivmie OUCMAHYITIHOZ0 KepYeantsl, npusedeHo npuxiaou
d)‘ovpmyeanmz KOHMpMIp 015 yremodxcrusienns gynxyionysanns BIIC ma nynvmis ducman-
YIliHO20 Kepyeanmns 6 Yymoeax Micbkoi 3abyoosu. 3anponorosano 0cHoeHi 6umozu 00 6ubopy
ma cmeopenns cucmem npomudii BIIC.

Knrouoei cnosa: 6esninomme nogsimpsne cyoHo, KOHMPMIpU, OUCTIAHUILHUL NYLbm
Kepye8anHsi, 8UMOzU 00 CUCMeM NPomuoii.

B cesasu ¢ 6vicmpuim pacnpocmpanenuem becnunomuoix 6030ywnvix cydos (BBC)
WUPOKOZO UCNONb30BAHUS NePed NPABOOXPAHUMENbHbIMU N00PA30eNeHUIMU CMABUMCS,
3a0aua UCKIIOUUMb B03MONCHOCTIL HAHECEHUS. 8PE0A JCUSHU U 300P0BbIO 2PAKNCOAH. 8 CYUASX
HeoCmOopoJjCHbIX Oeticmeuti uny 310ymbliunennozo npumenenus BBC.

B cmamve paccmompenvt npunyunst deticmseusi ochosHbix y3n08 bBC wupokozo uc-
N0Ib308ANUSL, NPOAHATIUSUPOBAHLL KAHALbL C8S3U NYNLMOB OUCTAHUUOHHOZO YNPABLEHUS,
npueedensvt npuMmepvl HOPMUPOBAHUS KOHMPOEiCMEUl 0N UCKTIOUEHUS PYHKYUOHUPOBAHUS
BBC u nynvmoe ynpasnenus 6 ycroeusix z0p00CKOU 3acmpotiku. IIpeonooicenvl 0CHOBHDBLE
mpebosanus x evibopy u cozdanuio cucmem npomueodeicmeusi bBC.

Kmouesvie crnosa: 6ecnuiomuoe 6030yutHoe CyoHo, KoHmpoeticmeus, OUCTAHYUOHHbLIL
nynem ynpaenenus, mpebosanus K CUCmeMe Npomugooeticmeus.

Due to the widespread use of unmanned aerial vehicles the tasks of law enforcement
units are to prevent damage to life and health of citizens in cases of careless or malicious
use of these means. Paper deals with the principles of the operation of the main unmanned
aerial vehicles nodes of wide use, the channels of communication of remote control remote
control are analyzed, examples of the formation of counter measures are m.afle to prevent
the operation of unmanned aerial vehicles and remote control in the conditions of urb'an
development. The basic requirements for selection and creation of systems of counteraction

to unmanned aerial vehicles are offered. : .
Keywords: unmanned aerial vehicle, contrmeasures, remote control unit, requirements

for counteraction systems.
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BesmizorHi mositpsani cyxua (BIIC) € 3acobami, 1O aKTHBHO ?HKOPHCTOEYIOT}?
Mifl Yac MPOBEJIEHHsI CIIOPTUBHUX 3aXO/IB, decTuBasei Ta igImIux BUAIB pO3Bar. ];)?I}éj
JspU3allis Ta 3MEHIIEHHSA BapTOCTi, NMOKPAIIEHH TeXHIYHUX XapaKTePHCTHK_ _
CIIPUSIIOTH iX IIMPOKOMY Ta IIBMIKOMY PO3TIOBCIO/UKCHHIO. 3a OliHKaMH _aH?JgTHKlB
06CsITy 3POCTAHHS PUHKY TAKOTO BITY MPOAYKILi B HaHOMKIOMY AECATUIITTL Oy Ay TH
cragoButH 6113bK0 30—50 %.

V 3acobax macosoi iHdopmarii mexasi yacTile OMUCYIOTbCS BUIIAAKH, KON 3
BUHM TTIOTiB-TIOYATKiBIiB (¥ TOMY YMCIIi [IPaBONOPYLIHUKIB) 3 BUKOPHCTAHHIM BIIC
TPAILIAIOTHCSA SIK TPABMaTUYHI IO, Tak i Gispii cepito3Hi aBapii, 0 CYyITPOBOAXKYIOTHCA
JIOACHKUMU kepTBamMu [1]. ) _

OpHe 3 TOJIOBHYX 3aBIaHb TPAaBOOXOPOHHUX OPraHiB — 6e3nexa >KUTTEAISTbHOCTL
moneit. Ha yaci Heo6xifHicTh MPpOTHAIT TPOTUIIPABHUM 3aCTOCY BAHHAM BIIC. ¥ 3B’43Ky
3 [[UM, TIOCTa€ HU3KA BAYKJIUBUX IUTAHb 1010 dyHK1i} cUCTEM nportuzii BIIC, AKUMH
MaIOTh GYTH OCHAIIEHi MPaBOOXOPOHII, 106 Bif IX BILIMBY HE 6ys0 HaHeceHo OimbuIo]
mikoau (y BUNAZKy Crpob 3acTocyBaHHA BHOYXOBHX Ta iH. 3ac06iB).

Buzan 3arpos, 110 yTBOPIOIOTHCS Bifl BUKODUCTAHHA BIIC, 6ys0 pPO3IIAHYTO ¥
nonepeaHix Marepiasax [2]. AcIeKTH NMPaBOBOTO PeryIiOBaHHS BHKOPHCTAHHA BIIC
BUXOIATH 3a paMku 1€l ctarti. MokHa 3ayBaXXUTH, 110 (Ha MOMEHT IIiITOTOBKY Ma-
TepiayiiB cTaTTi) peecTpauii BiANOBIAHO M0 YMHHOIO 3aKOHOAABCTBA HE [MiAIAranTb y
Jlep:xaBHOMY PEECTpi [MBUIbHUX MOBITPSHUX Cy/leH YKpaiHH 0e3MiJIoTHI TOBITPAHI
Cy/IHa, MaKCHMaJIbHa 3/THA Bara SIKUX He nepepuurye 20 Kr i siki BUKOPUCTOBYIOTBCS UL
posBar Ta cropTtusHOi AisteHocTi (cT. 39, u. 8 IIKY) [3]. OTxe, 6yab-sixa 0coba MoXe
npunbaru 6es nepemkog BIIC Bixnosinuoi mo3BoseHoi KoHdirypail i BAKOPHCTOBYBATH
fforo Ha cBilf poscym, KpiM Micip, ae BuxopucranHsa BIIC 0OMEeKeHO HOPMATUBHO-
[IPAaBOBUMU JIOKYMEHTaMMU.

Huni y BiJIbHOMY TIPOJ@XKy MPUCYTHSI TOCTATHSA KiNIBKICTh IIPUCTPOIB Ta CUCTEM
nporuzii BIIC. [Ina ¢dopMyBaHHS BHUMOT [0 TaKUX CHUCTEM HEOOXiZHE PO3YMiHHS
nmapamerpis Ta xapaktepuctuk BIIC. Tox HeoOXiHO BUSHAYMTH BUIY, HA SIKi cCUCTeMa
NPOTULIL Oyme MaTu BiAMOBimHWE BmuB. 3TiMHO 3 OMHIEID i3 3aNMPOIMOHOBAHUX
knacudikamiit [2] BIIC MoxHA pO3AIMUTH TaKUM YUHOM:

— OUCTaHIIMHO KepoBaHi — 0Ge3MOCEPEAHBO KEPYIOTHCS OIEPATOPOM Y 30Hi
BUIMIMOCT] Yepe3 Ha3eMHy CTaHIIO (IIyJbT KepyBaHHsI);

— OUCTaHIIWHO KePOBaHi — MPaIlOIOTh aBTOHOMHO, ajlé MOXKYTh ITOTEHLIHHO
KepyBaTHCS H.iJIOTOM (orepaTopom), 110 BUKOPHCTOBYIOTh BUKJIIOYHO 3BOPOTHIIl 3B’SI30K,
yepe3 iHII mifcucTeMU KOHTPOJIIO; '

T aBTOMAaTHYHi — BIKOHYIOTb IIONEPEAHBO 3amporpamosati aii 6es kepyBaHHS
MIOTOM Ta He MaIOTh MOYK/IMBOCT] 3MIHIOBATH ILIAH Aiii i yac mosmboTy ab0 afanTyBaTUCS
10 30BHILIHIX 3MiH, aje 6ara'T0pasoBo MOXXYTb II€PENpOTPaMyBaTUCS TEPeN KOXHUM
BUJIbOTOM 3 YPaXyBaHHAM 3MIHM OTOYYIOUOTO Cepe/ioBHINA Ta 3i6paHoro MaTepiamy Ha
TIOTIEPE/IHIX TOJIbOTAX;

— IUCTaHIiMHO-KepOoBaHi aBialliilHOIO CUCTEMOIO0 — BHUKOHYIOTh HU3bKO-DiBHEBE
KepyBaHHS B6y110BanI"I/IMI/I cucreMamMu abo HA3eMHOIO CTAHIIEIO, a BUCOKO-PiBHEBE
KepyBaHHS TPaeKTopii ooty Ta/ab0 CTaH KOHTPOJIIOETHCS OIIEPaTOPOM;

— GE3IIJI0THO-aBTOMATHYHI — ITOJIBOTOM KepyIoTh BOYIOBaHi Ge3miIoTHi ABTOMATUIYHI
(6JI/ICTeMI/I 6e3 BTpyJaHHsI orepaTopa a6o 3 BUKOPUCTAHHSAM Ha3€MHOI CTaHILi, sIKi MOXKYTb

YTH NEpenporpaMoBaHi 3 ypaxyBaHHAM 3MiH 10 CepefoBHITa ab0 HOBHX Ifisieit [2]
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3ocepenumo YBary Ha mepumomy Tumi 3 nepepaxoBanux suie BIIC B acmexti
OIIPALIOBaHHS TEXHIYHUX 3aXOiB npotumii. Sk 06’ekT NIPOTHU/il PO3TJITHEMO MOIENb
BIIC BapricTio 1o kizpkox THC. y.O., IO 3[aTHI MiAifiMaTH KOPUCHUI BAHTAXK B MEKAX
1 xr Ha BHCOTY 10 1 KM 3 pazmiycom mii He menme 1 kM Ta TakKi, 110 KepyIOThCsI KaHa-
JIaMU PaZfio3B’sA3Ky 3 BUKOPUCTAHHSIM IIyJIbTa TUCTAHLII{HOTO KepyBaHHS.

Hepinko mma mporuzii NIPOTHIIPaBHOMY 3acTocoByBaHHIO BIIC mpomonyeThest
BUKOpHCTaHHs npunymysadiB BIIC mocriitHoi aii B mmpoxitt CMy3i pamioyacToTHOro
AiamasoHy a6o GaraTokaHaMbHUX crcTem. OfHAK B YMOBax MiCTa Taka IO3HUIIis € HEMPUii-
HATHOIO, OCKIJIBKM Bif Ail momiGHUX cucTeM Oyne CTpaXXIaTH 3HaYHA KiJbKIiCTh JIIOAEH.
Y 30Hi BIIUBY npuynTyBaya MOXYTb GyTH 3a6JI0KOBaHI KaHaIM 3B’AI3Ky 3aPEECTPOBAHUX
KOPHCTYBa4iB Pa/lio4acTOTHOIO pecypcy (TOMKEIKHOI OXOPOHH, IIBU/IKOI JOITOMOTH, ITOJTILIi,
CHCTEM OIOBIllIeHHS TOWIO) Ta 3BUYANHUX KOpUCTyBauis [SM-miamasouis. Cepern 3a-
6J10KOBaHUX IIPUCTPOIB MOXYTb ONUHUTHCS aBTOMOOLIbHI CHCTEMHU noCTy1y (curHa-
Jizanii) Ta nesiki Bummu MobiIpHOTO 3B’s13KY, III0 € IIOPYIIEHHsIM YHHHOTO 3aKOHOJABCTBA
[4].

. Tox crmpobyeMo mocminnTy MpUHLKNY, Ha SKUX MOKYTb OYTH CTBODEHi CHCTEMU
nporunii BIIC. [Inst uporo posrisiHemo, Ha sKi came dynxkiionansHi Moxyni BIIC
BapTO CTBOPIOBATH BILJIUB Ta MOXKJIMBI HaCIiaKw.

Ha meit yac Bce Gisbllie po3MOBCIOMKEHHS B [[UBiIbHIl cdepi orpumanu FPV —
BIIC mynbrukontepu. FPV — 1e ckopouere Bix anr. First Person View (Bix mepiroi
ocobu) — e cmoci6 kepysanus BIIC 3a momomoroio BiZeokamepu Ha 6OpTY, siKa y
peaZlbHOMY 4aci Iepefa€ BiZeonaHi MiJoTy MyJIbTHKOITEPA, IO AO3BOJISAE KepyBaTH
[103a 30HOIO 30py JioauHu. Mysbruxontepom 6ymemo BBakatu BIIC, mo Jitae Ta
peasi3oBaHui 32 BEPTOJITHOIO CXEMOIO C TPhoMa abo Gibille TBUHTAMY i BUKOPHCTOBYE
6e3KO0MEeKTOPHI eleKTPOABUIYHH Ta JITiHTOMiMEPHi aKyMyJISTOPH SIK PKepesia eHeprii.
KepyioTs Takumu 3acobaMyt JUCTAHLINHO 3a pamiOKaHAIOM KOHTpoJIepa (KepyBaHHS
nonboty) BIIC Ta mynbera pagiokepyBaHHs. 3arajbHa CXeMa KepyBaHHS ToKasaHa Ha
puc. 1. 3 mysbpTa KepyBaHHS IOAAIOTHCS 3aJaHi KOMaHAM Ha IIpUiiMay B}IC, IicJis
IIPUIHATTS JaHi IepefalnThess Ha KOHTPOJuTep (KepyBaHHS MOJBOTY), AKUH BKJTIOYAE
B cebe pearizailiio i posnoiieHHs ycix ocHOBHUX (QyHKIIiH MyabTHKonTepa. Ha OCHOBI
IIPUMHATOI KOMaHAM Ta MOKa3iB AAaTYMKIB, SIKi peasizoBaHi Ha KOHKPETHOMY allapar,
BOYyZIOBaHe IporpaMHe 3a0€3IeYeHHsT Ha OCHOBI [IEBHOTO aJITOPUTMY BiAnpaBJisie CUTHAJIN
kepyBaHHs1 Ha aBuryHu BIIC. BiamosinHo, KoHTpoIEp € “Mo3koM” amapary.
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Puc. 1. 3aranbHa cxema B3a€MOJil 1yJIbTa KEPYBAHHS Ta BHYTPIIIHIX KOMIIOHEHTIB BIIC na ocHoBi

KOHTpOJIJIEPA TIOJIOTY.
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Hasenenuit npukian dyskuionysanna BIIC mae smory OTpUMAaTh YSIBJIEHHS
III0JI0 3aBIAHb TOJIOBHUX MOJYJIB Ta MOXJIMBOCTL IIPH 37ificHeHHi BIJIMBY K Ha KaHaJl
KepyBaHHs, TaK i Ha KaHaJ IO3UIIIOBaHHA, a 32 HeoOXimqHOCTI CTBOPEHHST a/[pECHUX
3aBajl — BIUIMB Ha KOHTPOJep KepyBaHHs (y BUIAJKY iHTEJEKTyalbHOTO BHJII/'IBy)-.

Y cucremax npoTuzii SIK OCHOBHI 3aX0/IA 6y1eMO PO3IJIAATH BILIMB Ha I?azuoKaHan
xepyBaHHs. Tox 30cepefumo yBary Ha 6e3npOBOJOBHX KaHAalaX 3B ASKY I
JCTAHIIAHOTO KepyBaHHsA MyJIbTUKOITEpaMy. Bimmopimso o HopM psaay kpain €C
KkaHamy 38’s13ky BIIC 3aralpHOr0 KOPUCTYBAHHS MaoTh OyTH He KOJOBaHUMHU. Takux
IPUHIMIIB AOTPUMYIOTHCS OLIBIIICTD supo6uukiB BIIC, mo € mocTrayajbHUKaMH
IIPOAYKTiB, sIKi CEpiifHO BUTOTOBJIAIOTHCS, AJIsI PUHKY pO3Bar Ta CIIOPTY.

3rigHo 3 maHMMM Haitbimbuioro posmosciomkenHs orpumanu mozeni BIIC,
opienroBani Ha FPV Bsaemozii 3 misoTom [6]. /[0 OCHOBHUX CKJIaZOBUX FPV cucrem
MOJKHa BiJHECTH TaKi YaCTUHM: Kamepa, BiZieomnepeaanay, BizleonpuiimMay, TUCILIEH. s
TIepeiaBaHHsl BifleOCUTHALY BUKOPUCTOBYIOTLCS Pi3Hi YacTOTHI Jiara3oHH. Haii6inpin
PO3TOBCIOMKEH] YacTOTU I Iepefadi Bifeo 3 BIIC (cepiiiHOro BUTOTOBJIEHH):

— 900 MTI,

=124 31"l

- 5,8 I'T.

Ha meif wyac s TepegaBaHHS HOTOKOBOro Bizeo 3 kamepu BIIC 6impuricTs
IIPUCTPOIB BUKOPUCTOBYIOTh YacTOTH Aiana3oHy 5,8 [T KoxkHa yactoTa Ma€ BCTAHOBJIEHY
KinpkicTs kananiB. Ha wacrori 5,8 I'Ti — 32 xaHamy, 10 Ja€ 3MOTY IJIOTaM Mix0upaTu
Bi/IbHI KaHaAMM IPU OZHOYACHUX IOJIbOTaX. POSBIJISIHYTI XapaKTEPUCTHKU 0OJIaTHAHHS
kepyBanHs fesikux BIIC 3arabHOTO KOPUCTYBaHHS, 3 MOKJIUBICTIO MIJIOTYBaTH anapar
BiZ mepioi ocobu, HabIIbII PO3MOBCIOMKEH 3rifHO 3 maHUMHU cTaHoM Ha 2016 pik
noxaxi y tabsumi 1. ;

Tabruys 1

XapakTepHCTHKH pazioo6anHanHs posnoscioaxenux BIIC 3araipHoro npusHayeHHs

e panioss’asy IHoTyx)HicThy nepexaBajabLHOro Ila.m:nich
MOnYyJist nepegavi CHHrajaa
DJI Phantom 3 2,4-2,483 20 dBm (Binnoiguicts FCC); FCC: o 5 kM (ma Big-
Professional 16 dBm (Bignosiguicts CE). KpuTOoMy npoctopi); CE:
3a inpopmaniero Ha RCGroups | 1o 3,5 kM (Ha BIOKpH-
DJI Phantom 3 y €spomi TOMY IPOCTOPI).

caMOCTiHHO (aBTOMAaTHYHO
3a manumu GPS) 3amenuye
HOTYXHICTh Ilepe/iaBaya.

DJIPhantom 3 5,725-5825 20 dBm (BigmoBigHIiCTH FCO); FCC: 1200 m; CE: 500 m
Standart (SInoHis: 16 dBm (BinnoBixuicts CE). (Ha BimKpHTOMY TIpOCTO-
0,922 -0,927) pi, B 120 M Hag Touxoro
3JILOTY ).
DJI Phgntom 4 2,4-2,483 23 dBm (Bignosiguicts FCC); FCC: 7 xm; CE: 3,5 xu™:
Professional 17 dBm (ginnosinmicrs CE). | SRRC: 41t

_ KBaznpoxkontepu xommanii 3D Robotics — 3DR IRIS%, Solo, X8 Tta immi byHK-
nioHy0Th Ha 6asi KomTpostepa mombory Pixhawk, sxumii nepen6avac MOXKIMUBICTD
poGOTH Ha [BOX YacToTax: TeaemeTpist 915 MI (CHIA) a6o 433 MTIn (€0C), xanan
kepyBanusa — 2,4 I'Tu [6]. 3rigno 3 puc. 2 xepyBamus amificHioeTbes 3a JIOH(;MOFOIO
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y BULJIsIi MOZY s Utst python Ta renepatopa 6i6ioTex mif pi3Hi MOBY IIPOTPaMyBaHH,
y Tomy uncai header-only C/C++ 6i6mioTexn. € Takox pernozuTapii Bie STCHEPOBAHITX
6iGmorex s MAVLink Bepcii v1 Ta Bepciiv2.

MAVLink Frame — 8-263 bytes

STX LEN SEQ SYS COMP MSG PAYLOAD CKA CKB

Puc. 3. 3aranpHuil BUrJIsiA rpadiyHOro NpeacTaBieHHs: MIPOTOKOJIY MAVLink

SIx 6yJ10 3a3HAYEHO, IPOTOKOJI ONKCYE iHDOPMallifiHy B3aEMOZII0 MIXK CHCTEMaMH,
taxumi sk MAV u GCS (Ground control station) — craHiiis Ha3eMHOTO KEDYBaHHS,
a TaKOX iX CKJIaJOBMMH YacTHHaMHU. BasoBoio cyTHictio MAVLink € maker, 1o mae
HACTYIHUH opmar.

Ilepmmit GakiT makera (STX) — 1e cumBos moyatky nosizomieHHs: 0xFD npma
Bepcii v2.0, 0xFE mst Bepcii v1.0, 0x55 must Bepcii v0.9. LEN — moBxuHa KOPHUCHOTO
HaBaHTakeHHs (moBizomuedns). SEQ — Bwmiurye miunnpauk maxera (0-253), sxuii
ZIOTIOMO’Ke HaM BUABUTH Brpary mosimomuenss. SYS (System ID) — izentudikatop
cuctemn, 1o Bigmpasisie, a COMP (Component ID) — izenTudikatop KOMIOHeHTa,
o Bimnmpasisie. MSG (Message ID) — Tunm moBiioMiieHHS, Bili HbOTO 3aJI€KUTh, SIKi
maui OGyayTh JiexxaTH B KopucHoMy HaBaHTaxkeHHi maketa. PAYLOAD — xopuche
HaBaHTaXKEHHs, TOBiIOMJIEHHs, po3mipoMm Bix 0 mo 255 6aiir. /[Ba ocTaHHiIX 6aiTh
nakera — CKA i CKB, HixHill Ta BepxHiil 6ailT, BiANOBIZHO, MiCTSTh KOHTPOJbHY
CyMy IaKeTa.

Bi6miorexa MAVLink n103BoJsi€ KOMyBaTH Ta pO3KOAYBaTH aKeTH BiAMOBiAHO 10
IIPOTOKOJIy, ajle BOHA He PerjlaMeHTYe€, SIKUMH allapaTHUMU i MPOrpaMHUMHU 3aco6aMu
maui OynyTh Binnpasieni — 1e MoxyTb 6yt TCP/UDP nosinommenns, o6MiH uepes
TIIOCTIIOBHUIA TIOPT, 110 3a0e3Tedye ABOCTOPOHHIM o6MiH. Bibriotexka 06pobisie Bximwi
nani mo6aiiToBo, nobasistioun ix y 6ydep Ta cama 36upae 3 Hux makeT. KoxxHa cucTema
ab0 KOMIIOHEHT MOYe OTHOYACHO OOMIHIOBATHCS JAHMMU 33 PI3HUMH KepeJIaMu, TOJ
AJIST KOXKHOTO JDKepesia HasHAYaE€ThCA CIelialbHuil inenTudikaTop, 1o HasuBaeTbCs
channel (xanam). MAVLink micturs 6ydep Ha KoxHUIT KaHAI. PO3IIISHEMO Ha KiTbKOX
TNpUKJIanax (pOPMYBaHHS IMiATOTOBKY Ta BIUIMBY Ha KaHaI KepPyBAHHSI.

IIpykiiaz BIUIMBY Ha 3a3HAYEHUH BUIE NIPOTOKOJ HABENEHO y [5]. Posrasmemo
ocHOBHi Kpoku. [loyatox — orpumanns heartbeat 3 Gopry Ta OOII-obroprky mosepx
MAVLink. .Hpnmaﬂn xony Ha C++ 3 Buxopucranusm Qt. O6rpyuTysanus BUOODY
IHCTPYMEHTIB, y IIEPIITY €Ty, YEPES Te, IO IIAHYEThCA BisyamtisyBaTu meski ITapaMeTpu
.MAVLuik.e. BUKOPUCTAHHSIM .Qt Quic.:k 1 Qt Location. Beenenns AbstractLink, y iioro
1HT§P¢6HCI BH3I_{3“3§ ‘PYXKHIOH&HBHIQTB, IO ZO3BOJIMTL OTPUMYBATH Ta IEpPefaBaTH
e neb T Tamar e ol | SeralLik,

e : P€3 TOCJIiIOBHUI TOPT.
. IuTepdeiic kmacy Abst.ractLlnk. IIpsamy po6Goty 3 mporoxomom MAVLink
inKancymooTs y kmac MavLinkCommunicator. ¥V tioro o68’sisxu OynyTs BXOIUTH
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OTPHMaHH: AAHIX 32 KaHalaMu 3B'3Ky Ta IEKOZYBaHHS! ix 710 naketis mavlink message t,
a TaKOox I?IILHpaBKa TIOBITOMJIEHb 3a KaHAJIaMU 3aB's13Ky. OCKIIBKM I KOMKHOLO
Kanany 383Ky MAVLink smimye ciit 6ydep, BBOAUTHCA CIOBHIK BKA3iBHIKA Ha
Kanas 3B A3Ky 10 ineHTudiKaTOpa KaHay.

Iurepdeiic kmacy MavLinkCommunicator. Posrusmemo six BinGysaersest 36upanus
ITIaKETy 3 MOTOKY naHux. Ockimpku MAV Link 3YUTY€ BXiJIHUH MOTIK JaHUX 1106aTOBO,
A7 TIOTO BUKOPUCTOBYEThCsT Gymkmisi mavlink parse char, sixa IIOBEPTAE JaHi
noBifomens a6o NULL, AKINO NOBiZOMIEHHS He MOske Oyt oTpumane, 36epiraoun
OTPHMaHUN CUMBOJI Y BHYTpilIHiiT 6ydep. MAVLink BMimye Oydep A1 KOKHOTO
KaHamy. Taxull migxix mossosisie mepexasatu mami 3 IIOC/TIIOBHOTO TIOPTY HAIPSIMY Y
GbynkIio po3bopy makera MAVLink.

Meron s6bupanns makera kiacy MavLinkCommunicator. [lns oTpumanHs
KOPHCHUX JaHVX OIHOTO TiMbKY 30MPaHH: MakeTa Maso. HeobxinHo oTpumary 3 makera
IIOBIJOMJIEHHSI, BUOKDECIUTH KOPUCHE HABAHTAYKEHHS 3TifHO 3 inenTHdikaTopoM msgid.
MAVLink mae HaGip BMOHTOBAaHUX THIIIB, il KOXKHIIL msgid (Tun mosimovIeHHsT) Ta
(byHKII OTPUMAaHHS LUX TOBIZOMIEHDb 3 MaKeTa. BBOIUTBCS Iie onuH abCTpaKTHMH
tun — AbstractHandler, B inTepdeiici uporo KJIacy BU3HA4YalOTh BUHSITKOBO BipTyaJbHUIA
CIIOT processMessage nyisi 0OpOOKY MOBiOMJIEHHS, oTpuMaHoro Bix MavLinkCom-
municator'a. 3a gonomoroio kacy AbstractHandler € moskmusicTs BupimuTy, un Gyzne
MOJKJIMBICTH 06p06KM TOro abo iHinoro nosizomrenus. Hampukiaz, mpu 06po6ui mosi-
nomienHs tuiry heartbeat. Ile 6a3oBuii maxer, y siIkoMy cuCTeMa HiATBEPIIKYE, IO BOHA
icaye. BapTo 3BepHyTH yBary, 1o heartbeat — 1e exunuii Tun nakera, sxuit MAVLink
3a00B’A3ye BUKOPHCTOBYBaTU. BBOAUTBCS OGPOOHUK MOBIZOMIIEHb IBHOTO THIY —
HeartbeatHandler.

Peanizanis meromy processMessage kiacy HeartbeatHandler. SIkiio wanmamrysatu
KJIaCH Ta BCTAHOBUTH IIPAaBUJIBHO 3B'SI30K, TO € MOXJIMBICTh i orpumyBatu heartbeat
IIOBiZJOMJIEHHS BiJl KOHTPOJIepa IOJIbOTY. € MOXXJIMBICTh CKOPUCTATHCS TTApOI0 Pajio-
MozeMiB Ta MikpokoHTposiepoM (Raspberry Pi), na sikomy mpaiioe aBromizior APM.,
TeopeTuuHoO, 11€ MOXe MPALOBATH 3 OYAb-SIKMM aBTOIJIOTOM, 1[0 MiATPUMYE ITIOTOYHY
Bepcito MAVLink.

Hageneni Bullle mpUKIagu 10BOASTh MOXKJIMUBICTh OpraHisalii iHTe/IeKTyaJabHOro
BIUIMBY Ha IyJbT KepyBaHHs Ta Oe3mocepenubo Ha BIIC. Taxi 3axomy KOHTPMIp
MaloTh OyTH YacTMHaAMM clieHapiio 3aranbHoi cucrtemu nporuiii BIIC. CnenianizoBane
nporpamHue 3abesnedenHs cucremu npotuzii BIIC noBuHHO MaTu B 6a3i maHMX obpasu
ITy/IbTiB KepyBaHHs, 110 MOCTIHHO OHOBJIIOIOTHCS BiAMOBiAHO f0 cTBopioBanux BIIC Ta
cucteM. IlIBuzaka igeHTudikamis myasTiB (depes ID) aucraHmiiHOrO KEpyBaHHS Ta
aJ[pecHa aKTUBAIlisl KOHTPMID acTh 3MOTY YHEMOJKIMBUTH BUKOHAHHA IPOTUIIPABHUX
aiit me mo sapotry BIIC.

CrBopeHHs 3aBajl Ta (POPMyBaHHsI [IPOrPaMHUX KO/IiB, IO TIEPEXOILIOIOTH Kepy-
Banug BIIC, 1acTh MOYK/IMBICTb IPABOOXOPOHHMM ITiZAPO3/iLaM BUBECTH 3 HEOe31e4HOI
souu BIIC nopyurHuka. '

Ha oCHOBi BHMKJIALeHOTO MaTepialy MOKHa c(OpMyBaTH OCHOBHI BMMOTHU IO
Bubopy cucrem npotuzii BIIC: . .

— GaraToKaHaJIbHUI aHAJIi3 CUTHAJIIB Ta MOHITOPHHT KaHAJIB 3B A3KYy Ha HAasBHICTb
BIIC Ta aucTaHI[iiHUX IIyJbTiB KEPyBaHH, ; .

— igentudikamis BIIC sa ID-agpecamu Ta MOIOBHEHHA 0a3u JaHUX;

— ¢hopMyBaHHA CIMCKIB ZO3BOJIEHUX Ta saboponenux BIIC;
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s 32 TIOTIEPEIHBO CHOP-

— CTBOEHHsI (HTeJIeKTyaTbHOI 3aBajiM [IA TyJIHTKEPYBAHI
ta 3a6oponerux BIIC;

MOBAHUMH CIIEHApisSIMH Ta BiAIIOBiHO 10 CIIUCKIB [103BOJIEHUX

— (opMyBaHHs iHTEIEKTYaJbHOTO KOAY IS IIepexOIIEHHS BHCg

— MOHITODHMHT MepeXx Ha HasBHICTb BIIC Ta I[I/ICTaHLIliI‘/JIHI/IX MMyJIbTiB KepyBaHH;

— peecTpallis MOAIH, 10 MoB’si3aHa 3 MPOTUIEI0 BIIC;

— ¢dopmyBanHs TpodisiB 3arpos;

— OTpMMAHHsI HOBUX J]AHMX LIOJI0 CTBOPIOBAHNX cucTeM KepyBaHHA pO3pOOHHUKaMU
BIIC.

BucHoBku

3 10sIBOIO Ta PO3MOBCIOAYKEHHSIM HEA0POTHX BIIC Ta B yMOBaX BiICYyTHOCTI 4iT-
KOTO HOPMaTHMBHO-IIPABOBOTO PETy/IIOBaHHS o6mesxenp 3 suxopucranss BIIC Gyne
301/IbIIyBaTUCS HAaBAaHTAXKEHH:A Ha TIPAaBOOXOPOHHI MiAPO3ALIH. BuHuKa€e He0OXiIHICTh
CTBOpEHHST 623U JaHUX 3apEECTPOBAHMX xopucrysauis BIIC. BinmnoBiaHO, BIPOBAKEHH:
cucrem nporuzii BIIC y po6oTy mpaBOOXOPOHIIB € aKTyaJIbHIM Ta BAsKJIBUM 3aBIAHHAM.
PoaranyTi npunimnu aii BIIC, myspTiB kepyBaHHsT ITMPOKOTO BUKOPUCTAaHHs, aHaJIi3
KaHaIB iX B3aeMOZii J03BOWIX 3allPOIIOHYBAaTH MPWUHIIAIIA dhopMyBaHHSA KOHTPMIp
Ta BUBHAYMTM HEOOXIIHICTh iHTENeKTyaJbHOTO BIUIMBY (5K Ha BIIC, Tak i Ha IIyJbT
MMCTAHIIITHOTO KepyBaHHsI B YMOBaX MiChKO1 3abymoBn). [ BUOOPY CUCTEM IIPOTHIIl
BIIC cdopmOBaHO OCHOBHI BHUMOTH, IO 6yayTh KOPUCHUMM [JIsI IPABOOXOPOHHHUX
i IPO3iJIiB.
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