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CTINKICTb MIKMEPEXKHHUX EKPAHIB (JEAKI ACIIEKTH)

Y cmammi posensaHymo ocroeni nowsmms Opanomayepis, npudinero yeazy
naxemmum Qinempam ma npomoxoram niOmpuMKL, HABeOEHO NPUKIA0U OKPEMUX Cepaicie
ma moscusUx HedoiKie pobomu. 30cepedicero yeazy Ha OCHOBHUX QYHKUiAX bpanomaye-
pie ma onucano ocobnusocmi saxucmy. IIpusedeno npuxnad modeni 6ipozionoi amaxu,
PO3LNAHYMO MONCIUBICTL 6I00ANEHOZ0 KEPYBAHHA Ma npouec 6i0CIIOK08YBaAHH MAPUL-
pymy y eunadxy euserenns 6panomayepa. Busueni oxpemi ymunimu Ons npoeedenus
npouedyp CKanyeanHs ma mpacyeanHs.

Kniouoei cnosa: 6panomayep, dymryii, cmitixicme.

B cmamve paccmompenst 0CHOBHbIE NOHAMUS 6PAHOMAYIP08, YOeNeHO BHUMAHUE
naxemmoiM QUILMPaM U npomoxoram nodoepicku. Ilpusedenvl npumepvl omoerbHbLX
Cepeucos 1 803MOJNCHLIX Hedocmamxos 8 ux pabome. B mamepuane cmamvu cocpedo-
MOUEHO BHUMANUE HA OCHOBHBIX PYHKUUSX pabombl 6panomayspos, OnuUcamo 0cobeHHocmu
3auumuL om 6eposmHozo eausHus amax. Ilpuseden npumep mooenu 6eposmHol amaxu,
PAcCMOMPEHBL B03MONCHOCTIL OUCTIAHYUOHHOZ0 YNPABLEHUS. U NPOYECC OMCIAEHCUBAHUS
mapupyma 6 cayuae obuapyscenus bpanomayapa. Usyuenol omoenvivle ymuaumol OJsl
nposedenus nPouedyp CKaHupoBaHus u mpaccuposi.

Kmoueevte cnoea: 6panomaysp, ynxyuu, cmoiixocmo.

Paper covers the basic concepts of firewalls, packet filters and support protocols.
Examples of individual services and possible shortcomings in their work are given. Paper
Jfocuses on the main functions of firewalls, describes the features of protection against the
likely impact of attacks. An example of a model of a probable attack is given, the
possibility of remote control and the route tracking process are considered in the case of
detection of a firewall. Separate utilities for scanning and tracing procedures are considered.

Keywords: firewalls, function, durability.

Beryn

Ho ronoBHux wuineit saxucry indopmamnii ciix BigHecTH KoHbimeHIUHHICTD,
HiJIiCH.iCTb. ;l‘a moctynHictb iHpopmanii. IlocTaBneni wini MoxyTs 6yTn MOCATHYTI SIK
OpraHisalliMHUMM 3aXOJaMM Ta IIPOrpaMHO-anapaTHUMH 3acobamu. CTiHKiCTs MixMe-
PeKeBHMX €KPaHiB He € IPOCTHM 3aBJaHHSM, OCKIIbKM 3MiHa CIIOCOGIB 3arpo3 € mpudu-
HOIO IOTPMMaHHs HEoOXiIHOro PiBHS CTIMKOCTI MikMepesxeBuX expaniB. IIpoanaii-
3yEMO CTPYKTYPY Mi’KMepe)XeBUX eKPaHiB Ta BUBHAYMMO HaiGibur Biporixmi BpPa3JIuBi
Micrs.

CrocoBHO 3ac06iB 3aXMCTy KOMITIOTEDHHX MeEPeX Kpim IIOUTUPEHOI0 TepMiHa
“Opanmmayep” i anrsomosHoro “firewall” pexomenzyeTscs BUKOPUCTOBYBaTH TEPMiH
“MepexHuii expan” abo “mixmepexHuii exkpan” (ME).
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Mi }
e Licmepesicnt expanu, abo bpanomayepu TIpUBHAYeH] /isi 3axucTy BHYTPIiNIHIX
p ypIc<13 M’epexc IIIIXOM OOMEXKEHHST MOXKIMBOCTE} 0OMiHY Mix “HuME
reane 0M6n IOTep,.Hat HKOMyUBI/IKOHyGTI)CH IIpOrpamMHe 3abesnevyeHHs MiXKMepesKHOro
MI];: eyI,HaJiI K()) cneul'amsoBaHnn IIpOorpaMHO-anapaTHui TIPUCTPil, MO peasisye byHKii
X SOM MDX IBOMa MepeXXaMH, HaiyacTime — i i
Mix IHTepHer i ko
e 7 P PIIOPaTUBHOIO

Bpannmayep (brandmauer) — HIMEIbKUI eKBiBaleHT aHriifchKOro TepMiHa

{‘ire.wall, 1o 23Haqae IIPOTHIIOXKEXHY KalliTaJbH

CTiHa BOTHIO u “BOTHSIHA CTiHA” € He KOPEKTHHML. BBaxxaeTncs
YBIMIIOB B YKDPaiHCbKY MOBY 3 HiMEI[bKO].

. Jlo OCHOBHHUX 3arpo3 MOKHA BixHecTH BTOPTHEHHS, BUKPaJIeHHs, Monudikaliio

Ta BiIMOBY B o6cryroByBanHi. OCHOBHIM BUJIOM 3aXHCTy KpiM OpaHAMayepy MOXKYTh

6yTu cepsicu aBTeHTH(IKaNi], mubpyBanHs A2HUX, TIEPEBIPKU LiMCHOCTI (e/1eKTPOHH]

11ppoBi miamucy).

Bpa.HzIMayep € 6ap’epoM, W10 Kepye MOTOKaMM Misk MepeskaMu: Mix IOBipeHoI0
Ta HEOBIPEHOI0 MEpeXaMy, a TaKOX 3aCTOCOBYETHCS Mij KOPIIOPaTUBHOIO (3aXu-
II[EHO10) Mepesxelo i IHTepHeTOM (He3axuIIEeHOI0 Mepexero). BBaxaeTncst, mo 6pesx-
Mayep € 3aXMCTOM Bin “XakepiB” y Tiif wacTuHi, 110 BMyIIy€ KOPUCTYBayuiB BXOAWTHU,/
BUXOZUTH 3 MEPeXi JIuile Yepes 1o6pe KepoBaHy TOUKY, 3abe3rneuye yrneBHEHICTD, 10
Tpadik oOMiHy € mpuiHATHUM (BiAIOBizae moiTHII Gesmekn). :

Y saranmbHOMy Bumazky po6oTa 6bpannMayepa 6asyeTbcs Ha OUHaMiYHOMY
BUKOHaHHI BOX rpyn dyHkmiil: dimbrpanii iHopMariiiHux moToKiB, 1m0 IIPOXOJSITH
Kpi3b HBOTO, Ta IIOCEPEAHUIITBA IIPH peamiszanii MixkmepexHoi B3aemozii (mpoxci-
cepBep).

Po3risiHemMo OCHOBHI MOHATTS Ta mepeBaru GpanaMayepis

BinbimicTs KoprmopaTuBHUX Mepex “Biaropomxeno” 3a IIEPUMETPOM HAJIAIIITO-
BaHUMH OpaHIMayepaMu, IO 3aXWIIAI0Th BHYTPIIHIX KOPUCTYBAdiB B BILJIUBY 30B-
HIIIHIX (pakTopiB. MiX TUM I ZOCBiAYEHUX KOPUCTYBaYiB HaBiTh AKICHO Ta TPAaMOTHO
HaJIallITOBaHUi OGpaHaMayep He € IIEePelIKOofOIO.

Bpannmayep (BiH ke dhaepBoJ) y 3araIbHOMY BUIAAKy — L€ CYKyIHICTh CHCTEM,
[0 3a0e3NeuyIoTh HaJEeXHUN PiBeHb PO3MEXKYBaHHS MOCTYIy, SIKAH MOCSATAETHCS
IIIIXOM KePYBaHHS NPOXiAHUM TpadikoM 3a OiAbII UM MEHII THYYKUM HabOpOM
KpuTepiiB (mpasus noBexinku). Tob6To GpaHAMAayep IPOIYCKaE -JMIIE Ty YaCTHUHY
tTpadikKy, 10 103BOJIEHa aaMiHicTpaTOpoM Ta GJIOKYE Bce iHIIE. :

Ha puHKy noMiHyOTh [ekiibka TumiB OpanaMayepiB — makeTHi (inbTpw, AKi
TaKO’X Ha3MBaIOTh IIM03aMu (inbTpanii makeris (packet filter gateway) Ta mporpamsi
npoxci (application proxy). IIpuknanom nepmioro tuiy € Firewall Bin xommanii Check
Point, a apyroro — Microsoft Proxy Server. ;

TTaxerHi GinbTPU € MOBHICTIO IPO30PUMH Ta TIPOLYKTUBHUMA AJI5T KOPHCTYBAUIB,
OHaK HEeNOCTaTHbO HamitHumu. DaKTUYHO, 1€ piBHOB?I]:[J MapIIPyTH3ATOPiB, IO
MPUHMAIOTh TIAKETH K i3-32 MeX, TaK i BCepenyHi MEPexK i BUPIIIYIOTD, K 3 HIMH
BUMHSITY — IIPOIYCKATH Aaji a60 3HULIUTH, 32 HEOOXIZHOCTI MOBIIOMIISE BiNIPABHHKA

0 IIe. g
o uBiJIbILIiCTb 6panaMayepiB 3a3Ha4€HOrO BUINE THITY NPALOiOTH Ha IP6'plBH1’
NMpUIOMy TIOBHOTa MiATpiMKH [P-MPOTOKOTy Ta AKICTb QibTpali 3M?mam;3,maféa$
KpAII[OTO, Y 3B’A3Ky 3 UM aTaKyBaJIbHHK MOJXe€ IX 9611/1Tn. ‘Ha nomanrsix KOO o KP;TB
nozi6Hi 6panHAMayepH Ie MAlOTh CEHC, ajle HasBHICTb MaplIpyTU3aTOpa 310POXKy

, IO IIeH TepMiH
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CHCTEMY, Hi4OTO HE [ai0Yi HaTOMICTb, OCKIJIbKY Ti K cami nmpaBuia ¢inbTpallii makeris
MOXKHa 3ailaTu Ha OpaHamayepil :

IIporpamHi mpokci — Iie 3BUYaliHi IIPOKCi-CEPBEPH, AKi IPOCIYXOBYIOTb 3aflaHi
nopru (mampukaan, 25, 110, 80) i maTpUMYOTh B3aEMOZIIO 3 Hallepel 3yMOBJICHUM
TepesikoM MepexxeBUX cepsiciB. Ha BiqMiny Bin dbinbTpiB, W0 nepenaoTs IP-maxeTn
“gk €”, mpokci camoctiiiHo 36upatoTh TCP-makery, BUKYIIYIOUM 3 HUX JaHi KOpH-
CTyBadiB Ta HAKJIEIOIOYM HA HUX HOBMM 3ar0JIOBOK, Ta 3HOBY pO36MpaOTh OTPUMAHUI
maxeT Ha IP, 3a HeoGXiAHOCTI 3AiCHIOIOUY TPAHCIALIIO aapec. SIKIo OpanaMayep He
MICTHTD TIOMIJIOK, OMMHYTH $10TO Ha MepexeBoMy PiBHi BiKe He BAacTbcsl. [lo TOro X
BiH IIPUXOBYE BiJl aTaKyBaJIbHMKA CTPYKTYPY BHYTPIUIHBOI Mepexi — 330BHI 3aJIMIIAETh-
s Jmme GpaHAMAyep. A IS AOCATHEHHsI HAfBUIIOI 3aXMINEHOCTi aAMiHiCTpaTop
MOJKe OpTraHisyBaTH Ha 6paHAMayepi ZOZAaTKOBi MpOLEAypH aBTOpU3allii Ta aBTEHTH-
dikarii, “Hakuma0YNCh’ HA CYNMPOTHBHUKA € Ha aJlbHbOMY KODAOHI 060pOHM.

Oco6auBocTi Ha HeZOMiKM OpaHaMayepiB

I1lo cTocyeThCs HEOMIKIB, TO IIPOrpamMHi IPOKCI 06MeXyIOTh KOPUCTyBadiB GpaH-
Mayep y Bubopi monaTkiB. BoHu mpamioiorh HabaraTo HOBiTbHIIIE MTAKETHUX dinpTpiB
Ta Cepiio3HO 3HIKYIOTh MPOAYKTUBHICH (0COOIMBO MIBUAKICHUX KaHaJIiB).

Bpanzmayepu 060X TUIB 3a3BMYail BKIIOYAIOTh y cebe ypisaHy BepCito CUCTEMH
pusBiaenHs BropruenHs (Intruder Detection System, IDS), mo anamisye xapakrepu
MepeKeBUX 3aMUTIB Ta BUSIBJISIE OTEHLIMHO IIKiAIUBI Al — 3BepHEHHS 10 HEICHYIOUUX
HOPTIiB (XapaKTepHO [JIsl CKaHyBaHHs), makeTu 3 TTL, piBHUM onuHuUIl, (XapaKTepHO
IUIs TPacyBaHHSI) Ta iH. 3asHauyeHi 3aXOAM CyTTEBO YCKIAAHAIOTh aTaKy, BiAIOBiIHO,
IOBOIUTHCA AisITH IysKe 00epeXkHO, OCKIIbKY Oy Ib-sIK¥ii HEBIPDHUIT KPOK G€3M0CepeIHbO
BusiBUTh (aTakyBajbHMKa). OMHAK iHTEJIEKTyaJbHICTh iHTETPOBaHUX CHCTEM PpO3Ii3-
HaBaHHA JOCTATHbO HEBEJIMKA ¥ OiNbIIiCTh aaMiHICTPATOpIB MEpEKIafacE 3a3HAYEHe
3aBllaHHs Ha creliamisoBani makeru, Taki sik Real Secure Bim Internet Security
System. ,

3aexxHo Bif-KoH(pirypaiii Mepexi 6paHaMayep Moxe OyTH BCTaHOBJIEHMI Ha
BUZIIEHUI KOMIT'IoTep ab0 MOXKe [IIMTH CHCTEMHI pecypcu e 3 KuM-Hebyzab. Ilep-
COHaJIbHI OpaHaMayepH, IUPOKO po3noBciokeHi y ceiti Windows, y 6isbmocTi Bunaz-
KiB BCTAHOBJIIOIOThCSI OE3IOCEPEAHBO HAa CaM KOMITIOTED, IO 3aXUIIAETHCS. SIKIIO
el makeTHui iTbTp peanizoBaHO 6e3 MOXMOOK, BiANOBIAHO 3aXUINEHICTH CHCTEMU
BUCOKa Ta aTaKyBaTH ii CKJIaJHo, K i Ha BuziIeHoMy OpaHaMayepi. JIokaibHi mporpamHi
TIPOKCi 3aXMINAIOTh. KOMII'IOTED JIMIIE BiJl AEAKUX THUIIB aTak (HaNpHKJIamd, 6I0KYIOTH
3acuaaHHA BipyciB 4yepes IE), sanmumaioun cucreMy moBHicTio Bigkpuroo. B UNIX-
like-cucremax maxeTHuil (hiIBTP NPUCYTHIM Ha MOYATKy, a y INTATHUN KOMILIEKT
II0CTa4aHHA BXOJUTb BEJIMKA KIMbKICTb Di3HOMAaHITHMX IPOKCi-CEepBEpIB, y 3B'A3KYy 3
IIMM HEeOOXiZTHOCTI MpUAGAHHS MPOrPaMHOrO 3abe3IeueHHsT HEMAE.

OcnoBHi ¢ynkuii Ta oco6mBocTi 3axucry GpanaMayepy

PosrisiHeMO Bif 40TO'3aXMIa€ Ta 1O He poGUTh GpaHaMayep.

: H?.KeTHi (inpTpy y 3aranbHOMY BUMIAAKy MO03BOJISIOTH 3aKPMBATH yCi BXimHi/
Buxifui TCP-moprty, mo moBHicTIO a60 4acCTKOBO A03BOJSIOTH 6IOKYBaTU mesKi
IIPOTOKOJIN (H?.HPI/IKJIEIH, ICMP), 3ano6iraiotb BCTAHOBJIEHHIO 3'€[HAHb 3 HaHUMU 1P-
azpecamy Ta iH. HpaBnngo afcombirypOBaHa Mepeka Ma€ CKJIaJaTHUCSI, HE MEHII
K 13 JBOX 30H: BHYTPilIHLOI KOPIIOPaTHMBHOI Mepexki (corporative network),
OrOPOZKEHOT 6pagnMayep0M Ta HaceJeHoi pPOOOYMMH CTaHLisIMH, MepeXXeBUMH,
intranet-cepsepamu, cepsepamMu 6a3 JaHMX Ta iHIIMMHU pecypcamu MOmiGHOTO TUILY, a
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” e = e
21;:3{ I[eMIJIITgpI./ISO.BaHOI onu (demilitarized zone, abo, ckopouero, DMZ), y SIKiit
p Iflg'HO myO6utivni CepBepa, moctynui 3 Intepmery. Bpannmayep, namamropanuit
Ha HanOIbII JKOPCTKUIT piBeHDb 3aXHCTy Mag;

__ SaKpHUBATU yCi IOPTH, KPiM THX, 10 HAJEKATH i
(HTTP, FTP, SMTP & T Tb IIyOJIYHIM MEpeXeBIM CIIyK6am
bt Bg?:gzlg’ IO HAJXONATh Ha 3ajaHUil NOPT, BiANABIATY TLIBKH TuM By3JIaM,

) JICHL BUITOBIAHI CoTy»x6u (Hanpukstaz, sikmro WWW:-cepsep posmimiero

Ha Bysni A, a FTP-cepsep na Byani B, To maker, HanpasseHnit Ha 80 mopT Bysna B

IIOBUHEH GJIOKyBaTHCS 6panaMayepom); :

~ Onoxysaru BXiZHI 3’€IHAHHS i3 30BHIMIHBO] Mepexi, HalpaBJIeHi 0 Kopropa-

THBHOI Mepexi (TpaBna, y 1boMy BUIanKy KOPHCTyBa4i Mepeski He MalOTh 3MOTy Ipa-
HIoBaTH 13 30BHiMHIMU FTP-cepBepamu y aKTUBHOMY DEeXUMi);

6I0KyBaTH BUXinHi 3’emHanHs Big DMZ-30Hu, HarpaBJieHi y BHYTPILTHIO Mepexy
(Buxmiovatoun FTP- Ta DNS-cepsepa, sikum Buxigni 3’enmanms HeoOximHi);

— 6JI0KyBaTH BXifHi 3'€nHAHHES i3 DMZ-30mu, Hanpasieni y BHyTpimHio Mepexy
(FIKILO LBOTO He 3POGHTH, TO ATAKYBAIBHUK, IO 32XOMUB KEDPYBaHHsI OTHUM 3 my0riu-
HUX CepBepiB, 6e3mepenKosHo IIPOHVKHE 1 0 KOPIOPaTUBHOI Mepexi);

— 6JIOKyBaTH BXifHi 3'€IHAHHS 110 B DMZ-30ny 3i 30BHimHbOT Mepesxi 3a cirysx-
6OBHUMM NPOTOKOJIAMH, YacTO BUKODUCTOBYIOUH Jisi ataku (Hampukian, ICMP);

— moBHe Onokysannst ICMP cTBOpIoe 3HauHi mpobiemy, HATIPUKJIAZl, TIePecTae
IIPALIOBATH Ping Ta CTa€ HEMOXKJIMBUM aBTOMATHUYHE BU3HAYECHHS (Haitbinbin Brauit
st 3actocyBanHst MTU); .

— GJIOKYBaTU BXiHi/BUXifHI 3'€[HAHHS 3 nopramu Ta/abo IP-agpecamu 30BHim-
HBOI Mepexi, 3alaHUM aaMiHiCTPaTOpOM.

@DakTUYHO posIb GpaHAMayepa 3BOAUTHCS 10 OTOPOIKEHHST KOPIIOPATUBHOI Mepeski
BiZl BCIIAKMX 3alliKaBJeHUX IOCSTaHb. TWM He MEHII, Mil[HiCTh I(bOTO OrOPOIKEHHS
TiIJIBKK ysIBHA. SIKINO KIIEHT KOPIIOPAaTUBHOI MepEeXi BUKOPUCTOBYE BPa3IuBY BEpCiio
Opaysepa ab0 eJeKTPOHHOI IOIITH KiieHTa (6inplua yacTuHA IIPOrpaMHOTO 3abesite-
YEeHHs Bpa3/iNBa), aTaKyBaJIbHUKY IOCTAaTHHO 3aMaHUTH WOTO Ha TpPossHOBaHy WEB-
CTOpiHKy ab0 HamiciaTh HOMy JIUCTa i3 BipycCOM ycCepeavHi, Ta 4epe3 KOPOTKUIA uac
JIOKaJIbHA Mepexka Oyzae ypaskeHa, HaBiTh KO BUXifHI 3'€IHaHHS 3 KOPIIOPATUBHOI
Mepexi 3a6oporeHi, shell-kox 3moske BukopucTaTy Bke BcraHoBaeHe TCP-3’eqHanus,
yepe3 1m0 BiH OyB 3aKMHYTHIl Ha aTaKOBaHWUN BY30J, NEPENAIOYU aATaKyBATbHUKY
KepyBaHHSI BilZjaJIeHOI0 CUCTEMOIO. : .

Bpangmayep Moxe i cam 6yTu 06’ekToM atak, 60 BiH, AK i Gynb-ska CKIIAITHA
nporpama, He obxoauthes 6e3 mipok. [lipku y Gpanamayepax BUSABJISTIOTECS MOCTIHHO
Ta [MAJIEKO He Bifpasy 3aTHKAIOThCs (OCOOIMBO SKIIO 6pagAMayep IO/ SO 1
“amapaTHoMy” piBHi). [loranuit 6panaMayep He TibKK He g61nbmy€, aye HaBlTb63MfIH:
LIye 3axuIieHicTb cuctemu (y NeEpIIy Yepry L€ CTOCYEThCS MEPCOHATbHMX OpaHi
MayepiB, IOIYJAPHICTh AKUX OCTaHHIM YacOM HaA3BUYalHO BUCOKa).

BusiBienns Ta inentudikanis 6panaMayepa _ Sy

IlepemyMOBOIO YCIIIITHOIL aTaKH € CBOEYACHe BUSIBJICHHS Ta mem;r()(}b;gciu;;lim;;l{ans
mayepa (abo saraziom IDS, y mpoMy Matepiani GyAeMO BBAXATH, 1O Y

6paHIMayepoM). , _
; BisbimicTs 6paHAMayepiB BiAKHAAIOTb IIAKETH, 32 BUHATKOM TTI(;M(CT;I::IOZE
Live — yac JKUTTs), GIOKYIOUHM TAKUM YMHOM TPaCyBaHHs MapuIpyTy I POSKp

: : K 3a3Haya-
ceGe. AHAIOTIYHIM YMHOM ITOBOAATHCS i JedAKi MapuIpyTH3aTOpH, O/HAK, A
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JIOCH BHIIE, MK MapIIPyTH3aTOPOM Ta MaKeTHUM (ilbTPOM BiACYTHSA IPUHIMIIOBA
pisHuIA.

BizctiiKoByBaHHS MapIIpyTy 3a3BUYaii 341MCHIOETbCA YTUITOIO traceroute, 1o
IiATpUMY€E TpacyBanHs yepes npotokomu ICMP ta UDP, npuaomy ICMP GJIOKYETHCS
nabaraTo yacriure. O6paBIIy By30J, Hallepell 3axuineHuil GpanavMayepoM (HalpUKTIAL,
www.intel.ru), cmpo6yemMo MpoCTiAKyBaTH 4O HbOTO MapIIpyT KOMaHZOIO tracerou-
te =1 wwww.intel.ru.

$traceroute —I wwww.intel.ru

TpacyBanus MapupyTy no bouncer.glb.intel.com [198.175.98.50]

3 MaKCHMAaJIBHOIO KilbKicTio cTpubKiB 30:

1 1352 ms 150 ms 150 ms 62.183.0.180

2 140 ms 150 ms 140 ms 62.183.0.220

3 140 ms 140 ms 130 ms 217.106.16.52

4 200 ms 190 ms 191 ms aksai-bbn0-po2-2.rt-comm.ru [217.106.7.25]

5 190 ms 211 ms 210 ms msk-bbn0-po1-3.rt-comm.ru [217.106.7.93]

6 200 ms 190 ms 210 ms spb-bbn0-po8-1.rt-comm.ru [217.106.6.230]

7 190 ms 180 ms 201 ms stockholm-bgw0-po0-3-0-0.rt-comm.ru [217.106.7.30]

8 180 ms 191 ms 190 ms POS4-0.GW7.STK3.ALTER.NET [146.188.68.149]

9 190 ms 191 ms 190 ms 146.188.5.33

10 190 ms 190 ms 200 ms 146.188.11.230

11 311 ms 310 ms 311 ms 146.188.5.197

12 291 ms 310 ms 301 ms s0-0-0-0.IL1.DCA6.ALTER.NET [146.188.13.33]

13 381 ms 370 ms 371 ms 152.63.1.137

14 371 ms 450 ms 451 ms 152.63.107.150

15 381 ms 451 ms 450 ms 152.63.107.105

16 370 ms 461 ms 451 ms 152.63.106.33

17 361 ms 380 ms 371 ms 157.130.180.186

18 370 ms 381 ms 441 ms 192.198.138.68

19 * * * IlepeumieHo iHTePBaI OYiKyBAHHS /IS 3aITUTY.

20 * * * JlepeBuIeHO iHTEPBAM OYiKyBAaHHS MJIs 3aIUTY.

CIIETTIAJBHI PO3POEKU

PesyibTaT: TpacyBaHHs ZOXOAMTh KO Bysna 192.198.138.68, a morim IIOMUPAE,
o BKasye abo Ha 6paHaMayep, abo Ha HeIeMOKpaTUYHMiL Mapumpytusarop. Ilizuinre
POSTJLTHEMO, fK MOXHA IPOHTH Kpish HBOTO, a IOKH IO 0BEPEMO ISt TPaCyBaHHS
iHImuI By30J1, HANPUKIAL, WWW.ZENon.ru

$traceroute —I www.zenon.ru

Tpacysannsa mapupyty no distributed.zenon.net [195.2.91.103] 3 MaxcumambHO0
KinbkicTio cTpubkis 30:

1 2444 ms 1632 ms 1642 ms 62.183.0.180

2 1923 ms 1632 ms 1823 ms 62.183.0.220

3 1632 ms 1603 ms 1852 ms 217.106.16.52

4 1693 ms 1532 ms 1302 ms aksai-bbn0-po2-2.rt-comm.r

5 1642 ms 1603 ms 1642 ms 217.106.7.93 ala el 06 20

6 1562 ms 1853 ms 1762 ms msk-bgw1-ge0-3-0-0.rt-comm.r

7 1462 ms 411 ms 180 ms mow-b1-pos1-2.telia.net [213.248%55.281)7].106.7.194]

8 170 ms 180 ms 160 ms mow-b2-geth2-0.telia.net [213.248
9 160 ms 160 ms 170, ms 213.248.78.178 [213.248.101.18]
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10 160 ms 151 ms 180 ms 62.113.112.67

11 181 ms 160 ms 170 ms Css-rus2.zenon.net [195.2.91.103]
Tpacysanns 3aBEPIIEHO.

Ha weit pas tpacysanms BinOyBaeTbest HO
IO HaBKOJIO GpaHmmayepa zenon\'a BiACyTHii?

Mepexl Knacy C (Tpu crapmux 6iTa IP-anpeca pisni 110), 1a, SAKIIO 1l MEepesa 3axy-
II€Ha 6Pa_IiII}\4ayep0M, GinbimicTs ii BY3JIiB MalOTh BiATYKyBaTuCs Ha ping, mo y msomy
BUMTAZKY i Blﬂ6yBa§TBCH. CkaHyBaHHS BusIBIISiE 65 BiIKpuTux aapec. Bignosiawo, a6o
MapIIpyTusaTop BiACyTHiH, a6o Bin 6esnepenkoxHo NIPOITYyCKA€ Hall ping.

. 3?.1 GaXKaHHIM MOXKHA CIPOGYBaTH IPOCKaHyBaTH IIOPTH, OJHAK, IO-TIEPIIIe, HasIB-
HICTDb BIAKPUTHX IIOPTIB IIe Hi IIPO IO He CBIMUUTb (MOKJIUBO, 6pa1mmayep 6710Ky€ -
1€ OAWH TIOPT, aje HaHO6inbin MOTPi6HMH, Hanpukiazn, saxuiae RPC 3 gipkamu Bix
TIocsATaHb 330BHI), a, O-ApyTe, Iif Yac CKAHyBaHHS aTaKyBaJIbHUKY Oyze Ba)KKO 3ajiu-
IIMTUCH HeroMiveHuM. 3 iHmoro Goky, TIOPTY CKAaHYIOTh BCi, XTO 3aBTOIIHO, i anMiHicTpa-
TOPY HE 3BEPTAIOTh Ha Ll 0COBIMBOI yBarm.

YTuitita nmap 03BoJIsI€ BUSIBISTH AesIKi 3 6paHAMayepiB, BCTAHOBJIIOIOYH cTaryc
nopty y “firewalled”. Taxi nogii BinGyBaetbes Kosxen pas; Komu y BixmoBins Ha SYN
Bilmanenuit Byson moseprae ICMP-maxer Tumy 3 3 xomom 13 (Admin Prohibited
Filter) i3 aitoumm IP-agpecoro OpanaMayepa B 3aroJioBKy (nmap HOTO He BiZITBODIOE;
TOOTO I|e — BJacHHUI CKaHep a0, BUKODHCTOBYIOYM Gyb-sIKHiX cHidep, camocTiitHo
NpOaHaIi3yBaTH IAKeT, U0 MOBEPTAEThCsT). SIKmo mosepHeThess SYN/ACK — IIOPT,
mo cxkaHyeTbCsa € BinkpuTuM. RST/ACK BusHauae sauuzenuit a6o 3a6710K0BaHUI
6bpanamayepom mopt. He yci 6pasamayepu renepyiotb RST/ACK min yac crnpobu
mifkmoyeHHss 10 3abmoxosanux moptiB  (Check Point Firewall — remepye), nesixi
Bisicunaiots ICMP-nioBinomenssi, sik 6yJio mokasaHo BuIle, ab0 HIYOrO He HaZICHJIAIOTH
B3araji.

Binpmicts 6panaMayepiB miaTpuMye BigmajsieHe KepyBaHHsS 4Yepe3 IHTepHeT,
BimuuHsII09M ofuH abo nexinbka TCP-mopTiB, yHIKAIbHUX AJIsI KOXKHOTO GpaHaMayepa.
Tak, manpukiazn, Check Point Firewall Bigkpusae 256, 257 ta 258 mopru, a Microsoft
Proxy — 1080. [lessxuM YUHOM ITOBiIOMJISIIOTH CBOE iM’sl Ta Bepciio MPOrPaMHOTO TIPO-
IyKTy IIpY IMiAKIIOYEHHi 10 HUX 3a netcat (abo telnet), ocobmmso 1e B}n6y1?aeTbc;1 3a
yyacTti mpokci-cepBepa. [locmizjoBHO omuTyioud yci BY3/H, IIO PO3MillleHI IIONEpPen
XOCTa, SIKUH NOCHIKYEThCS HA MPEIMET MPOCIYXOBYBaHHS XapaKTEPHUX UL 6paHlI-'
MayepiB IOpTiB, 3#€6iIbIIOr0 MOXEMO He TiIbKUM BUSIBUTH IX NPUCYTHICTD, alle i
Bu3HA4NTH IP-azpecy. Posymiioun, mo moptu MoxyTh GyTH 3avMHeH] K Ha CaMOMy
6panaMayepi (onHaK, He yci GpaHaMayepH 1ie I03BOJISIOTH), TaK AK i y MapuIpyTH3aTopL,
mo 3HaXOAUThCA mHepex (ane Toxi Gpanmmayepom Gy/ie HEMOXIMBO KEPYBATH Yepes
IHTEpHET). P

e3
gxanynan}m = TpaCYBaHHﬂ6quI){ Mape yacTille 3a BCE CTAa€ HEMOXKJIMBUM
psIMe TpacyBaHHA 4epe3 OpaHAMayep . e
(6ispIIiCTD aZMiHicTpaTOpiB npnxosypm TOIIOJIOTiIO .Mepexc : M
3MyIIEHUI 3BepTaTUCA MO0 IHIIUX 3aXOAIB.

Yrumita Firewalk — 1e KacudHuM TPaccep,
TH, 3 ypaxyBaHHSM TOTO IO Ha By3Ji, AKUU CI/YE 6e3
ix TTL mepeTBOpIOE Ha HyJb, 3MYIIYIOUM CHCTEMY
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CIIELIAJIBHI PO3POBEKU

o mocuae TCP- a6o UDP-naxe-
TocepeniHbo 3a GpaHMayepoM,
reHepyBaTy IIOBiZIOMJIEHHS
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CIIETTITAJIBHI PO3POBEU

ICMP_TIME_EXCEEDED. 3aBisxu LbOMY Firewalk BreBHEHO TIpaIlloE TaM, Jie
mTaTHi 3aco0M BXKe He CIIPABJISIOTHCS, XO04 HaAiMHO 3axuineHuii O6panaMayep in,
3BMYAifHO, HE NPOOMTH i aTaKyBaJbHUKY MOBOAUTHCSA BUKOPUCTOBYBATH OisbI
IIPOCYHYTI.

ByzmeMo BUXOAWTH 3 TOTO, 10 3 KOXXHUM IP-TiakeToM, 10 BiPaBJIAETHCST, CHCTEMA
36ipurye #toro ID Ha opuHMIIO (K Ie YacTilie 3a Bce i BifbyBaeThes). 3 iHmmoro 6o-
Ky, arizHo 3i crnerudikaniero RFC-793, mo onucye TCP-npoToxor, Oyab-sIKMI XOCT,
OTPUMABIIY CTOPOHHI MTAKET, AKU HE HAJIEXXUTD 10 BCTAHOBJIEHOTO TCP-3'ennaHHaM,
Mae pearyBatu Ha Hboro mocmuaxHsM RST. [na peanisamil aTaku 3HaOOUTHCS
Bi/a/IeHAi By307, 10 He 06POBIIOE Ha 1el Yac KOLHOTO CTOPOHHBOTO Tpadika, aje
resepye nepenbauysany nocizoBHictb ID. Takuil By30J1 Ha3MBAETHCA dump. Busasurtu
HiMuUiT XOCT ZOBOJI JIETKO — [OCTAaTHBO JIMIIE BiAmpaBUTH itomy cepito [P-makeTiB Ta
npoanasisyBary 1D, 10 TIOBEPTAEThCS y 3arojIoBKax. 3amam’saraeMo ID ocTaHHBOTO
makera. IToTiM obepemo kepTBy Ta BiampaBumo iit neii SYN-makeT, BKasaBIIu y 3BO-
potHiit agpeci IP HimMoro Byana. Bysou, sikuif aTakyioTh, BBaXa€, O HIMUI XOCT X04e
BctaHoButd 3 HuM TCP-3’ennanns, siamosims: SYN/ACK. Himuii xoct cmifiMaB
croponniit SYN/ACK, nosepue RST, 36inpuryioun cBiit giunmipHuk 1D Ha oguHmio.
Bixnpasusmm HiMoMy XocTy e onuH [P-maker Ta mpoaxanisyBasmu ID, mo nosep-
HyBCSI, € MOXKJIMBICTD [[i3HATHCSI, UM HazicaaB HiMuil xocT skepTBi RST-maker abo Hi.
SIkmio HapiciaB, 1Ie O3HAYAE, IO XOCT, SIKUM aTaKy€eTbCs, aKTUBHUN Ta IiATBEPAXKYE
BcraHo/ieHHs: TCP-3'enHanHs Ha 3aaHuil TOPT. 3a GaKaHHSIM aTaKyBaJIbHUK MOJXKE
NPOCKAHYBaTH YCi TOPTH, He PUBUKYIOUM ONMUHUTHUCS 3aMiueHuM, 60 BHpaxyBaTh
yioro 3a IP Bakko — ckaHyBaHHA 3[iMCHIOETbCS YyKMMHU “pyKaMu’ HIMOTrO By3Ja Ta,
3 TOYKU 30Dy aTaKyBaJbHHKA, BUIVISIAAE SK 3BUuaiiHe SYN-cKaHyBaHHS.

Hampuknan, HiMui XocT posMilneHuid BcepenquHi DMZ, a jxepTBa 3HAXOAMTHCS
BCepeayHi KopropaTuBHOi Mepesxi. Toxi, BianmpaBuBmu HiMoMy xocTy SYN-maker Bix
iMeHi JxepTBM, MM 3MOXEMO IIPOHMKHYTH Yepe3 GpaHaMayep, OCKilbKHU BiH 6yze BBa-
JKaTH, 10 3 HUM BCTaHOBJIIOE 3'€HAHHS BHYTPIIIHil XOCT, a 3'€AHAHHS LIbOTO TUILY y
99,9 % BuIMagKax M03BOJIEH] (sK1I0 iX 3a00POHUTH, KOPUCTYBaYi KOPHOPATUBHOI Mepexi
HE 3MOXYTb IPALIOBATU 31 CBOIMU BIACHHUMH ITyOIiYHUME cepBepamu). Bimmosizwo,
yci MapuUIpyTH3aTOPU Ha LUISXY Bi[l aTaKyBaJbHMKA IO HIMOrO XOCTy He IIOBHHHI
6moxyBaTé TaKeT i3 MiAPOGJIEHOI0 3BOPOTHOIO A/PECOIO, y iHIIOMY BHIIAAKY MAKET
TIOMHUPAE 1 3a/[0BIO 0 TOTO, K JOOHPAETHCS 40 MiCHs NPU3HAYEHHS.

Yrunita hping sk pas i peamisye cueHapili ckaHyBaHHS IHOTO THUILY, IO POOUTH
ii OCHOBHOIO 30pOEI0 aKTyBAalbHMKA MJI LOCJIZKEHb KOPIOPATUBHHX Mepex, SKi
OTOpOJKEHI GpaHAMAayepoOM.

Sl BapiaHT, aTaKyBaJIbHUK MOXE 3aXOIUTH OAVH i3 By3IiB, PO3MillleHUX Bcepe-
auni DMZ, BUKOPUCTOBYIOUM X SIK OCHOBY [JIsl MOMAJBINNX aTak.

IIponnkHeHHs yepe3 OpaHaMayep

36npa§Hﬂ (PpanMeHTOBaHI/IX TCP-nakeriB migTpumytors Tibky HaiisxicHim 3
6paHaMayep1_B, a fxum aHaNI3yIOTh JIMIIE MEPUIMi (pparMeHT, GesmepenkorHo IIPOIIy-
CKalouy yci iHmmi. Hocynaloqn cuIbHO (parmenToBanHuit TCP-maker, “posmasyioun”
TCP-garonoBoxk 3a nexinpkoMa IP-naxeram, aTakyBampHuK IIPUXOBYE Bix GpaHaMayepa
Acknowledgment Numbgr Ta GpanzMayep He MOXe BilC/iKOBYBAaTH MPUHAJIEKHICTD
'I:CP-naKeTa no BixmosizHoi TCP-cecii (Mox/IMBO, BiH HamexuTb 10 JErambHOrO
3'€/AHAHHS, BCTAHOBJIEHOTO KOpIIOPaTHBHOMY KOpHCTyBauy). SIKImo Tinbku Ha GpaHa-
Mayepi He aKTHBOBAaHa OIS “pisaTi (parMeHTOBaHi mMaxeru”, yCIiX aTaKyBajbHOI

HayKoBo-npakTuuHmWm Xy pHan :
142



ISSN 2411-3816. Cy4acHa cneuiansha Texnika. 2018, Ne 1(52)

ommepanii rapaHToBaHO. Broxypanpui b
npo6ieM Ta 3aBaxkaors HODMaJbHil po6
JIUIIE MaKkeTu 3 dparmenToBanmm TCP

ParMEHTOBaHi MakeTH cTBOpPIOIOTH Garato
OTL Mepexi. Teoperiuno moxxua 6iroKyBaTH
~3arOJIOBKOM, O[HAK JajJeKO HE KOXKEH 6panz-

e BryTpinms MaplIpyTH3anist (MapIIpyTU3aLis Bif IoKepesia abo source routing) —
HaWMEHII aKTyasibHa, ane ii BapTo POSIILIHYTH. 1K Bimomo, IP-mporokon nossosisie
AOCTy4aTu 10 makery iHdopmariro mozxo mapmpyrusamii. ITig yac BignpasieHHs IP-
TIaKeTa XEePTBI HAB'A3aHa ATAKYBaJIbHUKOM MAapIIpyTH3allis YacTiiie 3a Bce irHOpyeThes,
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CIEHIIAJBHI PO3POBKI

PYyTU3aTOpaMy, ajte akeTu Bi/NOBiMi TOBEpTAIOTHCS 32 MapIIpyTOM, 3BOPOTHUM 3a3Ha-
ueHomy y IP-zaronoBky, mo crBopioe CIPUSTINBI yMOBU JyIs1 #oro minminu. Bimem
CIIPOILIEHMIT BapiaHT aTaku 06MeXYEThCS JTiie onHiero mixminoro IP-axpecu Bigmpas-
HUKa. I'paMoTHO HasmamroBami MapmpyTusaTopu (Ta GiJbLIICTh KJIOHIB UNIX) 6i10-
KYIOTb IIaKeTH 3 BHYTPIIIHBOIO MapIIPyTH3amicio. [TakeTu 3 niapob6reHumu IP-anpecamu
CTaHOBJIATH /WO GiMbIly IPO6IEMY, OHAK SKiCHUH OpaHIMayep 03BOJISIE BiACiOBATI
iix.

Tabmumi MapIIpyTU3alii MOXYTb OyTH NMHAMIYHO 3MiHEHI MOCYIAHHSM IIOBi-
nomnennss ICMP Redirect, mo mosBosse (TeopeTnyHO) HampaBuTH Tpadik aTaKy-
BaJbHUKA B 00xin 6panmMayepa (ARP-spoofing), TIPOTE Ha IIed yac mofibHi cuctemu
NIPaKTUYHO HE 3YCTPiYaioThCSI.

Breua Bix Gpanamayepa :

Kopucrtysaui BHyTpimHbOi Mepesxi, mo oropomskema 6pannmayepom (i3
XKOPCTKMMHU HAJIAIITYBAaHHA), 3HAYHO OOMEXEHi y CBOIX MOMJIMBOCTSX. IlUTaHHS
HeMOXXIUBOCTI pobotu 3 FTP-cepBepamMut B aKTHBHOMY pexumi 6ys10 06roBOpEHO
pauime. Takox MoXxyTb GyTu 3a60pOHeHi mesiki IIPOTOKOJIM Ta 3aKPUTI HeoOXixHi
NOPTH I aTaKyBaJbHUKA. Y KDUTHYHMX BUIIQfIKaX afMiHICTPaTOpU BEIyTh YOpHi
ciicku IP-azmpec, 60kyioun mocTym 10 caifTis “HermoTpiOHOI” TeMaTHKH.

[MoniTuxa 6esnexu GpaHamayepiB y GLIbINOCTI BUMAAKIB PO3paXOBaHA HA 3aXHCT
330BHi. 3cepeAuHN INIPOXOTUTH OOOPOHY OpaHaMmayepa HabaraTo Jerule, JOCTATHBO
JIMIIE CKOPUCTATUCA OyIb-SKUM MHiAXOISIIVM IIPOKCH-CEPBEPOM, L0 3HAXOLUTHCS Y
30BHIIIHIN Mepexi Ta Ife He 3aHECEHWI aJMiHICTPaTOPOM [0 HYOPHOTO CITHCKY. Ha-
NpUKJIaz, nomynapHui kiaient 1CQ mosBosisie O6MiHIOmBaTI/ICH NOBiIOMJIEHHSIMU He
IpsIMO, a yepe3 cepBep (He 000B’sIBKOBO CEPBED KOMI’IaHll-p.OB.poﬁHI/IKa). Icnyg 3HAYHA
KiJIBKIiCTh CepBepiB, W0 MiATPUMYIOTH POGOTY ICQ..ZICSIK,I icHy10TH y He3MiHEHOMY
BUIJIAAI BIIPOJOBX TPUBAJIOTO 4acy, iHII AMHAMIYHI TO 8'ABJISIOTBCS, TO SHUKAIOTD,
Axmo “craporo” mie peasbHO 3aHECTH y CTOI-JIKCT, TO CJHIiIKYBaTH 32 CEPBEpaMU-

eHKaMHU aJMiHiCTpaTop He B 3MO3i. : ]
OHHOZEI‘aKom M(?:;CHa cxo%ncql‘)amc;{ nporokosiom SSH (Secure Shgll), BiH pogpo6nem/m
1JIs1 poboTH Yepe3 OGpaHaMayep Ta ninTpnmyﬁ IJ_II/ICI)pyBaI'{’f{fI Tpadika (}f‘a 1;?’?1 ‘%Izréigog
AKII0 GpaHaMayep MOYHe IIyKaTH y HbOMY “3a00pOHEHI” CJIOBA TUILY srcIaHH,M S
in.). SSH-IpoToKOJI Ma€ MOXKJIUBICTh IIPAIIOBATU 32 6y1g:-m<nMr Jf;c:TyH s a?n 2
manpuxaz, 80. Toxi, 3 Touku 30py 6paHamayepa, Bce Oyae BU lljm el e
po6ora 3 WEB-cepsepom. Mix tuM, SSH € suiie (byHlIaMeH6TOM il e+ Ly
KOJIiB, 3 SIKHX, y IIepuly 4epry, BiAMiTUMO telnet, mo 3abesneuy
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CIIELITAJIEHI PO3POEBEN

Bimnamenumy TepMinamamu. Crladyioyyd HEBEJIMKiI KOUITH 33 XOCTHHT OyaAb-sIKOMY
TmpoBaiiziepy, OTPUMAEMO aKayHT, WO MiATPUMYE SSH Tta 103BOJIsIE BCTAHOBIIOBATH
3'eqHAHHA 3 IHIIMME By3namu Mepexi (6e3KOIITOBHI XOCTUHIH 11i€i MOXKJIMBOCTI
11036aBJIeH], OCKLIBKY MAIOTh JKOPCTKi OOMEKEHHST).

HaperuTi MOXHa CKOPUCTATUCS CTLTBHAKOBOIO tesieoHi€I0, IPAMUM MOAEMHUM
MK/ TIOYeHHAM Ta iHITUMU KOMYHiKalliiHUMHA 3ac06aMH, 10 BCTAHOBJIOIOTh 3’ €JHAHHS
3 mpoBaiizepoM, B 00xin Opanamayepa.

BucHoBku

TexuoJorii mobynoBy 6paHaMayepiB He CTOATh Ha MiCIi, TaK CaMo sIK i daxisi
y ramysi indopmaniiiHoi 6esnexy. 3 KOXHUM JHEM aTaKyBaJbHUKY CTA€ BAXKIE. IIpore
Ha 3aMiHy 3aKpUTUM ‘ZipkaM”’ 3HAXOAATHCS HOBI.

I[Ipy BUKOpDHMCTaHHI GpaHaMayepa HEeoGXifHO NOTPUMYBAaTHUCH Habopy TpaBUI,
KUl Ma€ 3abe3nedyBaTi BU3HAYEHICTh Jild, 0 3aCTOCOBYIOTHCA N0 KOXKHOTO NaKeTa.
Mae icHyBaTH “IpaBUJIO 32 3aMOBYYBAHHSAM, [0 3ACTOCOBYETHCA 110 Oy/1b-sIKOTO IIaKeTa,
IS SIKOTO He 3HAMILIOCS BiANOBiAHOrO ioMmy (inbTpa.

Bixg TOro, SIKMM € IIPABUJIO 3a 3aMOBUYBAHHSM, 3aJI€KMTh NPMHIMUI [OJITHKA
Gesnexy, sxkuii peamisye OGpeHamayep. DaKTUYHO MOXJIMBUMU € [[Ba IIpaBMUJa 32
3aMOBUYBaHHSIM — NPOIYCTUTH 260 He MPOICTUTH MaKeT. Bpenamayep mMae BingiabT-
POBYBATHU BCi MOTEHIIiiTHO Hebe3IeyHi NaKeTH, a PENITY [IPOITYCKATH 32 3aMOBYyBaHHAM,
TIpY 1IbOMY BiH 3a0€3IIeYy€e TOCTYNHICTh PECYpPCiB MepPesXKi Ta He rapaHTy€e NOCTaTHbOTO
piBus 3axucty. Moxe 6yTu mpomyiieHuM GyAb-sikuil IakeT 3 Hemepen6adeHUMU-
napamerpamu. Taxuit minxin BBaskaerbcst xubHuM. HeoOXinHO BiIKMHYTH BCi TakeTH,
[0 He BifTOBiZaOTh SBHO 3amaHuM Ginbrpam. SIkmo GpaHAMayep HO3BOJSE peai-
3yBaTH IIPUHIMII MiHIMyMy TIOBHOBa)kKeHb: “3a00POHEHO BCe, 110 He 03BOJIEHO SBHO,
TO TAKWil MAXis MOXKHA JIETKO 3illcyBaTH 3aHAATO JIiOEPaIbHUMHU IIPAaBHJIAMH, IO
TIPOILYCKAIOTh TTaKeTH. 32 BiACyTHOCTI “ibepanbHuX” IPaBUI MOTPi6EH OKPeMUil SBHUI
O3B ZJ1 KOKHOTO CEpBiCy, SKHil Ma€ OyTH NOCTYIIHUM Y MEDPEXi.

Y mpaBooXOpOHHi# AisnbHOCTI 3axucT iHdoOpMalii € BaXJUBOIO (MYHKINEID.
BripoBamkeHHs Cy4aCHUX CHCTEM Ta METOZIB 3aXKCTY 03BOJISE MiIBUILIYBaTH CTIMKICTh
[0 BILIMBY 30BHIIIHIX ()aKTODiB Ha TeJeKOMyHiKalliliHi cucteMu. PeryssipHe mpoBezeH-
HsI TECTYBAHHSI Ta HAIAIITYBaHHs GPaHAMAyepiB AacTh 3MOTY MiATPUMYBATH Ha HAJIEXK-
HOMY piBHi 3axHCT iH(popMallii Ta BHUBUTH BipPOTiAHICTh HECAaHKIIIOHOBAHOTO ii BUTOKY.
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