MIACEKIIS: Ino3emHi MoOBH

Ionepen:keHHs CHOKUBAYSAM: MpPaTChKe MPOrpaMHe 3ade3neyeHHs
MO’Ke MiCTHTH Bipycu
Pirated software may contain malware

Ko3zak A.C., KypcaHT HayaJIbHO-HAyKOBOTO IHCTHTYTY HIITOTOBKU (haxiBIliB
JUTSL APO3/IUTIB CIIiICTBA Ta KpuMiHanbHOT Miminii HABC
Haykosuti kepisnuk: crapmmii Bukiagad kapenpu Mapuenxo I.B.

You decide to order some software from an unknown online seller. The
price is so low you just can’t pass it up. What could go wrong?

Whether you’re downloading it or buying a physical disc, the odds are
good that the product is pirated and laced with malicious software, or
malware. Is Your Software Pirated?

Possible signs of what to look for:

e No packaging, invoice, or other documentation...just a disc in an
envelop;

e Poor quality labeling on the disc, which looks noticeably different than
the labeling on legitimate software;

e Software is labeled as the full retail version but only contains a limited
version;

e Visible variations (like lines or differently shaded regions) on the
underside of a disc;

e Product is not wrapped correctly and is missing features like security
tape around the edges of the plastic case;

e Typos in software manuals or pages printed upside down;

e User is required to go a website for a software activation key (often a
ploy to disseminate additional malware). [5]

Today, the National Intellectual Property Rights Coordination (IPR)
Center—of which the FBI is a key partner—is warning the American people
about the real possibility that illegally copied software, including counterfeit
products made to look authentic, could contain malware. An increasing
amount of software installed on computers around the world—including in the
U.S.—is pirated and that this software often contains malware. Pirated software
can be obtained from unknown sellers and even from peer-to-peer networks.
The physical discs can be purchased from online auction sites, less-than-
reputable websites, and sometimes from street vendors and kiosks. Pirated
software can also be found pre-installed on computers overseas, which are
ordered by consumers online and then shipped into the United States. Cyber
criminals are not stopping at infecting just a few computers - the threat is
much bigger. [2]
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Who’s behind this crime? Criminals, hackers and hacker groups, and even
organized crime rings. And the risks to unsuspecting consumers? For starters,
the inferior and infected software may not work properly. Your operating
system may slow down and fail to receive critical security updates. But the
greater danger comes from potential exposure to criminal activity—like
identity theft and financial fraud—after malware takes hold of your system. [5]

Hackers mount cyber-attacks - mainly by sending viruses into computer
systems - countless times every day. Cyberspace has no borders and is
presenting lucrative opportunities for organised criminals, who steal data and
electronic cash. There’s an even bigger security issue though. If ever there is a
third world war, circuits and servers could be the battlegrounds. These are the
issues under discussion at Queen’s University’s second annual World Cyber
Security Summit in Belfast. The keynote speaker is Eugene Kaspersky, a
Russian expert who founded Europe’s largest anti-virus company. He said
cyber-crime is unfortunately a very successful enterprise. [3]

Software Buying Tips for Consumers

When buying a computer, always ask for a genuine, pre-installed
operating system, and then check out the software package to make sure it
looks authentic.

Purchase all software from an authorized retailer. If you’re not sure which
retailers are authorized, visit the company website of the product you’re
interested in. Check out the company’s website to become familiar with the
packaging of the software you want to buy.

Be especially careful when downloading software from the Internet, an
increasingly popular source of pirated software. Purchase from reputable
websites.

Before buying software off the beaten path, do your homework and
research the average price of the product. If a price seems too good to be true,
it’s probably pirated. If you’re not the paying customer, you’re very likely to
be the product. [1]

Some very real dangers:

Once installed on a computer, malware can record your keystrokes
(capturing sensitive usernames and passwords) and steal your personally
identifiable information (including Social Security numbers and birthdates),
sending it straight back to criminals and hackers. It can also corrupt the data
on your computer and even turn on your webcam and/or microphone.

Malware can spread to other computers through removable media like
thumb drives and through e-mails you send to your family, friends, and
professional contacts. It can be spread through shared connections to a home,
business, or even government network. Criminals can also use infected
computers to launch attacks against other computers or against websites via
denial of service attacks.

And know this: Pirated software is just one of the many threats that the
IPR Center and the FBI are combating every year. The theft of U.S.
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intellectual property—the creative genius of the American people as expressed
through everything from proprietary products and trade secrets to movies and
music—takes a terrible toll on the nation. It poses significant (and sometimes
life-threatening) risks to ordinary consumers, robs businesses of billions of
dollars, and takes away jobs and tax revenue. An example of a malware is
Cryptolocker Ransomware. It encrypts user’s files. The FBI is aware of a file-
encrypting Ransomware known as CryptoLocker. Businesses are receiving
emails with alleged customer complaints containing attachments that when
opened, appear as a window that is in fact a malware downloader. This
downloader installs the actual CryptoLocker malware.

The verbiage in the window states that important files have been
encrypted using a unique public key generated for the computer. To decrypt
the files you must obtain the private key. A copy of the private key is located
on a remote server that will destroy the key after the specified time shown in
the window. The attackers demand payment of a ransom ranging from $100
to $300 to decrypt the files.

Unfortunately, once the encryption of the files is complete, decryption is
not feasible. To obtain the file specific Advanced Encryption Standard (AES)
key to decrypt a file, you need the private RSA key (an algorithm for public
key cryptography) corresponding to the RSA public key generated for the
victim’s system by the command and control server. However, this key never
leaves the command and control server, putting it out of reach of everyone
except the attacker. The recommended solution is to scrub your hard drive
and restore encrypted files from a backup.

As with any virus or malware, the way to avoid it is with safe browsing
and email habits. Specifically, in this case, be wary of email from senders you
don’t know, and never open or download an attachment unless you’re sure
you know what it is and that it’s safe. Be especially wary of unexpected email
from postal/package services and dispute notifications. [4]

Cyber-security is not a national problem, it’s international. [3]

L5 crarTst mpucBsideHa 3704MHAM cydyacHOCTI, sIKi MOLIMPEHI Ha Bech
CBIT, me — KiOep3JIOYMHHICTh. Y HAyKOBi poOOTI BHCBITIIEHA Tema
«[TipaTcpkoro mporpaMHOro 3a0e3Me4eHHs, 0 MOXKe MICTHTH Bipycm». Y
CBOIH mpatti 51 cipoOyBaB SKOMOT'a MIMPIIE PO3KPUTH NPOOIIEMH, OB s13aHi i3
(baJ'II)IHI/IBI/IM MporpaMHUM 3a0€e3I1eUueHHsIM Ta HEraTUBHUMHK HaCJ‘Ii[{KaMI/I, 110,
SaSBH‘laﬁ, MOXYTb BUHUKHYTH B pe3ynLTaTi Horo BUKOPHUCTAHHA, a4 TAKOX
HaBIB MpuKjIagu, onvcan xapaKTepHi O3HAKW Ta NUIAXW YHUKHCHHS TaKHUX
nporpaM. Ll Tema € myxe axkTyalbHOIO, ajkKe Ha CHOTOJHILIHIN JeHb Bce
Oinpmie 1 OinpIIe 3ITOYMHIB 3AIHCHIOETHCS 3a JOMOMOTOK BHKOPHCTAHHS
KOMIT TOTEPHHUX MEpEeX Ta MPOrpaMHUX NMPOAyKTiB. [IpaBoOXOpOoHHI opraHn
TIOBMHHI JOKJIAIaTH BETUKi 3yCHUIUTS Ha MOIOJIAHHS 3JI0UMHIB I[HOTO THITY, SIKi
CTPIMKO HAOJIMKAIOTHCS JI0 TII00ATBHUX MACIITa0iB.
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CnopniBatoch, 1m0 iH(pOpMalis, KOTPY s BHKOPHCTaB Yy CBOid CTaTTi,
nonomMoxxe Bawm, maHOBHI 4nTadi Ta KOJIETH, HE KOPUCTYBATHCS MiPaTCHKIMU

MIPOTPaMHHUMH MTOPOAYKTAMH i HE CTATH KEPTBOIO KiOEP3IIOUNHY.
Cnucok 8uKopucmanux osxcepen:

1. BymBopn Anan, npodecop, koM 1oTepHH (akyasTeT YHiBepcutery Cyppes: Touka

30py: K XaKepH eKCILTyaTyIOTh ‘CiM CMEPTHHX rpixiBy» — I'pynens 2012
Mocksuu K., TexH. penoprep, Hounu bi-6i-ci: I1’aTb HalOiIBIINX CBITOBHX 3arpo3 —

Kgirens 2012

3. Tleitmx Kpic, penoprep HoBHH bi-06i-ci: bopi 3 kibep3nounnHnicTio — bepesens 2012;

4. Teurp intepuer 3nounnHocTi: OromourenHs Ciyx6u I'pomancekoi iHpopMmari
«Kpurnronokep 3aupHUKIB mmdpye daitan koprucrysadi» — XKosrens 2013 / http://www.ic3.gov

5. ULentp inrepuer 3iounnHocti: Orosourents Cinyxou I'pomancekoi iHpopmanii «{st
CriokuBaviB: BipycH y miparcekomy I13» — Uepsens 2013 / http://www.ic3.gov

Forensic Science
Labunskiy R.D., cadet of the faculty training for special units NAIAU

Forensic science (often shortened to forensics) is the application of a
broad spectrum of sciences and technologies to investigate and establish facts
of interest in relation to criminal or civil law. The word forensic comes from
the Latin forénsis, meaning «of or before the forum.» In Roman times, a
criminal charge meant presenting the case before a group of public
individuals in the forum. Both the person accused of the crime and the accuser
would give speeches based on their sides of the story.

There are many definitions of «Forensic Science»:

Definition of Forensic-Science Nel

Forensic science is the application of natural sciences to matters of the
law. In practice, forensic science draws upon physics, chemistry, biology, and
other scientific principles and methods. Forensic science is concerned with the
recognition, identification, individualization, and evaluation of physical
evidence. Forensic scientists present their findings as expert witnesses in the
court of law.

(Midwest Forensics Resource Center at the U.S. Dept. of Energy)

Definition of Forensic-Science Ne2

The word «forensic» means «pertaining to the lawy; forensic science
resolves legal issues by applying scientific principles to them.

(Hall Dillon, Bureau of Labor Statistics)

Definition of Forensic-Science Ne3

Forensic Science is the application of the methods and techniques of the
basic sciences to legal issues. As you can imagine Forensic Science is a very
broad field of study. Crime Laboratory Scientists, sometimes called Forensic
Scientists or, more properly, Criminalists, work with physical evidence
collected at scenes of crimes.

(California Criminalistics Institute)
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