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Abstract

The transition of an increasing number of social relations into the virtual space and the intensive development of
information technology is accompanied by the emergence of new illegal phenomena, in particular, of a criminal law
nature, which requires appropriate legal regulation. Recently, the number of infringements on public relations
in the field of electronic payments has significantly increased, including by issuers of electronic wallets. This
trend creates a threat to any state that encourages the international community to develop appropriate norms
that should be implemented in national legislation to bring it closer to international standards. Currently, active
work is underway to strengthen criminal liability in Ukraine for violations in the provision of payment services,
considering the recommendations of the European Union. The purpose of the study is to analyse and develop
conclusions on the advisability of implementing the recommendations of the European Union in the national
criminal legislation regarding the tightening of sanctions for criminal offences committed in the field of providing
payment services using non-cash means of payment. Methodological tools are selected in accordance with the
goals set, the specifics of the object and the subject of the study. The study used the general dialectical method
of scientific knowledge of real phenomena, their connection with prosecution for criminal offences, and general
scientific and special methods of legal science. The scientific position is argued that the proposed changes to
the Criminal Code of Ukraine by introducing liability for illegal actions with electronic money are formulated in
such a way that it allows enforcing such a rule. According to the current legislation, it is determined that in the
presence of a license to provide payment services, certain legal entities have the right to issue electronic money,
in particular: banks, branches of foreign payment institutions, electronic money institutions, postal operators,
the National Bank of Ukraine, state authorities and authorities local self-government. Considering that all the
listed persons are legal, they are not the subject of a criminal offence, including for violations in the field of
payment services. The inconsistency of national legislation with the requirements of international standards
on the criminalisation of certain acts committed in the field of payment services necessitates further study and
the development of recommendations for harmonising the current legislation
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Introduction

In recent years, Ukraine has taken decisive steps towards
bringing the standards of public life closer to European
ones. The important part of that process is the sphere
of protection of public legal relations from illegal en-
croachments and from criminal offences. For this pur-
pose, Ukraine ratifies relevant international norms and
implements them into national legislation, considers the
recommendations of other directives and, if necessary,
improves national regulations. Modern economic relations
are characterised by the active development of payment
services that go beyond the relationship “financial in-
stitution - client” in the real world, and mostly move
to the virtual world. Electronic money and e-wallets in
various payments are becoming commonly used. The
spread of electronic money, which occurs simultaneously
with the rapid development of telecommunications tech-
nologies, can radically change the existing mechanism
of the monetary system of Ukraine [1, p. 39]. Today, more
and more public relations are moving to the virtual sphere,
and information technology relations are developing more
and more intensively, which is accompanied by the emer-
gence of new phenomena and requires appropriate legal
regulation [2].

At the same time, this trend has led to a significant
increase in the number of encroachments on public re-
lations in the field of electronic payments, in particular,
by issuers of such wallets - participants of domestic and
international payment systems. After all, in modern world
there is a situation in which people’s global capabilities
have changed significantly. In particular, there has been
a continuous transition of public relations to cyberspace,
which has led to the desire of criminals to spend more
effort on committing offences in online space than in
physical space. At the time when the number of illegal
acts with cash money has significantly decreased, the
statistics of fraud with online payments shows the oppo-
site trend [3]. This trend leads to a decrease in the level
of confidence in the national financial system. The com-
mon perception of society that the integrity of social re-
lations in this area can be violated, leads to devastating
consequences. Therefore, the fragility of trust in the se-
curity of financial transactions in cyberspace, although
is not a cyberspace problem, but is directly related to it
and significantly enhanced by this problem [4].

Moreover, as stated in Directive 2019/713 of the
European Parliament and of the Council of the European
Union! (hereinafter - EU Directive 2019/713) “fraud
and counterfeiting of non-cash means of payment are
threats to security, as they represent a source of income
for organised crime and are therefore enablers for other
criminal activities such as terrorism, drug trafficking
and human trafficking”. In addition, counterfeiting of
non-cash means of payment causes consumer distrust
of online payments and significant economic losses and
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is an obstacle to the digital single market. The above de-
termines the relevance of the study of issues related to
criminal prosecution in the field of payment services,
considering the legal position of the world’s leading
institutions.

The issue of prosecution for offences in the field
of payment services was raised by some Ukrainian re-
searchers, in particular, O. Kryshevych [5], V. Babanina [6],
A. Klochko, N. Volchenko, N. Kletsova [7], V. Topchiy,
G. Didkivska, T. Mudryak [8] and foreign scientists,
S. Abbass, S.E.F. Osman [9], P. Wang, M. Su, ]. Wang [10],
L. Kien, N. Binh [11]. However, the issue of implementing
the international standards on liability for the offences
in the provision of payment services is rather underin-
vestigated. Undoubtedly, that for Ukrainian society such
phenomena as modern payment systems and electronic
money are relatively new, so the legal framework, includ-
ing criminal law, was unprepared for such a development
of crime, which uses payment instruments, electronic
transfers, and electronic payment systems [12, p. 147; 13].

The purpose of the study is to investigate the pe-
culiarities of the implementation to the national legislation
of the European Union recommendations on strength-
ening criminal liability for offences in the field of payment
services and to determine the possibility and prospects
of criminal prosecution for this offence.

Materials and Methods

The methodological basis of the study was a general di-
alectical method of knowledge of real phenomena and
their relationship with the theory and practice of pros-
ecuting criminal offences committed in the field of pay-
ment services, including those that are the subject of
electronic money; formal and logical method, which
revealed elements of the legal mechanism of interna-
tional recommendations for strengthening criminal li-
ability for offences committed with electronic money;
comparative law method was used in the analysis of
current legislation and international regulations; logical
and legal (dogmatic) - when formulating proposals for
amendments to legislative acts.

The listed methods were used at all stages of the
study, in particular: definition of a scientific problem,
statement of the purpose and tasks; determining the
specifics of establishing liability for violations in the
use of electronic money under international standards;
identifying the features of strengthening liability for
criminal offences in the use of electronic wallets and
electronic money stored on them, the problems that arise
during the introduction of criminal liability for offences
committed by issuers of electronic money, and ways to
solve them. The theoretical basis of the study were the
papers by Ukrainian and foreign researchers on aspects
of criminal liability for offences committed in cyberspace
with electronic money:.

I Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA". (2019, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2019/713/0oj.
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Results and Discussion

The current state of protection of public relations in
the field of electronic payments

Nowadays, online opportunities significantly expand the
prospects in the activities of any business entity, includ-
ing those operating in the market of payment services.
Modern organisations are actively using information
technology to solve critical problems [14], one of which
is the development of online payments with electronic
money through electronic wallets. The following pro-
cesses are taking place in the global information envi-
ronment: the development of models of interaction of
participants in financial settlements based on the use of
the Internet resources and mobile phones. Therefore,
high-quality payment services are an important factor
in the development of international transactions in the
field of e-business [15]. And confidence in their safety is
a guarantee of widespread distribution among all segments
of the population involved.

Modern development of electronic instruments
of non-cash payments has led to the emergence of new
tools in this area, in particular, electronic wallets, which
store electronic money and through which payments can
be made between different persons. The development
of electronic money systems at the present stage of evo-
lution of society is characterised by a gradual narrowing
of the use of cash and paper payment documents, the
transition to new payment instruments and modern
payment technologies. Electronic money is widely used
in circulation and becomes an important tool of financial
infrastructure of economically developed countries [16,
p. 703]. According to the law?, an electronic wallet is an
issuer’s account (or operator, or agent, or trader, or user)
generated (created) in a processing system (issuer’s or
operator’s software) for accounting, storage and trans-
actions with electronic money. However, the emergence
of new means of payment not only simplified this pro-
cedure, but also provoked a modification of approaches
to committing illegal acts in the field of payment ser-
vices. At the same time, the legislator is one step behind
criminals, who are constantly improving and inventing
a way to avoid responsibility for their actions.

One of the determinants of the criminalisation of
digital payments is the peculiarity of non-cash means
of payment, namely their cross-border dimension, and
the rapid penetration of the digital component in all

gov.ua/laws/show/994_928#Text.
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spheres of public life and the spread of innovation in many
areas, including payment technologies. Respectively, new
technologies of payment transactions are possible only
using innovative payment instruments. At the same time,
the variety of means of payment arising from the rapid
development of the Internet technologies not only creates
new opportunities for individual consumers, including
businesses, but also contributes to the emergence of
additional opportunities in crime, conditioned by the
development of criminal technology. In fact, special at-
tention is paid to this in EU Directive 2019/7132, which
emphasises that the legal basis should be relevant to
combat such offences and proposes steps to protect so-
ciety from these destructive phenomena. In particular,
itisrecommended to recognise as a criminal offence the
illegal use of stolen or otherwise illegally appropriated
or obtained corporeal non-cash means of payment, as well
as the illegal use of counterfeit or falsified non-corporeal
non-cash means of payment. Therefore, both corporeal
non-cash means of payment and non-corporeal non-cash
means of payment must be recognised as the subject of
a criminal offence.

According to the Article 2 of Directive (EU)
2019/713 of the European Parliament and of the Council
of 17 April 2019 on combating fraud and counterfeiting
of non-cash means of payment and replacing Council
Framework Decision 2001/413/JHA? “non-cash payment
instrument’ means a non-corporeal or corporeal protected
device, object or record, or a combination thereof, other
than legal tender, and which, alone or in conjunction with
a procedure or a set of procedures, enables the holder
or user to transfer money or monetary value, including
through digital means of exchange. Accordingly, “digital
means of exchange implies any electronic money as de-
fined in point (2) of Article 2 of Directive 2009/110/EC
of the European Parliament and of the Council* or virtual
currency. Legal tender means currency, banknotes, and
coins, except for collectibles such as gold, silver and other
metal coins and banknotes, which are not normally used
as legal tender, or numismatic coins. This clarification
is contained in Council Directive 2006/112/EC “On the
Common System of Value Added Tax"®.

According to the current legislation®, in Ukraine
it is possible to make non-cash payments, namely, transfer
funds from payers’ accounts to payees’ accounts and
transfer of payment funds provided by cash payers to

'Resolution of the National Bank of Ukraine No. 481 “On Amendments to Certain Regulations of the National Bank of Ukraine on Regulation
of Issuance and Circulation of Electronic Money”. (2010, November). Retrieved from https://zakon.rada.gov.ua/laws/show/z1336-10#n19.
Directive of the European Parliament and of the Council No.2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA”. (2019, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2019/713/oj.
3Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA”. (2019, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2019/713/oj.
“Directive of the European Parliament and of the Council No. 2009/110/EC “On the Taking Up, Pursuit and Prudential Supervision of the
Business of Electronic Money Institutions Amending Directives 2005/60/EC and 2006/48/EC and Repealing Directive 2000/46/EC (Text
with EEA Relevance)”. (2009, September). Retrieved from https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009L0110.
SDirective of Council No. 2006/112/EC “On the Common System of Value Added Tax”. (2006, November). Retrieved from https://zakon.rada.

SLaw of Ukraine No. 1591-IX “On Payment Services”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/show/1591-20#Text.
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payees’ accounts, using the following means of payment:
payment document, electronic money, electronic means
of payment, letters of credit, checks, bills. Directive
(EU) 2019/713" as to offences related to the fraudulent
use of corporeal non-cash payment instruments, recom-
mends ensuring that, when committed intentionally, the
following conduct is punishable as a criminal offence:

— “theft or other unlawful appropriation of a corporeal
non-cash payment instrument;

— fraudulent counterfeiting or falsification of a cor-
poreal non-cash payment instrument;

— possession of a stolen or otherwise unlawfully
appropriated, or of a counterfeit or falsified corporeal
non-cash payment instrument for fraudulent use; the
procurement for oneself or another; including the receipt,
appropriation, purchase, transfer, import, export, sale,
transport or distribution of a stolen, counterfeit or falsi-
fied corporeal non-cash payment instrument for fraud-
ulent use”.

Status of implementation of international norms in
the field of protection of electronic payments against
unlawful encroachments into national legislation

Analysis of Ukrainian legislation proves that the above
conducts are covered by the corpus delicti, the responsibil-
ity for which is provided by Article 200 of the Criminal
Code of Ukraine? (hereinafter - CCU) - “Illegal actions
with documents for transfer, payment cards and other
means of access to bank accounts, electronic money,
equipment for their manufacture”. Thus, almost all the
specified subjects of a criminal offence concern cor-
poreal (material) non-cash payment instruments. The
exception is electronic money, which is “units of value
stored in electronic form issued by an issuer of elec-
tronic money to perform payment transactions, which
are accepted as a mean of payment by persons other
than their issuer and is a monetary obligation of such
issuer of electronic money”?. Electronic money is ac-
counted for and stored in electronic wallets. With their
help, transactions with electronic money are carried
out. Therefore, it is fair to say that electronic money is a
certain sequence of numbers that symbolise banknotes
and coins, and in fact the bearer’s requirement for the
issuer to repay electronic money, i.e., to exchange them
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for conventional cash or non-cash money [17, p. 162,
167], and therefore, they have a non-corporeal form.

“The Article 5 of Directive (EU) 2019/713* as to
offences related to the fraudulent use of non-corporeal
non-cash payment instruments, recommends ensuring
that, when committed intentionally, the following conduct
is punishable as a criminal offence:

— unlawful obtainment of a non-corporeal non-cash
payment instrument, at least when this obtainment has
involved the commission of one of the offences referred
to in Articles 3 to 6 of Directive 2013/40/EU®, or mis-
appropriation of a non-corporeal non-cash payment
instrument;

— fraudulent counterfeiting or falsification of a
non-corporeal non-cash payment instrument;

— holding of an unlawfully obtained, counterfeit or
falsified non-corporeal non-cash payment instrument
for fraudulent use, at least if the unlawful origin is known
at the time of the holding of the instrument;

— procurement for oneself or another, including the
sale, transfer or distribution, or the making available, of
an unlawfully obtained, counterfeit or falsified non-cor-
poreal non-cash payment instrument for fraudulent use”.

As mentioned above, electronic money is a non-
corporeal non-cash means of payment, and therefore, the
current legislation provides for criminal liability forille-
gal acts referred to in Article 5 EU Directive 2019/713°.
At the same time, the legislative lack of regulation in
Ukraine on the issue of prosecuting for illegal opening
and servicing of electronic wallets as an unalterable
means of performing payment transactions with elec-
tronic money is noteworthy. For Ukraine, as a country
aspiring to join the European Union, one of the main
tasks is to harmonise national legislation with European
standards to achieve compliance with the legal system
of the European Union. By signing and ratifying the As-
sociation Agreement between Ukraine, on the one hand,
and the European Union, on the other, on June 27, 20147,
Ukraine has committed itself to adapting national legis-
lation to European Union standards [18].

Therefore, to implement the provisions of EU
Directive 2019/7138 and the Convention on Cybercrime’
(ratified with reservations), the Verkhovna Rada of Ukraine
registered a draft law amending some legislative acts

'Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA”. (2019, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2019/713/0j.

’Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3Law of Ukraine No. 1591-IX “On Payment Services”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/show/1591-20#Text.

“Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA”. (2019, April). Retrieved from https://eur-lex.europa.eu/eli/dir/2019/713/0j.

SDirective of the European Parliament and of the Council No. 2013 /40/EU “On Attacks Against Information Systems and Replacing Council Framework
Decision 2005/222/JHA”. (2013, August). Retrieved from https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32013L0040.

Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of Payment
and Replacing Council Framework Decision 2001/413/JHA”, op. cit.

’Association Agreement Between Ukraine, of the One Part, and the European Union, the European Atomic Energy Community and Their
Member States, of the Other Part. (June, 2014). Retrieved from https://zakon.rada.gov.ua/laws/show/984_011#Text.

8Directive of the European Parliament and of the Council No. 2019/713 “On Combating Fraud and Counterfeiting of Non-Cash Means of
Payment and Replacing Council Framework Decision 2001/413/JHA”, op. cit.

“Law of Ukraine 2824-1V “On Ratification of the Convention on Cybercrime”. (2005, September). Retrieved from https://zakon.rada.gov.ua/
laws/show/2824-15#Text.
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on administrative and criminal liability for violations
related to payment services! (hereinafter - the Draft).
According to the Draft, it is proposed to introduce crim-
inal liability for illegal actions with electronic money
by supplementing the Criminal Code of Ukraine? with a
new Article 200-1 “Illegal actions with electronic money”.
It is supposed to recognise the following actions as
criminal offences:

— provision of electronic money issuance services
by persons who have not passed the authorisation of
activities in accordance with the legislation of Ukraine;

— provision of services for the execution of payment
transactions with electronic money, including the opening
and maintenance of electronic wallets, to persons who
have not passed the authorisation of activities in accor-
dance with the legislation of Ukraine.

A new title and wording of Article 200 of the
Criminal Code of Ukraine® “Illegal actions with payment
instructions, payment instruments and other instruments
of access to bank and/or payment accounts, electronic
wallets”, which deals with offences also related to elec-
tronic wallets, such as their counterfeiting, purchase, stor-
age, transportation, sending them for the purpose of
selling payment instruments or other means of access
to them, or their use or sale. This position of the legisla-
tor on the adjustment of the disposition of Article 200
of the Criminal Code of Ukraine* and the introduction
of Article 200-1 of the Criminal Code of Ukraine®, the
disposition of which contains certain acts contained in
the current Criminal Code of Ukraine®in Article 200 “II-
legal actions with transfer documents, payment cards
and other means of access to bank accounts, electronic
money, equipment for their production” coincides with
the findings of Ukrainian researchers. In particular, the
expediency of separating several types of crimes from the
specified corpus delicti based on the results of the analysis
of scientific views was emphasised by A.M. Klochko [12,
p. 135; 19].

Returning to the analysis of the proposed in the
Draft” statement of the disposition of Article 200-1
of the Criminal Code of Ukraine® “Illegal actions with
electronic money” it is seen that its wording makes the
norm knowingly “dead”. This position is based on an
analysis of sectoral legislation governing the provision

*Ibidem, 2001.
SIbidem, 2001.
¢Ibidem, 2001.

8Criminal Code of Ukraine, op cit.

Ibidem, 2021.
"Ibidem, 2021.
2Criminal Code of Ukraine, op cit.
13Criminal Code of Ukraine, op cit.
Criminal Code of Ukraine, op cit.
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of payment services. In accordance with paragraph 7,
paragraph 1 of Article 5 of the Law of Ukraine “On Pay-
ment Services™ the provision of services for the issuance
of electronic money and the provision of services for
payment transactions with them are financial payment
services. In part 1 of Article 10 of this Law'’ it is estab-
lished a list of entities belonging to payment service
providers, which include: banks, payment institutions,
branches of foreign payment institutions, electronic
money institutions, financial institutions entitled to
provide payment services, postal operators, providers
of non-financial payment services, the National Bank
of Ukraine, public authorities, and local governments.
At the same time, paragraph 1 of Article 57 of the Law!!
provides a list of persons who may be issuers of elec-
tronic money. It is noteworthy that they are the same
entities who are referred to as payment service provid-
ers, except payment institutions, financial institutions
entitled to provide payment services and non-financial
payment service providers.

All the above persons belonging to payment ser-
vice providers are legal entities that have the right to
carry out such activities only if they have a license issued
by the National Bank of Ukraine to provide payment
services. In addition, a mandatory feature of the objective
side of Article 200-1'? is the implementation of these
actions without authorisation in the manner prescribed
by law. The authorisation of such activities is a proce-
dure of admission of the relevant entity by the National
Bank of Ukraine to the provision of payment services,
which is carried out by issuing a license and (or) inclu-
sion in the Register of payment infrastructure.

Thus, only legal entities can take the actions out-
lined in Article 200-1 “Illegal actions with electronic
money”. This makes it impossible to prosecute the per-
son who committed the acts provided for in Article 200-1
of the Criminal Code of Ukraine®3. Ultimately, according
to the national criminal law doctrine, a legal entity is
not a subject of a criminal offence. The legislation pro-
vides an opportunity to apply to legal entities measures
of a criminal nature, in accordance with Article 96-3 of
the Criminal Code of Ukraine!*. However, its disposition
does not provide for the criminal law measures to legal
entities that have committed illegal acts with electronic

Draft Law Amending Some Legislative Acts on Administrative and Criminal Liability for Violations Related to Payment Services No. 6295.
(2021, November). Retrieved from http://w1.cl.rada.gov.ua/pls/zweb2 /webproc4_1?pf3511=73173.

’Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

3Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

"Draft Law Amending Some Legislative Acts on Administrative and Criminal Liability for Violations Related to Payment Services No. 6295.
(2021, November). Retrieved from http://w1.cl.rada.gov.ua/pls/zweb2 /webproc4_1?pf3511=73173.

‘Law of Ukraine No. 1591-IX “On Payment Services”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/show/1591-20#Text.
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money, because Article 200-1 of the Criminal Code of
Ukraine!is notincluded in the list of articles, the commis-
sion of which is the basis for the application to a legal
entity of measures of a criminal nature. Moreover, the
technological features of such activities as the issuance
of electronic money and transactions with them, allows
identifying a specific person from among the employ-
ees of a particular institution, who had the opportunity
to carry out such actions without proper authorisation.
That is why the disposition of Article 200-1 of the Criminal
Code of Ukraine?, set out in the Draft?, is unusable for law
enforcement, which necessitates its further refinement
and improvement to approximate Ukrainian legislation
to European standards.

Conclusions

The current situation is characterised by the rapid de-
velopment of online technologies in all spheres of life.
The field of payment services is no exception, most of
which are distributed in non-cash form. One of the fea-
tures of the development of modern payments is the
emergence of such payment instruments as electronic
money using electronic wallets. The latest trend in the
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BnpoBag)XeHHA peKoMeHaalin
€Bponencbkoro Corosy Woao NOCUNEHHS
KPUMiHaNbHOI BiANOBiAaNbHOCTI 32 NOPYLUEHHA
y cdepi HagaHHA NNaTiXXHUX Nocnyr

OneHa BikTopiBHa TMXOHOBA

HauioHanbHa akageMia BHYTPILLHIX cnpaB
03035, nn. ConoM’'daHcbKa, 1, M. KniB, YKpaiHa

AHoTaUia

AKTUBHMH Nepexif cycnisibHUX BiAHOCKH 10 BipTyasbHOI cdepu i iIHTEeHCUBHUI pO3BUTOK iHOpMaLiHHUX
TEXHOJIOTIM CYNpOBO/PKYIOTHCA INOSABOI0 HOBUX NPOTUIPABHUX ABHI, 30KpeMa KPUMIiHaJbHO-IPaBOBOIO
XapakTepy, o MoTpebye BiZMOBiAHOTO MpaBOBOTO peryaroBaHHA. OCTaHHIMU POKaMH CyTTEBO 30i/bIIUIACS
KIJIBKICTB MocsAraHb Ha CYCIiJbHI BiJHOCHHU y chepi eJIeKTPOHHUX PO3paxyHKiB, 30KkpeMa 3 60Ky eMiTeHTiB
eJIEKTPOHHUX TraMaHLiB. 3a3HayeHa TeH/|eHIlisl CTBOPIOE 3arpo3u it 6y/Ab-sKoi JlepKaBH, IO CIIOHYKAE
MiXKHApOHY CIIIJIBHOTY 10 pO3pO06JIEHHS Bi/ITOBIIHUXHOPM, IKiMalOTh Oy T iMIIJIeMEHTOBaHi [0 HAl[iOHAJIBHOT'O
3aKOHO/IaBCTBA 3 METOI0 HAOIMKEHHS HOT0 10 MbKHAPOAHUX CTaHAApTiB. HUHI TpUBa€e akTUBHA po60Ta L[0/0
MoCUJIeHHS B YKpaiHi KpuMiHa/ibHOI BiZinoBiZjaIbHOCTI 3a nopyieHHA y cdepi HalaHHS MJIATHKHUX TOCIYT 3
ypaxyBaHHSIM peKoMeHalil EBpormneiicbkoro Corwo3y. MeTor A0C/TiPKeHHs € aHaJTi3 i po3p06JIeHHSI BUCHOBKIB
CTOCOBHO JOLIJIBHOCTI iMIJIEMeHTalil /0 HaliOHaJbHOTO KPUMiHaJIbHOIO 3aKOHOJABCTBA peKOMeHJalin
€sponelicbkoro Corwsy B YaCTHHI MOCUJIEHHA CaHKLIM 32 KpUMiHa/IbHI IpaBONOpyIIeHHs, 1110 BYNHAKTHCA
y cdepi HaJlaHHS IJIATHKHUX MOC/IYT 3 BUKOPHUCTAHHSAM 6€3TOTiBKOBUX IMJIATIKHUX 3ac06iB. MeTO[0/10TiUHU M
iHcTpyMeHTapiit o6paHo BiAOBiAHO /10 MOcTaBIeHOI MeTH, crieniudiky 06’eKTa Ta MpeMeTa AOCTiHKeHHS. Y
JoCJTiPKeHHI BUKOPUCTAHO 3araJibHUH Jlia/IeKTUYHUHN MeTO/ HAYKOBOTO MTi3HAHHS peasibHUX sIBUII, iX 3B’I30K
3 NPUTATHEHHAM [0 BiAIOBiJa/IbHOCTI 3a KpUMiHa/JIbHI NIPaBONOPYIUEHHS, a TaKOX 3arajJlbHOHayKOBi Ta
crieniaJibHi METOAW OPUAAYHOI HAYKU. ApTYMEHTOBAHO HAYKOBY MO3UL[iI0 CTOCOBHO TOTr0, 1[0 3alIPOIIOHOBAHI
3MiHU 10 KpyuMiHa/ibHOTO KoZleKCy YKpaiHU B HalpsiMi 3apoBaJ»KeHHS BiJNOBia/IbHOCTI 3a He3aKOHHI Jil
3 eJIEKTPOHHUMHU rpoimunMa cGopMyJiboBaHi B TaKMU CNoci6, 1110 YHEMOXJIUBJIIOIOTh TPaB03aCTOCYBAHHSA
Takol HOpMU. Ha nificTaBi aHa/1i3y YMHHOT0 3aKOHO/JaBCTBA BU3HAYEHO, 1110 32 HAsIBHOCTI JliljeH3ii Ha Ha/laHHSA
MJIATHKHUX MOCIYT TPAaBO HA BUMYCK eJIEKTPOHHUX IPOLIel MalOTh OKpeMi IpUAHUYHI 0co6H, 30KpeMa GaHKHY,
¢inii iHO3eMHUX IJIATDKHUX YCTAHOB, YCTAHOBU €JIEKTPOHHUX TpOIlEH, omepaTopyd MOLITOBOrO 3B’fI3KY,
HauioHanbHUM 6aHK YKpaiHuU, opraHu Jep:KaBHOI BJiaZid M OpraHU MiCIieBOro caMOBpPsyBaHHSA. 3 OISy
Ha Te, 1110 Bci nepeJsiiveHi 0cO6M € IPUAUIHUMH, BOHU He € Cy6'€KTOM KPHMMiHAJIbHOI'O NPaBOMOPYIIEHHS,
30KpeMa 3a NopylIeHH:A y chepi miaThkHux nocayr. Hey3ropkeHicTh HallioHAIbHOTO 3aKOHOJABCTBA 3 BUMOraMH
Mi>)KHapOJAHUX HOPM I110Jl0 KpUMiHasti3alii okpeMux [JjisiHb, 1[0 BYMHAIOTLCA ¥ chepi HaflaHHA MJIATHKHUX
MOCJIYT, 06YMOBJIIOE ITOTPEGY B MOJAIBLINX HAYKOBUX JIOC/TI/PKEHHSX Y BKa3aHOMY HaNpsiMi, a TAKOXK po3pobJieHH]
peKoMeH/1alli} 111010 rapMOHi3aliil YMHHOI'0 3aKOHO/IaBCTBA

KniouyoBi cnosa:
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