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Abstract

In contemporary conditions, crime acquires new characteristics, including transnational cooperation
of criminal groups and adaptation to new techniques of investigating criminal offences. This specificity
emphasises the necessity of finding an optimal organizational and tactical form of interaction between
joint investigation teams and international police organizations. The purpose of the study is to analyse the
organizational and tactical aspects of the interaction of joint investigation teams with international police
organizations. The methodological toolkit includes general methods of scientific cognition, such as analysis
and synthesis, induction and deduction, abstraction, and scientific forecasting. The study substantiates the
need for collaboration between joint investigation teams and international police organizations. It explores
the tasks of international organizations in the process of investigating criminal offences. It is recommended to
focus on the importance of interaction between international police organizations and joint investigation teams
by developing guidelines for organising their collaboration during the investigation of criminal offences. It is
argued that ensuring international cooperation in the investigation of transnational criminal offences directly
depends on the activities of joint investigation teams. In turn, a special form of international cooperation in the
process of investigating criminal offences involves interaction with a wide range of participants in the criminal
justice system. International organizations, as external factors capable of influencing the fulfilment of joint
tasks by law enforcement and other authorities at the national and international levels, hold a prominent place
in this partnership. The application of innovative tactical techniques and their complexes by joint investigation
teams during procedural actions is associated with the algorithm of using shared methodologies that impact
the effectiveness of investigating criminal offences at all levels of interaction. The results of the study will serve
as a guide for the law enforcement system in implementing international cooperation
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Introduction

In the current period of global transformative changes,
crime has acquired a worldwide scale. This necessitates
international cooperation in the investigation of crim-
inal offences, particularly the creation of joint investi-
gation teams. Concurrently, Eurointegration processes
contribute to the improvement of the regulatory frame-
workregulating the activities of this legal institution and
its practical application. Within the scope of the study,
it is worthwhile to focus on the organizational and tac-
tical principles of the interaction of joint investigative
groups with international police organizations during
the investigation of criminal offences. This approach
requires defining an algorithm of interaction that will
ensure quality collaboration among participants in the
criminal justice process, facilitating thorough, prompt,
and unbiased investigations while addressing the chal-
lenges at the global level.

Currently, researchers are paying attention to sev-
eral aspects of the problem. An important research
direction involves the use of innovative approaches
during the investigation of criminal offences by joint
investigation teams. 0. Samoilenko (2020) emphasises
the necessity of collaboration between investigators
and owners of telecommunication systems, informa-
tion owners in systems, and other entities in the tele-
communications service market, and operational units
that are an integral part of the process of investigating
criminal offences in cyberspace. The leading role in or-
ganizing collaboration belongs to the investigator who
coordinates the activities.

In K. Chaplinskyi’s (2022) study on the forms of col-
laboration during the investigation of serious crimes,
joint activity stands out. This includes participation in
the investigation-operational teams, mutual exchange
of operational information between the investigator
and operational unit personnel, joint planning of the in-
itial stage of the investigation, and the use of operation-
al and forensic tools. The researcher underscores the
need for implementing forms of collaboration based on
clear planning, high professionalism of investigators,
operational unit personnel, and forensic services, es-
tablishing correct service relationships, and creating an
atmosphere of trust. In this context, internal collabora-
tion among investigators, operational personnel, and
specialists is no less crucial.

Within the definition of the conceptual framework
of interaction, A. Danylyak (2018) notes in the disser-
tation research that interaction manifests through the
joint activity of subjects, exchange of experience, skills,
and abilities. The author examines various forms of
implementing international cooperation in the inves-
tigation of economic crimes committed by organized
groups. Among these forms, joint crime investigations
are distinguished, performed by the pre-trial inves-
tigation authorities of Ukraine in collaboration with
law enforcement agencies of other countries (includ-
ing through the creation of joint investigation teams),
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interaction with Interpol, providing international legal
assistance, taking over criminal proceedings, extradi-
tion, and temporary transfer of a person to the law en-
forcement authorities of another country.

M. Tsutskiridze (2020) draws attention to the cru-
cial element of pre-trial investigation organisation -
the cognitive activity of the investigator and their
interaction with other subjects of the prosecution in
investigating the circumstances of criminal proceed-
ings. Individual aspects of interaction are examined by
M. Luchtman (2020). The scientist focuses on the need
for confidence-building in transnational cooperation
aimed at protecting the rights of victims and, in general,
in criminal proceedings. P. Eprintsev (2022) proposes
his understanding of interaction in the field of investi-
gating international crime as a coordinated, purposeful,
timely, and location-regulated joint activity, independ-
ent units combining capabilities, forces, methods, and
means for the successful implementation of comple-
mentary measures and actions to search for and record
factual data on the activities of organized groups and
criminal organizations, committing criminal offences of
both national and international nature.

B. Sari (2020) underscores the positive role of
Interpol as an international organization with inter-
national legal personality, tasked with facilitating co-
operation among criminal police, preventing and com-
bating criminal offences that lack political, military,
religious, or racial character even beyond national bor-
ders. However, G. Calcara (2020) emphasises that such
cooperation over many years has encountered certain
legal problems, including significant branching of state
sovereignty in matters of police activity.

In the context of the interaction process, V. Sev-
ruk (2021) identifies the following stages: 1) prepara-
tory; 2) main; 3) final. The preparatory stage involves
conducting working meetings, developing joint plans,
and ensuring their implementation by authorised indi-
viduals. The main stage contributes to the execution of
joint operational and investigative measures, control
over the implementation of procedural actions, and di-
rect management. The final stage involves summaris-
ing results, evaluating activities, analysing action exe-
cution, preparing and submitting information based on
the results of joint actions, and making decisions.

In light of the aforementioned perspectives of
researchers regarding the organization of interac-
tion among participants in criminal proceedings, the
prosecution side deserves attention at every delin-
eated aspect, starting from interaction within the
investigation-operational teams and ending with
collaboration with international organizations. Un-
doubtedly, the joint investigation teams should be
highlighted as a form of international cooperation
with multi-vector interactions within the teams and
externally (particularly with international law en-
forcement organizations).
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Therewith, a problematic and prospective aspect
is establishing the interaction of the joint investigation
teams with international law enforcement organiza-
tions during criminal proceedings. There is a need to
establish interrelationships among various subjects of
law enforcement orientation during international co-
operation. Attention should be focused on the organiza-
tional and tactical features of the interaction of the joint
investigation teams with international law enforce-
ment organizations. Thus, the purpose of the study is to
establish and analyse the features of organizational and
tactical aspects of the interaction of joint investigation
teams with international law enforcement organiza-
tions during the investigation of criminal offences.

Materials and Methods

Modern knowledge and practice convincingly demon-
strate that not every method ensures the success-
ful resolution of theoretical and practical problems.
Methodological issues cannot be confined solely to
philosophical or intra-scientific boundaries but must
be considered in a broad socio-cultural context. To in-
vestigate the aspects of interaction between joint in-
vestigation teams and international law enforcement
organizations during the investigation of criminal of-
fences, specific methods of scientific cognition were
used, including analysis and synthesis, induction and
deduction, abstraction, and scientific forecasting. The
analysis utilised report information on the implemen-
tation of the Association Agreement between Ukraine
and the European Union (Report, 2022), Europol’s re-
port on the analysis of financial and economic crimes in
the European Union (European Union Agency for Law
Enforcement Cooperation, 2023), the strategic plan
of the Office of the Prosecutor General for 2023-2025
(Strategic plan for the implementation...,, 2023), the
report information from the National Central Bureau
of Interpol in Ukraine (2023), and Interpol’s activity
report for the year 2022 (Interpol, 2023). In addition,
the analysis of report information from international
law enforcement organizations was based on empiri-
cal methods of cognition. With the methods of induc-
tion and deduction, examples of practical investigative
situations that arose both in Ukraine and abroad and
required the involvement of international law enforce-
ment organizations in the investigation of criminal of-
fences were provided. These aspects of practical situ-
ations are highlighted in official sources of Europol’s
functioning (Joint investigation team... , 2022) and
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Eurojust (Eurojust, 2021).

The method of abstraction helped identify the
process of interaction of the joint investigation teams
with international law enforcement organizations as a
specific form of international cooperation during the
investigation of criminal offences through formal and
informal investigative actions. In turn, the method of
scientific forecasting served to create recommenda-
tions for improving the interaction of joint investiga-
tion teams with international law enforcement organ-
izations by providing legal certainty, applying special
methodologies, and innovative forensic support during
the investigation of criminal offences with the involve-
ment of international partners.

In the course of the study, the Regulation of the Eu-
ropean Parliament and of the Council of the European
Union of May 11, 2016, and the order of the Ministry
of Internal Affairs of Ukraine, the Office of the Prose-
cutor General, the National Anti-Corruption Bureau
of Ukraine, the Security Service of Ukraine, the State
Bureau of Investigations, the Ministry of Finance of
Ukraine, and the Ministry of Justice of Ukraine “On Ap-
proval of the Instruction on the Procedure for the Use
by Law Enforcement Agencies of Ukraine of the Infor-
mation System of the International Criminal Police Or-
ganization - Interpol” dated August 17, 2020, Ne 613/
380/93/228/414/510/2801/5% were processed. The
analysis of these documents allowed examining the fea-
tures of the modern work of international law enforce-
ment organizations and their cooperation with joint
investigation teams.

Results and Discussion

Joint investigation teams (hereinafter - JITs) during
the investigation of criminal offences interact with in-
ternational partners. There are several international
organizations that play a significant role in countering
transnational crime, including the European Judicial
Cooperation Office, the UN Office on Drugs and Crime,
the European Agency for the Management of Opera-
tional Cooperation at the External Borders of the Mem-
ber States of the European Union, the European Union
Mission for Security and Defense Policy, the European
Monitoring Centre for Drugs and Drug Addiction, the
European Central Bank, the European Commission, the
European Management Board for the Prevention of Mis-
use of Substances and Fraud, the Joint Situation Centre of
the European Union, and others. In this context, a prom-
inent place belongs to international law enforcement

! Regulation of the European Parliament and of the Council No. 2016/794 “On the European Union Agency for Law Enforcement Cooperation
(Europol) and Replacing and Repealing Council Decisions 2009/371/JHA, 2009/934 /JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/
JHA”. (2016, May). Retrieved from https://www.europol.europa.eu/cms/sites/default/files/documents/celex_32016r0794_en_txt.pdf.

2 Decree of the Ministry of Internal Affairs of Ukraine, Office of the General Prosecutor, National Anti-Corruption Bureau, Security Service of
Ukraine, State Bureau of Investigation, Ministry of Finance of Ukraine, Ministry of Justice of Ukraine No. 613/380/93/228/414/510/2801/5
“On the Approval of the Instructions on the Procedure for the Use by Law Enforcement Agencies of Ukraine of the Information System of
the International Criminal Police Organization - Interpol”. (2020, August). Retrieved from https://zakon.rada.gov.ua/laws/show/z0849-
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organizations, in particular, the European Union Agen-
cy for Law Enforcement Cooperation (Europol) and the
International Criminal Police Organization (Interpol).
These organizations are similar in terms of crime pre-
vention, reducing crime rates, upholding human rights,
and fostering international cooperation. However, they
have distinct characteristics in terms of territorial ju-
risdiction and the nature of their activities. According
to the report on the implementation of the association
agreement between Ukraine and the European Union
(Report on the implementation of the association...,
2022), itis known that during March-June 2022, the Of-
fice of the Prosecutor General signed 10 departmental
agreements with competent authorities of EU countries
(Lithuania, Latvia, Poland, Slovakia, Spain, Romania,
Bulgaria, Estonia, Austria, France) regarding joint ac-
tions during the investigation of international crimes.

In contemporary conditions, Europol operates in
accordance with the provisions of the Regulation of the
European Parliament and the Council of the EU from
2016, As criminal offences assume significant propor-
tions that extend beyond national borders, Europol is
tasked with enhancing cooperation between two or
more member states during joint procedural actions
aimed atachieving specific goals for effective criminal in-
vestigation. Therefore, Europol’s main goal is to combat
organized crime due to its scale, complex structure, and
impact, requiring coordinated efforts from all member
states of the Council of Europe. The number of Europol
employees is growing exponentially. For instance, while
the workforce was 323 people in 2001, it increased to
1,323 people in 2020 (quadruple), indicating the organ-
ization’s branching functions and overall activity. Nota-
bly, the highest number of employees is represented by
the Netherlands - 104 individuals, Spain - 103 individ-
uals, and Luxembourg - 1 individual (Leghan, 2021a).

Based on the results of Europol’s activity regard-
ing the analysis of financial and economic crimes in
the European Union (European Union Agency for Law
Enforcement Cooperation, 2023), in July 2023, dur-
ing the operation conducted by the National Police of
Spain with the support of Europol, 17 individuals were
detained on suspicion of manipulating the results of
football matches using corrupt schemes. In 2022, with
Europol’s support, a criminal network trading psycho-
tropic drugs was exposed in France. The criminal net-
work operated in several countries: Austria, Germany,
and North Africa. An international operation was also
conducted with the collaboration of prosecutors and
investigators, supported by Europol and Eurojust, to
combat the criminal group “Kompania Bello”, which
directed its activities towards cocaine trafficking in
Europe. At the initiative of the Italian National Police
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in 2015, under the guidance of the Florence prosecu-
tor’s office, a JIT was created with the participation of
Italy and the Netherlands, collaborating for five years.
International partners developed a joint strategy and
organized an intensive exchange of information and
evidence necessary for preparing the final stage of the
investigation. The international operation was the cul-
mination of months of thorough planning between law
enforcement and judicial authorities in preparation for
the investigation process. A joint operational command
room was established at Europol’s headquarters for co-
ordinating actions. Furthermore, a Europol expert was
dispatched to Florence to provide operational support
to the Italian authorities, ensuring swift analysis of new
data. Judicial coordination was performed by Eurojust’s
coordination centre, involving prosecutors and investi-
gative judges in real-time to execute and adapt requests
for mutual legal assistance necessary for conducting
transnational actions (Jointinvestigation team..., 2022).
The involvement of Europol and Interpol in joint pro-
cedural actions with JITs ensures meticulous planning
of investigation stages, rapid exchange of evidentiary
information, and data of operational significance.

To achieve these goals, Europol performs several
tasks, including quick communication with member
states (through national units) regarding links to crim-
inal offences of interest for investigation; collecting,
storing, analysing, and exchanging information using
operational data on the state of criminality; coordi-
nating, organizing, and participating in investigative
actions to support proper cooperation with competent
authorities of member states, often initiating the crea-
tion of JITs and actively participating in them; providing
assistance and support to member states of JITs dur-
ing transnational information exchange through oper-
ational, technical, and financial aid; offering analytical
support during international operations investigating
criminal offences; preparing reports on the state of
affairs, strategically and operationally analysing and
assessing the level of threats; using specialised knowl-
edge and forensic methods during criminal investiga-
tions; providing recommendations to member states
collaborating during investigations; ensuring special-
ised training and assistance in organising training and
skill enhancement, collaborating with the European Un-
ion Agency for Law Enforcement Training (CEPOL), and
other international organizations (Perepiolkin, 2021).

In 2023, Europol established the OSINT operational
working group to support investigations of war crimes
in Ukraine, significantly aiding investigators in veri-
fying and documenting cases of war crimes (Europol
established OSINT..., 2023). To enhance the effective-
ness of law enforcement response to cybercrime and

! Regulation of the European Parliament and of the Council No. 2016/794 “On the European Union Agency for Law Enforcement Cooperation
(Europol) and Replacing and Repealing Council Decisions 2009/371/JHA, 2009/934 /JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/
JHA”. (2016, May). Retrieved from https://www.europol.europa.eu/cms/sites/default/files/documents/celex_32016r0794_en_txt.pdf.
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violations of the rights of European citizens and busi-
nesses in the European Union, the European Cyber-
crime Centre was formed as part of Europol (Europe-
an Union Agency for Law Enforcement Cooperation,
2023). Thus, Europol provides qualified assistance to
JITs, utilising databases of information systems and
subsystems capable of analysing the threats and risks
of organised crime.

Furthermore, more than 20 countries, including 14
EU member states, have initiated investigations into
international crimes possibly committed in Ukraine.
Eurojust facilitates the coordination of these nation-
al investigative efforts and organizes meetings among
all countries involved in the investigation process. It is
noteworthy that since the spring of 2022, Eurojust has
been providing strong support to JITs. At the initiative
of the Attorney General of Lithuania, the Attorney Gen-
eral and Minister of Justice of Poland, and the Attorney
General of Ukraine, an agreement was signed on March
25, 2022, for the creation of a JIT in Ukraine, with Eu-
rojust as its developer. Estonia, Slovakia, Romania, and
Latvia joined the JIT. The main goal of establishing this
group is to ensure proper information exchange and
support the investigation of international crimes, pri-
marily war crimes, aggression, and genocide, commit-
ted on the territory of Ukraine (Reznikova, 2023). The
positive aspect of this collaboration between JITs with
the support of Eurojust contributes to international co-
operation during the investigation of criminal offences.
An algorithm of actions should be developed according
to specific situations when international assistance is
needed. An example of this could be the introduction
of the Instruction on organizing the interaction of joint
investigation teams during the investigation of crimi-
nal offences. The document should specify the role of
international organizations during the investigation of
specific transnational criminal offences.

In contemporary conditions, Eurojust promotes
cohesion among investigators by organizing meetings
between countries conducting joint investigations. Oth-
er states that are not members of JITs may open indi-
vidual cases within Eurojust, and some of them may
join this process later on. The European agency houses
the Secretariat of the JIT network, which supports and
stimulates the activities of this form of international co-
operation. Since 2005, the agency has been supporting
national authorities in creating and managing JITs, and
since 2009, it has provided funding and played a crucial
role in the functioning and awareness-building of JITs
(Eurojust, 2022).

In the process of international cooperation during
the investigation of criminal offences, Eurojust collab-
orates with JITs to ensure the smooth conduct of joint
investigations, providing legal and practical support. In
particular, Eurojust can provide support to JITs in the
following areas: firstly, assist in coordinating investiga-
tion and prosecution strategies among representatives

of competentauthorities of states; secondly, help identi-
fy and resolve issues (modify ]JIT agreements, establish
rules of admissibility) related to ensuring the collec-
tion of evidence and the conditions for the involve-
ment of deployed members; thirdly, provide advice
on jurisdiction regulation and the transfer of criminal
proceedings, as well as on the funding of JIT activities.
Financial support provided by Eurojust is a significant
advantage for national authorities, thereby reducing
the impact on national budget expenditures related
to the investigation of criminal offences at the inter-
national level. Eurojust also cooperates with Europol.
They provide assistance to government authorities
aimed at addressing the need for transnational access
to electronic evidence (Spiezia, 2022; Movchan, 2022).

In addition, Eurojust can support the conduct of
joint tactical operations by organizing meetings and
establishing coordination centres. The latter acts as
a central information hub where Eurojust constant-
ly monitors and coordinates joint operations, and the
involved parties, in turn, are in direct interaction. The
participation of all key parties allows Eurojust to pro-
vide legal and practical advice promptly, ensuring that
the actions taken lead to successful judicial prosecution
(Eurojust, 2021). In accordance with its powers, Eu-
ropol provides analytical and forensic support to JITs.
Moreover, Europol assists in collecting and analysing
data obtained by lawful methods from open sources,
such as media, television, and radio broadcasts, con-
ducting open-source intelligence (OSINT) (Office of the
Prosecutor General, 2023). To support JITs and provide
methodological assistance, the Eurojust Secretariat of
the JIT Experts Network operates. Involving these ex-
perts contributes not only to practical and financial
support but also involves record-keeping, legislative
analysis,andprovidesrecommendationsforfurthercrim-
inal prosecution of individuals (Krasnoborova, 2020).

A notable example of the involvement of the afore-
mentioned European agency in international coop-
eration is the support (legal, financial, and materi-
al-technical) in the establishment of JITs between the
Netherlands, Belgium, Ukraine, Australia, and Malay-
sia investigating the downing of flight MH17 (July 17,
2014) (Eurojust support to joint investigation..., 2022).
Given the above, the coordination of international in-
vestigations involving Eurojust is a crucial aspect to
avoid duplication of investigative actions, excessive
documentation, and repeated discomfort for victims
and witnesses due to the need to testify in multiple law
enforcement agencies.

By collecting, analysing, and preserving evidentiary
information during the investigation of crimes against
humanity, war crimes, and genocide, considering data
protection rules, Eurojust can support the progress of
cases in national and international investigations. This
includes providing assistance to competent national au-
thorities and international institutions. This approach
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is particularly valuable for verifying the credibility of
witness testimonies or establishing circumstances rel-
evant to criminal proceedings.

The results of investigations into criminal offences
covering thousands of episodes, numerous pieces of
evidence recorded in different languages, and testimo-
nies from a large number of victims and witnesses re-
quire consolidation and analytical processing without
restricting access for participants in the criminal pro-
cess (courts, ICC, law enforcement, non-governmental
organizations, etc.).

The importance of collaboration with international
organizations, foreign partners, and civil society dur-
ing the criminal prosecution for international crimes is
highlighted in the Prosecutor General’s Office’s strategic
plan for 2023-2025 (Strategic plan for the implementa-
tion..,, 2023). According to its provisions, one positive
aspect in this context is the interaction with Eurojust
and Europol. Through cooperation between the pros-
ecutor’s office, pre-trial investigation bodies, national
and international partners, the Prosecutor General’s
Office will ensure the high-quality fixation of eviden-
tiary information collected during investigative and
other procedural actions. This will expand the bounda-
ries of access to justice for victims and witnesses at na-
tional and international levels, increase the number of
completed court proceedings and individuals held ac-
countable for international crimes related to the armed
conflict in Ukraine, and enhance the level of trust from
the public, national, and international partners in the
prosecutor’s office and pre-trial investigation.

Interpol serves as a global centre for developing
joint police strategies and tactics to combat interna-
tional criminality. It facilitates international coopera-
tion among law enforcement agencies for public safety,
counterterrorism, drug trafficking, economic crimes,
human trafficking, and other forms of organized crime.
This unique international organization acts as a mecha-
nism and intermediary in practical cooperation among
different states during the investigation of criminal
offences. One of Interpol’s priority goals is to identify
criminals and missing persons wanted internationally.

In its activities, Interpol uses the formula “dans la
limite des lois”, meaning “within the limits of the law”
(Calcara, 2020). In the structure of the police service
of each Interpol member state, National Central Bu-
reaus (NCBs) were established. They act as centres for
international cooperation and “hubs” for countering
and preventing crime locally. According to the report
of Interpol’s National Central Bureau in Ukraine (Na-
tional Central Bureau of Interpol in Ukraine, 2023), the
following activities were conducted in 2022: ensur-
ing Ukraine’s commitments in Interpol, forming and
implementing state policy to enhance cooperation be-
tween the National Police of Ukraine and law enforce-
ment agencies of foreign states, international organiza-
tions, and institutions, participation in the development
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of Ukraine’s international treaties to combat crime, co-
ordination and cooperation of authorities and units of
states in the fight against transnational crime using In-
terpol, etc. During the reporting year, the NCB of Interpol
in Ukraine processed 48,991 requests, including 26,186
from Ukrainian law enforcement agencies and 22,805
from foreign law enforcement agencies. The most inten-
sive cooperation, in terms of the number of processed
documents, occurred with law enforcement agencies
in Poland (2,331), Moldova (1,736), Hungary (1,087),
the Czech Republic (1,895), and Germany (1,842).

Interpol is endowed with a broad spectrum of
powers in various areas of work, namely: criminal reg-
istration (it formulates a special methodology in col-
laboration with the General Secretariat for identifying
criminals, aimed at establishing demographic data, ex-
ternal characteristics of the object, the method of com-
mitting criminal offences, and unique features of indi-
viduals); international search for criminals suspected
of committing international crimes (conducts intelli-
gence-search actions beyond the territory of the state
where the criminal offence was committed). Interpol
not only coordinates the actions of the police of sev-
eral countries but also helps in providing information
from its files); international search for missing persons
(performed in cases where the national search has not
yielded results, and the wanted person has left the bor-
ders of the state that initiated the search).

According to Interpol’s report for 2022 (Interpol,
2023), in Latin America, an intensive cooperation week
among investigators from 12 countries resulted in the
arrest of individuals who were subjects of internation-
al search. In a joint operation named “INFRA ATLAS”
between Interpol and the USA, fugitives wanted by
countries in Central and North America were also ap-
prehended. Interpol and Afripol collaborated in coun-
tering cybercrime. Thus, law enforcement officers from
27 Interpol countries have joined forces in “Africa Cy-
ber Surge” to combat cybercrime across the continent.
Police arrested 11 individuals and took action against
over 200,000 units of harmful cyber infrastructure.
Moreover, due to an international operation, Nigeria’s
cybercrime unit, supported by Interpol, apprehended a
cybercriminal. Therefore, Interpol conducted a number
of activities aimed at increasing the level of knowledge
and acquiring skills and abilities of representatives of
law enforcement agencies. In addition, a conference on
the use of drones was held. This measure allowed law
enforcement agencies to share their experience and
best practices in countering unmanned aerial vehicles.

In April 2022, a four-month operation called “Africa
Cyber Surge II” was launched, focusing on identifying
cybercriminals and compromised infrastructure. It was
coordinated by the Interpol Cybercrime Directorate un-
der the auspices of the Interpol Africa Cybercrime Oper-
ations Division and the Interpol African Union Support
Program for Afripol. The operation aimed to facilitate
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communication, analysis, and intelligence sharing be-
tween countries, optimising cooperation between Afri-
can law enforcement agencies to prevent, deter, investi-
gate, and stop cyber extortion, phishing, business email
compromise, and online fraud. Using practical insights
from the private sector, it was highlighted that cyber se-
curity is most effective when international law enforce-
ment, national authorities, and private sector partners
work together to share best practices and proactively
combat cybercrime. Ambassador Jalel Chelba noted
that public and private entities must work hand in hand
to prevent the misuse of digital systems, information
and communication technologies, and artificial intelli-
gence by cybercriminals. Coordinated operations, such
as “Cyber Surge”, are essential to dismantle criminal
networks and establish individual, organisational, and
societal levels of protection (European Cybercrime Cen-
tre, 2023). Moreover, the counter-terrorism operation
“Tripartite Spider”, supported by Interpol and Afripol,
was organized to enhance the capabilities of the nation-
al investigation teams in Central and East Africa during
terrorism investigations (14 terror suspects, 2023).

In modern conditions, during the investigation of
criminal offences with international connections, the
verification of DNA profiles of individuals suspected of
committing criminal offences becomes relevant!. The
creation of Interpol and the regionalisation of police
cooperation form a multi-level system of relationships
not only between international law enforcement organ-
izations but also between organizations and states that
can simultaneously be members of several international
police institutions. Coordinated actions of participants
in international law within the police sphere contribute
to strengthening regional police cooperation, avoiding
the execution of identical functions.

Interpol processes a large amount of personal data
regarding criminal individuals (such as names, finger-
prints, photographs, etc.). The system of the interna-
tional organization compares visual facial indicators
with images stored in Interpol’s forensic databases.
The Commission for the Control of Interpol’s Files is re-
sponsible for processing this data. Interpol’s databas-
es help track criminals through collection prints and
photographs, lists of wanted persons, DNA samples,
and documents. Through the encrypted global commu-
nication network on the Internet, Interpol agents and
member states exchange information and have 24/7
access to databases. To combat international disasters,
terrorist attacks, and murders, Interpol typically forms
incident response teams. This group is represented by
experts with specialised knowledge and the ability to
access databases. Thus, it is possible to identify victims

and suspects, and disseminate information to law en-
forcement agencies of other states. The information re-
ceived about the committed criminal offence requires
analysis. Together with collecting data for the identifi-
cation of suspects, conducting cross-checks of reports
and investigative versions, Interpol manages files ana-
lysing criminal offences and intelligence data, consoli-
dating information from databases and various sources
to understand the criminal environment (Temitope &
Tunde, 2020). In the mentioned aspects, incident re-
sponse teams of a criminal nature operating under In-
terpol can also assist JITs in collecting evidence during
criminal investigations.

It is worth emphasising that the primary place for
identifying individuals in the Interpol system belongs
to forensic data, which can be used to establish con-
nections between a series of transnational crimes, and
fingerprints can be quickly checked if a suspect crosses
borders. Similarly, facial recognition remains a biom-
etric vector that is rapidly advancing. In addition to
data management, conducting forensic examinations
is extremely important. For example, fingerprints and
DNA can confirm a person’s identity and establish their
presence at the scene of a criminal offence. It is recom-
mended to develop instructions for organizing the in-
teraction of JITs during the investigation of criminal of-
fences, specifying aspects of cooperation between JITs
and international law enforcement organizations in the
process of investigating transnational criminal offences.

In this part of the study, it is necessary to sep-
arately highlight the aspects of Europol’s activities,
the importance of which is emphasised by other re-
searchers. It is worthwhile to agree with the opinion
of .M. Leghan (2021b) that Europol provides quality
support for the law enforcement processes of mem-
ber states. This is made possible through information
exchange between the agency and Europol liaison of-
ficers, conducting operational analysis of operations
in EU member states, providing technical support for
investigations, harmonising methods of investigation
in member states, organizing information events for
international cooperation of EU law enforcement agen-
cies to increase their awareness and provide qualified
assistance during the investigation of transnational
crimes (Leghan, 2021a). As indicated by B. Rostami
& A. Jooj (2021), Europol helps exchange data, ana-
lyse information, compile expert reports, and conduct
training. The international organization, together with
law enforcement agencies of member states, fights
against transnational crime (human trafficking, terror-
ism, money laundering, illegal immigration, financial
crimes, cybercrime). The above overview and analysis

! Decree of the Ministry of Internal Affairs of Ukraine, Office of the General Prosecutor, National Anti-Corruption Bureau, Security Service of
Ukraine, State Bureau of Investigation, Ministry of Finance of Ukraine, Ministry of Justice of Ukraine No. 613/380/93/228/414/510/2801/5
“On the Approval of the Instructions on the Procedure for the Use by Law Enforcement Agencies of Ukraine of the Information System of
the International Criminal Police Organization - Interpol”. (2020, August). Retrieved from https://zakon.rada.gov.ua/laws/show/z0849-

20#Text.
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of successful organization actions confirm positive
evaluations of its activities. Considering this, the devel-
opment of international law enforcement organizations
at the regional level, as noted by M.V. Zhuravel (2022),
becomes a global trend, as the deepening of various
areas of regional cooperation requires the creation of
similar organizations in other territories.

A promising area for the interaction of JITs with
Europol, as indicated by A.V. Movchan & T.I. Sozan-
skyi (2023), is the application of the SOCTA methodol-
ogy. Since JITs include representatives of the National
Police, the development of specialised software - the
information subsystem SOCTA by experts of the De-
partment of Information and Analytical Support, is a
powerful vector for assessing key threats and risks of
organized crime and serious crimes. This approach
allows optimising the process of summarising expert
responses regarding organized groups and criminal or-
ganizations and helps analyse risks and mechanisms to
combat international crime. It is worth adding that dur-
ing the application of the information subsystem, the
following steps can be implemented: firstly, identify all
current threats of organized crime and serious crimes
(e.g., geographical objects or infrastructure); secondly,
identify “weak spots”; thirdly, forecast threats that may
arise in the future, considering the cause-and-effect re-
lationship. Europol collects internal and external data
for SOCTA in the following areas: organized crime and
serious crimes, organized criminal groups and crimi-
nal organizations, the environment (European Union
Agency for Law Enforcement Cooperation, 2021).

F. Spiezia (2022) notes the prospective aspect of
involving Europol and the European agency collabo-
rating with judicial and police authorities of EU mem-
ber countries (Eurojust) in investigating cybercrime.
It should be emphasised that in this sense, the use
of JITs is a tool of cooperation par excellence, as it is
particularly effective in combating various phases and
articulations through which this form of criminality
develops. The activity of Eurojust can benefit from the
new protocol to the Budapest Convention, especially
regarding relations with third countries. The coordina-
tion and assistance of Eurojust to member states have
led to a dialogue between various parties that play a
crucial role in ensuring the rule of law in cyberspace
and achieving results in investigations. International
extradition, as correctly noted by S.V. Bondar (2020),
should be considered as a separate institute of inter-
national cooperation between states during the inves-
tigation of criminal offences, which is an integral part
of it and exists in an inseparable connection with oth-
er forms of such cooperation; international search for
stolen valuables (Interpol collaborates not only with
member states of the organization but also with the
International Council of Museums and UNESCO, con-
ducting meetings on combating looting and trafficking
of works of art).
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In the context of reviewing the activities of Eurojust,
it is necessary to mention the opinion of A. Rezniko-
va (2023), who states that this organization provides
extensive assistance to JITs at legal, operational, ana-
lytical, and financial levels. Eurojust ensures interac-
tion between national investigative and prosecutorial
authorities investigating criminal proceedings. Eurojust
provides analytical assistance by structuring relevant
information that is significant for investigating criminal
offences and can serve as evidence; financially supports,
primarily reimbursing expenses for travel, accommoda-
tion, oral and written translation of documents, trans-
fer of items (e.g., cross-border transportation of evi-
dence and/or confiscated items), specialised expertise
(e.g., traceological, ballistic, and other types of forensic
expertise); provides logistical and technical support
(technical equipment, such as laptops, phones, print-
ers, scanners, etc.) for the effective work of the team.

The opinion of Professor M. Caianiello (2022)
from the University of Bologna regarding the positive
aspects is reasonable. Firstly, the creation of JITs with
the participation of EU countries, including countries
not belonging to the EU and international institutions,
and secondly, the key role of Eurojust in collecting and
exchanging information during the investigation of in-
ternational crimes (primarily war crimes). On the one
hand, Eurojust is a privileged mediator of international
cooperation, and on the other hand, the involvement of
Eurojust is necessary due to the large amount of evi-
dentiary information that can be collected at the scene.
In this context, it should be noted that an integral part
of ensuring the investigation of international crimes
is databases. An example of one of such databases is
the Core International Crimes Evidence Database, spe-
cially developed by Eurojust for storing and analysing
evidentiary information. This database can store dig-
ital evidence and data related to committed criminal
offences, such as photos, video and audio recordings,
satellite and drone imagery, testimonies of witnesses
and victims, results of medical, forensic, and military
investigations, information about specific material ev-
idence, and more. Eurojust ensures the secure storage
of these materials in accordance with personal data
protection standards applicable within the European
Union. In addition, it is worth noting that the analysis of
this data will contribute to improving the coordination
of national and international investigations, addressing
issues with parallel investigations, standardising pro-
cesses for searching and processing specific evidence
(information) related to a particular criminal offence
or crime scene and identifying shortcomings in the ev-
idence base.

Conclusions

Cooperation of JIT with international law enforce-
ment organizations is one of the most promising areas
in the foreign policy activities of states. International
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cooperation in law enforcement develops between
equal subjects of international law and is based on
adherence to certain legal norms and principles. This
process is characterised by internal differentiation con-
cerning territorial location, the number of participants,
objects of interaction, etc. Further improvement of col-
laboration and maximisation of results in the interac-
tion of law enforcement agencies with international
organizations, such as Interpol and Europol, require
the implementation of comprehensive measures to es-
tablish a protocol for involving international partners
in the investigation of criminal offences. Cooperation
of JIT with international law enforcement organiza-
tions primarily involves the exchange of intelligence,
technical, and strategic information necessary for pro-
cedural actions within criminal proceedings, special
knowledge, results of strategic analysis, and reporting
activities. Databases of international organizations are
used for tracking and extraditing individuals, creating
conditions for the implementation of a special form of
international cooperation among countries within mul-
tilateral interaction.

Through the collaboration of JIT with international
law enforcement organizations during the investigation
of criminal offences, the protection of human rights and
freedomsin criminal proceedingsis ensured, evidence is
collected beyond national borders, and a comprehensive
and unbiased investigation of criminal offences is
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Cy4yacHMM CTaH i NnepcneKTUBM B3aeMogaii
CMiNIbHUX CRIgYUX rpyn 3 MiXKHAapoaHUMU
nosliLeMCbKUMM opraHisauisamm
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AHoTauia

Y cyyacHMX yMOBax 3JIOUMHHICTb HabyBae HOBUX XapaKTEPHUCTHK, 3-MOMDXK SIKMUX — TPaHCHallilOHaJbHA
B3a€EMO/li 3JIOYMHHUX YIpyNnoBaHb Ta ajfanTallid [0 HOBHUX NPUHOMIB pO3CJAiAyBaHHSA KpPHUMIHaJIBHUX
npaBomnopyueHsb. s cnenudika akTyanisye HeobXiAHICTh MOMYKY ONTUMaJbHOI opraHi3aliiHO-TaKTUYHOI
dopmu B3aemogii cmibHUX CAifYUX TPyn i3 MDKHApOAHUMU MOJILEHCbKUMH oOpraHisanisiMu. Metor
CTaTTi € aHaJi3 OpraHi3aliiHO-TaKTUYHUX aCHeKTiB B3a€MOJIl CHIJIBHUX CHIJYUX TPyl 3 MDKHApOAHHUMU
NoJILEeNCbKUMHU  OopradisaniaMu. MeToAOJIOTIYHUM IHCTPYMEHTApieEM CJyryBajJiM 3arajbHi MeTOAU
HayKOBOrO Mi3HAHHS, a caMe: aHaNi3y ¥ cuHTe3y, iHAYKLii Ta AeAyKuii, abcTparyBaHHS Ta HAyYKOBOTO
NPOTHO3YBAaHHA. Y JoCHi/P)KeHHI OOIPDyHTOBaHO HeOOXi/HiCTb B3aEMOAIl CHINBHUX CAiAYMX Tpyn 3
MDKHApOAHUMU TNOJILEWCBKUMU OpraHizauiaMu. JlocaipkeHO 3aBJaHHSI MDKHApOJHUX OpraHizauid y
npoueci po3ciaiiyBaHHA KpUMiHa/JIbHUX IPaBoONOpyLIeHb. PeKoMeH/J0BaHO 30cepejUTH yBary Ha 3Ha4yLOCTi
B3a€EMO/ii Mi>XHapOJAHUX MOJIiLedCbKUX OpraHi3anii 3i CHiJIbHUMU CIIJYMMU IpynaMHy, YKJIaBIIHK [HCTpyKIito
3 opraHisauil B3aeMoAil CHiIbHUX CAIAYUX IPYN Mij 4ac po3c/aifyBaHHA KpHUMiHa/IbHUX NPAaBONOPYIIEHD.
JloBesieHO, 10 3a6e3neyeHHs1 MiKHApPOJHOro CHiBpoGITHHULTBA y chepi po3ciaisyBaHHA KpUMiHaJIbHUX
MpaBOMOpPYLIeHb TPAHCHALIIOHAJIBHOTO XapaKTepy 6e31ocepeIHbO 3aJIeXKUTh Bif AigabHOCTI ciisibHOI ctigdoi
rpynd. Y cBoio 4epry, oco6auBa ¢dopma MikHapoAHOI criBmpari B nporeci po3c/aiiyBaHHS KpUMiHaJIbHUX
NpaBoNoOpyLIeHb Nepef6ayae B3aEMO/iI0 i3 IMHUPOKUM KOJIOM Y4YaCHUKIB KpHUMiHa/bHOro mpouecy. YinbHe
Micue B KOJIi MapTHepCTBa HaJIeXKUThb MDXXHAPOJHUM OpraHisalifM, gKi € 30BHIIIHIM YUHHUKOM, 3JJaTHUM
BIJIMHYTH Ha BUKOHAHHA CHIJIbHUX 3aBJaHb i3 NIPAaBOOXOPOHHMMHM W iHIIMMU OpraHaMHy Ha HalliOHaJIbHOMY
Ta MD>KHapOJAHOMY PiBHAX. 3aCTOCYBaHHS CNIJIBHOIO CJIiI400 IPyINO0 iIHHOBAL[iMHUX TAKTUYHUX IPUHOMIB Ta
iX KOMILJIeKCiB MiJi Yac mpoBeJeHHS MpollecyalbHUX Ail MOB'3aHO 3 aJITOPUTMOM BHUKOPHUCTAHHS CHIJIBHUX
METOJAMK, fKi BIUIMBAIOTb Ha pe3yJIbTaTUBHICTb PO3CJiAYyBaHHA KPUMiHa/IbHUX NPaBONOpYLIEHb Ha BCiX
piBHAX B3aeMofil. Pe3ynbTaTu JocaifKeHHSA CTaHYTb OPIEHTUPOM JJi1 NPAaBOOXOPOHHOI CHUCTEMHM MiJ 4Yac
peaJtizanii Mi>kHapoAHOTO CHiBpPOGITHUIITBA
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MiXKHapo/He CiBpo6ITHULITBO; OpraHisanis po3c/iyBaHHs; TaKTUYHA olepaliisi; 6a3a JJaHUX; KpUMiHaIbHe
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