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DAKTOP CTAJIOTO PO3BUTKY CYYACHOTO
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Hocnioxeno cman xibepremuunoi 6e3neku 6 CyuacHoMy C6imi 6UCOKUX MEXHON0ZI.
Busueno i npoananizogano 00ceio, naxonuuenuii nposionumu xpainamu €eponu ma CIIA
w000 3abe3neuenns HumMu 81acHoi kibepbesnexu. 3anpononosani Haykoso 06T pyHMoBanuiL
nowsmitinui anapam y yit npedmemuii 061acmi, a maxox KoMniexc 3axodis 0o 3axucmy
kibepnpocmopy Yxpainu 6i0 pisHux nposeié KibepHemuunux 3N0Yunie i 3azpo3.

Knouosi caosa: ingopmauiiine cycniabemeo, ingopmayiino-xomymiayitina
mexHoN02isl, iHpOopMayiiHO-mereKoMyHIKayilna cucmema, Kibepamaxa, xibepbesnexa,
xibep3aazposa, kibepanouun, xibepnpocmip.

B cmamve uccaedosano cocmosinue xubepremuueckoti 6e30nachoCMu 8 CO8PEMEHHOM
Mupe evicokux mextonozui. Usyuen u npoanaiusuposan onvim, HAKONAEHHbIL BeOYUUMU
cmpanamu Eeponvt u CILA no obecneuenuro umu cobecmeennoii xkubepbe3onachocmu.
[Ipednoxncenvt nayuno 060CHOBAHHBLIL NOHAMUUHBLI annapam 6 3moii npedMemuou obracmu,
a makxHce KOMNIeKC MEPONPUSMUL No 3auume Kubepnpocmpancmea YKpaumvl 0m pasHvlx
nposieaenull KubepHemuueckux npecmynienuii u yzpos.

Knroueewe canosa: ungopmayuonnoe obuyecmso, unpopMayuoHHO-KOMMYHUKA -
UUOHHASL MEXHON02US, UHDOPMAUUOHHO-MENEKOMMYHUKAYUOHHAS cucmema, Kubepamaxa,
xubepbezonacnocms, Kubepyeposa, xubepnpecmynienue, Kubepnpocmpancmeo.

The state of cybernetic safety in the modern world of high technologies is investigated.
The experience of cybersafety protection which has been accumulated up by the leading
countries of Europe and the USA is studied and analyzed. Scientifically substantiated con-
ceptual apparatus in this object domain, as well as a complex of actions for the protection of
the cyberspace of Ukraine from different cybernetic crimes and threats are offered.

Keywords: information society, information-communication technology, information-
telecommunication system, cyberattack, cybersafety, cyberthreat, cybercrime, cyberspace.

HaykoBo-TexHiyHa peBOJIOLSA HaIpH-
kinui XX — nouarky XXI cropiuus BUuKiIn-
Kaja y CBiTi rMbOKi CHCTEMHI MepeTBO-
peHHs. K HacJiIOK, BOHU A/ MOXJIU-
BiCTb, 3aBASIKM CUHTE3y IE€PCIIEKTUBHUX
iHpopMalLlilHO-KOMYHIKalliHHUX TEXHO-
soritt (nani IKT) i 6ypxauBomy po3BUTKY
indopMaiiitHo-tenekomyHikauiinux (IT)
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cucreM (aani ITC), chopmyBartucs ta pos-
BHHYTHCS TIPMHIMIIOBO HOBUM IJI00AJIb-
HUM cyOctaHuism — iHdopmMauifiHoMy
CYCIIJIBCTBY, @ TakoX iHpOpMaLifHOMY i
kibepHernunomy npocropam (Hami Ki-
6epIipocTip), sAKi MaTh HUHI IIPAKTUYHO
HeoOMeXeHUH IoTeHIias i BijirpaoTh
CYTTEBY pOJIb B €KOHOMi4HOMY H



CcoIliaJIbHOMY PO3BUTKY OY/ib-sIKOi KpaiHH
CBITY.

DakT cTBOpeHH: iHGOpMAaIlifHOrO CyC-
mizabcTBa 0odiliiiHO OyB BU3HAHUM Ipe-
CTaBHMKaMHu Aepxas “Besmkoi BiciMku”
(G8) B xoai OkiHaBCbKOI 3yCTpiyi y YyepBHi
2000 poky [1]. Ilisniure, a came B xoxi
/Kenescpkoro camity (10—12 rpynua 2003
pPoky), BiamoBigHowo /[lexnapauie€lo, sk
3roaoM i y 3akoni Ykpainu “IIpo ocHoBHi
3acajil PO3BUTKY iH(opMatiiiHoro cyc-
minscTBa B YKpaini Ha 2007—-2015 poku”
Ne 537-V, 3atBepaxeHoMy BepxoBHOIO
Panoro Ykpainu 9 ciuna 2007 poky [2],
OyJla BHM3HaYeHa HWOro CyTo I'yMaHiTapHa
CYTHIiCTb, TOOTO BiJIKPHUTICTb MJis YCix Ga-
JKaUMX 3 OPi€HTAlli€l0 Mepul 3a BCe Ha
iHTepecu JIO/IMHH, i (HaKTUYHO KOHCTATO-
BaHo, 110 IKT ta ITC:

CTaJi BaXXJIMBOIO CKJIAJ0BOIO CYCIiJIb-
HOT'O PO3BHTKY i PO3BUTKY CBIiTOBOI €KO-
HOMiKHM Ta 3HAa4yHOIO MipOI0 3MiHUJIM Me-
XaHi3Mu (QYHKLIOHYBaHHs 6araTbox Cyc-
HiJIHUX iHCTUTYTIB Ta IHCTUTYTIB nep-
’KaBHOI BJaJH;

yBillLIM A0 yKcia GaKTopiB, sAKi Haul-
OiJIbII CYTTEBO BILJIMBAIOTh Ha (pOPMYBaH-
HSI Cy4aCHOTrO BHCOKOOPIaHi30BaHOIO iHdop-
MalifHOro cepeaoBUIlla i HAAAIOTh MOX-
JIUBICTh Ha SIKICHO HOBOMY PpiBHi iHop-
MallifiHoro obcsiyropyBaHHsL B iH(popMa-
HifiHOMy ¥ KiGeprpocTopi BeCTH MOBCSK-
JIEHHY onepaTUBHY poOOTy, 3[MiHCHIOBATH
CHUCTEeMHHUH aHaJi3 CTaHy i I1epCIIeKTUB
HisinbHOCTI iH(oOpMaliHO-aHaTi THYHUX
MiAPO3AiJiiB TOLIO.

Pa3oM 3 1IlUM HEKOHTPOJIbOBAaHe MOLIU-
penns i Bukopuctands IKT ta ITC npu-
3BEJIO IO TOTrO, IO MOPAX i3 OTPUMaHHAM
3HAYHMX MepeBar Biji BAHUKHEHHs iHdop-
MaIifHOro CycmijibCTBa, iHpopMaliiHoro
i KibepHETHYHOTO MMPOCTOPiB CBITOBE CITiB-
TOBapUCTBO HabyJI0 U yCiX 1MOB’SI3aHMX i3
UM po6JeM, BHACTIJOK YOro:

CYTTEBO YCKJIAJHUIIOCh 3aBAAHHS 100y~
BaHHA JaHuX, 110 HeOOXiHi opraHaM Jep-
JKaBHOTO i BiMCbKOBOI'O yNpaBJ/IiHHA AJIA
IIPUMAHSATTS BHUBa)keHMX (pauioHaJIbHUX),

HayKOBO OOIDYHTOBAaHMX Ta aJ€KBAaTHUX
yMOBaM OOCTaHOBKH pillleHb;

CBIT CTaB HaATO ypPa3/JIMBUM BiJ MOsBU
HOBHX JECTPYKTHBHHUX BILJIUBiB — BUKJIM-
KiB, (PaKTHYHO HEMPUXOBaHUX KiGepHeTHY-
HUX 37104uHiB i 3arpo3 y IT cdepi;

Bce yacrinie iHgopMauiiHuit i kibep-
HETUYHUH NMPOCTOPH MOYaJIH BUKOPUCTO-
BYBaTHCSl CHelliaJbHUMU CiykbamMu Ta
3JIOUUHHUMHU YTPYIIOBAHHSIMH, BKJIIOYAIO-
YW TEPOPUCTHYHI opraHizauii sik 00’'ekTh
indopMaliiHo-TexHiyHoro Ta iHdgopma-
L[iHHO-TICUXOJIOTiYHOro BILIUBY (IIPOTH-
6opcTBa) TOLLO.

Ili npobsemun BHUCBiTIEHO Yy 6araThox
nmy6ikauisix 3apy6ixKHUX i BiTUM3HSHHX
aBropiB. HaiiBizoMimmmu cepex HuUX €
poboru BosxenikoBa A.B., Jlinkan B.A,,
JlenkoBa C.B., Mipomnnuyenko B.M.,
Xopouika B.O., dpoukina B.I., H. Ila-
HapiHa, [. I[loyenuoBa, M. Kacrebca,
M. Jli6iuki, K.A. Minixena, O. Illepmana,
E. Tobdrepa, @. OykysMu Ta iHIIKUX
(daxisiiB. BucnoBku i TBep/IKeHHs, LIO
MICTATBCA B IX IpalsX, YaCTKOBO 3aKJIa/IH
METOMOJIOTiYHY 06a3y TEOPeTHYHHX 3acajl
PO3BUTKY iH(OpMaLIiliHOrO CyCITiIbCTBA B
YkpaiHi Ta BiTYM3HAHOI MOITHKH iHGOpP-
MarliiiHoi 6e3neku. IIpore, THM He MeHille,
aHani3 my6uikaiiil y npeaMeTHiit obaci,
IO PO3rJISAIAETHCS, CBITYUTL PO Te, L0
KOMILJIEKCHE JIOC/IiIKEHHsT MpobJieMu iH-
opmaitiittoi i, nepenoBciM, KibepHETHYHOT
Oe3neku, il CKJIa0OBUX Ta OCOOJIUBOCTEN
Ha led yac NMpakTU4YHO BiACYTHE. Tomy,
BPaxOBYIOUM peaJiii CbOrojleHHsl, BOHA
1oTpebye€ I0AaTKOBOIO i OGiybi TITHOOKOro
BUBYEHHS.

TakuM 4YHMHOM, yce BHKJaJeHe BHIIE
Jla€ MOXKJIMBICTh CTBEPIXKYBaTH, LIO IMPO-
6sieMu KiGepHeTHYHOI (e3NeKy 3a cydac-
HHUX YMOB i /14 YKpaiHy, i 11 11epeBax-
HOI GI/IBIIOCT] iHIIKMX /IePKaB CBITYy CTalOTh
HHHi 0cO0IMBO aKTyanpbHUMH. Bignosizgto,
METOIO CTATTi € JOCTiPKEHHS CTaHy Kibep-
HeTUYHOI Gesneku (mani KiGepOeanexn)
y Cy4acCHOMY CBiTi, BUBYEHHSI HaKOITMYe-
HOI'O MPOBIIHUMM JepxkKaBaMHU IOCBiay
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oo il 3abe3neuents, GOPMyBaHHS 3po-
3YMiJIOrO Ta HAyKOBOOOIPYHTOBAHOTO IO-
HATIMHOrO anapary B Liil mpeMeTHii 06-
JIACTi, @ TAKOXK IMPOITO3UIIiH 111010 3aXUCTY
kiGepHpocTopy YkpaiHu Bifl pi3HUX mposi-
BiB KibepHETHMYHUX 3JIOYMHIB i 3arpos.

@opMyBaHHS Ta PO3BUTOK iHpOpMa-
LiI{HOTO CyCHiJIbCTBa 6a3y€TbCH, SAK BIJOMO
[2-5], Ha cuHTe3i IBOX TEXHOJOTiN — KOM-
IIIOTEpHOI i TeJeKOMyHiKalUilHOI, Ta BU-
3HAYAETHCSA JIBOMAa IMPOCTHUMH, ajie JIyXKe
3MiCTOBHMMHM BHCJIOBJIOBaHHAMU. [lepiue
3 HUX, c(pOpMYJIbOBaHE OHUM i3 3aCHOB-
HUKiB kKopropatiii Intel Topaornom Mypowm,
TOBOPSTYM TIPO Te, LIO “... KiJIbKiCTb TPaH3M-
CTOpIB y Mporecopax 36iIbITyBaTUMETHCS
BABiYi KOXXHUX MiBTOpa POKH ...”, pakTHy-
HO TMOSICHIOE:

rapaHTOBaHe 3POCTAHHS IIBUAKOCTI 06-
yucieHb i 06’eMiB iHdopmMarii, mo npu
LbOMY 0OPOOISIETHCS;

dbopMyBaHHs Ha py6exi THCSIOMITD TaK
3BaHMX iH(OPMALIIFHOrO i KiGEpHETHYHOTO
NPOCTOPiB M BUHUKHEHHSI HOBHUX, CIIE€IIH-
¢diunux 3a GopMoIo i crrocobaMu B3aEMO-
BiHOCHMH iX cyO’ekTiB Ta 06’€KTIB.

Jpyre Hanexurs Pobepry Metkandy,
BUHAXi/IHUKY HAaHIOUIMPEHIIIOl Ha CbOrOJi-
Hi TexHOJIOrii KOMITIOTEPHOI Mepexi In-
ternet. Beayum MOBY 1IpoO Te, 1110 “... iHHICTD
MepeXi 3HaXOMUThCS Y KBaJIpaTUUHIN 3a-
JIEXKHOCTI BiZl KiJIBKOCTiI BY3JIB, sKi € T1i
CKJIQIOBUMH ...”, BiH (PaKTUYHO KOHCTATYE,
1[0 OCHOBY Cy4acHOro iHdopMariiitHoro cyc-
MiJIbCTBA CTAHOBJIATH MEPEXKi pi3HOTO (hyHK-
[{iOHA/IbHOTO MPU3HAYE€HHS, CYKYITHICTh Ta
B3a€EMO3B’I30K SKUX iHopMaliiiHUi Ta
KiGepIpoCTOpH, BJACHE, i YTBOPIOIOTb.

Y nupoMy BUIAAKY 3 ypaXyBaHHSIM 3Mi-
CTY OCHOBHHUX MOHSATb, BUBHAYEHUX 3apy-
Oi’>KHUMU | BITUYM3HSHMMU €KCIIEPTaMH, a
TaKOX OKPEMHX HOPMaTHUBHO-NIPaBOBUX
JIOKyMEHTiB iHO3eMHUX KpaiH (30KpeMa
Pocii ta CIIIA) nix indopmanitinam npo-
CTOpoM OyneMo pO3yMiTH rjiobabHe iH-
dopmariiiine cepeioBullle, siKe Y peajib-
HoMy MaciuTabi yacy 3abe3srnedye KOMII-
JIEKCHY OOpOOKY BiJOMOCTEH NpPO KOH(-

JIKTYyIO4Yi CTOPOHHM Ta iX OTOYEHHS 3
METOI0 MiATPUMKHU NPUUHATTA pPillICHb
31 CTBOpDEHHSI ONTUMAJbHOIO [JIsA J0-
CATHEHHS MIOCTaBJIEHUX LiJel CKJIajfy CHJI
i 3aco6iB Ta ix epeKTHBHOIO 3aCTO-
CYBaHHSI B Pi3HHX yMOBax OOCTaHOBKH, a
mig KiGepmpocTopoM — KoMyHikaliiiHe
cepesioBHIIIE, YTBOPEHE CHCTEMOIO 3B’ I3KiB
Mix ob’ekramu indopMauiiitol iHdpact-
pykTypu (iHdopMauillHUMHU pecypcamy,
cucTeMaMH i Mepexamu ycix ¢opm Biac-
HOCTI ), HI0 KePYIOTbCSI aBTOMAaTH30BAaHUMHU
cucreMamu yripasiaiHHsa (ACY) il BUKOpH-
CTOBYIOTbCS SK JJIs1 lepefaBaHHs iHdOp-
Malil, sika B HUX LUPKYJIOE, Tak U IJIs
BIUIMBY Ha aHAJIOTiYHI 06’ €KTH MPOTHUIIEXK-
Hoi cropoHu. ['oBopsiuu mpo kibepnpoctip
SIK OCHOBHY BHMCOKOPO3BHMHEHY MOZeJb
00’€KTMBHOI peaybHOCTi ¥ BpPaxoOBYIOUH
Horo cyvacHi Hai6inbuI BiIMiHHI O3HAaKH
i XapakTepHi pucH, MOXKHA CTBEP/LKYBaTH,
II0 OCTaHHIM YaCcOM caMe BiH yce 4acTille
BUKOPHUCTOBYETHCS MPOTUOOPUUMU CTOPO-
HaMu JIJis [IPOBEAEHHS I[€BHUX, 3a3/a-
JIeTifib CNIJIAaHOBAHUX AEeCTPYKTUBHUX il
Ha KUITaJT:

npoHukHeHHs a0 IT cucrem onHe on-
HOT0;

6;10KyBaHHA a0 BUBENEHHS 3 JafLy ix
HaWOIIbIll yPa3/IMBUX €JIEMEHTIB;

ne3opranisarii obopounux ACY nporu-
JIEXXHOT CTOPOHHM, CUCTEM YIpaBJiHHA 11
TPaHCIIOPTOM Ta CHEPreTUKOI, €KOHO-
MiKOI0 Ta ()iHAaHCOBOIO CHCTEMOIO TOUIO.

[Ipo BaxmBicTh KiGEpHPOCTOPY CBiA-
YMTb MOSIBA KOHLENLil BescHHs: 60poThOn
Yy HBOMY — KOMIUIEKCY 3aXO/iB, CIIPSIMO-
BaHMX Ha 3/IiHCHEHHS YIPaRJIiHCbKOTO Ta,/
abo necrpykrustoro BruBy Ha ITC cy-
IIPOTUBHUKA i BuUKopucTtoByBaHi HUM IKT
M 3aXHUCTY Bill Takoro BILJIMBY BJIACHHX
CHCTEM i TeXHOJIOTiH, a TAKOX CTBOPEHHS
y 30poiiHuX cuiax psiAy KpaiH CBiTy cre-
HiaJlbHUX CTPYKTYp, NMPU3HAYEHUX MIJIS
BelecHH:A Takoi Goporbbu. Takuii cTaH
CIIpaB, a TAKOX IVIMOMHHI 3MiHU CTOCOBHO
OLBIIOCTI AepKaB 3€MHOI KyJIi 10 BHYT-
piuiHboi KiGepbe3mekH (cTaHy 3axuiie-



HOCTi 1X KibepmpocTopy B IijloMy a60 OK-
peMux 00’€KTiB Horo iHppacTpyKTypH Bix
PU3HKY CTOPOHHBOIrO KiGEpPHETHYHOTO
BILIMBY, 32 SIKOTO 3a0€31e4y€EThCS CTaTHM
PO3BUTOK IMX KpaiH, a TAKOX CBOEYacHe
BHSIBJIEHHS, 3aII00iraHHs i HeUTpaJisalis
peasibHUX Ta NMOTeHUiMHUX 3arpo3 ix oco-
OuMCTHM, KOpHOpaTMBHUM Ta/abo Hailio-
HaJIBHUM iHTepecaM) i (hOpMyBaHHS, sIK
HACJIiIOK, IOTYKHUX TPaHCHAIl{iOHAJIbHUX
3JIOYMHHUX TPYII [6, 7], 110 CHeHiaTi3yoTh-
csl Ha 3JI0YMHaX y Kibeprmpocrtopi, dax-
THUYHO:

JAI0Th MOXJIMBICTb BECTHM MOBY IPO
(popMyBaHHS MPUHIIMIIOBO HOBOI reocTpa-
TeriyHoi, reoingopManiviHoi Ta reornoJi-
THUYHOI CUTYyalil, KOJIM BUHUKAIOTh 30BCiM
HOBi 3arposu Gesneni A1 06’€KTIB Kpu-
THYHO BaXXJUBOI iHGPACTPYKTypHU HHUX
ZlepXaB, X OKpeMHUX 'POMaJsIH i CyCIIiib-
CTBa B HiJoMy ¥ Ha 6e3yMOBHO BUIIUI1
mabesib BUBOISTH Bary JAOCiIKEeHb, CIIPs-
MOBaHMX Ha BCeOiYHUI aHaJli3 MEeTOiB,
3acobiB, TAKTUKH i cTpaTerii il y KiGep-
HPOCTOPi, TOOTO BEiEHHS TaK 3BaHUX Ki-
OEepHETUYHHUX BOEH;

MPU3BOASITDH 10 Oe3IperieIeHTHOrO Po3-
roJIONleHHSI TEePCOHAJIbHUX JaHUX, KpH-
TUYHO BaXKJIMBUX KOPIOPAaTHBHUX PeECyp-
ciB (MarepiasibHux, ¢iHaHCOBUX, iHPOP-
MalliiHUX TOIIO), KOH(piAeHnifiHOoI iHdop-
Manii Ta ingopmariiii, 10 CTAaHOBUTDH JEP-
XaBHy a6o iHIly mepenbadyeHy 3aKOHOM
TaEMHUIIIO;

06yMOBJIIOIOTh HEOOXiAHICTD BHPOG-
JIEHHS peKOMeH/alliil 111010 KOPOTKO- Ta
JIOBTOCTPOKOBHX MpiopUTeTiB TpaHcdop-
Mallii 6e311eKOBOr0 CEKTOPY LHUX AepXKaB i
y TOMy 4YHUCJi YKpaiHH, MepenoBciM, 3a
HAmpsIMOM CTBOPEHHSI KOMILJIEKCHUX CH-
CTeM 3aXHCTy BJIACHOTO KiGeprpocTopy,
IKT ta ITC Bix BHYTpillHIX i 30BHilIHiX
KiOepHETMYHUX 3JIOYHHIB i 3arpos.

3 MeTOI YHUKHEeHHsI 6araTo3HaYHOCTI
y TpakTyBaHHi TepMiHiB “KiOepanoumn’
((akTHYHO HeNMPUXOBaHi KPUMiHaJIbHI i,
1[0 3[iUCHIOITHCS 3 BUKOPHUCTAHHAM 3a-
CO0iB €JIEKTPOHHO-O0YMCITIOBAIBHOT TEX-

Hiku (aaai EOT), i 3a siki nepenbavaerbes
IOpUAMYHA BiAnmosiganbHicTh) i “KiGep-
3arpo3a’ (1posiB fecTabiIi3yo4oro Hera-
TUBHOTO BIUIMBY Ha NEBHHU 00'€KT, IO
peasi3y€TbCsl 32 PaXyHOK BUKOPUCTAHH
TEXHOJIOTIYHUX MOXJIUBOCTEN Kibeprpo-
CTOpPY ¥ CTBOPIOE HEOESIEKY SIK JII HbOTO
CaMoro, Tak M A/ CBiZIOMOCTi JIOAWHH B
y LiZIoMy) iHCTpyKTUBHi MaTepianu InTep-
I0JIy PEKOMEHAYIOTh HOI/IATHU IX HA Taki
IPYyNU: BJIACHE KOMITIOTEePHi 3JI04MHHM (TI0-
PYIIEHHS aBTOPCHKUX IIPaB Ha IIporpaMHe
3abesneveHnsi, po3KpajaHHs JAHUX, IIO-
pylieHHsT POOOTH OGYMCIIOBAJIbHUX CH-
CTeM, PO3KpaZlaHHs KOMIT'IOTEPHOTO Yacy
TONIO), 3JI0YUHH, “NIOB’SI3aHi 3 KOMII'IOTe-
pamu” (TOJIOBHUM YMHOM, (DiHaHCOBE IaX-
paiCTBO), Ta MeEPEXHi 3/T0YMHU (BUKOPH-
CTaHHSI MePeX JUIsl 3[IiMCHEHHSI He3aKOH-
nux yron). HaiiGinpmuii ke inTepec i3
nosuniin kaacudikanii xKibepHeTHIHUX
3JIOYMHIB i 3arpo3 HMHI CTAHOBUTH CXEMA,
3arnpornoHoBaHa Konsenniewo Pagu €Bpo-
mu 2001 poky 1o 60potbbi 3 KibepanounH-
HICTIO. ¥ Hili imeTbCst PO YOTHPH MOKJIUBI
IPYIH TaKUX [IPOTUIIPABHUX [isIHb, @ CaMe:

1) 3104yuHM npoTH KOHQiAEHUiHHOCTI,
IiJIICHOCTi ¥ OCTYMHOCTI KOMITIOTEPHUX
JaHUX i CUCTeM, IO peali3yloThCs Yepes
HeCaHKIiOHOBaHWH AOCTyIl B indopma-
11ifiHe cepeZIOBHIIle, HE3AKOHHE BTPYYaHHS
B AaHi Ta/a60 ix nepexorieHHs, He3aKOH-
HEe BUKOPUCTaHHS KOMIT IOTEPHOTO U TeJe-
KOMYHiKaIliiHOro BctaTKyBaHHs abo fioro
MOBHE BUJIYYEHHS TOLIO;

2) 37104MHH, TOB’sI3aHi 3 BUKOPUCTAH-
HSIM KOMIU'IOTEPIB SIKi MepeoBCiM IMOJIs-
TaloTh y MiapoOLi J0KyMeHTiB Ta/abo mrax-
paiicTBi i3 3acTocyBaniaM 3acobis EOT;

3) 3JI04MHH, MOB’sI3aHi 3 PO3MilllEHHAM
y Meperkax IMpOTHUITpaBHOI iHdopMaliii, Ha-
NPUKIAZA, MOLIMPEHHSAM AUTAYOi IMOPHO-
rpadii;

4) 37104MHU BiZIHOCHO aBTOPCHKUX i Cy-
MIXKHUX IIpaB.

He3Baxaiouu Ha Te, 110 OCTaHHIM ya-
COM 3a3HayeHi NPOTUIIPaBHi AisTHHA 3/1i11-
CHIOIOTbCSI MPOTHOOPYUMHU CTOPOHAMU
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nepul 3a BCe 3 METOIO IOpyIIeHHs abo
6J0KyBaHHs poboTH iHdopMaiiiHux cu-
CTeM i MepeX CTpaTeriyHO BaXKJIMBUX Ta-
nyseil (00'ekTiB) iHdpacTpyKTYpH OnHe
OJIHOTO, Y TOMY 4YHCJIi, (PiHAHCOBOIO, eHep-
TETHYHOTO, IIPOMUCJIOBOIO, TPAHCIIOPTHOTO
Ta BilCBKOBOI'O CEKTOPIiB, a TAKOX HECAHK-
L[iOHOBAHOTO OTPUMaHHA (KpadiXkKH) iH-
¢dopmauii 3 BiZHOCHO BiAKPpUTHX 1 3a-
KpUTHX 6a3 maHux (6a3 3HaHb) AepXKas-
HUX, KOMEpPLiHHUX W iHUIUX YCTaHOB, i1
moaugikanii Ta/abo MUIEHHS, — [0 BH-
3Ha4YeHHs NpobeMaTHKH Kibep3JouYHHiB
i Kibeps3arpos 3aKOHOZABCTBO OLIBLIOCTI
KpaiH CBiTy LiZXOAUTDH 110-pi3HOMY. Tak,
HalIpUKJIaj, 3TiIHO i3 3aKOHOJaBCTBOM
CIIA npoTtunpaBHUMU AiAHHAMH Y cepi
IT TexHosoriit, 3a sKi Ilepen6aqa€Tbcsl
KpUMiHajJbHa BiAIIOBiAAa/JbHICTH, BBa-
JKaI0Th: HECAaHKIIIOHOBaHUU AOCTYM 0 iH-
¢dopmarii 3 koMmI’rotepa, BUKOPUCTOBY-
BAHOIO YypPSZIOBHUM BiIOMCTBOM, YILIKOJ-
XKeHHs a00 1opyueHHs PYHKIiOHYBaHHS
OCTaHHBOI'O; UIMUTYHCTBO, LIAXPaWCTBO,
3arpo3yd, BUMaraHH#, LIAaHTaX Ta 1HIII
MPOTUIIPABHI AisIHHS, BYMHEH] 3 BUKOPHU-
CTaHHSIM KOMIT'IOTepa; TOPriBJjsA BUKpaje-
HUMH abo0 migpob6JeHUMH TPUCTPOSMU
JOCTYIly, sIKi MOXYTb OYyTH BHKOPHCTaHi
JUISL oJlepXKaHHA rpoliie (ToBapiB, Ho-
CJyT), KOMII'IOTEDHUMH MapoysiMU abo
a”aJjioriyHolo iHdopMalli€ln; HaBMHCHe
VUIKO/IKEHHSI MalHa, YCTaTKyBaHHA, JTiHiN
i cucTeM 3B’sI3KY; EPeXOllJIEeHHs! U pO3ro-
JIOLIEHHS TMOBi/IOMJICHD, NepCIaHUX TeJie-
rpaoM, ycHO ab0 CIEKTPOHHHUM CIIOCO-
60M; nopylIeHHs] KOHDiIeHIIIHHOCTI eJlek-
TPOHHOI TMOUITH M TOJIOCOBUX MOBiOM-
JIEHb; HaBMHCHE O/[epXKaHHs a00 BUI03Mi-
Ha MOBiZOMJIEHD, 10 30€piraloThCcs B lia-
M’ATi KOMIT'IOTepa, a TaKOXK 3a CTBOPEHHS
NepelKo/l AJis1 CAaHKLIIOHOBAHOT'O AOCTYILY
10 TAKUX MOBioMJieHb. ¥ BenukobpuraHii
Jlo nmpotunpaBHux AisHb y cepi IT Tex-
HOJIOTiM HaJieXkaThb: HAaBMUCHUM 11pOTHU3a-
KOHHHUM JOCTYII 10 KOMITIoTEpa a60 KOM-
m'ioTepHoi iHdopMallii, 0 IUPKYJIIOE B
HhOMY; PO3rOJIOIICHHS MEePCOHAJIbHUX

JIAHUX, BUTOTOBJIEHHS U TIOUIMPEHHS TIOP-
HorpadiyHuX MaTepiaiiB (y T.4. 3 BAKOPH-
CTaHHsM KOMIT'I0TepHOI TexHiku). Y @PH
TaKMMU NPOTHUINPABHUMH [JiAHHAMHU €:
HelpaBOMipHHH I0OCTYN 0 KOMII'IOTEPHOI
ingopwmarii, ii HecaHkLioHOBaHa MoaHi-
Kallisi, mizpoOka, yraioBaHHs abo0 BUKOpH-
CTaHHsI; PyUHYBaHHS, YIIKOIXKEHHS, MPH-
BEJI€EHHsI B HENPUAATHICTh TEXHIYHUX 3a-
co6iB 006poOkH iHdOpMALLil; MOPYIIEHHS
TaEMHHULI TeJIEKOMYHIKalliHHOTO 3B’SI3KY;
KOMIT'IOTEPHE IaXpaiCcTBO; HE3aKOHHE
BTPYYaHHsI B pOOOTY TeJIeKOMYHiKal[iltHuX
cucreM. ¥ DpaHuil NpoTHIIPaBHUMH J1isTH-
HsAMHU y cepi IT TexHosorii, AK NpaBUIIO,
BBaXKAIOTh: ITIEPEXOIUICHHS, PO3KpalaHHH,
BHKOPHCTaHHs 200 HaJ]aHHsI PO3roJIocy MOo-
BiIOMJIEHHSIM, 1IepeIaHiM 3acobaMu 3B’513-
Ky; HE3aKOHHHUI JOCTYyN [0 aBTOMAaTH30-
BaHOI CUCTEMHU OOPOOKH aHUX; MOPYILIEH-
HsA abo 3a106iraHHs HOpMaJbHii poOOTI
KOMIT'IOTEPHOI CHCTEMH; 3HHUIEHHS a6o
Moaudikarito iHdopMmalii B aBTOMaTH30-
BaHi indopMauiiiHiii cuctemi; yBeneHH:
a6o 36epiranua B nam'sti EOM 3abopone-
HHMX 3aKOHOM /IaHUX; TIOPYILIEHHS 1IOPSIIKY
aBTOMAaTH30BaHOI 0OPOOKY MepCOHaIbHUX
NaHuX; 36ip i 06poOKa TaHUX HE3AKOHHUM
cHoco6oM; 30epiraHHs MeBHUX JaHUX YII-
POZOBX TEPMiHy, IIIO lIePEBUIIYBaB yCTa-
HOBJICHHI 3aKOHOM; HECAHKI[IOHOBaHe BU-
KODHUCTaHHS JaHUX; 3HULIEHHS], TICYBaHHS
a60 poskpafaHHs 6yab-SIKOrO JOKyMEHTA,
TEXHiKH, CIIOPY/IXKEHHS], YCTaTKyBaHHs, yC-
TaHOBKH, anapara, TeXHIiYHOro MPHCTPOIO
abo cucTeMH aBTOMAaTHU30BaHOI OOpPOOKH
IaHuX ab0 BHECEHHS /10 HUX 3MiH; BUTO-
TOBJIEHHSI i TOIIMPEHHS TeJeKOMYHiKa-
I[IHHUMU MepeXkaMU AUTSYOI HopHorpadii,
36ip abo mepenady ingopmauii, mo Mic-
TuThCs B 1aM’ssti EOM abo kapToretti iHO-
3€MHOI Jiep>KaBH; 3HUILEHHS], PO3KpallaH-
Hsl, BHWIy4YeHHs1 200 KOMIOBaHHA JaHUX,
11{0 HOCSITh XapaKTep CeKpeTiB HalliOHAJIb-
HOI 0OOPOHH, LIO BTPUMYIOTHCS B IaM ATi
EOM ab6o B kapToTekax, a TaKOX O3Ha-
HOMJICHHS i3 UMMM JaHUMHM CTOPOHHIX
ocib; TepopMCTHYHI aKTH, MOB’s3aHi 3



nisHHAMH B objacti iHdoOpMaTUKH TO-
uIo.

IlpescraBieHunid nepesiik He € BUYEPII-
HUM, aJie BiH /Ia€ MOXKJIMBICTb:

— Mo-lepliue, yMOBHO 00'€/IHATH 3a3Ha-
YyeHi BUIlle THUIIM IPOTUIIPABHUX MAiAHb Y
JBi YKpYIHEHi kaTeropii — 3/J104MHH (3a-
rpo3u), crpsMoBaHi Ge3mocepenHbO Ha
MOpYyIIEeHHSI HOPMaJbHOrO (PYHKIiOHY-
BaHHA IT cucreM Ta MiAKIIOYEHUX /10 HUX
KoMIT'IoTepiB (Tuil 1 — 3a CXeMoIo, Iporo-
HoBaHow KonBeHuieo Pagu €sporu 2001
POKY), a TAKOX “TpajuIIiiiHi” MPOTUIIPaBHi
nAisgaasa (tunu 2, 3 i 4 — 3a Ti€w X cxe-
MOI0), 1[0 ab0 MOB's3aHi 3 KOMIT I0TEPOM
(computer-related), abo BuuHeHi 3a Horo
nonomorolo (computer-facilitated);

— mo-Apyre, 3poOMTH BUCHOBOK PO
Te, L0 3a3HayeHi Ta MOAiOHI IM MpOTH-
MpaBHi AiAHHSA y KiGeprpocTopi: BUMIILIH
3a MeXi OKpeMHX KpaiH i Ha 1el 4ac 3a
TEMIIaMU POCTY BUIIEPEKAIOTh yCi iHii
BU/IA OPraHi30BaHOI 3JIOYMHHOCTI; OTpHU-
Manu ictotHy ¢iHaHCOBY MiATPUMKY i
SIKiCHI KOMYHIiKallil; TONTUPUIUCA HaA BCi
BUIM 37104uHiB, yunHeHuX B IT cdepi;

— Mo-TpeTe, popMaidyBaT 3a3HadeHi
BHILle TUIHA MPOTHUIIPABHUX MAisHb, Ipea-
CTaBHMBUIM 1X MOJEJUIIO, AKa MiCTUTHME
TPU IOJIOBHI €TamM — eTall BHUBYCHHSA
JKepPTBH, eTall IPOBE/ICHHS aTaK Ha XepPTBY
M eTan NMpUXOBYBaHHSA CJIAIB 3JI0YUHY.

3rigHo 3 odiniinumu nanumu Inrep-
TI0JTy, TEMITH 3POCTAHHS TAKUX IIPOTHUIIPAB-
HMX JisiHb 3 POKY B PiK HEOAMiHHO 30i/b-
uryotbes. CBOro aroreio BOHU JOCAIIA
HUHi y rio6anbHiid Mepexi Internet. Tak,
HampHKJIa/, Ko B Pocii 3a odiniinumu
nauumu y 1996 poti 6y/i0 BUSABIIEHO JIMilie
15 kiGepsaounHis, To y 1997 porii — Bxe
101. 36UTKM BiJ HUX CKJIAAU MPUOIU3HO
20 MizpsapaiB kap6oBaHIliB. 3a HACTYIHi
I'ATh POKIB KiJIbKiCTh MOAIOHUX 3I0YKMHIB
y Ti#t xe Pocil 3pocsa y 33 pa3u. ¥ 2002
polli poCiHCHbKUMH [TPABOOXOPOHIISIMU OYB
3apeecrpoBannii 3371 3y104uuH y cdepi
KoMIToTepHoi iH¢opMmanii. OcranHiMu
POKaMU CHUTyallis yCKJaJHHUJIACA Ile

Oinpmie. Sk HaACIMOK, y 1ei 4Yac npak-
TUYHO LIOMICSIIISI BYMHSAETHCS H[OHAUMEH-
e OAWH CEePUO3HHMH 3JIOYMH i3 BUKOPU-
cranHaM cydacHoi EOT mursaxom npose-
JeHHsI pi3HOTO pojy Kibepatak. Bonu 3niii-
CHIOIOTECSI 200 OKpeMuMM 0coOaMH, abo
y ckjiaai 06’€JHaHUX IEBHOKI METOI0
3JIOUMHHUX yrpynoBanb. IIpu npomy cy-
JacHi o0’enHaHHsA KiOep3JOYHHLIB T10-
YWHAIOTh IpalIOBaTH 3a PUHIUIAMH,
BJIaCMBMMH 3BUYalHUM KOMIIaHisAM, 1€ y
KOKHOTO YYaCHHKa CBOsI POJIb i cHUCTeMa
3aoxoueHb. Tak, Hatpukman [8—11]:

— y 4epBHi—kO0BTHi 1994 poky kpumi-
HajbHa rpyna Bomaoxumupa JI. Jlesina,
BUMHUBILY MOHa/ 40 3/10MiB LIeHTpabHOL
6aHKiBCbKOI €JIEKTPOHHOI CHCTEMH TLIaTe-
xiB CiTi-6aHKy 3 BUKOPHUCTaHHSM BKpajle-
HUX MapoJiiB Ta iAeHTUdiKalliHHUX HOME-
piB, 3xilicuuiia mepekas 6isbin 10 Misbiio-
HiB /I0/IapiB 3 paxyHKiB TPbOX MOCTiHHUX
KJIiEHTIB 6aHKy Ha BJIacHi paxyHKH y 6aH-
kax Kamicdophii, Dinnaugii, HiMmeaunnu,
Hinepnannis, 1lIBeiinapii ta I3paimo;

— y rpyadi 2007 poky, 3JaMaBUIA
KOMIT'IOTEPU JleTapTaMeHTy €HepreTUKu
Harionanbhoi naboparopii Oak Pumka
(Tennecci, CIIIA), kibep3ounHIli BUKpa-
Ji 1oHaJ, 12 TUCSAY HOMEPIB KapT CoLia/ib-
HOT'O CTPAaxyBaHHS W /IaT HaPO/IXKeHHs Bill-
BigysauiB ONRL 3a niepion 3 1999 no 2004
POKH. Y TOH ke yac, 3a HassBHUMHU JIJaHU-
MH, aTaui mignanuca takoxx HarmioHasnpHa
Jnaboparopis B Jloc-Anamoci Ta Hargio-
HasibHa Jtaboparopisa Jloypenca B JliBep-
Mopi (CIIIA);

— y BepecHi 2008 rpymna xakepiB i3
I'petiii, 31aMaBIIX KOMITIOTEPHY CUCTEMY
CERN (€EBponeiicbkuii HEHTD SIACPHUX
JOCJIi/)KEeHb), — oOprasidamii, mig kepis-
HUITBOM sikoi 6yB crBopeHuil Bemukwuii
anponHuii kosnaiinep (BAK), orpumasa
JOCTYIl IO CepBepiB, 110 KEPYIOTb KOM-
AaKTHUM MIOOHHUM coJjienoinoM ( Compact
Muon Solenoid, CMS), sikuii Binctexye
JlaHi B XO/li 3iTKHEHHS eJleMEHTapHUX Ya-
cTOK y mpuckopioBaui BAK. 3 mertomwo
ONPUIIOIHEHHSA CBOiX il BOHH, SK
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nosiomuio sunauds The Telegraph, na
CaiTi opraHi3ailii pO3MiCTHUIN TEKCT IPeLib-
KOIO MOBOIO IIifl 3aroyioBkoM “GST: Greek
Security Team”;

y 6epesni 2009 poky narBiiicbka
razeta “Yac” 3 mocusiaHHsIM Ha J[aHi po3-
CJTilyBaHHS, MMPOBEIEHOTO €KCIepTaMU B
06JiacTi KOMIT'IOTEDHUX 3JIOYHMHIB 3 Ka-
HaJcbkoi kommaHii Information Warfare
Monitor i daxiBusamu YHiBepcurety To-
POHTO, MOBiIOMKIIA, IO MiHICTEPCTBO 3a-
KOpZIOHHUX cripaB JIaTBii pa3om 3 psijiom
JepxKycTaHoB iHUIUMX KpaiH cBiTy (Ipany,
Baninaneury, Inponesii, Oiminmin, BpyHeto,
Bapbamocy i Bytany) niazmanocs arami
nporpamu-uinuryia GhostNet, o opieH-
TOBHO OyJ1a 3amylieHa B Mepexy 3 Kuraio.
Kpim Toro, 3a indopmaui€o BUAAHHS,
cliay “eNleKTPOHHUX IIMUTYHiB” Gy/u BU-
siBJieHi B ocosibecTBax HiMeuunnwy, Ilopty-
ranii, Inaii, [lakucrany, IliBmennoi Kopei,
Inponesii, Pymyunii, Kinpy, Manbty, Tai-
manay # TaiiBaHio.

Hagsezneni Buile Ta MoAiOHi 10 HUX MIPU-
KJIa/ld IPOTUIIPABHUX AiSHb [IEPEKOHIHBO
NOBOAATH, 1[0 3 4acoM Internet nouaB
BIUIMBAaTH Ha PO3BUTOK YCi€i IuaHetw i
CTaB HE3aMiHHUM JIENNO3UTAPIiEM 3arajabHO-
JIFO/ICBKOTO 3HaHHsL. 32 HUHIIIIHIX YMOB BiH
B3arajiii Moc OyTH sK npeameroMm (Me-
TOI0) 3JIOUMHHUX IOCSTaHb Ta Cepe/lOBU-
IeM, B SIKOMY CKOIOIOTbCSI IPaBOIOPY-
HIeHHs, HANpHUKJIaA, “ileaJlbHUM cepesio-
BHILEM JIsA JisUIbHOCTI TepopucTtiB” [9],
TaK i 3aC0O60M YU 3HAPSIIUIAM CaMOro 3JI0-
yuny. Takuii cTaH clpas MepenoBCiM
NOSICHIOEThCS THM, 110 JOCTYI 0 L€l
r/106a/IbHOT MePeXi € HAATO JIETKHM, Y Hii
HaI3BHYaHHO JIErKO 3a6€31eYrTH aHOHiM-
HiCTh KOPUCTYBaYiB, BOHA HIKHM He yIIpaB-
JISIETHCS i HE KOHTPOJIIOETHCSA U 3PELLTOIO,
y Hiit, HA JA0Ma4y, “He AIIOTh 3aKOHM Ta He
icHye mouiuii” [9].

IlixTBEpA)KEHHSIM TaKOTO BHCHOBKY
CTaJIi pe3yJIbTaTH NOCTiKeHb Institute for
Security Technology Studies At Dartmouth
College (CIIIA) [11], meTOlO siKHX GyJIO
NpOrHo3yBaHHsS cUTyalii B Internet y

pesyabtati 3gidcHenHss CrnoJiyyeHUMHU
IIItatamu nmmpokoMaciiTaOHOI aHTUTEPO-
PUCTUYHOI KaMmnaHii micas Ttparexii 11
BepecHs 2001 poky. Y 3BiTi mix Ha3Bowo
“Cyber Attacks During The War on Ter-
rorism: A Predictive Analysis”, omy6ui-
xoBaHoMy 22 BepecHsi 2001 poky, daxiB-
IISIMH iHCTUTYTY OyJIM [TPOaHasi30BaHi 1o-
JiTU4YHI KOHQJiKTH, IO CTUMYJIIOBAIH
3pOCTaHHA KIJBKOCTI aTaK Ha pecypcHu
Internet, a came koHdmikTH MiX IHai€O ¥
ITakucranoM, I3painem i Ilamecrunoro,
NATO i Cepbieto, CIIIA ta Kutaem Tomo.
®DaxiBIi iHCTUTYTY, K HACJII0K, KOHCTa-
TyBa/Y, 1O (Pi3WYHi aTaKu Ha €JeMEeHTH
KPUTUYHO BaXJHUBOI iHpacTpykTypu
NPOBIIHUX KPaiH CBITY CYIIPOBOXKYIOTbCS
OCTaHHIM 4YacoM 00OB'SI3KOBHM 3POCTaH-
HSIM KiJIBKOCTI KibepaTak, mepenoBciM Ha
CEepBEpPH Ta AaKTHUBHE MCPEXHE YCTaTKy-
BaHHsI, IO ITiAKJII0YEHE 0 Li€l ri1obaabHol
Mepexi. [IpeacraBHuku iHCTUTYTY System
Administrator and Network Security
(CIIIA) Ta IlenTpy i3 3aXMCTy HalliOHAJIb-
Hoi iHndpactpykrypu npu OBP (CIIIA)
B3araji 3poOWJ/IM CIIJIbHY 3asBy MpO Te,
110 3/1ificCHEeHHSI KibepaTak IMOCTYIIOBO CTA€
HOTY>XHHUM 3acO00M BeJleHHs iHdopMallii-
HUX BOEH MiX jepXaBamu, a Internet —
HNOTYXHUM “iHCTPYMEHTOM KibepIruiany-
BaHHs" [12], sikuit 3a6e3meuy€e Cy4yacHUM
TEPOPUCTAM aHOHIMHICTb, MOXJIUBICTD YII-
pPaBJIATH i KOOPAMHYBATH Ail Npu MiAro-
TOBUI Ta 3AiiicHenHi TepakTiB. Tobto, 32
TBepmkeHHsM [8, 9, 13—15] Ta iHmux
(axiBIiB, TepOpPU3M OCTaHHIM YacOM 3PO-
OUB SIKICHUH KPOK Yy CBOEMY PO3BHUTKY.
J1o #oro HoBUX 0co6MBOCTEM Ha ChOTO/THI
BiHOCATbH: BiACyTHIiCTh HalLiOHAJbHHX
KOP/IOHiB; CIIPSIMOBaHICTb TEPOPUCTHYHHUX
il K Ha LMBiJBHI, TaKk i Ha BiHCHKOBI
00’€KTH; CIPOMUXKHICTD €(PeKTUBHOIO BH-
KOpPHUCTaHHS KOH(JIIKTHUX i KDH30BHUX CH-
TyaLlii 33/U1s1 IOCSITHEHHST BJTACHUX iHTEPECIB.

Takuii cTaH cIipaB, y CBOIO Y€pry, lIpH-
3BiB /IO [TOABM MPHHIIMIIOBO HOBOI'O Pi3HO-
BH/Ly 3JIOUTHHO-TEPOPUCTUYHHUX [JiH Y Bip-
TyaJIbHOMY IIPOCTOPi, AKH Y 3acobax ma-



coBoi ingopmanii (3MI) orprmas 3arab-
Hy HasBy — Kibeprepopuam [16-19] Ta
i AKUM 3axigHi i BiTYM3HsAHI axiBiii
[20] posymitoTh HUHI cycmijibHO Hebe3-
MEYHY IislJIbHICT, IO CBiIOMO 3AiACHIO-
eTbca B Kibeprnpocrtopi (abo 3 BUKOpH-
CTAHHSIM HOrO TEXHIYHUX MOXJIMBOCTEN )
oKpeMuMHM ocobamu abo opraHi3oBaHUMH
rpyliaMy 3 TEPOPUCTUYHOIO METOIO Ta pea-
JII3YETbCSI HUMU Yepe3 3a3JaIeriib Cia-
HOBaHi ¥ MOJIiTHYHO BMOTHUBOBaHi Kibep-
araku (kibepHamagu) Ha IT cucremu 3
BUKOPUCTaHHSAM BHCOKHUX TexXHoJIOTiH. [{o
il OCHOBHMX OCOO/IMBHX PDUC BOHHU BiTHO-
CSITh:

BUCOKY e(eKTHBHICTb Kibeparak;

MPOCTOPOBO-4aCOBY HEBU3HAYEHICTh
JoKepesia KibepaTaku Ta MOro BiialeHicTh
Biz 00’ekTa aTaky;

4acoBY HEBIJAIOBiAHICTH MiX BJIacHe
KibepaTakoio i npolecoM il Mi/IrOTOBKY;

MO>KJIMBICTb OpraHisauii CKJIagHuX Ki-
Gepatak oiHodacHo Ha pi3Hi IT cucremu
3 pi3HUX HalpPsIMiB TOLLO.

CriexTp 1nposiBy KibepTepopusmy € 10-
CTaTHBO IMPOKUM — Bijl IPUAHATTS XUO-
HUX pillleHb a60 PO3IOBCIOIKEHHS MAHIKH,
JI0 TIPOHUKHEHHsSI B KaHaJM i CUCTEMU
3B’SI3Ky Ta HaBiramii Toulo. Horo pe3yJb-
TaTOM MOXe OyTH, HAPHKJIA/L, BBEJAEHHS
xubHoro indopmaliiHoro pecypcy abo
HOPYUIEHHSI HiJIiICHOCTI iCHYI04Oro, AE30p-
raHisanis po6OTH KPUTHYHO BaXKJIMBUX
enieMeHTiB iHQoOpMaLiiHOI Ta/a6o KiGep-
HeTUYHOI iHPACTPYKTYpHU JepxKaBH, Je-
crabiizaliig CycHiIbHO-NOITHYHOI 0OcTa-
HOBKH B JIEPKaBi Ta perioHi, yCKaagHeHHs
Mi>KHapOAHUX BiJHOCWMH abo iHII Hera-
TUBHI HACJIiJIKH, IO CTBOPIOIOTH Hebe3Ie-
Ky JJIsS )KMTTS i 3/10POB’ HaceJIeHHS.

Bucrynarouu 3 npo6sieM CBiTOBHX 3a-
rpos, aupekrop I{PY CIHA /Txopax Te-
HeT 3poOuB 3asABy IPO Te, IO Kibeprepo-
PHU3M, PO3IIOBCIO/KYIOUUCH Y CBiTi, MOXe
3 4acoM HaOyTH 3HayHO OiNbUIMX, HiXK OUi-
KYBaJIOCH, MaciuTtadiB i, AK HACTIIOK, CTaTU
peayibHOIO0 3arpo3010 AJs1 HalliOHAJIbHOI
Gesneku 6yab-aKoi JepkaBU. 3a Horo

TBEP/DKEHHSIM, yKe 3apa3 OLIbIICTh TEPO-
PUCTUYHUX yIrpyIoBaHb Ha Kutaat Hizbo-
llah, HAMAS, the Abu Nidal organization
i Bin Laden’s al Qa’ida ma inuux noni6-
HUX [0 HUX CTPYKTYp AJsA 3AiACHCHHSA
CBOEI IIPOTUIIPABHOI JiSITBHOCTI BUKOPU-
CTOBYIOTb OCTaHHi JOCSiITHEHHS iH(opMa-
NiHHUX TeXHOJIOrid Ta KOMIT'IOTEPHOTO
nporpecy “..KOMITIOTepHi aitnu, eyek-
TPOHHY NMOWTY i mudpyBaHHs (KPUIITO-
rpadiro ta creranorpacdimw) ...”. IliaTBepa-
XKEeHHSIM 1IbOMY CJYry€ TOH (akT, 1o Ha
cboroziHi B Internet mpejacTaBJieHi abco-
JIIOTHO BCi BiZIOMi TEPOPUCTUYHI IPYyINHU
nopiBHsAHO 3 1998 pokoM, Koy suiie 1o-
JioBuHa 3 30-Tu oprasisariiif, 3apaxoBaHUX
CIIA 1o TepopuUCTUYHUX, MaJIU CBOI cai-
Ti. BoHu ny6utikyloTh BacHi MaTtepianm,
uoHaliMeHule, Ha 40 pi3HMX MoBax i y
CBOIM JisIIBHOCTI ITOCJYTrOBYIOTHCS 3j1€-
OiNbIIOrO TakuMU mpuiioMamu sk [21]:

— 3aB/IaHHS 30UTKIB OKPEMHM eJIeMeH-
TaM KibeprpocTopy;

— pyHHyBaHHs amapaTHHX 3acobiB,
MEpeX €JIEKTPOXXUBJIEHHS Ta €JieMEHTHOI
6a3u ITC, a Takoxx HaBe/leHHS 3aBajl LIS
XOM BUKODPHUCTAHHS CIeIliaJIbHUX ITPOrpaM,
OiosloriyHMX, XiMiYHMX Ta iHIIMX 3acObiB;

— BUKpasieHHs abo 3HUIEHH: iHOp-
MalifHUX, MPOrpaMHUX i TEeXHIYHUX pe-
cypciB KibepripocTopy, 10 MakoTh Cyc-
MIiJIbHY 3HAYMUMICTh ULJIAXOM I1OJOJIAHHSA
iX cHcTeM 3aXUCTy, BIPOBa/XKE€HHA BIpyCiB
Ta Pi3HOrO poAy 3aKJaloK;

— BILUIMB Ha IIporpaMHe 3abesnedyeHHs
Ta iHdopMailio 3 MeTOI0 IXHBOTO CIIOTBO-
peHHst a6o Moaudikamii;

— PO3KPHUTTA Ta 3arposa omyOJiiky-
BaHHA abo BJacHe came ONMyOJTiKyBaHHS
3akputoi iHdopmarliii npo ¢GyHKHiOHY-
BaHHA iHdopmarliiiHol iHPpPacTPyKTypu
JePKaBH, CYCITLIbHO 3HauuMi BiiicbkoBi IT
CUCTEMH, Koau mU@pyBaHHA Ta IMPHUH-
UM po6oTH mKu@pyBaJIbHUX CUCTEM;

— 3axorieHHs kaHaniB 3MI 3 mMertoro
nmouMpeHHs aesindgopMaliii, 4yToK, ae-
MOHCTpalil CWJIU TEPOPUCTUYHOI OpraHi-
3allil Ta OroJiomeHHS Hel CBOiX BHUMOT;
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— 3HMILEHHs 260 aKTHBHE TPHULJIYLIEH-
Hs JiHif 3B’A3Ky, LITy4YHe HepeBaHTa-
JKeHHs BY3JIiB KOMYyTallil;

— NpoBeieHHs iH(opMaliiHUX i 1CH-
XOJIOTIYHHX Ofepaliil TOLIO.

Hait6ispi xapakTepHUM MNPHKIAZOM
“IpomyKTUBHOI po6OTH” KibGep repopucTiB
HHHi BBa)XKaloThb TaK 3BaHMi Kibepmkuxan,
SIKMHA 3J[iIHCHIOIOTh OJIHE HPOTH OIHOIO
xakepu Ilakucrany Tta Inzii 3a Kammip
[11, 12, 22, 23]. [TakncTaHCbKi XakepH 3J1a-
MyioTh Web-caliTi iHIIAChKUX NepKaBHUX
yCTaHOB. Y CBOIO 4epry, iHAilCbKa xa-
kepcbka rpyna (Indian Snakes) y sikocri
“BipTyasibHOI IIOMCTH” HMOIIHPIOE MEPEX-
nuii xpobak “Yaha-Q”. TonoBHe 3aB1aHHs
1[bOT'O Bipycy mnossirae y 3aiicHenHi DDOs-
aTak Ha JesKi IaKHCTAaHCBbKi pecypcH,
cepen sikux Internet-upoBaiiiepu, cauTt
donnosoi 6ipxi B Kapaui (Karachi Stock
Exchange) Ta ypsinoBi pecypcu.

Ille onHuMM AOCUTH BiIOMHM IIPUKJIA-
JIOM € IIPOTHUCTOSHHSA i3palibCbKUX i ma-
JleCTUHChKHMX xakepiB [11, 12, 22, 23]. ¥
)oBTHI 2000 poky, micast HpUNMHEHHS
MHPHHX IIEPErOBOPiB, BOHH Opaji yyacTb
y pAli CIpSIMOBAaHHX OJlHA MPOTH OMHOI
KibepaTak, 1110 MaJIH Pi3HUI XapaKTep: Bix
MNpOCTOI 3MiHU 3MICTY CTOPiHOK 10
CKOOP/IMHOBAHOr'O HAIlaly 3 METOIO 3aXOIl-
JIEHHS1 TOBHOBaXX€Hb aJIMiHiCcTpaTopa CH-
cremu. Tak, Hanpukmaan, 6 >xostHsa 2000
POKy Oy10 ypaxkeHo 40 i3painbCchbkux cai-
TiB i mIoHaliMeHIlIe 15 MaJECTUICHKHUX.
IIporpamumii 3aci6 MpoBeNeHHS PO3IMO-
JiJleHMX aTakK 3 BiIMOBOIO B 06CJIyro-
BYBaHHi CTaB TOJIOBHUM iHCTPYMCHTOM,
BUKOPHCTOBYBaHMM i3painbTsiHamu. [Ipo-
NaJeCTUHChKI XaKepHU 3a MOXJHMBOCTI
pyiiHyBanu OyIab-sIKHA THI i3paiibChbKUX
CalTiB, 3MiHIOIOYM IXHiH 3MICT 110BijlOM-
JIeHHsIMH Tig pybpukoio “3a BinbHy Ila-
nectudy” a6o “Binbhuit Kammip”. Opra-
Hizauisa “Xesbosna” B3arasi BUpobOuia 1i-
Jly CTpareriio 3aBIaHHs 30UTKiB i3paiyibCh-
KOMY ypsiiy, MOro BiCbKOBHM i Ii70OBUM
konaM [24]. Ilepuwioto ¢asoro, Ha AyMKY
nigepiB “Xesbonau”, MOBHHHA CTATH

nectabinisariisi ypsimoBux opratis Iapaio.
lpyra 6yne CKOHIEHTPOBaHa Ha Kpaxy
(piHaHCOBUX iHCTHTYTIB. A B XOfIi TPETHOI
Ta 4YeTBEPTOl Ma€ BifIOYTHUCS 3HUILEHHS B
KOMII'IOTEpHi Mepexi NaHHUX MpO COTHi
yrox i ¢iHaHCOBHX Omneparli.

Hacninku 6opotrbbu xakepis Ilaxu-
crady Ta Iupnii, Ispaimio Ta IlamectuHu 3
yCi€l0 OYeBUHICTIO CBif4aTh Mpo 6e3cyM-
HiBHY ypasJiuBiCTb Oy /b-5IKOI Iep>KaBH Bil
pisHux nposiBiB kibeprepopusmy. Ilepe-
JIOBCIM 1I¢ HOSACHIOETbCA THM, L0 3a3Ha-
4YeHUH pisHOBH Kibep3arpos He Mae aep-
J)KaBHUX KOpPJIOHiIB, a HOro MHOTeHIlilHi
MpeACTaBHUKU 3/1aTHI PiBHOKO Mipomo 3a-
rpoxxyBatu iHdOpMaliiHUM cHCTeMaM,
PO3TAIlIOBaHUM MPAKTHYHO B Oyab-AKid
TOYL 3eMHOI KyJIi.

IIpoBenenwmii aHaniz craHy 60poTbOH B
iHdopMauiiiHoMy i mepenoBciM KibepHe-
TUYHOMY MPOCTOPax 3a BOJIOJIHHA CBiTO-
BUM iH(oOpMalLiiHUM pecypcoM, 3MiHH
TEeHJEHIil y MOJIITHII MPOBiIHUX Iep>KaB
CBiTYy 11010 ITPOTH/LIT Kibep3I0urHaM i Ki-
Gep3arposaM Ta 3MiHi BHYTPilIHBOI iH(OP-
MalifiHOI MOJIITHKH LHX JepXaB, 3Ba-
KAIOYH Ha MMOCHJIEHHS i 6e31IeKOBOI KOM-
MOHEHTH, JA€E MOXJHUBICTb 3POOMTH HUHI
HU3KY BHUCHOBKIB.

1. CTpiMKi TeMmH pPO3BHTKY CBiTOBOI
HayKOBO-TeXHIYHOI IYMKH i HOAAJIbLIOrO
ynockoHamoBaHHs IKT ta ITC nemunyue
MIPUBOJISATD JI0 CTBOPEHHS B MEXKAX [J100aJIb-
HOro iHOpMalliHHOro CyCHisIbCTBA €AMHO-
ro iHdopManiiiHoro i KibepHETHYHOIO
IPOCTOPY, V AKHMX B lIEPCIIEKTUBI OYAYTb
aKyMyJIbOBaHi Bci 3acobu 360py, HakKo-
nM4YeHHs, 06pobku, 0OMiHy Ta 36epiraHHs
indopmariii.

2. IKT rta ITC neperBopiooThCsl Ha
ONMH i3 HaNOiNbII BaXkJIUBUX (haKTOpiB
yHpaBJIiHHA Cy4aCHUM CBITOM, OCHOBHHUM
iHCTpyMeHTOM, SIKU BIUTMBAE HA yCTAJIEHY
CHUCTEMY MiXHapoaHUX BigHOCHH. Ilpu
oMy IKT ocraHHiM YyacoM, OKPIM yCbOTO
iHIIIOrO, PO3rNAAATbCA # K 3aci6 MOX-
JIMBOTO Halla/ly Ha OKpeMi eJIeMEeHTH Ha-
LiOHaJIbHUX iH(PaCTPYKTYP.



3. Haii6inbir po3noBciopkeHuMU ¢Gop-
MaMH [POTHUIIPABHUX [isiHb Y KibepHeTHY-
HOMY IPOCTOPi HUHI BMU3HAHO TaK 3BaHi
Kibep3/10uMHU Ta Kibep3arposu, o 37ii-
CHIOIOTHCA BHYTPILIHIMU MOOAUHOKUMU
iHcaiiiepaMn ab0 30BHILIHIMU OpraHi3o-
BaHUMHU 3JIOYMHHHUMHU CIIiBTOBAPUCTBAMHU
(kibepyrpymoBaHHSIMHU XaKePiB, KPEKepiB,
¢dpikepiB Ta/ab0 po3BiLyBaIbHUX OpraHi-
3allii), sIKi MaoTb 3a MeTy MOpYLIEHHS
HITaTHOrO pexuMy ¢yHkuionyBanus IT
CHCTEeM O[IMH OJIHOTO i peasli3y0TbCsI HUMHU
3a paXyHOK BUKOPHCTaHHS KOMII'I0TEPHOI
¥ iHIIIO1 crienia/IbHOT TeXHIKHM Ta MTporpam-
HOTO 3a6e3eYeHHsT UIAXOM MPOBeAeHHs
KibepHeTHuHUX aTtak i TepakTis. Ilpu
IIbOMY CYYaCHHUH TEpOpU3M, SIK CTBEp/-
XYIOTh 3axilHi Ta BiT4yM3HsHI (axiBii,
CBOJIIOIIIOHYE OCTAaHHIM 4acOM Y HalpsM-
Ky, AKMA MOXHa Ha3BaTU “MepexXKHOI
BiliHOW” (netwar), i axui Big iHmux ¢popm
KiOep3JIOYMHHOCTI Bi/Ipi3HA€ HAsIBHICTH
MOJIITUYHUX MOTHUBIB i METH.

4. Takui CcTaH crpaB BUKJIMKA€E 3pO-
CTaloue 3aHENOKOEHHS K Y PO3BUIIEHUX
JlepXkaBax CBITy, Tak, 30KpeMa, i B YKpaiHi,
i crloHyka€ IX [0 CTBOPE€HHsS BJIACHUX
3araJibHOJIEPXKaBHUX CHUCTEM OOpPOTHOM 3
KibepaourHaMu Ta KibeprepopusmoM. I1i
3yCUJLIA, Ha HAlLy AYMKY, MalOTh CIIPSIMO-
BYBaTUCA 32 TaKMMH TOJJIOBHUMH HaIps-
MaMH:

yHi¢ikanii i rapMonisauii HauioHab-
HOTO 3aKOHO/IaBCTBa Ta Mi)XKHAapOJHMX aK-
TiB, CYTHICTh SIKMX NOBHUHHa OYyTH crips-
MOBaHa Ha IomnepeKeHHs Ta 3amobiraHHs
KOMITIOTEPHIM 3JIOUMHHOCTI Ta KOMIT1O-
TEPHOMY TE€POPU3MY;

PO3POOKH E€IMHOIO MOHSITIMHHOrO ama-
pary;

poBeJeHHsS HayKOBUX PO3pOOOK B
06J1aCcTi CTBOPEHHSI Cy4aCHUX TEXHOJIOTiH
BUSIBJIEHHS Ta 3amo0iraHHsT KPUMiHAIbHUM
i TepopuCTMYHUM BIUTMBaM Ha iHdopMa-
HilHi pecypcy;

YAOCKOHAJIEHHS GaraTopiBHEBOI CHCTE-
MM ITIATOTOBKHM KajipiB y cdepi iHdop-
MalliifiHOl 6e3meKy;

CTBOPEHHS CIelliai30BaHUX MiAPO3-
AitiB y cdepi 60poThbu 3 KOMIT IOTEPHHMHU
3JI0YMHAMU Ta KOMITIOTEPHUM TEpPOPH3-
MOM i3 e¢eKTUBHOIO CUCTEMOIO KOOD/IM-
Hailii ix B3aeMomnii;

YAOCKOHAJIEHHS MI>KHapOAHOI OpraHisa-
LiMHO-TIPaBOBOI B3a€EMOii 3 MHUTaHb MPO-
TH/i1 KOMIT IOTE€PHii 3JI0Y4UHHOCTI Ta KOM-
II'IOTEPHOMY T€pPOPU3MY;

MoJiepHi3anii iCHylOUHX Ta pO3pobOKU
HoBux 3axuuieHux IKT rta ITC, mo, y
CBOIO 4epry, MaioTh nepeabayaT: po3poo-
Ky MOJHTUKYU Ge3MeKH 3i 31iiCHEeHHs KOH-
TPOJII0 MEPEXEBOTO JOCTYMY; 3/1iHCHEHHH,
Ha MiJACTaBi iCHYIOUYMX pillleHb, 3aXO/iB i3
3abe3neyeHHs Oe3neKu, ananizy MOXJIHU-
BHX DU3UKIB Ta Ypa3JaUMBOCTEN; CTBOPEHHSA
BiANOBiAHOI iHPACTPYKTYPH; MPOEKTY-
BaHHsA CHUCTE€M 3aXUCTy Ta BHU3HAYEHHS
BHMOT, [0 BUCYBAIOTbCS O BUKOPUCTO-
BYBaHUX 3ac00iB i MexaHi3MiB 3axHCTY;
BUJIIJIEHHSI PECYPCiB, paHXUPYBaHHs oOpa-
HHUX KOHTP3aXO[iB 3a CTYIEHEM BaXJIH-
BOCTi, peasi3zallilo Ta TeCTyBaHHs Haii-
6isIbII NPIOPUTETHHX; PO3POOKY Ta CyNpo-
BO/UKEHHSI CUCTEMH BMSIBJIEHHS aTak, LIO
€ OCHOBHHUM 3ac000M G0pOThOM 3 Mepex-
HUMH aTaKaMM Ta pearyBaHHS Ha HUX
TOLILO.
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