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AKTYAJIbHI IIUTAHHA 3AXUCTY JAHUX ¥ MEPEKRAX
CTIVIbHUKOBOI'O 3BA3RY

Posensinymo ocnoeni Odxcepena 3azposu 6UMOKY iHGOPMayii Kanaiamu CmitoHUKo-
8020 36°a3Ky. [Ipoananizosano ypasiusicms npouecy idenmupikauii abonenmis y mepeixrci.
IIpedcmasneno mexnonoziuni NPUHUUNU, ATZOPUMMU MA HACAIOKU Oii CMOPOHHIX NIOKII0-
uenv necankuyionosanux cmanyitt GSM. Hasedeno ananiz ¢pynxuionysanmns nacmox ma
03HAKU NEPEXONIEeHH OAHUX.

Kmouoei caosa: oxcepeno 3azpos, idenmugixauis abonenmis, umox ingopmauii.

Paccmompenvl ochosHbie UCMOUHUKU Y2P03 YMEUKU UHDOPMAUUU 8 KAHANAX COMOBOT
cea3u. IIpoananusuposano ysseumocms npouecca uoeHmupukayuu abOHenmos 6 cemiu.
IIpedcmasnenv. mexnonozuueckue NPUHUUNDL, ATZOPUMMbL U Cledcmeue O0elucmeust
CMOPOHHUX HECAHKUUOHUPOBAHHBIX NOOKIIoueHutl noxcibix GSM cmanvyuil. IIpedcmasneno
aAnanu3 QYHKYUOHUPOBAHUSL J0BYULEK U NPUSHAKU NEPEXBAMAa OAHHDLX.

Knioueevie caosa: ucmounux yepos, udenmuuxayus abonenmos, ymeuxa
urgpopmavuu.

The main sources of threat information leakage channels of cellular communication
are considered. Vulnerability of the process of identification of subscribers in the network
is analyzed. Technological principles, algorithms and consequences of unauthorized
connections in unauthorized stations GSM are presented. The analysis of the functioning
of the trap and signs interception of data is carried out.

Keywords: source of threats, ID caller, information leakage.

Beryn

Bucokuii piBeHb yIPOBAKEHHSI CTIIBHUKOBOTO 3B’sI3Ky B OijibmricTh cdep
JiSIBHOCTI 0c00H, y TOMY 4MC/Ii GAHKIBCHKUX IOCJIYT, KOJIOCAAbHI TEMIIM PO3BUTKY
MOOIIBHUX TPUCTPOIB, BUCOKA Map;KUHAJIBHICTH MOCJAYT OIepaTopiB, 3PYYHICTh Ta
HaAiAHICTD 111 aDOHEHTIB 3pOOMIM MOOLIBHUN 3B’ SI30K HEBi'€MHOIO YaCTUHOIO HKIT-
TSI, B TOMY YHCJI JJI8 BUPIIIEHHST 3aBJaHb, sIKi MOTPeOYIOTh MEeBHOI KOH(IiAeHTTil-
HOCTI.

P03BUTOK MTPOrpaMHOro-anapaTHOTO 3a0e3MeYeHHs] Ta BUKOPUCTAHHS Cy4acHUX
TEXHOJIOTiii JAal0Th 3MOTY 3JI0OBMUCHUKAMU HECAHKI[IOHOBAHO OTPUMYBATU Pi3HOMAHITHi
JaHi abOHEHTIB i3 3araJbHUX MEPEXK CTITBHIUKOBOTO 3B’s13Ky. Ha ocHOBI aHastizy oTpu-
MaHWX JaHUX MPABOMOPYITHUKN 3aBAAI0OTh 3HAYHUX 30UTKIB, a B JESKMX BHIAJKAX
BUTOK iH(opmarllii Moke cTaTu 3arpo30i0 KUTTIO Ta 3JI0POB’I0 KOPHUCTYBayiB.

HesBaskatoun Ha Belndye3HUN 0OCAT OOMiHY JaHWMM, TIEPEroBOPiB, 10 BiAOy-
BalOThCs MoH Mepeskamu GSM, 3aXUCT epPCOHAIBHUX JaHUX aDOHEHTIB 3a/INIIAETHCS
Ha HU3bKOMY pPiBHI.
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Merta craTTi — npoaHasi3yBaTu ypa3JuBICTh MepPeK CTLIBHUKOBOTO 3B’SI3KYy Ta
PO3TJITHYTH OCHOBHI TEXHOJIOTiUHi NMPWHIMIN TIePe[yMOBU BUTOKY iH(bopmaIlrii
aGOHEHTIB.

OcHoBHuil po3aia

PosriisiHeMoO OCHOBHI JipKepesia 3arpo3 y cucteMi 0OpoOKU JaHUX CTIIbHUKOBOIO
3B’SI3KY.

Jlrcepeno s3azpos Ne 1.

[TocTavasbHUK TOCTYT — OMEpaToOp CTiITbHUKOBOTO 3B’S3KY.

OrnepaTop CTiJIBHUKOBOTO 3B’I3Ky aKyMYJIIO€ TIOBHY iH(opMaIliio mpo aboOHEHTIB.
[IpuyoMy HaJAXOAMTH BOHA 3 JBOX JIKepes: 3 peecrTpaiiiinoi dopmu aboneHTa
(TiepcoHasIbHi aHi) Ta nepeaaeTbest B OLTIHT P KOPUCTYBaHHI TOCayraMu. Y Mepeski
MozayaeMm imentudikanii abornenta € SIM-kapra, sika Ma€ KiJbKa HmapaMeTpiB i B
MOEHAHHI 31 CrIeliaJIbHUMK [TapaMeTpaMy MOOIJIBHOTO MPUCTPOI0 MOKE PO3IMOBiCTH
npo aboneHTa Bce. Tak, y 6asy HaHux OIIIHTOBOI CMCTEMM 3aBaHTaKYIOTHCS PO
N3BiHKIB (HANIPIMOK, HOMEpP, TPUBATICTH), T€ONO3UIIOHYBaHHS (BU3HAYAETHCS 3a
IPUB’S3K0I0 10 6a30BOi cTaHIlii Ta coToI0), 00car i npodiib BUkopucranis Tpadiky,
SMS, MMS Ta it. 3po3yMiJio, orepaTop BAAETHC 10 Oe3IPELeeHTHUX 3aX0/IiB 3aXUCTy
i€l indopmaiiii, mpoTe TPaAIIAIOThCSA BUTOKHU iH(OpMaIrii.

Kpim s3arposu kommpomerariii 6iinry, Hebesreka MOKe BUXOAMTH i BiJ cepBiciB
oneparopa 3B’s13Ky. Tak, mociayra 6aTbKiBCbKOTO KOHTPOJIO ab0 Oyib-siKa IIOCIyra
TPEKIHTY MOJKE€ BUKOPUCTOBYBATUCH /LI BIJICTEKEHHS IEepeMill[eHHA aboHeHTa.

Jlcepeno sazpos Ne 2.

Bupo6HuKr MOGIIBHIX IIPUCTPOIB i crcTeM KepyBaHHs (ollepaliiiiHa crcrema).

HogitHi npuctpoi Mo6iIbHOTO 3B’sI3Ky BKpail THYYKi B HaJAIITyBaHHI Pi3HUX
CUCTEM CTEKEHH:, i TIOB’I3aHO0 Tie caMe 3 TUM, 10 3’BUJINCS TIOBHOIIIHHI omnepartiiifi
CHCTEMH, 110 MTPU3BEJIO JI0 MOKIMBOCTI HATIMCAHHS MITTUTYHCHKOTO TIPOrPaMHOTo 3a6e3-
IeYyeHHs i BIPOBA/KEHHS MOTO B JIOTIKY olepaliiiHoi cuctemu. [[oJlaTKOBYy 3arposy
cTBOpIOE GesrepepBHe 3’€IHAHHS 3 Mepeskeio [HTepHeT i mepegada MiTOK reorno3uIiio-
HYBaHHS.

Jhicepeno sazpos Ne 3.

[Tepexonnenns indopmariii B pagiokanasi (KOMILJIEKCH TTePeXOTJIEHHS: aKTHBHI,
HAIiBaKTUBHI, MaCUBHI Ta iH. 3ac00H IepPeXOILIeHHS).

Y cucreMax CTIJIBHUKOBOTO 3B’sI3KY IEPIIOTrO MOKOJiHHS 3abe3medeHHsT KoHDi-
JEHITHOCTI PO3MOBH OyJI0 CKJIaHUM 3aBJAaHHIM — OCKIJIbKM Ha TOW 4ac TpUpoa
MOBJICHHEBOTO CHUTHasy OyJia aHajoroBa — IEPEXOIIEHHS MOKHa OyJIo 3HifiCHUTH
JIOCUTDH TIPOCTUM NTPUUMATBHUM ITPUCTPOEM. Y CYYaCHUX CUCTEMaX 3aXUCTUTU PO3MOBY
crajo HabaraTo Tpocrinie — 3aBAsgKu HGpPoBOMY KoiayBaHHO. IIpu nudpoBomy
KOJ/lyBaHHI aHAJIOTOBA MOBA TI€PETBOPIOETHCS B MOTIK ABIMKOBUX JJAHUX, TIIO ITi/IJISITAIOTh
mudpyBaHHio, ckpeMOoBanHIo Ta iH. [Ipore icHye 6e3id crocob6iB MepexorIeHHs
tTpadiky Ha “¢dizunuynomy” piBHi [1].

Jlo crocobiB TepexoIieHHsT MOKHA BiTHECTH BIPOBAKEHHS XMOHOI 6a30BOI
craniii (mactka IMSI), sika 3HM)KY€ BCTAaHOBJIEHUH y MepesKi piBeHb Mm@ pyBaHHS Ta
3HAYHO TIOJIETTITYE TTePEXOIIEHHST JaHuX. BoHa mpaifioe 3 yHiKaIbHUM i1eHTH(hIKATOPOM,
npornucanum y SIM-kapti — IMSI (International Mobile Subscriber Identity). ITacTka
IMSI — HeBenukuil TPUCTPiid, MO iMiTye BeXi CTiIbHUKOBOTO 3B’s13Ky. Cranmapt
38’s13ky GSM mepenbayae 000B’s13KOBY aBTeHTH(iKaIi0 amapaTy B Mepexki mpu
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BiZICYTHOCTI noibHOTO 3000B’sI3aHHA Bijl camMoi Mepexi. [lacTka Bigkmouae mudpy-
BaHHs, 30Mpa€ JaHi i nmepeaae BxkKe BiAKPUTHII curHaj 6a3oBoi craHiii (3’eqHyBaTu
abGoHeHTa BOHA He BMi€).

Hesaxumenuit goctyn g0 mepexi Wi-Fi abo imiTariist TO4oK TaKoXK € crroco6om
nepexoryieHHs Tpadiky B pagiokanasi. BukopucroByroThes criettianbhi cHidepn (ana-
npizatopu Tpadiky), sAKi oTpuMmyioTh iHdopMalliio BiJ 0e3ApPOTOBOrO MeEpPEKEBOTO
ajarrepa i JI1eKOAYIOTh JlaHi.

NFC (Near Field Communications) — TexXHOJIOrisl, siKa J03BOJISIE 3a0€31MeUnTI
imenTUdikaIito 3 BUKOPUCTAHHSM pPajlio3B’s3Ky Ha HeBeJWKUX Bigctanax (Bim 1
MijimMeTpa /10 AeKiabKOX AecaTkiB cantuMmerpiB). NFC — “6iuskHiil 38’s130K”, mpaifioe
Ha yactori 13,56 Mri Ha Bigcrani 1o 10 cM 3i mBHaKOCTIO 10 424 KOiT/C. TexHooris
3aCHOBaHA Ha BUKOPHUCTaHHI creniasibHuX yumiB (y Tom umcai B SIM-kaprax) B
KOMYHIiKaIllilHUX TTPUCTPOsiX. BoHa MMUPOKO MonmpeHa B CucTeMax KOHTPOJIIO JIOCTYITY
Ta IJIATIKHUX CHCTeMax, BOyoBaHa B jesKi miaHieTd i cMaprdonun. g texHooris
Moske OyTH ToB’si3aHa 3i 371l0MoM TesteoHy B Oe3rocepeatiil 6JM3bKOCTI Biji HHOTO.

Ilepconanvni dani abonenma, wo nepedaromvpcst K Ciynrc6oea iH@opmayis

Abonent y mepeski GSM — 1e oenHanHs crierudivnnx igentudikaropis SIM-
KapTu i MoOibHOrO mpucrpoto. SIM-kapra — 11e IpuCTpiil 3abe3nedeHHss KOHDigeH-
iitHocTi B Mepexxax GSM. Came BoHa MiCTUTh Ha CBOEMY MiKPOKOHTPOJiEpi iHAWBi-
JyanbHy iHdopMaIlliio KopucTyBada, IporpaMu U@ pPyBaHHS, KITIOYi.

Jluist MOGiTBHOTO TIpUCTPOI0 0OcHOBHUM izeHTHdiKaTopom € IMEI (International
Mobile Equipment Identity — miskHapoHwmii izeHTH(bIKaTOP MOOITEHOTO OOJIATHAHHST).
ITe 3aBoACHKUI HOMED, SIKUU € YHIKAJIBHUM JIJISI IPUCTPOIO i 30€pira€Tbcsi B HHOMY.
3a monomoroo IMEI moskna posnrykatu BKkpameHuii TeiedOH, TepeBipuTH Moro
opuriHaJIbHe MOXOKEeHHS, 3a00POHUTH IiAKIIOUeHHS 00/IalHaHHA [0 Oa30BUX CTAHII
3 Meroro Gesmeku. Kpim 1mporo, moxkiausocti IMEI pomomaraioTsh BimpaiboByBaTH
BUIAJIKU IIaxXpaiicTBa i 3amobiratu 3J104MHHOMY gocTyiry. Lleil mapamerp € ogHuM i3
OCHOBHUX, 1110 TEPEAaEThCsI B MePeXKi CTIIBHUKOBOTO 3B’A3KY.

g abonenrta imentudikatopom € IMSI (International Mobile Subscriber
Identity — miskHapoaHuii ineHTH(biKaTOp MOOIIBHOTO aboHeHTa (IHANBILyaTbHIIT HOMED
aboHeHTa). 3a3HAYEHMIT IMTapaMeTp TaKOXK IepelaeTbest B Mepexi. Came 1eil i1eHTH-
(dikarop, nponucanuii B SIM, meperBopioe TeseoH y MOOIIBHUI TepMiHAJ, KUt
ineHTHdiKye aboHEHTa, PEECTPYE HOTO B POYMIHTY i BUKOPUCTOBYETHCS JIJist OiIIHTY.

[Ty6niunuii mapamerp MSISDN — (Mobile Subscriber Integrated Services Digital
Number) — HoMep M0bibHOrO aboHeHTa HU(PPOBOI MEpesKi 3 iHTerpalico ciayko 1
3B’s13Ky B ctanmaprax GSM, UMTS ra in. Came iforo HaGuUpaoTh il 4ac BUKJIHKY.
[leit mapameTp He TiepenaeTbcsl B Mepeski, ane TicHo moB’s3anuii 3 IMSI.

3a3HaveHi BUIle TTapaMeTPU € JOCTATHIMU JIJIsT OTPUMAHHS HeOoOXiHOT omepa-
THUBHOI iH(opMaIlii Ta BAKOPUCTAHHA TINX JAHUX [IJI aHAJTI THYHUX BUCHOBKIB. Matoun
1 igeHTrdikaTopy Ta 10CTYII 10 6a3 JaHUX, OTlepaTopy MOKHA OTPUMATH TaKy iH(pOP-
Martifo mpo abGoHeHTa:

— 3a IMEI moxna orpumatu Bci IMSI SIM xapt, gki BukopuctoByBajsucs B
IbOMY IIPUCTPOI, i, AK HACJITIOK, BCi Oiyutinrosi maui 3a umu SIM KapTKaM¥ (JTOKaIlis,
KoJsio crinkyBanus, SMS, MMS, ronoc, URL-aapecn, soriau i maposi i T.1.);

— 3a IMSI moxkna orpumaru Bci IMET anmaparis i IMSI SIM kapTok, ki BUKOpu-
CTOBYBQJINCA B IIUX allaparax, i, 4K HaCJi/I0K, CTal0Th JOCTYITHUMU BCE Ti K OisTiHrOBi
JlaHi, o i B TTONepeHbOMY BUTIAAKY [2].
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Posznsinemo ocnoeni npunyunu ananisy oanux Oas 0iaznocmuxu NiOKIOUeHHs
CTOPOHHIX OA308UX CINANUIL.

1. 3minuscesa LAC (Location Area Code — xoj reorpadiuHoi 30HH, sika 06CIyro-
BYEThCSI OJHUM KOHTpoJsiepoM Oazooi crauiii (BSC). Kosm BinbyBaerbest BXigHUI
I3BIHOK, TO OIOBII[EHHS OJHOYACHO OTPUMYIOTHh yci 6a3oBi craHIii miei 30umM) abo
Cell ID (igentudikarop 6a30B0i cTaHilii), IpU TOMY L0 YACTOTA 3aIUIIIIACS HE3MiH-
Hoto. /lilicHO, YyacTo MmacTka 3aiiMa€ HagBHY YacTOTY, BOJIHOYAC HAJAIOYU CUJIbHIIIUI
CUTHaJI, Hi’kK OpUTiHAJbHA CTaHIlisd. AJie 119 MeTpuKa ay:Ke HeHajiitHa. [lo-mepie,
Tesed)OH MOKe 3HAXOAUTHCS B 30HI aii ABOX craumiin 3 pisnumu LAC, i mpocto
IIePEeCKOYUTH 3 OJIHI€T Ha iHIITYy, 3aJUIIIAI0YUCh HA OJiHAaKOBOMY KaHasi. [lo-npyre, cam
oTiepaTop MOJKe JaTh KOMaHay sKilich cTaHIlii Ha mepexia no inmoro LAC.

2. BinbyBaerbcst 3mina LAC mortounoi craniiii, sika Bigpisusetbest Big LAC
OTOYYIOUMX CTaHIiN. 3aBaaHHs mactku — gqomortucs Location Update (ko tenedon
nepexoauThb 3 oxniei Location Area (00’'exHanHs 6a3 B JIOTiUHI TPYIH, BiANOBIIHO y
KoskHoi rpynu € cBiti LAC) Ha innry, Bin mocusiae ctanilisgm e mosigomaenns. Takox
BiH Horo mocusae i mepiognyHo Bix TesedoHy, OCKIIbKU TiJbKU B ITbOMY BUIIQJIKY
mactka Mojke “ctartu” 3 Hboro motpibHy indopmariio. ToMy BoHa aHOHCYE iHIITUI
LAC, Hajjatouy CHUJIBHIIINAI CUTHAJL.

3. Ilpu neaminwiit mapi Cell ID — LAC 3minuBcst Homep Kanamy. [TacTka gacto
MACKY€EThCS 111/l HEBUKOPUCTAHY YacTOTY BiKe HasiBHOI 6a30BOi CTamHIIii.

4. LAC wmictuth enuny cranimio. Sk yke 3a3HaueHO B II. 2, 3a3BWYAil, TTACTKU
nparayTh inimiroBatu Location Update. Haiimpocriiie 10ro Mocsrt, migHSABIIN
MCeBO-CTaHIIiI0 3 BigminuuMm Bif ycix LAC i HAlCUIBHINIUM CUTHAJIOM.

5. Craniiss He noBifomiisie ingopMmallifo Mpo craHilii, M0 3HAXOASITHCS MOPYY,
Xoua Ile TIOBUHHO BiJ0yBaTHCs B yMOBax IHIiJIbHOTO TOKPUTTS. IlacTka He aHOHCy€
i cranmii, mob y Tesedona “aHe OyJ0 CIOKycn” Ha HUX IEPEKIIOYUTUCI. A iHOAI
BOHA aHOHCY€E HEICHYIOYi 4acTOTH HasBHMX a00 HEICHYIOUMX CYCiIHIX CTaHIIiii.

6. Anoncysanns csizomo 3aBumieroi CRO (Channel Reselection Offset) — 1e
OIMH i3 MapaMeTpiB, sIKUH BIJIMBAE€ Ha aJrOpuUT™M BUOOPY TeredOHOM HaiKparioi
6a30BOi CTaHIIIi.

7. Bigkmouennst mmdpyBanHs (IIpU TOMY, IO BOHO padirre OyJio Ha Tiil xKe
napi LAC/Cell). ITactka mosxe nepeksounty Tejiedon 3 A5/3 na A5/0, TakuM YnHOM
BUKJIIOUMBIIM M pyBaHHs B3arajii abo mepeBiBIN Ha caaOKuil aaroputm AS5/2.

8 Ilosigomaenna CIPHER MODE COMPLETE wue micruts IMEISV.
Posrasiremo netasphimie mpoitec aBrerTrdikartii i mmdpysBanus B GSM. Ilinkmouenns
10 GSM-Mepexi CKIafaeThCst 3 TPhOX €TalliB: aBTeHTH(]IKAIisl, BUPOOJEHHS KJI0Ua
mudpyBaHHs Ta BUGIp pexkuMy i pyBaHHSL.

8.1 ABrenTudikarris:

Ha SIM-kaprii aboHenta 36epiraetbest 128-6iTamit kiaou — Subscriber Key
Authentication. Touno Takwmii ke 36epiraetbest B oneparopa. Ockinbku SIM-kaprka
(hbopMabHO HAJIEKHUTH ONMEPATOPY, a caM KJII0Y 30epiracThCst 3aXUIEHUM YHHOM, TO
Ile TaKe TMMOEHAHHs BBAKAETHCS HAMIWHUM 3 TOUYKM 30py opranizaiii GSM mepex
[3].

AnropuT™M B3AEMOJIIT:

8.1.1 crauuis renepye Bunagkose 128-6iTHe ymciio i mocuaae oro aboOHEHTY;

8.1.2 obuasi cropoHm mojgaloTh Ha BXif aaroputmy A3 128-6iTHe ymcio i
3araJpHUil K104, orpuMytoTh 32-6itHe yrcao SRES (Bix Signed Response);
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8.1.3 aboHEeHT Ha/CUJIAE BiIIOBI/b i3 1M YMCJIOM, a CTaHIlis OPIBHIOE 31 CBOIM;
SKIIO BCe 3iHILIOCs, To abOHEHT ayTeHTH(hIKOBaHMUIA.

Jlo peui, miaTBEPKEHHS aBTEHTUYHOCTI caMol CTaHIl He mepenxdadeHo.

8.2 I'enepartia kmova mudpyBanus. [Iporenypa ineHTudyHa, 32 BUHITKOM TOTO,
10 BUTIAJIKOBE YHCJIO0 i KJII0Y MOAAIOThCS HA BXif aaroputmy A8, a pe3yabTaToM € 64-
OITHUI KJII0Y4 CUMETPUYHOro mmdpyBaHus AS.

8.3 Bubip pexumy mmmdpyBaHHS:

Crantig nocumae tesepony komanay CIPHER MODE SELECT, nosigomiistroun
HeoOxigamit pexum mudpysanus: A5/0, A5/1, A5/2 abo A5/3. Tlpore B 1pomy
noBiziomsienHi € 1ie perictp REQUEST IMEISV, akuii o3nauag, 1110 tesieoH nmoBUHeH
nepenatu y Bianmosignomy mnoBizomsenni CIPHER MODE COMPLETE cgiit
VHiKambHUN ienTudikaTop, TpuyoMy Iie TMOBiZIOMJIEHHST BXKe 3aKJIaJeHO Ha paHilie
Y3TO/IPKEHY KJI04i. 32 3aMOBYYBAHHSIM PETICTP 3aBKM BUMAarae mnepesiadi yHikaabHOTO
inentudikaropa. OHaK AaCTKa, MOKJIMBO, HE BUMAarae mepejiadi yHiKaJbHOTO iIeHTH-
dikaropa, B pesymnbrari nosiomsiennss CIPHER MODE COMPLETE wmictutume
nepea6aquaHy cratuuny iHgopmartito. [licss 11boro MpoBOAUTHCA CTaHAAPTHA aTaka
3a Bigomum BigkpuTuM TekcroMm (known plain text attack), i kiou poskpuBaeThCsI.
OTxe, kputepiit Ne 8 peectpye BifcyTHicTh 3a3Hadenoro mnparopa. Illle € nomarkosa
O3HaKa — JIOBre OuiKyBaHH4 MiATBepKkeHHs orpuManHs ctaniielo CIPHER MODE
COMPLETE. [liticHo, po3KpUTTA KJif0oYa BUMAra€ 1meBHOTO 4acy.

9. IMicas Location Update fize cranaapTHuii 3armut aboHEHTY Ha izeHTHdiKaIiitny
indopmartiito (IMEI, IMSI), a mani cranimis Bigkumae tenedoH, 3MyIIylodn poOUTH
nosuii Update Location. Bce 1ie — o3Haka IacTKW, IO IPAIiOE B PexXuMi 300py
indopwmartii.

10. Axmo craniiss aHoHCYe iHIIUNA pexkuM mMudpyBaHHd, BiAMiHHUNI Bin
3BUYANHOIO /I 3a3HaveHoi MiciieBocTi abo omeparopa, TO Ie IMacTKa.

11. 3anagro majenbkuii intepsan peryiaspaoro Update Location. Temedon
30008B’s13anmnil mepioauuno nocuaaru Location Update — HaBiTh sIKIIO BiH He Mirpye
3 OfTHI€T coTH B iHITY. A 3HaYeHHS Tepiofy TPUXOANTH 3i cTanilii. CTanmapTHe 3HAYEH-
Ha — 1—4 rogunu. Asile macTKa MOXe TIONIMPIOBATH 3aBi/IOMO MaJIeHbKi TaliM-ayTH,
11100 GiJIBIIT OTIepaTUBHO OTPUMYBATH iH(OPMAIIiio PO po3TalryBaHHs TeaedoHiB [4].

12. Tlpumiinia komanma Paging, 3a sikoo He Oyso Hi SMS, Hi posmosu. Ile
TUTIOBA TIepeBipKa, yn “;kepTBa” B 30HI MOKPUTTS B KOHKPETHUI MOMEHT 4Yacy.

13. Beranosieno kanan ganux (Traffic Channel abo TCH), ase npu oMy He
Hazxoauao Hi SMS, Hi BcTaHOBJIEHHS Ppo3MOBU. ADOO BiH IIIIOB, ajie Yyepe3 HE3BUYHO
JIOBTUI 4Yac. 3TiJHO 3 TPOTOKOJIOM, ICJs BCTAHOBJIEHHS IThOTO KaHaTy TesmaedoH
Ge31epepBHO IILJIe TOPOKHI i ITBEPIKEHHS, TIOKU KaHal He 3akpuerbes. i migrsep-
JKEHHST MOJKYTh BHKOPHCTOBYBATHCS MACTKOIO JJIsT OiJIBIII TOYHOTO MO3UITIOHYBAHHS
Tesiehony.

14. Migospimuii ciimcok cycianix cranmiit (Neighboring Cells). Koxna craniist
repesa€e miKII0YeHoMy /10 Hel TeedOHy CIMCOK OTOUYYIOUMX CTaHIlii. AJe SKIIo e
[acTKa, TO BOHa Oyjie BiZICyTHS B IMX CIIMCKAX — Ha BiAMiHY Bij iHIIMX, J€riTHMHUX
CTAHI[IN.

15. Posburrs Ha Besuky kigbkicts rpym (Paging Group). Koskna cramiiis 06’eqHye
Bci migkmodeni renedonn B rpynu. Ile moTpibHo g onTumisarii pecypcis. Koaun
Bi[I6yBa€TbCH BXi/IHUH N3BiHOK, yci TesepoHU Ii€i TPy OTPUMYIOTD CIIOBIillIEHHS HA
BizirmoBiiHOMY JIoriuHOMY KaHasti. Kosin moMuskoBa cTaHilist xoue oBepHyTH abOHEHTa
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Yy CBOIO CTIJIbHUKOBY MEpPesKy, BOHA IIOCUJIA€ HEKOPEKTHI /IaHi Ha KaHaJi Tiel rpynu, B
AKY BXOAWTH aOOHEHT. Y pesyJbTari Bci wieHu rpynu mounyTth mpoueaypy Cell
Reselection. 11106 Bubipka Oysia Gijibll TOYHA, MOMUJIKOBA CTaHIlist POOUTH TPYIH 3
MaJIor0 KiJIbKicTI0O aODOHEHTIB, a KiJIbKiCTh TPyl Oy/ie BEIUKOIO, IO i € 03HAKOI0 POOOTH
MACTKH.

B ocroBi 6e3niekn GSM JieskuTh He CTIIBKU KpUITorpadivHa CTiiKicTh, CKiJIbKN
BHCOKA MOJKJIMBICTh OTPUMAaHHSI MMOTPiOHOT iH(opMaItii 10 moyaTky poboTH aJrOpuT™My
kpunrorpadii. TyT manyiorbh BUPOOHMKHM TeJE€KOMYHIKAI[iiTHOTO yCTaTKyBaHHS i
orepaTtopu, a 0OroBOPeHHsI PiBHS YPasIUBOCTI PiKO BUXOIATH 32 PAMKU €KCIIEPTiB
snomy GSM wmepex. 3 mpuxomom HoBoro cranmapty UMTS zaxumienicts Oyiia
nigBuiieHa. ['oy0BHI 1epeBaru HOBOBBEICHHS:

— B3acMHa ayreHTH(IKALig I/ 3aXUCTY Bifl MOMUIKOBUX 0a30BUX CTaHIIIN;

— 3aXMCT IIJICHOCTI KepYIUYNX KOMaH/,;

— mudpyBaHHs TMOIKUPIOETHCS He TIJIBKKM Ha MIISHKY “TenedonH — 6GasoBa
CTaHIlig”, ajie i Ha KaHAJU BCePe/IMHi CepBEePHOI YaCTUHM;

— 6isbin custbHe mudpysBandsa (128 6it npotu 64 6it B GSM).

BucHoBku

3 PO3BUTKOM KOMIT'IOTEPHUX TEXHOJIOTIN 3'SBJISIOTHCS HOBI MOKJIMBOCTI OO
CTBOPEHHSI YMOB BUTOKY iH(MOpMaIllii, y TOMy 4nCJIi B rajy3i CTiTbHUKOBOTO 3B’SI3KY.
Jani, mo obepraioThcs B cucTeMi 3abesredens Ta izeHTudikallii, MOXYTb CTaTH OC-
HOBOIO JIJISI TIPOBE/ICHHS HECAHKIIIOHOBAHOIO iX 06p06ﬂeHH§I Ta BIAIOBIIHO TepcOHAa-
Jizarii ocobu.

Posrisin mkepest 3arpo3 y cucreMi OOpOOKHM JTaHWX Ta O3HAK ITiAKJIIOYEHHS
CTOPOHHIX KOPUCTYBAYIB /Ia€ 3MOTrY II1/IpO3/iiJiaM [IPAaBOOXOPOHHUX OpPraHiB IIPOBOAUTHA
JleTaJIbHIIT aHa I3 YMOB BUTOKY JIAHKX, a BUKOPUCTAaHHS 3aCO0IB 3aXUCTY JaCTh 3MOTY
301IbIIATH BipOTiHICTH 30€peKeHHs TepcoHaIbHOI iHopMmaitii abonenTis. Briposas-
JKeHHSI HOBUX CTaHAPTiB CTiIbHUKOBOTO 3B’43KY /I03BOJINTH HA TIEBHUI Yac yYHEMOXK-
JIMBUTU BUTIK JJAaHUX 3 MePek KOMYHiKallii.
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