ISSN 2519-4216. Uridignij ¢asopis Nacional'noi akademii vnutrisnih sprav. 2018. Ne 2 (16)
HOpuduyHuti Yacornuc HauioHanbHOI akademii BHympiluHix cripas

UDC 351.753.6:343.344

Beznohykh V. — Ph.D in Law, Independent Expert, Kyiv, Ukraine; ORCID:
https://orcid.org/0000-0003-0954-1420

lllicit Trafficking and Unlawful Use of Firearms,
Explosive Devices and Substances: Arising Threats

The article reveals the current threats that are associated with the growth of illicit
trafficking and the use of weapons in Ukraine. The beginning of hostilities in eastern
Ukraine, inspired by the leadership of the Russian Federation, has become a certain
trigger for the growth of leakage, illicit trafficking and the use of weapons in the country.
As a result, there is an increase in the incidences of armed attacks and the lethal
consequences of them, suicides among the former participants in the anti-terrorist
operations and deaths of the members of their families from weapons brought from the
ATO zone, increased cases of armed resistance to law enforcement agencies, the use of
weapons at raider seizures of property, accidents due to the unconscious handling of
weapons and explosives by ordinary citizens, and especially children, acts of
hooliganism with the use of firearms, explosive devices and means for the defeat of
armored vehicles or fortifications. The society has lowered the critical barrier on weapons
possession and use. Criminal groups, both local and international, are trying to get profit
from the situation with the illegal market, take it under their control, involving ordinary
citizens into the illicit trafficking of weapons. The growth of criminal tensions reduces
investment attractiveness of the country and worsens the economic situation. The
deterioration of the situation with regard to the increase of circulation and illegal use of
weapons as a whole creates an additional burden on law enforcement authorities. This
requires more rational use of the available forces, the acquisition of additional skills by
law enforcement officers, which would help to make the correct assessment of the
situation, correct balance of forces, interaction between the governmental bodies and
involvement of the civil society potential. The proper information strategy must be
realized among the population. Despite the rather high professionalism of law
enforcement officers, they need to master modern methods of work, use special means
in the sphere of countering the illegal arms trade. It requires additional training aimed at
the correct response in emergencies, planning of special activities and operations.
Establishment of working contacts with foreign colleagues and mutual exchange of
information and planning special activites remain is an important element in
counteraction to the international organized crime. Overall, the awareness of population
about legislation on legal arms circulation, criminal liability for illicit weapons, rules for the
safe handling of weapons and explosive devices and substances, or any unknown
subjects that may be explosive devices remains very low. People have no skills and are
not trained in behavior in the accidents of shooting in crowded places, or in the cases of
the detection of armed persons, or information on such persons who intend to commit a
terrorist attack in a crowded place. Insufficient knowledge of the actions in the case of
using weapons or explosive devices in places of congestion of people lead to the health
danger and unwanted casualties. All this requires additional measures by law
enforcement agencies and society to stabilize the situation, to improve coordination,
interaction and capacity building of Ukrainian law enforcement agencies involved in
counteracting to the leakage and illicit arms trafficking.

Keywords: antiterrorist operation; leakage of weapon; illegal weapons (arms)
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Problem statement. The conflict, which has continued in the east
of Ukraine since 2014, has created a lot of problems for the eastern
regions and the state as a whole. First of all, this is the increasing
number of deaths of people and especially children. According to
estimates by UN specialists, as of April 14, 2018, 2,725 civilians,
including 140 children, have been killed during the hostilities [1].
Problems of the humanitarian plan, such as internally displaced people
(IDP) [2], declining living standards [3], inability of the state to fulffill
their social programs and ensure the safety of the citizens in non-
controlled by the government areas, deterioration of the environmental
situation. Among other issues can be identified an increase in the
circulation of illegal weapons and explosive devices, which results
from leakage of weapons from the conflict zone and illegal smuggling
from other countries. That increase triggers a whole series of negative
phenomena, such as rise in cases of armed attacks against citizens
and fatal accidents resulted from these attacks; suicides of the
demobilized ATO participants, and the deaths of their family members
from weapons that were brought from anti-terrorist operations region;
increase in cases of use of weapons in opposition to law enforcement
officers; use of weapons at raider seizures of property; casuelties due
to accidental falling weapons into the hands of ordinary citizens and
especially children and unsafe hadling with weapons or explosives;
hooligan actions with the use of firearms, grenade launchers,
explosive devices and substances. According to the General
Prosecutor’s Office of Ukraine, in 2017, there were registered 8002
crimes under the Article 263 of the Criminal Code of Ukraine
«Unlawful handling of weapons, ammunition or explosives», which is
15,4 % more in comparison with (pre-war) 2013 (6929).

During the last year (2017), 761 crimes were committed using
weapons, 66 assassinations and 53 armed robberies. Despite the
fact that in comparison with 2014-2015, the rage of armed violence
has declined, yet its level remains high enough. For the period from
2013 to 2017, the law enforcement agencies of Ukraine seized 4,739
units of rifled weapons, 232 units of grenade launchers and jet
systems, 8463 hand grenades, 205 mines, 1323 improvised
explosive devices, 16919 kg of explosives. Due to the high level of
latency, statistics on crimes of the other types with the use of arms is
not complete, and law enforcement agencies, unfortunately, do not
have comprehensive information about them.

According to the Chief Military Prosecutor, during 2014-2018
more than 15,000 firearms were lost by Armed Forces of Ukraine.
There are almost 7645 automatic rifles, 3000 pistols, 2200 machine
guns, 2258 grenade launcher. In spite of the fact that the losses of

295



ISSN 2519-4216. Uridignij ¢asopis Nacional'noi akademii vnutrisnih sprav. 2018. Ne 2 (16)
HOpuduyHuti Yacornuc HauioHanbHOI akademii BHympiluHix cripas

weapons by mercenaries supported by Russia are approximately
equal, Ukrainian Armed Forces has registered for the whole war
period only 258 units of the trophy weapons [4].

According to the «Arms Surveys Survey in Ukraine» conducted
by the «Small Arms Survey» Project (SAS), at least 300,000 small
arms and light weapons have been plundered or lost since 2013 to
2015, according to officials estimates. 200,000 of them were lost
mainly in the ATO zone, and another 100,000 — in the Crimea. It is
reported that of this number of weapons only 4,000 were found [5].

Analysis of recent research and publications. The issues of
investigation of offenses related to the legal circulation of weapons
and prevention of illicit arms trafficking in Ukraine are described in
many scientific works and researches of domestic and foreign
scientists. These issues were highlighted in the work on criminal law,
criminology, criminal procedure and criminalistics. We may find
interesting approaches in works by D.Andreyev, Yu. Antonian,
I. Barannik, Yu. Baulin, P. Bilenchuk, Yu. Blovshtein, S. Bobrovnik,
I. Danshin, A. Dzhuzha, P.Fris, A.Glinkin, V. Gorbachevsky,
V. Glushkov, B. Kalachev, L. Kanevsky, E. Kisilyuk, Yu. Kondratiev,
A. Kofanov, A. Kvasha, A.Kostenko, I.Lanovenko, S.Maximov,
M. Melnyk, V. Myslyvyi, V. Nekrasov, D. Nikiforchuk, V. Osadchy,
N. Osipov, M. Pogoretsky, = Yu. Ponomarenko, A. Savchenko,
V. Stashis, V. Tasii, V. Tychy, V. Vasilevich, P.Vorobey,
A. Zakalyuk, A. Zelinsky, G. Zorin et al. At the same time, most of the
work is aimed at research of the criminal assessment of crimes related
to weapons and the development of procedural techniques for their
investigation, as well as assessing the feasibility of a possible
extension of the permission to possess small arms by citizens; an
integrated approach to research the illicit arms market in general,
factors affecting its functioning, flows of coming-in and coming-out of
arms, the impact of illegal arms trafficking on society and methods of
interaction with the population to counteract illegal consequences from
the arms trafficking was not carried out in Ukraine.

The purpose of the article is to research the risks for the society
arising from the expansion of illegal arms ftrafficking in modern
conditions of Ukraine, to identify factors that contribute to the growth
of these risks and to develop possible measures to minimize the
negative consequences.

Presenting main material. As noted at the Conference of the
Parties to the United Nations Convention against Transnational
Organized Crimein May 2018:

«lllicit trafficking in firearms, their parts and components and
ammunition is a global and transnational threat often linked to other
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forms and manifestations of organized crime, other serious crimes
and terrorism. lllicit firearms are frequently a common denominator
and a cross-cutting element in many crimes, from urban gang
violence to transnational organized crime and terrorism. They serve
as facilitators of violent crimes and as lucrative trafficking
commodities that fuel armed conflicts, crime and insecurity, which in
turn negatively impact development, safety and security» [6].

The UN Convention was adopted by the United Nations in
November 2000 [7] to counteract the growing threat of transnational
international crime, one of the main threats to human security that
hinders the social, economic, political and cultural development of
countries around the world. The Convention was aimed at combating
numerous aspects of transnational organized crime, including illicit
drug trafficking, trafficking in human beings, smuggling of migrants and
money laundering. It applies only to countries that have ratified it and
obliges them to take a number of measures to combat these crimes.
These measures include the development of relevant national criminal
law to fight against this problem, the adoption of a framework for
mutual legal assistance, extradition agreements, cooperation in law
enforcement, as well as technical assistance and training.

In addition to the UN Conventions in May 2001, a Firearms
Protocol [8] was adopted, the main objective of which is to develop
and strengthen cooperation between Member States to prevent and
eliminate the illicit manufacturing of and trafficking in firearms, their
main parts and components and ammunition, and fighting it. The
Verkhovna Rada (Parliament) of Ukraine ratified the UN Convention
against Transnational Organized Crime in May 2004, and
subsequently the Protocol to it [9; 10]. Relying on the provisions of
this Convention and the Protocol and other international instruments,
national legislation, the Government of Ukraine is taking a range of
measures to counter organized crime and illicit arms trafficking as
one of its dangerous manifestations.

Reducing the illicit flow of small arms is recognized as an
important component of the United Nations Goals for the Sustainable
Development [11]. Target 16.4 of the United Nations Sustainable
Development Goals, adopted in September 2015, oblige the states
to reduce illegal flows of weapons by 2030.

As noted above, after the Revolution of Dignity, which led to the
change of power in the state and the outbreak of an international
armed conflict in the east of the country, Ukraine has suffered a
significant increase in the illegal circulation of weapons and related
other criminal manifestations.
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Table 1

Number of weapon related crimes committed in period
2013-2017 (Data of General Prosecutor Office [12])

2013 | 2014 | 2015 | 2016 | 2017

Total number of crimes
committed with the use of arms 761 2523 1576 579 583

riffled 633 2362 | 1446 | 491 506
smoothbore 128 161 130 88 77
assassinations 62 320 194 95 66
armed robberies 100 411 194 85 53
use of explosives 65 112 60 48 43
assassinations with the use 1 6 0 5 1

of explosives

lllicit handling (possession)
of weapons, ammunitions or | 6929 728 7409 | 6307 | 8002
explosives, Art. 263

Violence from illegal weapons becomes more deadly and
prolonged and filling of insecurity is augmenting, pushing in its turn to
the increase of the demand for weapons. In addition to this, where
armed violence is widely used as a solution to differences and
conflicts, there is no legal and peaceful dispute resolution and rule of
law. In addition, separate attention should be paid to the cases of
suicides among the demobilized troops and the deaths of their
families’ members or casual citizens in the cases of the careless use
of the weapons and explosive devices brought from the combat
zone. As Chief Military Prosecutor states [13], «according to the data
of the URPI at the beginning of 2018, among almost 313 thousand
participants of the ATO, 518 persons committed suicide. No one
counts how much of them committed crimes in the civil life as a
result of post-traumatic syndromen.

During the first months of the counteraction to the military
aggression of the Russian Federation, a large number of volunteers
who used their own firearms were involved in the defense of the
country — legally acquired civilian versions of «Saiga» rifles (based on
AK rifle) or smoothbore hunting guns to stop the enemy. Volunteers
joined the campaign of bringing military weapon and munition into the
country, including individual samples of small arms, especially sniper
ones, which were used for sniper duels with the enemy. Due to these

" Unified Register of Pretrial Investigations.
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actions, the country managed to stop the enemy, but at the same time
the threshold for society’s perception of the requirements for the
circulation of weapons and the range of subjects for whom is allowed
to carry arms, the safe conduct of citizens with weapons and explosive
devices and substances has been lowered, moral barriers to use of
weapons and explosives have been removed [14]. On the one hand, it
leads to the increase in the number of fatal accidents and serious
injuries, on the other hand, citizens are unwittingly had been engaged
in illicit trafficking in weapons and explosives, and this creates a
consumer base for interregional and international crime.

Table 2

Weapons seizures in period 2013-2017
(data of General Prosecutor Office)

2013 2014 2015 2016 2017
Smoothbore 91 118 98 61 85
Riffled 620 1159 1066 764 1130
Other firearms 982 1051 805 467 995
Grenade and rocket launchers 0 38 112 20 62
Cartridges 67854 | 128580| 202142 | 174954 | 278238
Grenades 116 1615 2099 2698 1935
Mines 17 44 26 61 57
IEDs 216 958 59 44 46
Steel arms 2036 1711 982 578 1020
Gas and pneumatic arms 573 64 24 35 36
Explosives (kg) 3544,00]| 1677,09] 1292,12| 5803,61| 4603,13

The high level of armed violence threat seriously hinders the
investment climate and threatens the economic growth of the country
as a whole.

Increasing leakage and circulation of illegal firearms and
explosive devices create the following threats to society:

1. Threat to life and health of citizens;

2. Threat to the basics of the rule of law;

3. Threat to public order;

4. Threat to the investment climate and stable economic
development.

5. Creation of a consumer base for organized crime, including
international arms trafficking groups.
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Law enforcement bodies have fragmentary information about
leackige, illegal circulation of weapons, explosive devices and
substances, their illegal use, organized crime groups which involved
in the circulation and the negative effects caused by illegal weapons
and explosives. The General Prosecutor’s Office publishes statistics
on crimes related to the unlawful handling of weapons, ammunition
or explosives or crimes committed with the use of firearms. This
information does not allow making comprehensive qualitative
assessment, since it does not reflect the sources of weapons, the
direction of their transportation, the most affected regions, and the
characteristics of the persons involved in illicit trafficking, information
on accidents and fatalities because of the use of firearms and
explosive devices, cases of suicides and others. Listed on the
websites of law enforcement agencies press releases about the
seizures of weapons or termination of offenses of unlawful handling
weapons and explosive devices are additional sources of information
that contains qualitative information on the circumstances of the
seizures of weapons, their types, detainees, and others.

According to the Small Arm Survey, «Government efforts to
combat illegal weapons are scattered. Ukraine has an incomplete
and contradictory regulatory framework for the regulation of the
production, acquisition, storage, accounting, transportation, use and
possession of firearms» [5]. Joint proper processing of this
information at the state level and its use for analysis is an urgent
need in this sense. This requires the development of the necessary
tools, interdepartmental agreements for their joint use and
arrangement special trainings of the personnel.

There is no regular national monitoring of the situation on
identified problematic issues and subsequent planning of
containment measures. It also requires separate trainings of special
personnel capable for such monitoring and analysis.

The deterioration of the situation with regard to the increase of
circulation and illegal use of weapons as a whole creates an additional
burden on law enforcement authorities. This requires more rational
use of the available forces, the acquisition of additional skills by law
enforcement officers, which would help to make the correct
assessment of the situation, correct balance of forces, interaction
between the governmental bodies and involvement of the civil society
potential. The proper information strategy must be realized among the
population. Despite the rather high professionalism of law enforcement
officers, they need to master modern methods of work, use special
means in the sphere of countering the illegal arms trade. It requires
additional training aimed at the correct response in emergencies,
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planning of special activities and operations. Establishment of working
contacts with foreign colleagues and mutual exchange of information
and planning special activities remain is an important element in
counteraction to the international organized crime.

In spite of the huge support of the armed forces by volunteers
and civil society organizations and their interaction with them, the
attitude to the law enforcement agencies, especially to the newly
created police, has recently become much colder. The leaders of
different levels of the police forces do not sufficiently use the
potential of civil society, especially its most active members, united in
the organization. A broader involvement of the population in
cooperation, defining the problems, which may be solved by joint
efforts, could move the deadlock and create new forms of interaction.
In this sense, cooperation within the framework of jointly developed
by representatives of the civil society and police scope of tasks on
development public security may improve the situation. Police poorly
applies new mechanisms of interaction with the public society,
especially use of modern means of communication (social networks,
specially trained communications officers, communication platforms).

Overall, the awareness of pupalation about legislation on legal
arms circulation, criminal liability for illicit weapons, rules for the safe
handling of weapons and explosive devices and substances, or any
unknown subjects that may be explosive devices remains very low.
People have no skills and are not trained in behavior in the accidents
of shooting in crowded places, or in the cases of the detection of
armed persons, or information on such persons who intend to
commit a terrorist attack in a crowded place. Insufficient knowledges
of the actions in the case of using weapons or explosive devices in
places of congestion of people lead to the health danger and
unwanted casualties.

Measures to decrease negative consequenses of illegal arm
trafficking:

1. Improve coordination, interaction and capacity building of
Ukrainian law enforcement agencies involved in counteracting to the
leakage and illicit arms trafficking. Acquire new analytical and
practical skills. Enhance practical skills in planning, organizing and
conducting special activities aimed at detecting, preventing and
stopping illicit arms trafficking.

2. Organize familiarization and training of operational personnel
to work with advanced technologies and modern techniques that
should allow the quick and reliable identification of the type of
cartridge and weapons from which the detected bullets and shells
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had been shot immediately during the inspection of the scene of
crime or other urgent investigation activity.

3. Develop cooperation between law enforcement agencies and civil
society in the implementation of measures aligned at protection of citizens
from the consequences of illicit arms trafficking and their illegal use.

4. Increase people’s awareness on issues related to the
counteraction to illicit arms trafficking, security measures in case of
detection of weapons or explosive devices, in cases of illegal use of
weapons in public places and first aid for people affected by a crime
with the use of weapons, careless handling of explosive objects,
weapons, or as a result of shooting in crowded places.

5. Develop and implement programs aimed at training of public
activists, volunteer organizations and civil society organizations
working with veterans of the antiterrorist operation in the east of the
country to prevent suicide and casual death of their family members.
Creation of sites and conditions for provision of social and
psychological assistance to this category of people.
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Cyu4acHi 3arpo3u Bi He3aKOHHOro ooiry
Ta BUKOPUCTaHHA 36poi, BUOYXOBUX NPUCTPOIB
i pe4oBUH

Poskpumo cy4acHi 3a2po3u, siKi og’a3aHi 3i 3p0CmaHHAM He3aKOHHO20 obiey ma
suKopucmaHHsIM 36poi' 8 YkpaiHi. lNoyamok 6otiosux dili Ha Cx0di YKkpaiHu cripudyuHue
akmueisaujiro 8UMOKY, He3aKOHHO20 0bi2y ma 3acmocyeaHHs1 36poi 8 KpaiHi. YHacniook
Ub020 criocmepieaembCsi 3pocmaHHs1 auradie 36polHux Haradie i nemarsbHUX HacrioKie
8i0 HUX, Cyiyuldu KOMUWHIX Yy4acHUKI8 aHmMumepopucmuyHoi onepauii ma 3azuberb
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4reHie ix cimel 8i0 36poi, siky 6yro npuseseHo 3 micuyb rposedeHHss ATO, 36inbWeEHHs
sunadkie 36poliHO20 Oropy MPasoOXOPOHHUM OpaaHaM, 8UKopucmaHHs1 36poi nid vyac
pelidepcbKux 3axorieHb enacHocmi, HewacHi eurnadku eHacniOoK eurnadkogozo
nompannsHHs 36poi ma eubyxieku 00 pyk nepecidHux epomadsiH, ocobrueo dimed,
XynieaHcbKi Oif 3 8UKOpUCMaHHSIM 802HenasnbHOi 36poi. KoHcmamoeaHo 3HUXEHHSI 8
cycrinbemsi Kpumu4Hoi mexi wo0o 805100iHHS 36poeto ma i 3acmocy8aHHs. 3r04YUHHI
yepyrosaHHs (K micuesi, mak i MbKHapOOHi) Hamaz2arombCsi guUKopucmamu cumyauito 3
HerneeaanbHUM PUHKOM Ha C80K KOpUCMb, y3smu (io2o rid ceili KOHmMpOsib, 8msigytoHu 00
He3akoHHO020 obiey 36poi nepeciyHux epomadsH. J[osedeHo, WO 3pocmaHHs
KpUMIHanbHOI  Harnpy>eHocmi 3HUXye [HeecmuuitiHy rnpueabmnusicmb KpaiHu ma
rozipwye eKoOHOMIYHUL cmaH. Baxnueum enieMeHmoM 8UsHaHO 8CmMaHo8eHHs1 0irnosux
KOHmMakmie i3 3aKopOOHHUMU Ko/le2aMu, a makoX [poeedeHHs1 iHwux 3axodig
8i0nosidHo20 xapakmepy. BcmaHoeneHo Hu3sbKul pieeHb 06i3HaHOCMI WUPOKUX
gepcme HaceneHHss wWo0o 3akoHodascmea npo o0bie 36poi ma  KpumiHanbHOI
8idnosidanibHocmi 3a He3akoHHI Oii 3i 36poero, npasuna 6e3rnevyHo20 MOBOOKEHHST 3i
36poeto, 8ubyxoHebe3rneyHUMU MPUCMPOSMU ma pedvosUHaMU, a makox OyOb-aKumu
Hesidomumu ripedmMemamu, SKi MOXXymb 8UsieUMUCS 8UBYX08UMU MPUCMPOSIMU.

KnrouoBi cnoBa: aHTMTepopuCTUYHA onepalisi; BUTOK 30poi; He3akoHHMIA 06ir
36poi; opraHi3oBaHa 3MOYMHHICTb; BMOYXOBi MpUCTPOi; BUBYXOBI  PEYOBUHU;
CTpiNgHUHa B Ny6niyHMX Micusx.
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